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Bbipa)keHne npn3HaTe/NbHOCTU

AHTVTEppOPUCTUYECKOe NoApa3jeneHne [lenapTaMeHTa Nno NpoTUBOAENCTBIIO TPAHCHALMOHAABHBIM Yrpo3am
OBCE x0Ten10 6bl BbIPa3nTh MCKPEHHIOH 61aroapHoOCTb Pa3IMYHBIM FOCyAapCcTBaM-yyYacTHIIKaM, SKCnepTam,
KOHCYNbTaHTaM 1 COTPYAHMKaM, BHECLLVM BK/1aJ B CO3/aHVe HAaCTOALLEero TexHUYecko2o pykosoocmed.
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KaHaza

1 HacTosiwee TexHuyeckoe pykosodcmeo He 0653aTeIbHO OTpaXKaeT HaluMOHaNbHbIe NN MHCTUTYLMOHa N bHbIe
No3nLMM YNeHOB DKCNEePTHON KOHCYNbTaTUBHOWM rpynmnebl.

6 BbIpaxeHwue Npu3HaTeNbHOCTU



JKcnepThbl

[okTop [3Bua baMayHr CredaHo betTun [okTop AneccaHgpo Jlazapwu
Begyuinii skcnept Opunanyecknin skcnept He3saBncnMbIl akCnepT-peLeH3eHT
SkcnepT no ¢usnyeckon LleHTp MeXANCUNNAVHAPHbIX
6e30MacHOCTI 1 6e30MacHoOCTH BeHaxamuH NpuHakp nccnesoBaHMin 6e30nacHoOCTM U
nepcoHana JKCnepT No NpaBaM YesoBeKka YCTONUYMBOCTIN KPUTNYECKIN BaXKHOW
[JnpekTop, KoHCynbTaHT NHPPaCTPYKTYpsl

AbleSecurity Mpodeccop AxoH Kagamxm, FRSA [JlenapTamMeHT UHXUHUPUHTa AN
MoyeTHbIN Npodeccop DKCNepT No yrposam 1 pnckam NHHOBAaLNI

KanepoHckoro yHnBepcuTeTta NlabopaTtopus 3almnTHOM YHuBepcuteT CaneHTo

lnasro besonacHocTtun Ntanuna

MpurnaweHHbIN npodeccop, YHuBepcuTeT KoBeHTpU

YHuBepcuTeT KoBeHTpU

COTPYAHUKMN aHTUTEPPOPUCTUHECKOTO Noapa3aeneHus OBCE

[3Hnen lfonctoH Kamnna Cabbippaxum
PykosoanTtens npoekta PROTECT MpOeKTHbIN accucTeHT
AHHa lycapoBa annc UnmmepmarHH
3amecTuTenb pyKoBoAUTENS MpOeKTHbIN acCUCTEeHT
npoekTa

[laHHOe TexHu4eckoe pykosodcmeo bblao NepeBefeHO Ha PYCCKNI A3bIK Minbel laHWHbBIM, OTpeAakTUPOBaHO
Manwukoti Mynatosoii, AHHo ycaposoi 1 Kamunoi Cabblippaxmm.

OBCE xoTena 6bl BbIpa3nTb 61arofapHocTb OTAeNny 6€30NacHOCTY MHPPACTPYKTYpbl ATEHTCTBA MO
KnbepbeszonacHoCTK 1 6e3onacHOCTN MHPpaCTPYKTypbl CoeanHeHHbIX LLITaToB AMepurKkn 3a peLeH3npoBaHume.

BhlpaxeHue npusHaTe/lbHOCTU 7



MpeavicnoBue

CoBpeMeHHbIN MUP 3aBUCUT OT AOCTYNa K 3/IeKTPUYECTBY, SHEPTrUN, BOAe, UHTEPHeTY

VN APYTUM XN3HEHHO BaXHbIM YCayraM. 3TU YCyrn COCTaBAAOT OCHOBY NOBCEAHEBHOM
KN3HU Kaxoro rocygapcrea-ydactHmka OBCE, n npaBuTenbCTBa, TOrja Kak Biagensubl/
ornepaTopbl KPUTUNYECKN BaXHOMN MHGPACTPYKTYPbl NPUAaratoT 3HauUTeNbHbIEe YCUNUS
ANns obecneyeHUs exeAHEBHOM AOCTYMHOCTM 3TUX YCAYT AN HAc. YUnTbiBasd 60/bLUoe
3HaueHMe 3TUX XM3HEHHO BaXKHbIX YCYT ANS HAaLLen XXU3HW 1 SKOHOMUKUW, TEPPOPUCTBI
3a4acTyHo BbIOBMPAKOT B KAUeCTBE MULLIEHU KPUTUYECKN BaXKHYH NHPPACTPYKTYpPY, UTOOLI
HaHeCTU MaKCUManbHbIN yLLep6.

TeppopucTnYeckas yrposa sHepreTmyeckom MHPPaCTPYKType, MexXAyHapOoAHbIM
nepeBoO3KaMm U APYrM KPUTUYECKN BaXHbIM 06beKkTaM MHPPaCTPYKTYypbl bbisia
npu3HaHa 57 rocygapcrteamum-yyactHrnkamum OBCE, CoseTom be3onacHocTy OOH n
leHepanbHol Accambneeli OOH, 4To cTano pesynstaTtoM 601ee YeM ABaALATUNETHUX
LeneHanpasneHHbIx ycunnii OBCE B 310l obnactu.

Heckonbko AecsaTuneTnii Hasag rocygapcraa-ydactHukn OBCE npussanu OpraHnsaunto
K OCYLLIeCTB/IEHVIO Mep MO MOBbILLIEHNI0 6€30MacHOCTU MeXAYHapPOAHbIX MepeBo30K U
APYrUX KPUTMYECKIN BaXHbIX 06beKTOB MHGpacTpykTypbl. C Tex nop OBCE coTpyaHUyaeT
C rocyapCTBaMU-y4acTHUKAMU B LENsIX YCUNEHUS 3aLUThl KPUTUYECKM BaXKHO
NHGPACTPYKTYpbl MOCPEACTBOM HapallMBaHWsa NoTeHLMana cTpaH, coaeicTems
pervoHanbHOMY ANANory, a Takxke KOHCONUAALNN NepeoBOro onbiTa 1 06MeHa UM.

locypapctBa-yvacTHUKM OBCE obnagatoT o6LWMPHBIM OMbITOM B 061aCTW 3aLLUTbI
KPUTUYECKM BaXXHOW MHPPACTPYKTYPbI, KaK MOKa3aHO B HACTOALLEM TEXHUNYECKOM
pykoBoacTBe. MHOroumMcaeHHble NprMepbl MepeAoBO NPaKTUKKW, NpesCcTaB/ieHHble
HaLNMUW yYaCcTHUKaMU, CBUAETENbCTBYIOT O IyOMHE 1 LUMPOTE 3TUX 3HAHWUI 1 OnbITa.

Mbl Hageemcs, UTo AaHHOe pykog8odCmaeo NOCNYXNT UCTOUHMKOM LleHHOW MHGOopMaLmn ANs
NMOJINTUKOB rocyAapcTB-y4acTHNKOB, napTHepoB OBCE no coTpyaHuyecTsy, BliajensLes

N OnepaTopoB HaLMOHaJIbHOM KPUTNYECKN BaXXHOW MHPPACTPYKTYpPhbI, a TakxXe A/19 BCex
APYrVX Cy6beKkTOoB, OCYLLEeCTBASOLWMX eATeIbHOCTb MO 3aLMTe KPUTUYECKM BaXKHOM
NHOPACTPYKTYpPbI. Mbl yBepeHbl, 4YTo 61arogapst 0bMeHy pekoMeHAaunaIMN 1 nepeoBoi
NPaKTUKOW, COBpaHHbBIMU B 3TOM pykogodcmee, Kak C FoCyAapCTBEHHbIMU, TakK U C
YaCTHLIMW 3aUHTEPECOBAHHbLIMWN CTOPOHAMM, Mbl CMOXEM MOBbLICUTbL HaLLy KONNEeKTUBHYHO
6e30MacHOCTb B YC/I0BUAX MEHSIOLLNXCA TEPPOPUCTNYECKNX YTPO3 U 3aLLUTUT XXU3HEHHO
BaXKHble C/1yXObl, KOTOPbLIM YrPOXatoT 3TV TEPPOPUCTLI.

locon AneHa Kyn4yuHa

KoopduHamop desmeneHocmu OBCE no npomusodelicmeuro mpaHCHAYUOHAAbHLIM y2p030M
Cekpemapuam OBCE

8 Mpeavcnosne



KpaTkoe cogep>kaHve

Kputnueckn BaxHasa nHopactpyktypa (KBM) obecneynBaeT 0CHOBHbIE YCAYr, KOTOpble
JlexxaT B OCHOBE XM3HeAeATeIbHOCTY 06LLecTBa 1 3KOHOMUKK BO BceM pervioHe OBCE.
Bcnepcteume cBoei nepBOCTENEHHOW BaXXHOCTU 06bekThl KB Bcerga 6biav 1 npogoikaroT
6bITb MULLEHbBIO 415 HACUNBCTBEHHbLIX 3KCTPEMUCTCKUX U TEPPOPUCTUHECKNX OPraHn3aLIniA.
B3anmocBsA3aHHOCTL ceTell KBW, 06ycnoBneHHast X MpUPOAOIA, 03Ha4vaeT, 4YTo o4Ha

aTaka MOXeT MMeTb KacKafHble MoCNeACTBUSA AN APYTUX cucTeM 1 cny6 KBW. 370

He TONIbKO YyCUANBAET pa3pyLUMTebHOe BO3eliCTBME O4HON aTakn, HO 1 NpuBAeKaeT
AOMNONHUTENbHOE BHUMaHMe CMIW K caMUM 3110yMbILLIEHHWKaM. [T03TOMY NoBbILEHWEe
6e3onacHocTn KBU aBnsieTcs HacyLWHbIM NpropuTeToM A5 Bcero pernoHa OBCE. U Bce xe,
XOTS 3TO BaXKHasi KOHEYHas Lesb, NyTb K Hell 3a4acTyto Heo4eBUeH.

3a NCKIloYeHeM CTPOro perynampyemMbix cektopos KBV, BO MHOrMX rocygapcTBax-
ydacTHMkax OBCE oTcyTCTBYIOT NOAPOGHbIE PYKOBOASALLNE MHCTPYKLMW MO Mepam
obecneyeHns dpmsnyeckori 6€30nacHOCTN, KOTOPbIE AOMKHbI 6bITb peann30BaHbl Ha
ypOBHe 06bEeKTOB. BMeCTO 3TOro CyLLeCTBYeT CI0KHAA CUCTEMA MPAKTUYECKNX MOAXOA0B,
NPUHLNMNOB 1 HeobsA3aTeIbHbIX PYKOBOAALLMX AOKYMEHTOB, KOTOPbIE AOJIKHbI M3Y4aTbCs
npasuTenbLCTBaMu, Bnagesnsuamu/onepatopamuv KB v nnuamn, oTseyvaroLwymm

3a 6e30MacHOCTb Ha obbekTax KBW, ansa obecneveHns s pekTMBHOM drsnyeckor
6€30MacHOCTN HAXOAALLMXCA B UX BEAEHUM 06BEKTOB U NpeanpuaTuii.

HacTtosuwee TexHuyeckoe pykogoodcmeo COAEPXUT CTPYKTYPUPOBaAHHbIE PEKOMEHAALNN
Mo NpaKkTUYecKnM NoAXoAaMm, NPUHLMMNAM 1 COOBpaxXeHNsM, KOTOpble MOTryT MOBbICUTL
dur3myeckyto 6e30MacHOCTb CTaLMOHApPHbIX 06BbeKToB 1 NpeanpuaTuii KBU ¢ uenbto
npeAoTBpaLleHNs TEPPOPUCTNYECKMNX aTak, MOBbILLEHWA YPOBHS MOATOTOBKM K HUM 1
CMATYeHUsa nx NocneCcTenin. Llenesoi ayantopmein aHHOro pykoBOACTBa ABAAIOTCH
JINLA, OTBETCTBEHHbIE 3a Pa3paboTKy NONNTUKW, C HAA3O0PHbLIMU, KOHCYbTaTUBHbLIMU U/
VAN perynnpyrowmmm GyHKLNAMKY MO OTHOLLEHWIO K Bagenbuam/onepatopam KBU

B rocyfapcrBax-y4actHukax OBCE, camn Bnagenbsubl/onepatopsbl KBU, a Takxke nmua,
oTBevalLme 33 obecrieyeHrie 6e30MacHOCTM Ha 06bekTax KBU (BktOUas YacTHbIX
NOCTaBLLUMKOB OXPaHHbIX YCIyr). HacTosLee pykogodcmeo 66110 pa3paboTaHo € y4eToM
noTpebHOCTelN pa3NUYHbIX CEKTOPOB, 06BbeKkToB 1 NpeanpuaTuii KBU, kak B ropoAcKmnx
LleHTpax, Tak U B OTAa/IEHHbIX PErmoHax.

BaXXHO OTMeTUTb, YTO BMECTO TOrO, UTOObI ANKTOBATb eANHbIN MOAXOA K 0becrneyeHunto
dur3myeckori 6e3oNacHOCTY, AaHHOe pykogodcmeo NpeAcTaBasieT psj 06LeA0CTYMHbIX
NpakTUYeCcKnX MeTOAOB, OTPaXaroLMxX MHOroobpasue CyLeCcTBYOLWNX NOAXOAOB.
BONbLUMHCTBO yNOMUHaeMbIX B JAHHOM pykogoodcmee NpakTNYecKX MeTOA0B B3ATbl 13
onbliTa rocygapcTB-yyacTHMKoB OBCE. 3To AeMOHCTpupyeT orpoMHOe 60raTCTBO 3HAHWNA,
AOCTYN K KOTOPbIM OTKpbIBaeT uneHcTBO B OBCE, a Takxxe BaXHOCTb C60pa AaHHbIX 06 3TNX
noaxogax i obmMeHa MU Ha 61aro Bcex.

Pykogodcmeo paszenieHo Ha HeCKONbLKO M1aB, 0XBaTbIBAKOLLMX CTpATernyeckme Bonpocsl,
Takuve Kak NoAnTuyeckre 1 3aKoHoAaTe IbHble MOAXOAb! K 3aLMTe KPUTUUYECKN BaXKHO
nHPpacTpykTypbl (3KBW), cobntogeHme paMOYHbIX MONOXEHWA B 061aCTV NpaB YesioBeka
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N TeXHNYeCcKne acnekTbl, Takme Kak MPoeKTUPOBaHMEe CUCTEM OBHAPYXXEHUS BTOPXEHUIA
N KOHTPOAA fOoCTyna. Ha npoTsXeHnn BCero AokyMeHTa 0coboe BHUMaHVe yaenseTtcs
NOAroTOBKE W NIaHNPOBaHWIO PALa CLeHapreB TEPPOPUCTUYECKMX YTPO3, TaKNX KaK
CUTyauumn C 3aXBaToOM 3aJI0KHUKOB, HanajeHne C UCNoJ1b30BaHNEM OTHECTPeSIbHOro
OPY>XNA U TPAHCMOPTHLIX CPeACTB. Bonpocam niaHnpoBaHNA Takxe yaeneHo BHUMaHme
B paszenax, MoCBALLEeHHbIX KPU3NCHBIM KOMMYHMUKaLMaM, obecrneyeHnto HenpepbiBHOCTH
AeATeNbHOCTY, 0byyeHnto 1 yyeHnsam. B yactHocTu, B pernoHe OBCE cekTopbl KBU
VIMEOT BbICOKYHO CTeMeHb MPOHNKHOBEHWS YaCTHOMO CEKTOPA, MO3TOMY BOMPOChI YACTHO-
rocyfapCTBEHHOro NapTHEPCTBA TakXXe HaXOAAT OTPaXKeHVe BO BCeX MONOXEHNAX
pykogodcmea. N0 Mepe BO3MOXHOCTU TakXe Jat0TCS CChIIKM Ha MeXAYyHapOoHble 1
pervoHasbHble CTaHAAPThl A1 CAMOCTOATE/IbHOIO O3HAaKOMIEHUS.
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CokpalieHnsa v abbpeBmnaTypbl

BAC - 6ecnnnoTHbIe aBMALMOHHbIE CUCTEMbI (APOHbI)

BANIY (OBCE) - Bropo no geMmokpaTnyeckm NHCTUTYTaM 1 rnpaBam YenoBeka
A OOH - leHepanbHas Accambnesn OpraHusaymn Ob6begnHeHHbIX Haumi
[OB - lenaptameHT OOH no Bonpocam oxpaHbl 1 6e30MnacHoCTH

EC - EBponewckunii Cotos

ECIMY - EBponencknii cya no npaBam YenoBeka

3KBW - 3aLumnTa KpUTUYECKN BaXXHOW NHPPACTPYKTYpbI

MKAO - MexayHapoAHast opraHm3auns rpaX4aHCckom aBmaumnm

MIMO - MexgayHapoaHasa MOpcKasa opraHusaums

WHTEPMO/ - MexAayHapoaHasa opraHm3auuns yrofioBHOM NoAnLmn

T - nHdopmaLMOHHbIE TEXHONOTNN

KBW - kpuTnyeckn BaxxHas MHPpacTpykTypa

KMY - Komutet no npasam yenoseka OOH

MATAT3 - MexAyHapoHOe areHTCTBO N0 aTOMHOIW SHepruu

MoB - memopaHAyM O B3aMOMOHUMaHWI

MMM - MeXAyHapOoAHbIV NakT O rpaXAaHCKUX 1 NOAUTUYECKMX NpaBax
HATO - OpraHusaunsg CeBepoaTt/iaHTUYECKOro Aorosopa

OBCE - OpraHusaumsa no 6e30macHOCTU 1 COTPYAHMYecTBY B EBpone
OBWK - oTonneHne, BEHTUASALNSA U KOHANLIMOHMPOBAaHME BO3YXa

OOH - OpraHunzaumsa O6beanHeHHbIX Hauuni

O3CP - OpraHn3aumsa 3KOHOMNYECKOTO COTPYAHUYECTBa 1N Pa3BUTUA
NAYC - nnaH A4encTBMn NpU Ype3BblYaHbIX CUTYaLUSAX

MNMNA4 - napagnrMma npaBoOXpPaHUTENbHON AeATEeNbHOCTHU

MPOOH - Mporpamma passutusg OOH

MCBY - nepeHOCHOe caMo/ie/IbHOE B3PbIBHOE YCTPOMCTBO, HOCMMOE Ha TeJie YenoBeka
CBE OOH - Coset besonacHoctnn OOH

CBY - camogienbHble B3pbIBHbIE YCTPOMCTBA

CBYTC - caMogiefibHble B3pbIBHbIE YCTPOMCTBA, 3a/I0XEHHbIe B TPaHCNOPTHbIE CpeACcTBa
CLIA - CoeanHeHHble LUTaTel AMepukn

YBKIY - YnpasneHune BepxoBHoro koMmuccapa OOH no npasBam 4yenoseka
YHM OOH - ¥YnpasneHre OOH rno HapKkoTMKaM 1 NPeCcTynHOCTU

XBP - xumuyeckoe, 61onornyeckoe 1 pagnosiornyeckoe

CokpallieHVsi 1 abbpeBuaTypel
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XBPB - xnMunyeckoe, bronormnveckoe, pagmonornyeckoe 1 B3pbiByatoe
XBP4 - xnmmnueckoe, 6ronornyeckoe, pagmonormyeckoe v saepHoe
YlTl - yacTHO-rocyfapcTBEHHOE NapTHEPCTBO

FOHUTA/L - CnepctBeHHas rpynna OOH no npvBaeyYeHno K OTBETCTBEHHOCTY 3a
npectynneHus, cosepLueHHsle TWJT/Vichamckm rocysapctesoM B Mipake n fleBaHTe

ASF - NpOT1BOOCKONOYHAA MNIeHKa

CCTV - cucTemMa BuaeoHabnwoaeHus

CEPES - KpuTM4YeCcKon 06beKT, UMetLLNIA 0COb0e eBpOmMelickoe 3HaUYeHne

CER - AnpekTmBa EC 06 yCTOMUMBOCTU KPUTUYECKM BaXKHbIX 06bekToB [2022/2557]
CISA - AreHTCTBO NMo KMbepbesonacHOCTA 1 3aLmTe MHGpacTpykTypbl CLLA
CJEU - Cya EBponerickoro Cotosa

CE - CoBet EBponeiickoro Coto3a

COESS - KoHbeaepauus eBponericknx cny>b 6e3onacHoCTr

DCAF - XXeHeBCKUA LEeHTp yrnpaBJ/ieHNs CeKTOPOM 6e30MacHOCTHr

DHS - MUHKCTEpCTBO BHYTpPeHHen 6e3onacHocTy CLUA

EN - EBponerickuii cTaHfapT

FEMA - ®efepanibHOe areHTCTBO MO Ype3BblyanHbIM c1Tyaumsam CLUA

ICoCA - MexayHapogHas accoumaLma KoAeKCoB NoBeAeHs

IDS - cnctema 06Hapy>XeHs BTOPXeHWNH

ISO - MexayHapozaHasa opraHmsauns rno cTaHgaptuniaymm

NNCEIP - 3awinTa KpUTUHECKON HeAAEPHOW SHepreTnyeckor MHGPacTpyKTypbI
NPSA - HaumoHanbHoe ynpaBaeHue no 3anTe n 6esonacHocTn BennkobputaHum
NSRA - OueHKa p1CKOB HaLWOHabHOM 6e30macHoCTN BennkobputaHmum
PIDAS - cucteMa o6HapyXeHNs 1 OLLeHKM BTOPXEHWU Ha nepuMeTp

RBPS - cTtaHzapThl 93 eKTUBHOCTY, OCHOBaHHbIE Ha OLLeHKe pucka

UNDRR - ¥YnpaBnenvie OOH no CHMXeHWIo prcka beacTeul

UNOCT - ¥YnpasneHune OOH no 6opbbe c Teppoprn3Mom

VSS - cucTtema oxpaHHOro BuAeoHabnoaeHns

12 CokpallieHus n abbpeBnaTyphl
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IKCcmpemucmcekue u
meppopucmu4yeckue op2aHuU3ayuu
Ha eceud meppumopuu ObCE
paccMampuearom Kpumu4ecku
8AXCHY UHGpacmpykmypy e
Kayecmee ceoel 2/1a8HOU yeu.
Vx nponaz2aHOa, coeepuwieHHble
HanaodeHUs U COp8AHHbLIE 302080pbl
yKa3blearom Ha Heu3MeHHOe,

ec/iu He so3pocuiee, HamepeHue

U CNoCOb6HOCMb Hapywame
pabomy Kpumu4yecku 8aX3CHbIX
CAyH6 (Mmakde uzeeCmHsIX KaK
cucmemel XcudHeobecneyeHus),
Heobxo0umblIx 0415 Haweu
noecedHesHoU coyuasnbHoOU U
IKOHOMUYeCKOU HCU3HU.
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1 BBegeHue

JKCTPEMUCTCKME 1N TEPPOPUCTUYECKME OpraHn3aLmnm Ha Bceli Tepputopum OBCE
paccMaTprBalOT KPUTUYECKU BaXHY0 MHGpacTpykTypy (KBW) B kavecTBe cBOEV rnaBHOM
uenun. Nx nponaraHja, coseplueHHble HanageHna N COPBaHHbIe 3aroBOPbl YKa3biBarOT

Ha HEM3MEHHOe, ec/I He BO3pocCLUee, HaMepeHMe 1 CNOCOBHOCTb HapyLlaTb paboTy
KPUTUYECKM BaXHbIX CYX6 (TakKe M3BECTHbIX Kak CUCTeMbl XXM3HeobecneyeHns),
Heo6XoAMMbIX AN HaLLel NoBCeAHEBHOW COLMANBLHON N SKOHOMUYECKON XXU3HWN.

XoTsa naeonornyeckie MoTMBbl 3TUX 3/I0YMbILLNEHHMKOB Pa3HO06Pa3Hbl, MHOTME B
KOHEUYHOM MTOre oCTaHaBAMBAOT CBOWM BbI6bOp Ha KBW B KauecTBe Lienu A4na HanageHuri
C NPUMEHEHMEM HaCUINSA, MOCKONbKY OHM 06ecnevymBaroT MOLWHbIA 3G GeKT, NpuBAeKaroT
BHVMMaHVe CMU 1 nmeroT NponaraHAnCTCKY0 LLIeHHOCTb.

-~

—

-

Cnctembl KBV B3arMo3aBUCKMbI, MO3TOMY OZHAa aTaka MOXeT MMeTb KacKkazHble,
ycuanBarLLmecs nocaeacTBusA. Hanpumep, ycnewuHoe HanajgeHme Ha aneKTpuYeckyto
NOACTaHLIMIO MOXET NocneioBaTeIbHO PACNPOCTPAHUTLCA Ha ApYrne KPUTUYECKM BaXKHbIe
06BEeKThbl N HAPYLUUTL PaboTy 60/IbHNLL, BOAOOUYNCTHBIX COOPYXEHWM, 06LLeCTBEHHOIO
TpaHCMopTa, aBapuiiHOM CBA3WM U T.4. [ocneacTBNA MOTYT BapbMpOBaTLCA OT rmbenmn
nogen A0 KPYNHbIX SKOHOMUYECKUX N COLManbHbIX U3AEePXeK, CHUXEHNS J0Bepus
06LLeCTBEHHOCTU K MPaBUTENLCTBY U MPUAAHNSA CMENOCTU TEPPOPUCTUHECKM
opraHM3aunsam Kak BHYTPU CTPaHbl, Tak 1 3a pyb6exoM. Takm 06pa3om, NoBbILLeH e
6e3onacHocTn KB sBAsieTCs HacyLLHbIM NpUopuUTeTOM A5 Bcero pernoHa OBCE.
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XOTH 370 BaXKHasA KOHeYHas Lefb, NyTb K Heli 3a4acTyo HeouyeBUAeH. 3a NCKNOYeHEM
CTpOro perynmpyembix cekTopoB KBW, Takmx Kak cekTop a4epHON SHepreTky, BO MHOTMX
rocypapcrBax-yyactHmkax ObBCE oTcyTcTBYyeT Nnogpo6bHoe pyKOBOACTBO MO MepaMm
obecneyeHns pmsnyeckor 6e30nacHOCTK, KOTOPbIe AOMKHbBI 6bITb pean30BaHbl Ha
YypOBHe 06beKTOB. BMeCTO 3TOro cyLlecTByeT CI0XKHasA CMCTeMa MPakTUYeCKMX MOAXOA0B,
NPVHLUMMOB 1 Heoba3aTe IbHbIX PYKOBOAALLMX AOKYMEHTOB, KOTOPbIe A0MKHbI M3y4aTbCs
npasuTenbLCTBaMu, Bnagesnsuamu/onepatopamuv KBU v nnuamn, oTseyvaroLmm

3a 6e30MacHOCTb Ha obbekTax KBW, ansa obecneyveHns a¢ppekTUBHOM dU3nyeckor
6e30MacHOCTM HaXOAALLMNXCA B UX BeAeHNM 06beKTOB 1 NpeanpuaTnii. JaHHoe TexHuYeckoe
pyKkogodcmeo Npu3BaHO OKa3aTb MNOAAEPXKKY 3TVUM 3aUHTEepeCcoBaHHbIM CTOPOHaM NMyTeM
c6opa nHdopmaL1m 06 onbiTe U 3HaHUAX CO Bcero pernoHa OBCE v 3a ero npegenamu v
0bbeanHeHUs X B O4HOI Nybankaymun.

HacTosLee TexHuyeckoe pykogodcmeo COAEPXNUT CTPYKTYPMPOBAHHbIE peKoMeHAaLmm
Mo NPaKTUYeCcKMM NoAXoAaM, NPUHLMMNAM 1N COOBPaXeHMsIM, KOTOpble MOryT MOBbICUTb
dur3nyeckyro 6€30NacHOCTb CTaLMOHapHbIX 06BbeKTOB U NpeanpuaTuii KBU ¢ uensto
npesoTBpaLleHNs TEPPOPUCTNYECKNX aTakK, MOBbILLEHWA YPOBHS NOATOTOBKY K HVM 1
CMSITYeHMa X NOCNeACTBUIN. HacTosiee pykogodcmeo bblao pa3paboTaHo € y4eToM
NOTPe6bHOCTEN Pa3NNUHBLIX CEKTOPOB, 06BEKTOB 1 NpeanpuaTnii KBW, kak B ropoAckux
LleHTpax, Tak U B OTAANIEHHbIX PernoHax.

BMecTo TOro, 4to6bbl AUKTOBaTb eANHbIV NOAX0A K dr3mnUeckori 6@30MacHOCTH, 3TO
pykosodcmeo npeacTaBaseT KOMMIeKC 06LeA0CTYMHbIX MPakTUYeCcknx MeToA0B,
ncnonb3yemblix B pernoHe OBCE 1 3a ero npejenamu, B TOM Ync/e NpaBUTeNbCTBaAMN,
MeXAYHAPOAHBbIMUN 1N PErmoHasbHbIMY OPraHn3aLmaMm U YaCTHBIM CEKTOPOM. TaknuMm
06pasom, OHO OTpaXkaeT LUMPOKNI CNEKTP TOYeK 3peHUs 1 MOAXOAOB, MPUHATLIX B pernoHe
OBCE fns npoaBuxeHUs 06LLel Lenu ykpenneHns ¢pusnyeckor 6e3onacHoCTV 06bEKTOB U
npeanpuaTnii KBU.

X0oTAa faHHbIA AOKYMEHT COAepPXUT Heobsi3aTelbHble peKkOMeHAALUNN, pakTudeckme
peLLeHns No Mepam obecrneyeHns GuU3nyeckon 6e30NacHOCT 1 BCEM BOMpOCaMm,
paccMaTprBaeMbIM B HAcTOsILLLEM TexHUYeCKOM pykogoocmeae, AOMKHbI MPUHNMATLCS
KOMMeTeHTHbIMW 3anHTepecoBaHHbIMU CTOPOHaMM Ha MeXANCLUMANHAPHOW OCHOBE,
TO eCTb C NpUBAEYEHNEM ANS KOHCYNbTALMA MHXEHEPOB 1 3KCNEPTOB B OPUANYECKNX
BOMpocax, chepax Npas yesoBeka, OXpaHbl NpaBonopsaaka, 6opbbbl C TEPPOPU3IMOM U
APYrnX COOTBETCTBYHOLLUNX AUCLMMINH, MO Mepe HeobxoAnMocTHN. Kpome TOro, 3Tu Mepbl
dur3mnyeckor 6€30MacHOCTM AOIKHbBI MPUHUMATBCA B COOTBETCTBUM C MEXAYHAPOAHbBIM
NpaBoOM, BK/OYasA MeXyHapoAHOe NpaBo B 061aCTV NpaB YenoBeka, HaunoHalbHble
3aKOHbI 1 MECTHble HOPMaTVBHble akTbl. HNUTO B HACTOSALLEM pyko80OCMaEe He AOJIKHO
paccMaTpUBaTBLCA Kak OTMeHsoLLee Take 3aKOHbl U HOPMAaTUBHbIE aKThbl.

HacToslee TexHuYeckoe pykogoodcmeo npefHa3HayeHo 415 N1L, OTBETCTBEHHbIX 3a
pa3paboTKy MNOJNTUKN, C HAA3OPHBIMU, KOHCYIETaTUBHBLIMU U/UAW PeryinpyoLwnmm
bYHKLMAMM MO OTHOLLEHWIO K BNagenblam/onepatopam KBW B rocysapcTBax-yyacTHMUKaX
OBCE, Bnagensues/onepatopoB KB, a Takxxe nnL, oTBeyaroLmx 3a obecrneyeHue
6e30macHOCTN Ha 06bekTax KBU (BkAOUaa YaCTHbIX MOCTaBLUMKOB OXPaHHbIX YCAYT).
OfHaKo YacTb ero cofepXXaHusa MOXeT OblTb TakXe Mosie3Ha ANS NNL, 3aUHTePeCOoBaHHbIX
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B MOBbILLEHNN GU3NUYECcKor 6€30MacHOCTN CBOMX 06BEKTOB, BK/KOUAsA TakMe yA3BMMbIe
06BHEeKThI, TakMe Kak MecTa MOKAOHEHWS, TOCTUHWLbI, KOHLLEPTHbIE 3abl U T. 4.

B faHHOM TexHu4Yeckom pykogodcmee OCHOBHOE BHUMaHWe yaenseTcs cCoobpaxeHnam
dusnueckor besonacHocTn. OgHako, ecnvt 06bekT KB nogBeprHeTcst TeppopucTUUeCcKoi
aTake, OfHWN TONbKO Mepbl GU3NYECKOI 3aLLNTbl He CMOryT obecrneynTb ero 6e30MacHoOCTb;
BO MHOTMX Cy4asx OHW NpeACTaBAA0T CO60M NOCAEAHIOH JIMHWIO 060POHbI MOC/1e TOro,
Kak Apyrve mepbl He cpaboTanu. Mepbl pr3nYecKon 3anTbl 0MKHbI OblTb MHTErpUPOBaHBbI
C MepamMu 6e30MacHOCTM NepCcoHana, NpoLeAypHOV 6€30MacHOCTM 1 Knbepbe3onacHoOCTH,
KOTOpble BMeCTe CO3/atoT KOMMIEKCHYO 1 YCTOMUYMBYIO CUCTEMY 6e30MacHOCTU ANg
KOHKpeTHOro obbekTa. B 370 CBA3M MHOTAA CcofepXKaHVe PyKOBOACTBA CMeLLaeTCs B
CTOPOHY 60J1ee LLIPOKNX BONMPOCOB 60PbOLI C TEPPOPU3MOM, YIPaBAEHNSA KpU3MCamu,
06yUeHMA N YUYeHN, a TakxXe Jpyrux o6a1acten. 3To CBA3aHO C OCHOBHOW Yrpo30,

KOTOPYO faHHOE TexHUYeckoe pykosodcmeo NpU3BaHO CHU3UTb: TEPPOPU3MOM. YUNTbIBaS
AVHAMUYHbBIM XapaKTep TeppopPUCTUYECKON Yrpo3bl 1 TOT GakT, UTO TeppopucTmyeckme
OpraHu3aLnmy MoryT 6biTb OUeHb N306peTaTeIbHbIMU N MHHOBALMOHHBLIMY B CBOMX aTakax,
BCe cMcTeMbl PU3NYECKO 6€30MacHOCTM JOKHbBI paboTaTk Kak YacTb 6oee LWMPOKOW
CUCTeMbl 6@30MacHOCTU, YUTOObI 06ecrneynTb Hajiexallyro 3aWmnTy oobekTa KBU. Mpu
HeobX0AMMOCTI AAaHHOE pyKo80OCME0 3aTparneaeT 1 3Ty 6osiee LUNPOKYHO CUCTEMY.

Ba>XHO OTMEeTUTb, UTO JaHHOe TexHUYeckoe pykoeodcmeo He paccMmaTpuBaeT GU3nNYeCcKyto
6e3onacHoCcTb KBV B cnuTyaLmsax BOOpy>KeHHOro KoHGIMKTa. OHO TakxXe He NpeAHa3HayYeHo
ANS NpejoCTaBAeHVS BCEOOBLEMTIOLLMX PEKOMEHAALINY MO CO34aHUI0 HALVOHANbHOM
cucTembl 3aWwmnTel KBU.

11 Manpaat OBCE no 3awmTe KpUTUYECKN Ba)KHOM
NHPPACTPYKTYPbI OT TEPPOPUCTUYHECKUX aTaK

3awmta KBV ot TeppopucTnyeckmx atak npoYHo 3akpenseHa B maHgaTte OBCE, o uem
CBUAETEeNbCTBYET NOYTU ABa AeCATUNETUA NOINTUYECKOrO BHYMaHWA K 3TO TeMe o
CTOPOHbI 57 rocynapcta-yyactHnkoB OBCE. [NepBoe yrnoMyHaHve o 3aLmnTe KPUTUYECKU
BaXKHOW nHpacTpykTypbl (3KBW) cogepxmntcs B PeleHnin CoBeta MUHUCTPOB Ne 5 (2007) o
YaCTHO-rOCYAApPCTBEHHOM MapTHePCTBE B NPOTUBOAENCTBUN Teppopr3My. B 3Tom PelueHunmn
OBCE nopy4eHo cozelicTBOBaTb POJIM YaCTHOIO CEKTOPA W rpaXaHCKoro obLecTsa B
CBOEW KOHTPTEPPOPUCTUYECKON AeATENBHOCTH, YAenaa 0coboe BHUMaHMeE «onpeseneHumnto
06BHEKTOB KPUTUYECKN BaXHON NMHGPACTPYKTYpPbl, COCTAaBNEHUIO COOTBETCTBYOLLMX
NPUOPUTETOB U 3aLLMTE TaKMX 06BEKTOB, @ TakXXe FOTOBHOCTW K Ype3BblYaliHbIM CUTYaLMsaM
Y INKBUAALMN UX NOCIEACTBUM».2 B TOM Xe rogy COBET MUHUCTPOB NpuHsA PelueHmne Ne 6
0 3aLUnTe KPUTUYECKOW SHepreTn4ecko MHGPaACTPYKTYpPbl OT TEPPOPUCTUYECKNX aTaK. ITO
PelueHve Npu3biBaeT K COTPYAHNYECTBY C PYrMMU OpraHm3aumnaMm, ooMeHy nepeioBbiM
OMbLITOM U1 COAEVCTBIMI0 YaCTHO-rOCYAapCTBEHHOMY NapTHepPCTBY.3

2 OBCE (2007 r.), PeweHune CoBeTa MUHUCTPOB Ne 5/07: YacTHO-rocyAapcTBeHHOe NapTHEPCTBO B MPOTUBOAECTBUN
Teppopusmy (MC.DEC/5/07). AocTynHo no agpecy: https://www.osce.org/files/f/documents/c/a/29572.pdf [naTa
obpaueHuns: 21 nona 2025 r.].

3 OBCE(2012r.), PeweHune MocTosiHHoro coeTa Ne 1063: KoHconnamnpoBaHHas KoHLenTyanbHas 6a3a OBCE ana
60pb6bI C Teppopusmom (PC.DEC/1063). JlocTynHo no agpecy: https://www.osce.org/files/f/documents/f/3/98542.pdf
[paTa obpalleHus: 21 nons 2025 r.].
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BaxHo oTmeTuTh, uTO B 2012 rogy rocygapcrsa-yyactHuky OBCE cornacosanw
KoHconnanpoBaHHY KOHUeNTya bHY 6a3y Ana 60pbbbl C Teppoprn3IMOM. VIMeHHO B
3ToM PelueHUn 3an0XeHa OCHOBA HacTosLero TexHu4eckozo pykosoocmea OBCE:

«OCYLLeCTBNATL CBOI AeATeNbHOCTb, HAMPaB/IeHHYIO Ha pacLUMpeHne COTPYAHNYEeCTBa
1 yKpenaeHue noTeHumana Ha HaLMoHalbHOM, PerMoHaNbHOM U CybpernoHanbHOM
YPOBHSX C LieNbto NpeaynpexaeHns Teppopmnsama n 60pbbbl C HAM, B YacmHocmu,

B 061aCTV Yyros0BHOrO NPaBOCYANS, B MPaBOOXPaHUTENbHON cdepe 1 B 061aCTu
MOrpaHNYHOro pexmma 1 6€30MacHOCTM rpaHKL, B paMKax, OCHOBAHHbIX Ha
BEpPXOBEHCTBE NpaBa 1 YBaxXeHnn NpaB 4YenoBeKa, C TeM YTOoObI: [...] NoBbIWaTb
6€30MacHOCTb MeX/AyHapOAHOV TPAHCMOPTHOM U APYrnX BaXKHENLNX BUAOB

VHOPaCTPYKTypbI».4

1.2 MaHaat OOH no 3awmnTe KPpUTNYECKN Ba>KHOMN
NHPPACTPYKTYPbI OT TEPPOPUCTUYHECKUX aTaK

B KauecTBe pervoHanbHOro MexaHv3ama B cooTBeTcTBUM ¢ Masol VIII YcTaBa OpraHnsaunm
Ob6beanHeHHbIx Haumin (OOH), OBCE BHOCUT BKNaj B peanusauuto peweHnin OOH, B

TOM yuncie no 6opbbe ¢ TeppopramMom. HYTo kacaetcsa 3awmTel KB, To B 2017 roay CoseTt
besonacHocT OOH npuHan Pesonouunto 2341 (2017) o 3awmte KBV oT TeppopucTUUeckmnx
aTak. JTa pesonouns byaetT HEOA4HOKPATHO YNOMUHATLCHA B JaAHHOM TexHUYeckom
pykogodcmee.®

Kpowme Toro, lobaBneHne CoBeTa besonacHocTn OOH o1 2018 roga k Magpuackim
pyKkoBoASLMM NnpuHUmnam 2015 rofa B OTHOLLIEHUW MHOCTPaHHbIX 60eBNKOB-TEPPOPUCTOB
COLEPXUT pekoMeHaaLnn, HarnpasJ/ieHHble Ha NMOAAEePXKY peanm3aunn Pesonoumm 2341.
371 MpuHuMnbl 1 [lo6aBneHne Takxe YNoMUHAKOTCA B HACTOALLLEM pykogodcmee.®

Mpn 3TOM B BOCbMOM 0630pe MMobanbHOM KOHTpTeppopucTmnyeckoi ctpaternm OOH B 2023
ropy leHepanbHaa Accambnes OOH KOHKpPeTHO Npu3bIBaeT K AecTBUAM B 0bnactu KBV B
KOHTeKCTe 60pbbbl C TEPPOPU3MOM:

«[pn3biBaeT ganee rocy4apCcTBa-yaeHbl yCTaHOBUTb UK YKPENAATb COOBpasHo
06CTOATENBCTBAM HALMOHA/IbHbIE, PEFVMOHA/IBHbBIE U MEXAYHAPOAHbIE MapTHEPCKMe
OTHOLLEHUS C 3aUHTepecoBaHHbIMY CTOPOHAMM, KaK rocyapCcTBEHHbIMU, Tak

N YacTHbIMK, AN 06MeHa MHGOPMALMEN 1 OMNbITOM B LiIeISX NPeA0TBPaLLEH M
TEPPOPUCTUNYECKNX HANAAEHWT, 3aLLNTbI OT HUX, CMSATYeHUsT X NOCAeCTBUM, UX
paccnefoBaHNs, pearpoBaHMs Ha HUX 1 BOCCTAHOB/IEHWNS NMOC/e TakMX HanageHWiA,
nog4vepkrBaeT HEOBXOANMOCTbL TOrO, UTOBbI FOCYAAPCTBA, KOTOPbIe B COCTOAHMM

4  OBCE (2012 r.), PeweHue MocTosaHHoro coseta Ne 1063: KoHconnanpoBaHHas koHLenTyanbHas 6asa ObCE
ANA 60pb6bl ¢ Teppopuamom (PC.DEC/1063), cTp. 4-5. locTynHO no agpecy: https:/www.osce.org/files/f/
documents/f/3/98542.pdf [saTa obpaweHuns: 21 nona 2025 r.].

5 CbOOH (2017 r.), Pesontoumsa 2341 (S/RES/2341). flocTynHo no agpecy: https://docs.un.org/ru/S/RES/2341(2017)
[pnaTa obpaweHms: 21 nong 2025 ..

6  KoHTpTeppopuctnyeckuii komuteT CoBeTa besonacHocT OOH (2019 r.), Pykogodswue npuHyunel Coeema
be3onacHocmu 8 omHoweHuUU UHOCMpPaHHbIX 6oesukos-meppopucmos: Madpudckue pykosodsaujue npuHyuns: 2015 2. +
JonoarHeHue 2018 2. JlocTynHO no agpecy: https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.
ctc/files/files/documents/2021/Jan/security-council-guiding-principles-on-foreign-terrorist-fig.pdf [faTa o6palyeHus:

21 nona 2025 r.
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fenatb 370, cofencTBoBanv 3GdeKTUBHOMY U LiesieHanpaBAeHHOMY HapallBaHUIO
noTeHUMana, opraHn3aLnmy yuyebHom NoAroToBKY 1 NPeoCcTaBAeHNIo APy TiX
HEOHXOAVMBbIX PeCYpPCOB U TEXHUYECKOM MOMOLLM, KOFAa 3TO TpebyeTcs, C TeM YTObbI
y BCeX rocy,apcTB MNOABUACSA HajNexXallni NoTeHUnan Ans ocyLecTBaeHNs N1aHoB
ype3BblYaliHbIX Mep 1 Mep pearnpoBaHusa B C1lyyae HanageHus Ha KpUTnyYeckm
BaXKHble 06bekTbl MHGPACTPYKTYpPbI 1 06LLeCTBeHHble MecTa (C1abo3allnLleHHbIe
Lenu), n Npu3biBaeT CTPYKTYpPbl [M106anbHOro 40roBopa no KoOopAMHaLmm
KOHTPTEPPOPUCTUYECKON JeaTelbHOCTM NPOAO/IXKAaTb OKa3biBaTh 3aMpaLlvBatoLLInM
rocysapcTBaM-yieHaM NoAAepXKy B HapaLlBaHUM NoTeHUmana ans obecneyeHums
YCTONUMBOCTY YA3BUMbIX Lieniei».”

1.3 0630p npoekta OBCE PROTECT

B 2023 roay AHTUTeppopuncTnyeckoe nogpasgenenHmne ObCE 3anyctmno npoekt PROTECT,
HanpaB/ieHHbI Ha COBEPLUEHCTBOBaHME HaLlMOHaNbHbIX MOAXOA0B K 3aLlMTe YA3BUMbIX
Lener oT TeppopucCTUYeCcKMX Yyrpo3 1 4pyrnx onacHocTen B permoHe OBCE. TepMuH
«yA3BMMbIE LieNin» OTHOCUTCA Kak K KBW, Tak 1 K cnabo3aluileHHbIM Lensm.®

MpoeKkT NpeAcTaBAseT CO60 MHOMOrPaHHYH MHULIMATKBY, HaMpaBieHHYH Ha Co34aHune Kak
HaLMOHANbHOro MNOTEeHLManNa, Tak N PermoHanbHbIX ceTell, OpPUEHTUPOBAHHBLIX KOHKPETHO Ha
3aLMTY ySI3BMMBIX LieNieid, MoOCpeACTBOM TPexX KOMMOHEHTOB:

» KommnoHeHT 1: O6beanHeHVe N pacnpocTpaHeHre cneLnann3npoBaHHbIX
pekoMeHaaLnii 1 nepefoBO NpakTMkKM no 3awnTte KBV Bo BceM pervoHe OBCE.
HacTtoswee TexHuYeckoe pykogoocmeo ABASeTCS pe3ynbTaToM paboThl B paMKax 3TOro
KOMMOHeHTa.

» KOMMOHEeHT 2: YkpenneHne HaunoHaNbHOro noTeHunana ansa 3¢PpekTUBHOM 3aLUThl
YA3BUMbIX Lieneli OT TepPOPUCTUYECKMX aTaK U APYrMX ONAacHOCTEeV MoCpesCTBOM
MOBbILLEHMA OCBEAOMIEHHOCTM 1N 0BYyYeHNA BHYTPW CTPaH.

» KomnoHeHT 3: CogelicTBME pervoHaibHOMY COTPYAHNYECTBY 1 ANANOTY MeXAY
rocyzapcrtesaMu-yyacTHMKaMu 1 4pyriMy 3aMHTepecoBaHHbIMY CTOPOHAMU MO
BonpocaM 3¢ PeKTUBHO 3aLNThbl YA3BUMbIX Liefeli, B TOM Yicie NOCPeCTBOM YacTHO-
rocyAapcTBEHHOro MapTHEPCTBA U B3aMMOZAENCTBMSA C rPaXAaHCKM O6LLeCTBOM.

7 TeHepanbHasa Accambnes OOH (22 vtoHsA 2023 1), [n106aa6HaA KOHMpmMeppopucmuyeckas cmpameaus Op2aHuzayuu
Ob6veduHeHHbIX Hayull: eocemoli 0630p. locTynHo no agpecy: https://docs.un.org/ru/A/RES/77/298 [paTa obpalleHNs:
21 nrona 2025 r.].

8 B OBCE He NpuHATO CTaHAAPTHOE onpejeneHne NOHATUSA «C1abo3alymiLeHHas uenb». OgHako B [n1obanbHomM
nporpamme OOH no NpoTUBOAENCTBIIO TEPPOPUCTNYECKMM YTPO3aM B OTHOLLEHWM YA3BMMbIX Liesieli FOBOPUTCS:
«B WwWmnpokom cmeicae Nog «cnabo3saMeHHbIMN LeNSMU» MOHMMAaKTCS Takne BUAbl yS3BMMbIX 06 beKTOB, Kak
CTaAMOHbI, TOProBble LIeHTPbI, TeaTpbl, PENNTVMO3HbIE yYpeXAeHWs, NeLleXo4Hble 30Hbl, KOTOPble S1erko AOCTYMHbI U
OTKPbIThI 4151 0OLLECTBEHHOCTW 1 MO 3TUM MPUYNHAM HAMEPEHHO He NpeyCcMaTPMBaKT HUKaKNX Mep obecrneveHns
6e30MacHOCTY AV NpesycMaTpUBatOT OrpaHNYeHHble Mepbl. 9Ta 0COBeHHOCTb, B COMeTaHMM C 60bLUNM CKOMEHVEM
No/en, KOTopoe YacTo OTMeYaeTCs B 3TUX MecTax, AenaeT Ux NprBaekaTebHbIMW LeNgMu 419 TEPPOPUCTOB,
CTPEeMSALLMXCS BbI3BaTb MacCoBble XepTBbl U/MNK MacluTabHble paspyLleHns Takum 06pasom, YTobbl 4151 3TOTO He
TpeboBanoCb MaCLLITabHOro NIaHNPOBAHNSA U MOATOTOBKW MW 3HaYNTE/IbHBIX PECYPCOB, HO UTO6bLI 3TO BbI3BasO
Hecopa3mepHO 60/bLLOE OCBeLLieHNe B CPeACTBax MaccoBol MHGopmaLmu. MoHsATHe «cnabo3alymileHHble Lien» He
nojAaeTcs TOYHOMY OMpejeseHINIo eLe 1 MOTOMY, YTO MecTa, KOTOPble 0ObIYHO aCCOLMUPYIOTCS C HUM, SBASKOTCA
KpaliHe HeoAHOPOAHbBIMU. «Cnabo3aLyMLLeHHbIMU Lenn» MOryT 6biTb KPbITble UM OTKPbITbIE 06BEeKTbI MOCTOSAHHOMO
WA BPEMEHHOTO XapakTepa. OHM MOTyT UMeTb pa3nyHble pasmepsbl, QYyHKLUK, Pr3nyeckmne xapakTepucTunku,
MeCToMno0XeHne 1 Nnpoduan nonb3osateneii». CMm. YnpasneHne OOH no 6opb6e ¢ Teppopmamom (UNOCT) (2022
r.), 3awuma ysi3eumeix yeseli om meppopucmuyeckux HanadeHuli: Pykoeodcmeo no nepedosoli npakmuke: BeedeHue.

JlocTynHo no agpecy: https:/www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/2118451r-vt-
mod1-introduction_web.pdf [gaTa obpaweHns: 21 nona 2025 r.].
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1.4 CTpykTypa AaHHOro TexHuU4ecKo20 pykoeoocmeda

dddekTMBHAA dn3nyeckas 6e30MacHOCTb Ha 06bekTax KBV TpebyeT noanepxkm n
NMPUBEPXEHHOCTM Ha YpOBHe 06bekTa, Ha KOpNopaTUBHOM YPOBHe BiiajebLua/onepatopa
KBW, a Tak>e CO CTOPOHbI FOCYAAPCTBEHHbIX JOMKHOCTHBIX 1L, HacTosiwee TexHuYeckoe
pyKkog8o0Cmeo COAepPXUT pekoMeHaLuun AN BCeX 3TUX CTOPOH, Kak Ha YPOBHe BbICLLEro
PYKOBOZCTBA, Tak 1 Ha yPOBHE MPaKTUKYOLLNX CNeLnanncTos.

XOTS pa3paboTUmKm rocyAapCTBEHHOM MOANTUKIN 3a4acTYHO He ABAAOTCA
HenocpeaCTBEHHbLIMU UCAONHUTENAMN Mep GU3YeCcKon 6e30NacHOCTY Ha YpOBHe
06BbeKTa, OHWY 0becneyrBatoT MPABOBYHO U CTPaTErnyecky OCHOBY, Ha KOTOPOA

cTpounTcs addekTrBHaA dunsmyeckasn 6e3onacHoCcTb. OHM pa3pabaTbiBaOT U MPUHMUMALOT
HauMOHaNbHOEe 3aKOHOAATeNbCTBO O 3awmnTe KBY, MMeroT BO3MOXHOCTL peryanpoBaTth
AeATenibHOCTbL BRajensues/onepatopos KB 13 yacTHOroO cekTopa v HeCyT MOJIHYH
OTBETCTBEHHOCTb 33 6€30MaCcHOCTb CBOMX rpaxaaH. [lns aTol ayautopun B rnase 2
«CTpaTernyeckme v npaBoBbie OCHOBbI 3aLNTbl 06HEKTOB KPUTNUYECKU BaXKHOM
MHOPPaCTPYKTYPbI» NpeacTaBAeHbl Pa3NYHble NOAXOAbl, MPUHATbIE rOCYyAapcTBaMu-
yyacTHukamm OBCE, nocpecTBOM 0630pa COOTBETCTBYIOLLVX 3aKOHOB, CTpaTernin n mep
NONANTUKN U BbIABAEHNSA PAAA K/HOUEBbIX O6LLMX YepT, BKA0Yaa npoLeaypbl onpeseneHns
KBW, noaxobl K ynpaBaeHW0 pUckamu, yrpasieHne YpesBbluaiHbIMU CUTYaUuaMn
KpU3MCcaMu, a Takxke KOMMOHEHTbI MeXAYyHapoAHOro coTpygHn4YecTBa. B cnegytoleii rnaee
3 «Coo6parkeHUs B o6nacTv npas yenoBeKa» Npasa 4Yen0BeKa paccMaTp1BaoTCA

Kak BaXKHerLWni KOMNoHeHT 3¢ pekTBHOM 3awmnThl KB/ oT TeppopucTnyeckmnx aTtak.

B 3awwnTe KBW 3a4acTyto y4acTBYHOT YaCTHble CyObeKTbl - OT BNaje ibLieB/onepaTtopoB
KBW 10 4aCTHbIX OXpaHHbIX KOMMAHW, MO3TOMY B rnaBe 4 paccMaTpMBaeTCs YaCcTHO-
rocyaapcTtBeHHOe NapTHEPCTBO, a TakXe JatoTCA peKoOMeHaLnmy No yCTaHOBAEHUIO
061X 6a30BbIX LLeHHOCTEN 419 TakKUX NapTHEPCTB 1 06MeHy nHdopmalmer no
AeNVKaTHbIM BONPOCaMm.

BTopasi ayanTopusa JaHHOMO TexHUYecko2o pykogoocmea COCTOUT N3 MPaKTUKYIOLLNX
CreLnanmncToB, OTBETCTBEHHbIX 3@ 6e30MacHOCTb 06bekToB KBW. OcTaBLUancs yacTb
pykosodcmea npejHasHayeHa Ans Taknx cneLmnanmncToB. Tem He MeHee, UM HacToATeNbHO
peKkoMeHAYyeTCHd TakXe 03HAaKOMUTBLCA C TPEMSA BbILLEYNMOMAHYTEIMU r1aBaMU.

lnaBa 5 «Yrpo3sa Teppopmsma U oL,eHKa PUCKOB» COAEPXUT 0611 0630p TOro, Kak
TeppopucTmnyeckas yrpo3a nposasaseTca Ha o6bekTax KBW, a Takxxe pekomeHzaumm no
cnocobam ynpaBaeHns pUCcCKOM Teppopr3mMa Ha OCHOBe MOAX0Aa, MpeanoiaratoLlero yyet
«BCeX Yrpo3 1 BCeX OnacHoCTel».

B LieHTpe BHUMaHWSA rnaBbl 6 HAXOAATCH Mepbl pU3nyeckor 6esonacHocTm,
paccMOTpeHre KOTOPbIX HAYMHAeTCs C KOHUeNTyaansaumnm cnctemMsl Gpranyeckol
6€30MacHOCTN Kak 4YacTu bonee KPynHoW cucteMbl 6e3onacHocTn ob6bekTa KBU. 3atem
NoApPO6HO paccMaTpUBaOTCS KOHKPeTHble Mepbl dr3mnyeckori 6e30MacHOCT, BKOYas
CUCTEeMbl O6HaPYXeHNSA BTOPXXEHWI, OXpaHHOe OCBeLLeHMe, CUCTEMbI BUAEOHAbN0AeH S,
CUCTEMbI KOHTPOAS AOCTYNa Y KOHCTPYKTVBHbIE peLleHns Ans 34aHNIA.
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B rnase 7 «[lnaHnpoBaHme 6e30NacHOCTU N YKpenJieHne o6beKTa» npejcTaB/ieH
KOMMAeKC Mep, HanpaB/eHHbIX Ha MPOTUBOAENCTBNE Pa3INUYHBIM CNOCcObaM, KOTOPbIMY
TEepPPOPUCTLI MOTYT HapyLWNTb paboTy obbekTa KBW, - 0T NoApbIBOB 0 HanajeHuin ¢
NCNONb30BaHMEM OTHECTPebHOro Opy>XKs. B 3To rnaBe ocoboe BHNUMaHMe yaenseTcs
pa3fvYHbIM NMJaHaMm, KoTopble Bnagensubli/onepatopbl KBU A0/KHBLI yUMTBLIBATL B paMKax
CBOEW MUCCUKM No obecneveHnto Grsnyeckon 6e30nacHoOCTU.

XoTs ynpasaieHue BHYTPEHHNMMU Yyrpo3aMm, KOTOPOMY MOCBsLLIEHA [N1aBa 8, He SBNAeTCA
OYeBUAHON PU3MYeCcKOr Mepoi 6e30MacHOCTL, OHO ABIAETCA BaXHENLINM KOMMOHEHTOM
NPOTUBOAENCTBUS TeppopucTuyeckoi yrpose ans KBW. B 3Toii rnase paccmatpmBatoTcs
Pa3fInYHbIE TUMbl BHYTPEHHUX HapyLUMTener, Npru3Haku BpaxaebHo nHcarigepckom
AesATeNIbHOCTM, a TakXXe OpraHn3aLnoHHbIe Mepbl pearnpoBaHng Ha Takune yrpossbl.

B rnase «MoaroTtoBKa U y4eHUA» MOAYEPKMBAETCA BaXHOCTb NOArOTOBKM NepcoHana
06beKTa K MHLMAeHTaM, CBA3aHHbIM C 6@30MacHOCTbHO, a TakXKe BaXXHOCTb 0TPaboTKu
[EeNCTBUI B KPUSUCHBIX CUTYaUMAX, B TOM YKC/ie COBMECTHO C MECTHbIMYM OpraHamu BacTu.
OTO MOXeT rapaHTUPOBaTh, YTO B peanbHOM YUpe3BblYaHOM CUTyaLMn ByayT NpeAnpUHSTHI
COOTBETCTBYIOLLME U, BO3MOXHO, CNacatoLLme XXN3HW AeliCTBUS.

MockoNbKY TEPPOPUCTMYECKAs Yrpo3a NOCTOSHHO 3BOOLMOHMPYET 1 3aTparnsaet
KaK JIOKaNbHYt0, Tak U pervoHanbHyo ANHaMuKy, BAagenbLbl/onepatopbl KBV go/KHbI
6bITb FOTOBbLI aZ4aNTUPOBaTb CBOW Mepbl GU3MYeCcKOo 6e30MacHOCTY B OTBET Ha

3T0. 3ak/ounTeNbHas r1aBa HacTosILLero TexHUYecko20 pykogodcmea, «BapuaHTbl
CyLLeCTBEHHOM 3CKanaLmm yrpos», nogpobHO paccMaTprBaeT 3Ty KOHLEeNLMHo.

1.5 MNosicHeHWe K BONpPoOCY YyCTOMUYMBOCTU
KPpUTUYECKUN BaXKHOW MHPPaACTPYKTYpPbI

Ycnnva no nosbiweHnto ¢usnyeckoin 6esonacHocTy KB 06bIYHO ABASOTCA YacTbio 6onee
LLUNPOKOro noaxoaa Bnagensues/onepatopos KBU n rocygapcTBeHHbIX CTPYKTYP K 3aLLmuTe
KBW oT pa3nuyHbIX yrpo3 n onacHocTen. O4HOMN N3 TakUX Yrpo3 ABASETCA TePPOPU3M.

B nocnegHme rogsl HEKOTOPbIE MOJNTUKM BCe Yalle paccmaTpuBatoT 3KBU kak vactb
6onee LLIMPOKOro noaxoaa K ycronumaoct KBU. Yctounmeocte KB BkitouaeT B cebs
MHorue acnekTbl 3KBW, Bkatoyas ¢ursmyeckyto 6€30nacHoOCTb, HO Takxe obecnednBaeT
6o/1ee LUMPOKYIO MOAUTUYECKYHO 1 ONepaLOHHYI0 OCHOBY, B LIEHTPe KOTOPOI HaXoANTCS
HenpepbIBHOCTb PaboThbl N dyHKLMOHanbHoCcTK KBW, a He TonbKo 3aLmTta 06bekToB KBU.
XoTs HacTosLee TexHUYeCKoe pykogodcmeo He COAEPXUT KOHKPETHbIX peKoMeHAauni

Mo crnoco6am rnoBbILLEHNSA YCTOMUYNBOCTN 06beKTOB 1 cekTopos KBW, npu xenaHunun ero
cofep>kaHne MoxXeT 6bITb MCMOb30BaHO NOANTUKAMU FOCYAapCTB-yYHaCTHUKOB 1 APYTMN
JIMLaMK B KauecTBe MHCTPYMEHTa AN COAeCTBMA NOBbILLeHNIO ycTonumnBocTy KBA.
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Huxxe npeacTaBneH NonesHbln CNocob KOHLEeNTyann3aumm HeKOTOPbIX Pa3NNYnin Mexay
3awmToli KBU 1 yctonumsocTteio KBI:?

3aLyMTa KpUTNYECKU BaXKHOM YCTORUMBOCTE KPUTUYECKM BaXKHO
MH$PACTPYKTYpbl NOAPa3yMEBAET... MHPaCTPYKTYpbl NOAPasyMeBaeT...

MoAroToBKy M NAaHMpPOBaHMe
BbisBieHve, oueHky, aHanus [LenCcTBUIA MO NPEOoAOIEHMIO
PVCKOB, yrpaBaeHme puckamm 1 NocneACcTBUIA paspyLUUTeNbHbIX
KOMMYHWKAaLMIO PUCKOB COBbITUI, BOCCTAHOBJ/IEHVIO MOC/e
HUX 1N aganTaumm K HAM

3awnTy 06beKTOB (ypoBEHb HenpepbIBHOCTb yCAyr/GyHKLN
KOMTMOHEHTa/06beKTa) (ypoBeHb cncTembl)

B BpeMmeHHble coobpaeHus, T.e. dasbl
OCHOBHOM BHEBpPEMEeHHbIe «BO», «BO BPEMS» U1 «10C/1e

coobpaxeHis paspyLUNTENbHOMO COBbLITUS

OpraHI/I3aLI,I/IOHHO-CTpaTerI/Il—IECKI/Ie,
B 0CHOBHOM TexHu4Yeckne

acneKkThbl

SKOHOMU4YECKME 1 coumnalibHble
acnekTbl

9 Wcnonb3oBaHo ¢ paspelueHuns A-pa bopuca MeTpeHsb: MNeTpeHs, b., «MoBbIWEHNE YCTONUNBOCTY KPUTNYECKM
BaXXHOW MHPPACTPYKTYpbl K TEPPOPUCTUHECKUM Yrpo3am» [Mpe3eHTaumsa Ha KOHpepeHLMK, 22 Hos6ps 2024 r.].
CM. TaKkke: 3almTa KpUTUYeCkn BaxkHOM nHPpacTpykTypbl OBCE B LleHTpanbHOM A3nn: ykpenaeHmne ycTonumBocCTH,
ycuneHve 6esonacHocTtu, Awxabag 2024 [npecc-penus]. loctynHo no agpecy: https://www.osce.org/
secretariat/581707 [paTa obpaiyeHuns: 21 nons 2025 r.].
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CaM TepMUH «ycTonunBoCcTb KBW» no-pa3Homy onpesensercs pagoM 3auHTEpeCoBaHHbIX
CTOPOH Kak B pernoHe OBCE, Tak 1 3a ero npegenamu:

MpaButenscTeo/OpraHmn3ayns OnpegeneHne yCTOMYNBOCTU

OpraHn3aumns 3KOHOMUYECKOro «YCTONYMBOCTb MOXHO OMpesenTb Kak CMOCOBHOCTb KPUTUYECKM

coTpyaHuyecTBa 1 pa3utua (O3CP)  BaXXHOWM MHPPACTPYKTYPbI BblAepXXaTb HEMCNPABHOCTb,
BOCCTAHOBUTbLCSA NOC/e nepeboeB 1 afanTUpPoBaTbLCA K MEHSAOLLNMCS
YC/IOBYSIM, COXPAHSASA NMPY 3TOM Ty K€ OCHOBHYH QYHKLMIO, YTO U 40
[eCTPYKTUBHOrO moTpaceHus».'°

YnpasneHvie OOH no cCHMXeHWo YcTolumBocTh: «CNOCO6HOCTb CUCTEMBI, CO06LLIECTBA N 06LLEeCTBa,

pucka 6eaCcTBUIA MoABEPXKEHHOr0 yrpo3aMm, MPOTUBOCTOATL MOCAEACTBUAM YrpoO3bl,
nepeHoCUTb 1X, MPUCMOCabIMBATLCS K HUM Y BOCCTaHAB/IMBATbLCSA
CBOEBPEMEHHO 1 3G HEKTUBHO, B TOM YMC/IE MOCPEACTBOM COXPaHEHUS 1
BOCCTaHOB/IEHVIA CBOVIX OCHOBOMO/AratoLLMX CTPYKTYP U GyHKLmi», !

«YCTONUMBOCTb MHPPACTPYKTYPbI ABNSETCA CBOEBPEMEHHbIM

1 3¢ PeKTUBHBIM CPeACTBOM NPOGUNAKTUKM, HEVTPaAn3aLmnm
BO3/EeICTBUIA, BOCCTAaHOB/IEHVS 1 aZanTaLyy OCHOBHbIX COOPY>KEeHWI
1 GYHKLUMIA HALMOHaNbHOM MHPPACTPYKTYPbI, MOABEPTLLUMXCS YrPO3aM.
Peanusaums ycToMunMBoCTM Ha BCex 3Tanax nepeboes B paboTte
[O/KHA OCYLLLeCTBATHCS MOCPEACTBOM COBMECTHOIO YrpaB/ieHUs!
dakTopamu prcka 1 HeorpeaeneHHOCTH, OLLEHKN MHOXECTBEHHbIX
Yrpo3 1 METOAOB, YUMUTLIBAOLLMX CUCTEMHbIV XapakTep HaLMOHaAbHOM

VHGPacTpyKTypbi».'?
[vnpexTnea EBponerickoro Coto3a «[CNOCOBHOCTL] KPUTUYECKM BaXKHOW OpraHm3aLnm npesoTBpaLLathb,
(EC) 06 yCTOMYMBOCTU KPUTUYECKN 3alMLLATLCA, pearMpoBaTh, MPOTUBOCTOATL BO3AENCTBULO, CMSArYaTh,
BaXXHbIX 06bEKTOB HeNTPann3oBaTh, ylaXMBaTb NHLNAEHTbI 1 BOCCTaHaBAMBATbLCSA Nocne
13
HUX>.

«YCTONYMBOCTb KPUTUYECKIN BaXXHOM MHGPACTPYKTYpPbl OTHOCUTCSH
K TeM acrnekTam OpraH13aLOHHO YyCTOUYNMBOCTH, KOTOPbIe
COCpeAoTOYEHbl Ha MePax Mo MoBbILLIEHNIO 6€30MacHOCTY 1
YCTOMYMBOCTY BNlaAeNbLEB KPUTUYECKM BaXXHON MHPPACTPYKTYPbI,
ornepaTopoOB 1 3aMHTEPEeCOBaHHbIX CTOPOH B CETSAX MOCTAaBOK Kak
KOIIEKTMBA 1 B MacluTabax BCei 3KOHOMMKM». 1

Asctpanus'

Bo3MOXHO, Hanbonee ApKNM CBUAETENbCTBOM BblLLEYNOMSAHYTOro nepexosa ot 3KBU
K ycTonumocTn KBW co ctopoHbl nonntmnkos asngetca AnpekTtnea EC 2022 roga 06
YCTOMYMBOCTIN KPUTUYECKM BaXXHbIX 06bekToB (2022/2557), n3secTHas kak [lnpekTmBa
06 yCTOMYMBOCTU KpUTUYECKN BaXKHbIX 06bekToB (CER). B npeambyne k inpekTtuBse,
KoTopas Ao/KHa OblTb TPAHCMOHMPOBAHA BO BHYTPEHHee 3aKOHO4aTeNbCTBO BCEMU
rocygapcteamun-dneHamu EC, npeabigywasn Aupexktmsa EC o 3KBW (2008/114/EC) 6bina

10 03CP (2019 1.), dppexkmusHoe ynpasneHue 015 ycmoliyueocmu Kpumu4ecku 8axHoOU UHGpacmpykmypel. JOCTYNHO No
agpecy: https://www.oecd.org/en/publications/good-governance-for-critical-infrastructure-resilience_02f0e5a0-en.
html [gaTa obpalyeHus: 21 nons 2025 r.].

11 YnpaeneHune OOH no cHuxeHwuto pucka 6eactsnin (UNDRR) (2017 r.), TepmuHonozus CeHoalickoli pamo4Hol npo2pammel
no cHuxceHuto pucka bedcmsudl, OnpegeneHne: YcToumBoCTb. JocTynHO Mo agpecy: https://www.undrr.org/
terminology/resilience [gata o6palyeHus: 21 ntons 2025 r.].

12 UNDRR (2022 r.), llpuHyunel obecnedeHus ycmodliyusocmu uHgpacmpykmypsi, ctp. 16. locTynHo no agpecy: https:/
www.undrr.org/media/78694/download?startDownload=20250319 [gaTa obpaiieHuns: 21 nonsa 2025 r.].

13 EC(2022r.), AnpexTmBa 2022/2557 EBponelickoro napnameHTta n CoseTa oT 14 gekabps 2022 roga 06 ycToMUMBOCTH
KPUTUYECKM BaXHbIX CybbekToB 1 oTMeHe [upekTuebl Coseta 2008/114/EC, O/ L 333. JlocTynHo no agpecy: https://
eur-lex.europa.eu/eli/dir/2022/2557/oj [faTa obpalieHuns: 21 nons 2025 r.].

14 [laHHOe onpejeneHne JaeTcs TONbKO B KOHTeKCTe CTpaTerny ABCTpanuy no obecneyeHunto ycToiuneocTu
KPUTUYECKN BaXXHON MHPPACTPYKTYPbI.

15 TMpaBuTenbCTBO ABCTPanun - MUHNUCTEPCTBO BHYTPeHHUX gen (peBpanb 2023 r.), Cmpameaus ycmolyugocmu

Kpumuyecku 8axcHol uHgpacmpykmypel. locTynHo no agpecy: https://www.cisc.gov.au/resources-subsite/
Documents/critical-infrastructure-resilience-strategy-2023.pdf [saTa o6paweHuns: 21 nons 2025 r.].
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oTMeHeHa 1 3ameHeHa [npekTusori CER. HuxXe nprBeaeHO onucaHme 3Toro npoLiecca, B
KOTOPOM nogyepknBaeTcs pasnnyme mexay 3KBW n yctoiumsocTeo KBU:

«[lnpektmnea CoseTa 2008/114/EC [...] npeaycMaTpuBaeT npouesypy 0603HavyeHus
€BPOMEeiCKON KPUTNYECKN BaXXHOMN MHOPACTPYKTYpPbl B CEKTOPAX SHEPreTuKn n
TpaHCMopTa, HapyLleHe Uan paspyLleHe KOTOpol byaeT MMeTb CyLLeCTBEHHOe
TpaHCrpaHMYHOe BO34eNCTBME NO KpaliHe Mepe Ha ABa rocyAapcTBa-yaeHa. 31a
AvpeKkTnBa cocpefoToUeHa NCKTIYUTENbHO Ha 3aLLmMTe Takom MHGPaACTPYKTYpbI.
OpHako oueHka npekTmsbl 2008/114/EC, npoBeseHHasa B 2019 rogy, nokasana,

UTO M3-3a BCe 6onee B3aMMOCBA3aHHOIO 1 TPAHCTPaHWUYHOrO XapakTepa onepaLunii

C CMOJIb30BaHWEM KPUTUYECKN BaXXHON MHGPACTPYKTYPbl 3aLLUNTHbIE Mepb,
KacaroLmecs ToNbKO OTAe/IbHbIX 06bEeKTOB, HeJOCTaTOUHbI A4/15 NpeAOoTBpaLLeHUSs
BCcex cboeB. [103TOMYy HEOBXOAMMO U3MEHUTL MOAXO0A B CTOPOHY 0becneyeHus

TOrO, YTO6bI PUCKW JTyYLLe YyUNTbIBAANCh, YUTOObI POb 1 0693aHHOCTU KPUTUYECKM
BaXHbIX Cy6beKTOB Kak MOCTaBLLMKOB YCAYT, HEOOXOANMbIX 418 GYHKLIMOHMPOBAHUNS
BHYTPEHHero pbiHKa, 6b11 601ee YeTKo onpegeneHbl U Nocaef0BaTeNbHbl, U YTOObI
npasuaa Coro3a 6bIIN MPUHATHI 415 NOBbLILLEHWA YCTONUYNBOCTU KPUTUYECKM BaXKHbIX
cybbekToB. Kputnyeckn BaxkHble CybbeKkThbl JOMKHbI 6bITb B COCTOSHUN YCUANTL CBOHO
CNOCOBHOCTb NpefoTBpPaLLaTh, 3aLLMLLATb, PearnpoBaTh, MPOTUBOCTOATb, CMArYaTh,
HeNnTpann3oBaTb, MPUCNOCabANBaTBLCA N BOCCTaHABANBATLCSA MOC/e UHLNAEHTOB,
KOTOpble MOryT HapyLUNTb NpejoCTaB/ieHNe OCHOBHbIX YC/TYT».
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MpakTyKa: NPUHLMIbI 06ecnevyeHns yCTOMUYMBOCTY MHPPaACTPYKTYpbI
YnpaBneHna OOH no cHUXXeHUIo pycka 6eacTBurin (2022 r.)'e

B 2022 roay YnpaBneHue OOH no cHuxeHuto pucka begcteumin (UNDRR) onpegennno
LeCTb NPUHLMMNOB, AOMOJIHEHHbIX LIeNAMU N peKOMeHAaLUNAMU, ANA YKPenaeHns
yctoriumsocTn KBV 1 «obecrneyeHns HenpepbIBHOCTY NPeAoCcTaBAeHNA KPUTNYECKN
BaXHbIX YC/IYT CUCTEMAMM 3KOHOMNYECKON MHPPACTPYKTYPbI». DTN NPUHLAMbI
NPUMEHNMbI K AeATe/IbHOCTU «OPraHOB roCyAapCTBEHHOro yrpaBaeHus 1toboro
YPOBHS, yupexaeHWin, JOHOPOB, MHBECTOPOB, CO6CTBEHHNKOB, PEryasTOPOB,
OrnepaTopoB, MPOEKTUPOBLLNKOB U MOAPAAUNKOB, MOCTABLLMKOB YCYT 1
MeXAYHapOAHbIX OpraHn3auunii, KOTOpble 3anHTepPeCcoBaHbl B peannsaLny Kommnaekca
[AeViCTBMY MO NOBbILLEHWIO YCTOMYMBOCTU MHPPACTPYKTYPbI, CMNOCOBCTBYHOLLINX
LOCTVKEHUIO MOMOXUTENbHbBIX Pe3y/ibTaTOB B 3KOHOMWYECKOI, COLMANbHON 1
npupogooxpaHHoi cdepe». UNDRR ony6inkoBano pykoBOoACTBO MO BHEAPEHUIO 3TUX
npvHuvnos B 2023 roay."”

1 HenpepbiBHOE 0by4eHne Pa3BuBaTb 1 OOHOBAATHL MOHUMaHWE U BUAEHME
YCTOMUMBOCTU NHPPACTPYKTYPbI.

2 YnpexaatoLas 3aLiurta B ynpexaatoLieM nopsiZke NaaHMpoBaTh, MPOeKTUPOBaThb,
CTPOUTb M 3KCMAYaTUPOBaTb 06BEKTHI MHPPACTPYKTYPbI,
roTOBble K TEKYLLMM 1 ByAYLLVM ONAaCHOCTSIM.

3 SKonormyeckas Pa6oTaTb B MO3UTUBHOM MHTErpaLm C OKpy>XaroLer
WHTErpMpOBaHHOCTb cpeson.
4 CouvanbHasi BOB/IeYEHHOCTb Pa3BrBaTb akTVBHOE B3aVIMOAENCTBIE, BOBIEUYEHHOCTb U

y4acTue Ha BCeX YPOBHSIX 06LLeCTBa.

5 CoBMeCTHasi OTBETCTBEHHOCTb O6bmeHnBaTbCA |/|H¢opmau,|/|e|7| 1 ONbITOM AN1A NOJTyYEHNA
CKOOPAVNHNPOBAHHbIX BbITOA,.

6 AZanTvBHas TpaHcopmaLys AAanTpoBaTLCA U TPAaHCHOPMIMPOBATLCSA B COOTBETCTBUAN
C MEHSOLLMMUCS MOTPEBHOCTAMMU.

iecmoyHuk: UNDRR

1.6 MNMosicHeHMe K Bonpocy Knbep6esonacHoCcTU

XoTs HacTosILee TexHUYECKOe pykogoOCmMeo He COAEPXUT MOAPOOHbIX CCbINOK Ha
Knbepbe30nacHOCTb, HEOHXOAMMO NPU3HATL U MOAYEPKHYTh €€ BaXHOCTb Kak
COCTaBHOW 4acTy KOMMNAEKCHOro nogxoaa K 3KBN. MHOrMe MHCTPYMEHTbI 1 CEPBUCHI,
obneryatoime skcnayatauno KBV - oT MpoMbILLAEHHbBIX CUCTEM YNPaBAEHUs 40 CUCTEM
CBA3Y, OTOMJIEHUS, BEHTUNALNU N KOHANLMOHUPOBaHWSA Bo3ayxa (OBuK), n apyrmx
TEXHONOINM — 06beMHEHbI B CETb MW NOAKJIHOYEHbI K VIHTepHETY 1, CefoBaTe/NbHO,
ys3BUMbI A5 KnbepaTtak. B pesynbsTtate nokasbHble onepaumn Ha obbekte KB/ moxeT

6bIThb CKOMIMpomMeTMpoBaHa 3/10yMbILlWIeHHWKaMN, Haxo4AWNMNCA 3a TblCAYN KNJTOMETPOB.

16 UNDRR (2022 r.), llpuHyunel ycmotiyueol uH$ppacmpykmypel. locTynHo no agpecy: https://www.undrr.org/
publication/principles-resilient-infrastructure [aata o6pawieHns: 21 nona 2025 r.].

17 UNDRR (2023 1.), Pyko8odcmeo no eHeOpeHUto npuHyunoe ycmolivueol uHppacmpykmypesl. LoCTynHO No agpecy:

https://www.undrr.org/publication/handbook-implementing-principles-resilient-infrastructure [aaTa o6patyeHns: 21

nona 2025 r..
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MexayHapoaHas nura 6esonacHocTn n KoHbeaepaums eBponencknx cay>xb 6e3onacHoCcTm
(COESS) npu3HatoT, UTo «Korfa yCTpoMCTBa Ha MecTax 0ObMeHBatTCA aHHbIMU C
ceTeBbIMU LieHTPaMum 06paboTKU AaHHbIX, @ KOMMbIOTEPHbIE CUCTEMBI MOAK/TOYAOTCA

K VIHTepHeTy, n/iowaab aTaky pacluMpsaeTcs IKCMoHeHUManbHo».® XoTa HacTosee
TexHu4eckoe pykoeodcmeo He paccMaTpmBaeT NpobsieMy Knbepbe3onacHOCTU HanMpsiMyto,
no Mepe Toro, Kak BnagenbLbl/onepatopbl KBU BHegpstoT Bce 60/bLLe HOBbIX TEXHOIOT A
4719 yNPOLLEeHNs CBOel AeaTeNbHOCTN, yripaBaeHne Kak GU3nyeckMm puckamm, Tak 1
Knbeppurckamm byaeT CTaHOBUTLCS BCe 6o/iee C/TIOKHbIM.

Bo MHOrunx cnyyasx rocysapcrea-yydacTHuk OBCE 1 pykoBoAUTENN Cny>X6 6e3onacHocTy,
KOTOpPbIM MOPYy4YeHO 3aHKMaTbCs 3KBW, mnoaxoaaT K obecrneyeHmnto 6€30macHOCTH

KBW koMNaeKCHO, TO eCTb UX MOJINTUKA W NPaKTLKA YUNTbIBAKOT U YCTPAHAKT Kak
dur3MYecKme pUCKIK, Tak N KNBepprckn. XoTsa HacTosiLee TexHUYeckoe pykogodcmeo
CoCpefoToUeHO Ha acnekTax dmsnyecko 6esonacHocTn KBW, 3To gaeT BO3MOXHOCTb
NPOUAOCTPUPOBATL BaXHOCTb U LIEHHOCTb KOMTMIEKCHOMO NOAX0Aa K 6€30MacHOCT 1
YCTOMYMBOCTU, MPU KOTOPOM ONPEeAeNstoTCS U MHTErpUpYyrTCS Mepbl Mo obecrneyeHnto Kak
Knbepbe3onacHOCTU, Tak 1 drnsmyeckon beszonacHocTn. B 2023 roay MexayHapoaHas nura
6e3onacHocTn 1 CoESS 3asBuau:

«BnagenbLbl KpUTUYUECKN BaXKHbIX MHPPACTPYKTYPHbBIX 06 bEKTOB NCMO/b3YHOT
NOAKIHOYEHHble CUCTeMbI 415 MOBbILLEHUS MPOU3BOAUTENBHOCTU 1 3G PEKTUBHOCTU.
TpaAMLMOHHO N30NMPOBaHHbIE YCTPONCTBA B CUCTEMAaX AMCMEeTYepPCKOro yrnpaBneHns
1 cbopa AaHHbIX M MPOMbILLIEHHbIX CUCTEMaX yNpaB/ieHNst Tenepb NCMOb3YHOT
[MpOoMbILINEeHHbIN IHTepHeT Belein] ANS nepeAayu AaHHbIX OT 31eKTPOoCTaHUWI 40
BOZOOUYMCTHBIX COOPYXEeHWM. IHTerpaynsa KOMNbOTEPOB U APYrX TEXHONOM A B
KOHCTPYKLMIO U GYHKLMOHMPOBaHWE dU3nNYeckorn MHPPaCTPYKTYpbl CTana 06blYHbIM
aneHnem. KomnbetoTepsl [...] Tenepb MHTErpUpOBaHbl B GU3NYeCcKyo MHPPaCTPYKTYpY,

18 MexdyHapodHas nuea 6ezonacHocmu, COESS (2023 r.), Kubeppusuyeckas 6e30nacHoCms U Kpumuyeckas

uHppacmpykmypa. JocTtynHo no agpecy: https:/www.bdsw.de/images/pdf/isl-coess-cyberphysicalsecurity-wp.pdf
[paTa obpaweHms: 21 nonsa 2025 ..
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YTO Hanbonee OTYETINBO HABNIOAAETCA B PA3BUTUM TEXHONOTUN «YMHbIX CeTel», rae
ceTeBble KOMMbIOTEPbI 1 KOMMYHUKALMOHHbIE TEXHONOTNY paboTaroT aBTOHOMHO
ANS peLlleHns NnpobaeM B 3N1eKTPOCeTH, ynpaBaeHUs NoTpebaeHreM SHepPrun 1 ee
BblpaboTkon. ABTOMaTU3MpOBaHHOE ynpaB/ieHe AJOPOXHbIM ABUXEHNEM CTano
YaCTbH TPAHCMOPTHOM MHGPACTPYKTYPbI, @ «YMHbIE» CUCTEMbI BOAOCHAOXEH S
ynpexgatoLe oTCAeXNBaKT COCTOSHME CBOel CO6CTBEHHOW pU3MUecKol

VHOPaCcTPYKTypbi».'

dusnueckas n KnbepbesonacHoCTb 415 06bekToB KBU TecHO nepensieTeHbl:

dunsmyeckasn 6esonacHoOCTb Ha 06bekTe KB MmoxeT 6biTh HapyLLeHa KnbepaTtakon, a
Knbepbe30nacHOCTb Ha O6beKTe MOXeT 6bITb MOAOPBaHa GU3NUECKOV TEPPOPUCTHECKON
aTakKoW. DTO Ha3blBaeTCsa kKMbepdpur3nyeckon KOHBEPreHUmen n ABNAeTCa 061acTblo,
BbI3bIBakoLLLel BCe 6ObLLIYI 03a604YEHHOCTb Y pa3paboTUnKOB NOAUTUKN U BRagenbLes/
onepaTtopoB KBW. AreHTCTBO no Knbepbe3onacHOCTU 1 3awmnTe nHGpacTpykTypbl (CISA)
MuHncTepcTBa BHyTpeHHel 6e3onacHocTu CLLUA (DHS) npuBoAnT NpriMepbl 3TOr0 ABIEHNS:

» «[pobenbl B cMcTemMe 6€30MacHOCTM KOHTPOS AOCTYyNa, Takme Kak
HeCaHKLWOHWPOBAHHbIV AOCTYMN K 06 beKTaM UAN CUCTEMHbIE AOMYCKN, MOTYT
NO3BONINTb Yes0BeKY UCNOJIb30BaTb USB-yCcTpoOMNCTBO [...] nan gpyroe cbemMHoe
obopyzsoBaHue AN8 BHeAPeHUS BUpyca Wam BpegoHocHoro MO B ceTb.

»  CuCTeMbl OTOMNEHUS, BEHTUAALUN U KOHAULMOHMPOBaHUS Bo3ayxa (OBuK) MmoryT 6biTb
baKTnyeckn BbiBeAeHbl U3 CTPOS, YTO NMPUBEAET K MOBbLILLEHWIO TeMMepaTypbl U BbIXOAY
N3 CTPOSA CeTeBbIX CEPBEPOB.

» KwnbepaTaka Ha TeNIeKOMMYHUKALWOHHbIE CUCTEMbI MOXET HapyLLINTb CBA3b C
NPaBOOXPaHUTENbHLIMU OpraHaMn 1 aBapuUnHO-cnacaTeibHbIMY CayXbamu, 4To
npmBeejeT K 3a/lepXXKe pearnpoBaHus.

» becnnnotHas aBrauunoHHas cuctema (BAC) MoxeT CKOMNPOMETMPOBaTb
KOHUMAEHLUMaNbHY MHGOPMAaLMIO, MONYYMB AOCTYM K HE3aLLNLLEHHOV CeTU MOMOLLLbHO
TEXHONOrMM 6ecnpoBOAHOrO B30Ma». 20

B3anmogencTBre Mexay prsmveckor 6e30MacHOCTbIO U Knbepbe3onacHOCTbIo NPU3HaHO
Ha NoANTMYeCcKoM ypoBHe. Hanpumep, AnpekTnea EBponerickoin komumccum (EC) 2022/2555
0 Mepax No obecneyeHo BLICOKOro 06LLero ypoBHs knbepbesonacHocTu B Cotoze
(AnpexkTna NIS 2) rnacuT: «YunTbiBasi B3aUMOCBA3b MeXAY knbepbe3onacHoCTbIO

1N PU3nYeckor 6€30MacHOCTbI0 CYOBEKTOB, CneayeT obecneunTb COrTacoBaHHbIN

nogxoa mexay [AnpekTtmson (EC) 2022/2557 EBponelickoro napaameHTa 1 CoBeTa oT 14
Aexabpsa 2022 roga 06 yCTOMYMBOCTU KPUTUYECKN BaXKHbIX OpraHmn3auunii] n HacTosLLel
AnpekTrBoi».?!

19 MexayHapoaHas nura 6esonacHocTu, CoESS (2023 r.), Kubeppusuyeckas 6e30nacHOCMb U Kpumu4yeckas

uHppacmpykmypa. loctynHo no agpecy: https://www.bdsw.de/images/pdf/isl-coess-cyberphysicalsecurity-wp.pdf
[paTa obpaleHms: 21 nonsa 2025 r.].

20 AreHTCTBO NO KnbepbeszonacHOCTU 1 3amTe MHPpacTpykTypbl CLUA (6e3 gaThl), KoHeepzeHyus kubepbezonacHocmu
u pusuyeckoli besonacHocmu. JocTynHO no agpecy: h [/ WWW.Ci v/sites/default/fil
Cybersecurity%2520and%2520Physical%2520Security%2520Convergence_508_01.05.2021.pdf [saTa o6paLyeHus: 21
nrona 2025 r.].

21 Coset EBponelickoro Coto3a (CE), AnpekTnea CoBeTta 2008/114/EC oT 14 fekabpsi 2022 . 0 Mepax Nno obecnevyeHunto
BbICOKOr0 06Lero yposHs knbepbesonacHocTu B Coto3e, BHocALas nonpasku B PernameHT (EC) Ne 910/2014
n inpekTuny (EC) 2018/1972 n otmeHsaowan Anpektunsy (EC) 2016/1148 (AupekTtumsa NIS 2), O) L 333, nyHKT 30.

JlocTynHo no agpecy: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:320221.2555 [aaTa obpatieHuns: 21
nona 2025 r..
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Taknm 06pa3om, XoTH HacTosiLee TexHUYeckoe pykogodcmao GoKycmpyeTcs Ha

yrposax ¢ounsnyecko 6e30nacHOCTU, CBA3aHHbIX C TEPPOPUCTUYECKUMU aTaKaMu, OHO
npu3bliBaeT NONUTUKOB, BNajenbLes/onepatopos KBU n Apyrux sanHTepecoBaHHbIX UL,
YKpenasiTb COTPYAHNYECTBO CO CBOVIMW KOAIeraMm no knbepbe3onacHOCTY, MOCKOAbKY
«KOTfa pyKOBOAUTENN CNTYX6 6e30MacHOCTU AeNCTBYIOT B U30NPOBAHHbIX 061aCTSX
[knbepbeszonacHOCTU N GU3nNYeCcKon 6e30MaCHOCTU], Y HUX OTCYTCTBYET LIeJIOCTHOE
npeAcTaBneHune 06 yrpo3ax 6€30MacHOCTW, HarMpaB/IeHHbIX Ha UX NpeanpuaTe».2?
lMo3ToMy rocygapcTBa-y4acTHUKN U BNagenblbl/onepaTopsl KBV MoOryT nssseds nonb3y n3
yCTpaHeHMst pa3obLLEeHHOCTU MeX Ay 3TUMUK coobLLecTBaMn 1 pa3paboTKy KOMMIEKCHOro
NoAX0Aa K yNpaBAeHUI0 PUCKaMK Ha YPOBHE 06beKTa, OpraHun3aumm 1 cekTopa.

22 AreHTCTBO MO KMbepbe3onacHOCTU 1 3aLumTe nHdpacTpykTypbl CLUA (6e3 gaTbl), KoHeepzeHyus KubepbesonacHocmu
u pusuyeckoli 6esonacHocmu. locTynHo no agpecy: https://www.cisa.gov/sites/default/files/publications/

Cybersecurity%2520and%2520Physical%2520Security%2520Convergence_508_01.05.2021.pdf [gaTa o6paLyeHuns: 21
nona 2025 r..
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CTpaTernyeckuie n
npaBoBble OCHOBbI
3aLlLNTbl 06BbEKTOB
KPpUTUYeCcKwn
Ba>KHOW

MHPPaACTPYKTYPbI

OCHOBSbI




1{

B 2o0cydapcmeax-y4yacmHuKkax
OBbCE ocHOBHbIe KOHYenyuu u
nooxoo0bl K 3aujume Kpumu4ecku
8AXCHOU UHPpacmpykmypeol yauwje
8Ce20 onpeodesIAroMCA 8 NPaeso8sbIX
U hosaumuy4yeckux 0oOKyMeHmax, e
paMKax Komopbix Mo2ym 66imeb
onpeodesieHbl Mepbl puluyeckou
6e3onacHocmu.

»



2 CTpaTernyeckue v
npaBoBble OCHOBbI 3aLUThI
06BHEeKTOB KpUTUNYECKu
Ba>KHON MHPPACTPYKTYpPbI

B Pesontoumm 2341 (2017 r.) CoeTa besonacHocTtn OpraHmsauunm O6beanHeHHbIX Hauni
(CB OOH) CoBeT be3onacHocTn OOH:%3

«npu3HaleT], 4TO KaxAoe rocyapcTBo Camo onpejenseT, Kakne ob6bekTbl ero
NHPPACTPYKTYPbl ABASIOTCSH KPUTUYECKN BaXXHBIMU 1 Kak obecnevnTb nx 3ddekTnBHYH
3aLLUTY OT TEPPOPUCTUNYECKUX HanageHui, [...]

«NPU3bIBaeT roCyAapCTBa-yieHbl pacCMOTPETb BO3MOXHOCTb Pa3paboTku nau
AaNbHeNLero CoBepLUeHCTBOBAHNSA CBOUX CTPATErMin YyMeHbLLEHUNS PUCKOB
TepPPOPUCTUYECKMX HAMAAEHNI Ha KPUTNYECKUN BaXKHble 06beKTbl MHGPaCcTPyKTypbl —
cTpaTeruin, KoTopble AOMKHbBI NpeAycMaTprBaTh, B HaCTHOCTU, OLEHKY U yayylleHne
MOHMMaHNS COOTBETCTBYIOLLMX PUCKOB, MPUHATNE Mep MO 0becneYveHnto FOTOBHOCTH,
B TOM uuncie 3¢peKTUBHOIO pearpoBaHnsa Ha Takve HanajeHus, a TakXke CoAencTame
MOBbILLEHMIO OMepaTUBHOM COBMECTUMOCTI B 061acTy 6e30MacHOCTY U INKBUAAL NN
NocneAcTBUA N NOAAEPXKKY 3ODEKTUBHOMO B3aUMOAECTBNSA BCEX 3aUHTEPECOBaHHbIX
CTOPOH».

23 Cb OOH (2017 r.), Pesontoumsa 2341 (S/RES/2341). flocTynHo no agpecy: https://docs.un.org/ru/S/RES/2341(2017)
[paTa obpaweHms: 21 nonsa 2025 ..
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https://docs.un.org/ru/S/RES/2341(2017)

B flaHHOW rnaBe npejcTaBieHbl PasnvyHble NOAX0Abl, MPUMeHAeMble rocyAapcTBamu-
yuyactHukamum OBCE. OHuM oxBaTbIBalOT BaXKHble acnekTbl 3KBW, Takne kak npouesypsbl
onpegenenus KBU, ynpasneHne pruckamu, ynpasrieHne YpesBblyaHbIMY CUTYaALUSAMN

1 Kpr3ncamu, a Takxe MexXAyHapoaHOoe COTPYAHMNYEeCTBO. BaXHO OTMeTUTbL, UTO AaHHas
rnaBa He OXBaTblBaeT BCE COOTBETCTBYIOLME CTPaTErnyeckmne 1 npaBoBble OCHOBbI,
KOoTopble MOryT NoBAUATL Ha 3KBW B TO nan nHom ctpaHe. Hanpumep, 3aKOHbI N
HOpPMaTMBHbIe aKTbl, pa3peLLatoLLie Nan orpaHnymBaroLe ncrnosib3osaHve bAC
(6ecnMNOTHBIX aBUALMOHHbBIX CUCTEM), BAUSIOT Ha TO, KTO MMeeT JOCTYM K 3TON TeXHONOTrnn
N ANA KaKUX Lenieli - BCe 3TO MOXeT NOBAUATL Ha 6e3onacHocTb KBU.

Bo MHOrmMx ciayyvasax 3Tu NoAxoabl obecrneymBatoT ocHoBY A9 3KBW Ha HauMoHanbHOM
ypoBHe. OHW NpeACcTaBASOT COH6O0N KAHUEBOV 3/1eMeHT MHOMOKOMMOHEHTHOW CUCTEMBI
busnueckor 6e3onacHOCTN 1 06bIYHO NPEeAOCTaABAAIT CTPaTernyeckme pekoMmeHaaLmnm
N NHCTPYKLUMIN COOTBETCTBYIOLLMM 3aMIHTEPeCOBaHHbLIM CTOPOHaM. PykoBOACTBO MO
dusnueckor 6e3onacHOCTN Ha YpoBHe 06beKkTa (Kak NpeAcTaB/ieHO B HACTOSILLLEM
TexHUYECKOM pykogoocmee), TexHu4Yeckas nogaepxka Bnajensues/onepatopos KBY

N BblAeNleHVe roCcyAapCTBEHHbIX CPeACTB UTPatoT KAOYEBYHO POb B COAENCTBUN

3 PeKkTMBHON peann3saumm 3TUX CTpaTermyecknx N NpaBoBbIX 0CHOB 3KBWI.

O6paTtuTe BHMUMaHWe, YTO MHOTVe eBporierickne npakTuyeckme noaxosbl, ynoMaHyTble B
3TOM pasfenie, MOryT 6bITb M3MeHeHbl Moc/ie BCTynaeHns B cuny B 2023 rogy ApekTuBsl
EBponeickoro cot3a 06 yCTOMYMBOCTY KPUTUYECKN BaXXHbIX 06beKTOoB (2022/2557).

B rocygapcrBax-yyactHukax OBCE ocHOBHbIe KOHLenumny 1 noaxoasl K 3KBU valle

BCEro onpezenstoTCs B MPaBOBbIX U MOAUTUYECKUX AOKYMEHTaX, 06ecneynBaroLLnX
BCeOOBbEMIOLLYI0 OCHOBY And 3awmThl KBY, B pamKax KOTOPOWM MOTyT 6bITb onpejesnieHsbl
Mepbl drn3mnyeckonn 6e30nacHOCT. ITO KacaeTcs B NePBYHO ovepeib TEPMUHOIOTNM,
onpegenstoLleri camy KBW, koTopasi BapbypyeTcs 0T KpUTUYECKN BaXXHON MHGPACTPYKTYpbI
[0 «CTpaTernyeckmx 06B-eKToB», 24 «wKM3HEHHO BaXHbIX YCTaHOBOK»2> 11 ApyrMx TepMUHOB.2°
YunTbiBasi Takoe pa3Hoobpasune, HacTosiLee TexHUYeCckoe pykogoocmeaeo He npeTeHAyeT Ha
eAnHoe onpejeneHne KBW. 3Ta npeporatrBa NpUHaANEXUT KaXAOMY roCyAapCTBy, Kak
noateepxaeHo B Pesonounm CoseTa besonacHoctn OOH 2341 (2017 1.).

B HekoTOpbIX Cyyasax OCHOBHble KOMMOHeHThl 3KBW cogepyxaTca B cneymanmsrpoBaHHbIX
MeXCeKTOpasibHbIX HALUVMOHANbHbIX CTPATErnaX UAN NiaHax 4enCcTBUA. DTN AOKYMEHTbI
3a4acTyo YCTaHaBMBAKOT 06LMe napaMeTpbl AN pa3paboTkm NoL4POOHbBIX HOPMATUBHBbIX
pamok.

24 TocTtaHoBneHue MpaBuTenbcTBa Kbipreidckoit Pecnybnvkn Ne 56/2015: 06 yTBepxAeHUN TpeboBaHUI K pexnmy
GYHKLMOHNPOBAHWA 1 3KCNyaTauun cTpaTernyecknx ob6bekTos. JocTynHo no agpecy: https://cbd.minjust.gov.
kg/97305/edition/617411/ru [aaTa obpaLleHus: 21 ntonsa 2025 r.].

25 Kopekc 060poHbl, MaBa Il: 3awmTa XM3HEHHO BaXHbIX 06BbeKTOB, cTaTby R1332-1 1 R1332-42. (2015 1., dpaHuus).
[JlocTynHo no agpecy: h J//www.legifran v.fr/ /article_Ic/LEGIARTI 74323 [paTa obpaweHuns: 21
ntons 2025 r.] HeodumumManbHbIVi NepeBoA. DTOT NPakTUYeCKUA MOAXOS MOXET BbITb U3MEHEeH Noc/e BCTYNAEHNUS B
cuny Anpextmssbl CER.

26 B 3akoHe ICTOHWMM O rocyaapCcTBEHHOW 060POHE NCMO/b3yeTCs TEPMUH «06bEKT roCyJapCTBEHHON 060POH®I,
CBSI3aHHBbIN C NpeAoCcTaBNEHMEM XN3HEHHO BaXXHOM ycnyru». CM.: 3aKoH 0 rocysapcTBeHHO o6opoHe (11
deBpansa 2015 1., 3cToHMA). locTynHO no agpecy: https:/www.riigiteataja.ee/en/eli/502042019010/consolide [gaTa
obpateHns: 21 nonga 2025 r.] HeopuLuManbHbIA NepeBos. ITOT NPaKTUYECKNA MOAXOA MOXeT 6bITb M3MEHeH nocne
BCTynneHna B cuny Anpektmebl CER.
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https://cbd.minjust.gov.kg/97305/edition/617411/ru
https://cbd.minjust.gov.kg/97305/edition/617411/ru
https://www.legifrance.gouv.fr/codes/article_lc/LEGIARTI000006574323
https://www.riigiteataja.ee/en/eli/502042019010/consolide

B apyrux cnydasx ocHoBHble npuHumnel 3KBW 3akpennsaroTcs B cneymanbHbIX
3aKOHOZaTe/IbHbIX akTax. YpoBeHb AeTann3aunm 3TxX 3aKOHOB CYLLLEeCTBEHHO Pa3/INnYyaeTcs.
Hanpumep, 3akoH CnoseHunn 2017 roga o KpuTuyeckol nHdpactpykType?’ onpesenser
noHsaTne KBW, perynupyet kputepun ee naeHTndmnKaLmm n o6osHavyeHns, onpegenset
3a/la4mM KOMMETEHTHbIX rOCYyAapCTBEHHbLIX OPraHoB 1 Bnagensues/onepatopos KBV n
paccMaTprBaeT BOMPOChbl 06MeHa nMHGopmaLumeri, 3almThl JaHHbIX, a TakxXe CaHKLWIA 3a
HecobneHMe TpeboBaHM 3aKOHOAaTeNbCTBA. B flrokcembypre 3agada perynnpoBaHus
0603HaveHna KB n onpegeneHns CTpyKTypbl 6€30NacHOCTY BnajesbLeB/onepaTopoB

1 NNaHVPOBAHWA HEMPEPbLIBHOCTY AeATENbHOCTU BO3/IOXKEHA Ha UCMONHNTESIbHYIO BETBb
B1aCTW.?8 B HEKOTOPLIX C/yYasix OCHOBHbIE MONUTMYECKIE JOKYMEHTbI Mo 3KBW npsmo
NoAYepPKMBAIOT PU3MYeCcKyto 6€30MacHOCTb Kak OCHOBOMOIaratoLLy Lenb. B ctpaterun
HaLMOHaNbHOM 6e30MacHOCTV HnaepnaHaoB «obecneyeHme nyyLleit 3amTbl KpUTUYECKN
BaXXHOU MHGPACTPYKTYPbI» ABNAETCA NPUOPUTETHLIM HanpaeneHnem Ha 2023-2027 rogbl.??

27 3aKoH 0 KpuTU4eckol nHopacTpykType (22 gekabpsa 2017 r., CnoseHus). JocTynHo no agpecy: https://pisrs.si/
pregledPredpisa?id=ZAKO7106 [aaTta obpalieHuns: 21 nona 2025 r.] HeoduumanbHbI nepesoj. TOT NpakTUYecKnii
NOAX0/ MOXET bbITb M3MeHeH nocse BCTynaeHuns B cuny Anpektusbl CER.

28 3akoH oT 23 utona 2016 roga o co3gaHnm BepxoBHOM KOMUCCUM MO HaLMOHaNbHOM 3awmnTe (29 nonsa 2022 .,
Nrokcembypr). JocTynHO no agpecy: http:/ legilux lic.lu/eli/etat/leg/l0i/2016/07/23/n1 [faTa obpalyeHuns: 21

ntons 2025 r.] HeoduruManbHbIVi NepeBoA. DTOT NPakTUYeCKUiA MOAXO0S MOXET 6bITb U3MEHEeH Noc/ie BCTYNAeHNUS B
cnny Anpextmssbl CER.

29 MMpaButenbcTBO HuaepnaHgos (3 anpens 2023 r.) Cmpamezus 6esonacHocmu Koposescmea HudepaaHdos. locTynHO

no agpecy: https://www.government.nl/documents/publications/2023/04/03/security-strategy-for-the-kingdom-of-
the-netherlands [gaTa obpateHuns: 21 nonsa 2025 r.].
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HauunoHanbHaa NnpakTMKa: cTpaTernyeckmiin akueHT KaHagbl Ha
MeXXCeKTopasibHOM coTpyaHu4ecTse (2009 r.)3°

OcobeHHOCTbIO HaumoHanbHom cTpaTterny KaHagbl MO 3aLmMTe KpUTUYECKM BaXKHOM
nHPpacTpykTypbl 2009 rosa ABASAETCA ee OpUEHTALMS HAa MeXCeKTopanbHble
NoAX0Abl N MHMLMAaTUBLI. MNockonbky KaHaga paboTaeT Hag ykpenaeHem CBOero
nogxoaa k KBW, copericTBre MexcekTopasibHOMY COTPYAHNYECTBY C y4eTOM Yyrpos3
ANS AOCTUKEHWS 06LLMX Liefieid 0OCTaeTcs KtUYeBbIM 31eMeHTOM noaxoza KaHagbl K
obecrneyeHno 6e3o0nacHOCTN 1 ycTorumsocTr KBU.

B cooTBeTCTBMM C 3TUM NOAXOA0M MUHUCTEPCTBO 06LLECTBEHHOV 6€30MacHOCTH
KaHagbl - NpaBMTeNbCTBEHHOE BEOMCTBO, OTBEeYatoLLlee 33 BONPOCh! O6LLLeCTBEHHOM
6€e30MacHOCTY, yNpaBaeHUs Ype3BblHaHbIMU CUTYALUSMU, HALVOHANbHOM
6€30MacHOCTM U FTOTOBHOCTU K Ype3BblYaliHbIM CUTYaLNAM — COTPYAHMNYAET C
KNOYEeBbIMW CEKTOPaMU B LieNsix pa3paboTKy NPOYHOro, o6Lero noHMMaHus

Yyrpo3 1 B3anMO3aBNCMOCTEV Kak OCHOBbI 3G EeKTUBHOIO MeXCeKTOPaabHOro
coTpygHuyectBa. Of4HUM 13 MPUMEPOB YCMELLHOT0 COTPYAHNYECTBA MEXAY
CEeKTOpPaMm ABASIETCS MEXCeKTOpaabHOe ncciegoBaHme (Mo pyKkoBOACTBOM
$1HAHCOBOrO0 CeKTOpPa) ANS OLEHKN YPOBHSA B3aMIMO3aBUCUMOCTN 06 bEKTOB
KPUTUYECKN BaXKHOW MHOPACTPYKTYpPbl PUHAHCOBOrO, TEJIEKOMMYHMUKALMOHHOIO U
3/1eKTPO3HEepPreTNYecKoro CeKTopoB. ViccnegoBaHme 66110 NpoBejeHO COBMECTHO
3KCMepTaMum U3 BCeX TPEX CEKTOPOB U BbISABNI0 BO3MOXHOCTY A5 MOBbILLEHUS
MEeXCEeKTOPasbHOM YCTOMYMBOCTH, AOMOIHEHHbIE NPAKTUYECKMMN PeEKOMEHAALUAMN.
YpPOKW, N3BIeUYEHHbIE N3 3TOW U APYTUX MOAOOHbIX YCMELIHbIX MHULMATUB, MOTYT
NOCAYXWUTb CTUMY/IOM 1 OCHOBOW ANSA BYAYLLEro MeXCeKTOpaibHOro COTPYAHMYECTBa.

YicmoyHuk: MuHucmepcmeo obujecmeeHHol 6esonacHocmu KaHadel

B EC cywecTBeHHbIV CTUMY 3aKOHOAATENbHOW AeATeNbHOCTU U3HAYa IbHO Obln CO34aH
AnpekTneori 2008 roga 06 naeHTdmMKaLmm 1 0603HaYeHNN eBPOMEiCKNX KPUTUYECKN
BaXHbIX UHOPACTPYKTYP U1 OLLEHKe Heo6X0ANMMOCTH yayuLleHns nx 3awmTel.3! Onvpasck Ha
AunpexTnBy 2008 roga, benbrmug nocTeneHHoO COBEPLUEHCTBOBAJA CBOE 3aKOHOA4AaTe/IbCTBO,
cBsizaHHoe ¢ 3KBW, paclumpssi ero nepBoHayaibHbIV OXBAT C 3HEPreTUKM U TpaHcnopTa
(ABa OCHOBHbIX cekTOpa B npekTnee 2008 roaa), 4o chep PMHAHCOB, 34paBOOXPAHEHNS,
BOAOCHABXEHUNA 1 KPUTUUECKN BaXHOW NHOOPMAaLIMOHHON MHGpacTpykTypbl.3? AnpekTrBa
EC 2008 rosa Takxe 6blj1la TPAHCNOHNPOBAaHA B HaLMOHA/IbHOE 3aKOHOAaTeIbCTBO
Pas3NNYHbIMU CTPaHaMU-KaHAMAATaMuM Ha BCTynaeHve B EC B pamkax UX ycuani no
COrnacoBaHMIO € 3aKoHoAaTeNnbHOM 6a3oi EC (M3BeCTHOW Kak acquis communautaire).

30 MwuHuUCcTepcTBO 0bLLecTBEHHONM 6e3sonacHocTy KaHaabl (2009 r.), HayuoHanabHas cmpamezus 045 Kpumu4ecku 8axcHoUl
UHPpacmpykmypel. locTynHo no agpecy: https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstretr/index-
en.aspx#s0 [faTa obpawenHus: 21 nrons 2025 r.].

31 CE 2008/114/EC oT 8 gekabpsa 2008 r. 06 naeHTUdMKaLMM 1 0603HAUYEHUN BaxKHeliLLel eBpOneickor
NHPPACTPYKTYpPbl 1 OLleHKe HEOBXOAMMOCTHM yaydlleHns ee 3awmThl, Of L 345. locTynHo no agpecy: https://eur-lex
europa.eu/eli/dir/2008/114/0j [faTa obpalyeHus: 21 nrons 2025 r.].

32 TlpoTuBOAenCTBME HapyLUEeHUO GYHKLMOHMPOBAHNS KPUTUYECKN BaXKHOM MHPPaCTPYKTYpbI (15
ntonsa 2011 r., benbrus). locTynHo no agpecy: https:/www.ejustice.just.fgov.be/cgi_loi/change_

lg.pl?language=nl&la=N&cn=2011070108&table_name=wet [aaTa obpaLieHuns: 21 nona 2025 r.] HeopurLManbHbINA
nepeBoj. OTOT MPAaKTUYECKNI MOAXOA MOXET 6bITb M3MeHeH noc/e BCTynneHus B cuny Jnpektrebl CER.
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Hanpunwmep, B 3akoHogaTesibcTBe YepHoropum 2019 roga Lenasa rnasa nocsgLleHa
«EBPOMENiCKOMN KpUTUYECKN BaXKHOU MHPpacTpykType».33

MoA06HO MMNyNbCY, co3gaHHoMY AupekTnsoin 2008 roga, BCTyrnaeHve B cuiy AUpekTussl
CER B 2023 rozy BbI3BaN0 BOJHY 3aKOHOAATE/IbHbLIX pedopM B rocyaapcTeax-uneHax EC.34
Jvpextnea CER oTmMeHWa BbilweyrnoMsaHy Ty ArpekTtney 2008 roga v 3a10Xmn/ia HOBYHO
ocHoBy 119 3KBW n yctonumsocTn KBV B EBpornerickom coro3e 1 3a ero rnpegesamMu.
AnpexkTnea CER 6b11a npnHATa BMeCTe C ANPEKTUBOI 0 Knbepbe3onacHOCTH, U3SBECTHOM
kak [lupekTriea NIS2.3% KpaiiHuii cpok 418 rocysapcTB-u4aeHoB Mo NPUHATAIO U Ny6AnKaLmn
Mep, HeOBXOAMMBIX ANA COOTBETCTBUA 3TUM ABYM MHCTPYMEHTAaM, 6bl1 yCTaHOB/IEH Ha
oKTA6pb 2024 roga. Hanpumep, napnameHT fepmaHum paspabaTbiBaeT «30HTUYHbIN
3akoH KRITIS»8, KoTopbIli HanpaBneH Ha peanusauunio Aupektusbl CER nyTem ycuneHus
yCTOMYMBOCTN N dm3mnYeckor 3awmnTel KB/, AononHsAs cyLecTByoLe npasuna
knbepbesonacHocTn.??

YTto KacaeTcs dpusnyeckori besonacHocTn KBU, To Cratbs 13 AupekTtuBbl CER rnacuT:

«focyaapcTBa-yieHbl JOMKHbI FapaHTUPOBAaTb, YTO KPUTUYECKN BaXKHble OpraHn3aunm
NPUHUMAIOT Hagnexalle 1 MponopuUnoHanbHble TeXHUYeckne 1 opraHmM3aumnmoHHble
Mepbl 1 Mepbl 6€30MacHOCTU ANd obecrneyeHns Nx ycTOMYMBOCTY, OCHOBbLIBAsACb Ha
COOTBETCTBYHOLLENV MHDOPMaL MK, MPpesoCTaBASEMON rocygapcTBamm-yieHamu EC 06
OLleHKax p1UCcKkoB rocygapcTe-yneHoB EC 1 0 pesynbTaTtax oLeHOK pUCKOB KPUTUYECKN
BaXHbIX OpraHu3aLunii, BKJiloUYas Mephbl, Heobxoanmele A4 [...] obecneyeHns
busnueckor 3aWnThl NX MOMELLEHVIA N KPUTUYECKU BaXKHOW MHOPaCTPYKTYpbI,
Hag/exalm obpa3omM paccMaTprBasi HEOB6XOAMMOCTb, HanpyMep, OrpaxaeHus
3abopowm, bapbepaMu, CPeACTB 1 Npouesyp HAabAO4EeHWA 38 MepUMETPOM,
060pyA0BaHNA 06HAPYXEHVS 1 KOHTPONISA AOCTyna». 38

33 3aKkOH 0 BOCCTAHOBAEHUM U 3aLLMTe KPUTUYECKN BaXKHOW MHPPACTPyKTypbl, 3akoH o 3KBW, 72/19 (30 sHBapsa 2020 r.,

YepHoropus). locTynHo no agpecy: https:/www.gov.me/dokumenta/2585570a-cdff-420f-a7c4-0f67f19a6d8e [gaTa
obpateHuns: 21 nona 2025 r.] HeoPULManbHbIN MepPeBOA.

34 EC(2022r.), AvpekTnea 2022/2557 EBponeickoro napnameHTa n CoBeTa oT 14 gekabps 2022 roga 06 yCTOMYNBOCTH
KPUTMYECKN BaxXHbIX CybbekToB 1 oTMeHe [lupekTmebl CoBeTa 2008/114/EC, O/ L 333. [locTynHo no agpecy: https://
eur-lex.europa.eu/eli/dir/2022/2557/oj [aaTa obpalieHuns: 21 nons 2025 r.].

35 EC(2022r.), AnpekTnea 2022/2555 EBponeiickoro napnameHTa n CoeTa oT 14 gekabps 2022 roga o Mepax rno
obecrneyeHo BbICOKOTo 06LLLero ypoBHs knbepbesonacHocTn B Cotose, BHocsLLasa nonpasku B PernameHT (EC)

Ne 910/2014 n AnpekTtusy (EC) 2018/1972 n otmeHsowasa AnpekTtusy (EC) 2016/1148 (AnpekTnsa NIS2), O/ L 333.
JlocTynHo no agpecy: https://eur-lex.europa.eu/eli/dir/2022/2555/0j/eng [aaTa obpalyeHuns: 21 ntona 2025 r.].

36 KRITIS pacwmposbiBaeTcs Kak Kritische Infrastrukturen, uto B nepeBoie C HEMELIKOro 03HayaeT «KKPUTUYECKN
BaXXHasf MHPPaCTpyKTypa».

37 HekoTopble cTpaHbl MOTYT CTOIKHYTbCS C MHCTUTYLMOHaNbHBIMU NPpo6ieMaMut Npu MPUHATUN MeXCeKTOopPabHbIX
mep rno 3KBW. B LLBenuapun B HegaBHeM 3akntoueHnn PegepanbHOro coBeTa Mog4epkHyTO, UTO Haanyme
CyLLeCTBEHHbIX pa3n4ynii B perynnposaHunm B noacektopax 3KB/ B cTpaHe «0bycnoBneHo, B 4acTHOCTMY,
Tem GaKTOM, YTO [PpesepanbHbI ypOBEHb MPaBUTeNbCTBA] HE MMeeT 06X Peryanpyowmx NoTHOMOUNI B
3TOM o6nacTu. Takas KoMNeTeHUMSA AOMKHA ObITb CO3aHa B pamMKkax 4aCTUYHOTo nNepecMoTpa PesepanbHoi
KOHCTUTYL .

38 EC(2022r.), AvpekTnea 2022/2557 EBponeickoro napnameHTa n CoseTa ot 14 gekabps 2022 roga 06 yCTOMYNBOCTH

KPUTUNYECKM BaXHbIX CybbekToB 1 oTMeHe [lupekTuBbl CoBeta 2008/114/EC, O/ L 333. jocTynHo no aapecy: https:/
eur-lex.europa.eu/eli/dir/2022/2557/0j [faTa obpaleHuns: 21 nons 2025 r.].
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OT 3aLMNTbl KPUTUUECKN BAXKHO MHPPACTPYKTYPbI K YCTOAUMBOCTU:
cTpaTernyeckuii casur B EBponeiickom Cotose

B 2013 roay B pe3ynbraTe oueHkU xoda peanmsaumm AnpekTtrebl o KBV 2008 roga

6b1/1 BbIABEH pAj Npobaem. B yacTHOCTH, 6b110 OTMEYEHO, YTO KHECMOTPS Ha TO, UTO
AnpexkTnBa cnocobcTBOBAasa yKpPenaeHno eBPOMNerickoro COTpyAHMYeCTBa B npoLuecce
3KBW, oHa B OCHOBHOM MOOLLpsna ABYCTOPOHHEEe B3aMOAEeNCTBME rocy4apCTB-
4Y/1IeHOB BMECTO CO3aHNSA peanbHOro eBponenckoro ¢opyma aAng CoTpyaHMYecTBa.
CeKTOpanbHO-0PUEHTUPOBAHHGIV MOAXOA ANPEKTUBbLI TakXe NpeAcTaBasieT cobom
npobnemy ANns psja rocyAapcTB-41eHOB, MOCKOJIbKY Ha MPAaKTUKE aHaNN3 KPUTUYECKN
BaXHbIX GAaKTOPOB HE OrPaHMNYNBAETCS CEKTOPAbHLIMU FPAHULLAMU U ClIefyeT ckopee
«CUCTEMHOMY>» LN «CEPBUCHOMY» NOAXOAY (Hanpumep, 601bHULbI, UHAHCOBbIE
ycnyru)».3? PyKoBoACTBYSICh HEOBXOAMMOCTLIO Nepexoaa oT CeKTopanbHol K 6onee
CUCTEMHON Mogenun, EBponerickas KOMUCCUSA BO3rnaBunaa NpoLecc pa3paboTky HOBOro
CcTpaTernyeckoro NoAxoaa.

Pe3ynbTaToOM 3TOr0 npouecca cTano npuHatue AupekTres EC 06 ycToM4nBoCTH
KpUTUYECKN BaxKHbIX 06bekToB (AupekTmBbl CER), B KOTOpOV noguepkrBaeTcs
LUNPOKas KOHLENUMSA «YyCTONUMBOCTN». OHAa BbIXOANUT 3@ PaMKN TEXHNYECKOTO MOHATUA
«3alNTbI» U BKJtOUaeT B cebs 06LL Y0 HeNpPepbIBHOCTb GYHKLNOHNPOBAHUA U
CNOCOBHOCTb FOTOBUTBCA K Pa3INUYHbIM CO0SIM, MPOTUBOCTOATb UM, aAaNTUPOBATLCA K
HVM 1 BOCCTaHaBAVBATLCA MNOC/E HUX.

B cootBetcTBUM C AnpekTrBon CER rocygapcTBa-yieHbl EC Tenepb 0693aHb!
pa3pabaTtbiBaTb, BHEAPATb 1 PerynsapHO 06HOBAATH Mepbl MO MOBbILLEHNIO
YCTOMYNBOCTW, FAPAHTUPYS, UTO KPUTUNYECKM BaXHble Cy6beKTbl, PaCMONOXEHHbIe
Ha X TEPPUTOPUSAX, CMOTYT BbICTPO afanTUPOBaTLCH K MEHSAIOLLVMCH Yrpo3am U
06CTOATENIbCTBAM.

B HekoTOopbIX cny4vasx 6a3oBble nogxoabl K 3KBW Takxxe BCTpamBatoTcs B bosnee
LLUNPOKME PaMOYHbIe OCHOBbI HAaLMOHaIbHOM 6€30MacHOCT roCyAapCTB-y4aCTHNKOB.
Hanpumep, 3KBW 3aHMMaeT LeHTpanbHoe MecTo B CTpaTerum 6e3onacHocty CnoBawkor
Pecny6avnku 2021 roga,*® a B Hopseruu 3akoH 2019 roga npeAycMaTpuBaeT KHoYeByo
KOOPANHUPYIOLLYI POJib YNPaBAeHWa HaLMOoHaNbHOM 6e30MacHOCTM — MeXOoTpac/1eBoro
npodeccmoHanbHOro N HaA30pPHOro opraHa B coctaBe MUHUCTEPCTBA 060POHLI - B
peanunsauunm rnaebl 7 3akoHa «HauMoHabHble KPUTNYECKN BaXHble 06 beKTbl U

VHpacTpykTypa».!

Mockonbky cbon B paboTe KBU 1 1nx kackagHble NocneicTBUA MOTyT MPUBECTU K
3KOHOMMYECKOMY U COLMaNbHOMY Napannyy Uamn Xxaocy, HEKOTopble rocyAapcTBa-
y4yacTHUKM 3akpenunn 3agadvy 3KBW B 3aKoHOAaTENbCTBE, KacatoLweMcs CTUXMIAHBIX

39 EBponelickas komuccuns (2013 r.), Pabounii AOKYMeHT nepcoHana KoMUCCUM 0 HOBOM Mogxoge K EBponeiickoi
nporpamMMe 3aLnTbl KPUTUYECKM BaXKHOM MHGPACTPYKTypbl. MoBbILLEHE 6€30MacHOCTN eBPOMNENCKON KpUTMUYECKM
BaXHOU MHPpaCTPyKTypsbl. locTynHO No agpecy: https://home-affairs.ec.europa.eu/system/files/2020-09/
swd_2013_318_on_epcip_en.pdf [faTa obpawieHus: 19 mas 2025 r.].

40 MpaBuTenbcTBo CnoBaukoi Pecny6ankm (2021 r.), Cmpameaus 6esonacHocmu Caosaykol Pecnybauku. locTynHO
no agpecy: h J/Iwww.mzv.sk/ ments/30297/4638226/ rity-str -of-the-slovak-r li f[paTa
obpaleHuns: 4 mas 2025 r.].

41 TMpaBuTenbcTBo KoponesctBa Hopeerus (2019 1.), 3akoH 0 HaLMOHaNbHOW 6e30nacHOCTL (3akoH 0 6e30nacHoOCTHN).
[JloctynHo no agpecy: https://lovdata.no/dokument/NLE/lov/2018-06-01-24 [faTa obpalyeHus: 21 nrons 2025 r.].
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6eACTBUI N Ype3BblUalHbIX CUTyauui. Hanpumep, B [onbLue npaBoBasi 0CHOBA ANK
HaunoHanbHoM nporpaMmbl 3KBU pa3paboTtaHa B COOTBETCTBMM € 3aKOHOM 06 ynpaBaeHunm
kpusncamm 2007 roga; nporpaMmma o6HOBASIETCA Kaxble Ba roga.*?

B pernoHe OBCE 60/bLUIOe KOAMYeCTBO NPaBOBbIX Y MOINTUYECKNX PAMOYHbIX
NHCTPYMEHTOB, CBA3aHHbIX ¢ KBV, npegycmaTprBatoT npyMeHeHmne «noaxoAa,
YUNTbIBAKOLLEro BCe BUAbI YTPO3 1 OMAacHOCTEN», TO eCTb OHK 06ecrneyrBatoT 3allnTHbIe
MeXaHW3Mbl, HanpaB/ieHHbIe Ha CMAryeHne pasanyHbix yrpos ans KBU, 6yab To
NPUPOAHOro (M3MeHeHMe KIMMaTa, HebnaronpuAaTHbIE MOroAHbIe YCI0BUS, 3eMJIETPACEHIS)
WAV aHTPOMOTreHHOro (TepPOpPm3M, NPecTynHasa 4edATe/IbHOCTb, XanaTHOCTb)
NpPoOnNCXoXaeHuns. bonee nogpobHy MHGOPMaLMIO 06 3TOM MOAXOAE MOXHO HANTU HUXE B
rnaee 5 «Yrposa Teppopn3mMa 1 OLeHKa PUCKOB».

B Apyrux rocygapcrBax-yyacTHMUKaX MexaHn3Mbl 3KBW cTpoATca BOKPYr O4HOMo BMUAA
Yyrpo3, B 4YaCcTHOCTK, Teppopuama. Hanpumep, B Kbiprbidckon Pecnybavke «pa3paboTka
N peannsaymnsa Mep No MUHUMU3aLMN NOCIeACTBUM TEPPOPUCTNYECKNX aKTOB ANS
cTpaTernyecknx o6 bekToB» ABNSETCA LIeHTPanbHbIM 31eMeHTOM HaLnoHaIbHOM
nporpammbl no 6opb6e ¢ TeppoprsMom Ha 2023-2027 roabl. 4

Mpwv aHannse pasnnNyHbIX NOAXOAOB K onpegeneHnto 3KBU npasutenscTBaMy rocyaapcrs-
yyacTHMKOB OBCE MOXHO BbIAe/INTb HECKO/IbKO OCHOBHbIX MPUHLUMMNOB. OHU NpeAcTaBaeHsb!
B Tabnuue Huxe.

O6Llasi OTBETCTBEHHOCTb O6ecneyeHne 6ezonacHOCTV 06bekToB KBU aBnseTcsa obLier
OTBETCTBEHHOCTbI OPraHOB rocyAapcTBEHHON BNacTU (pedepanbHOro,
rocyAapCTBEHHOIO UMY MECTHOMO YPOBHS) 1 BNaje/bLieB/0nepaTopoB 06bEKTOB
KBW.

BeicTpaviBaHue MoBbILEeHVe YCTONUYMBOCTM 3aLunThl KBV TpebyeT LOMONHUTENBHbIX U
NMapTHEPCKMX OTHOLLEHWA COrNlacoBaHHbIX A4eNCTBUIN BCEX MAPTHEPOB, Kak M3 YaCTHOrO, Tak 1 U3
rocyflapCTBEHHOr0 CEKTOPOB.

HenpepbiBHOE 3KBW ocHoBaHa Ha HempepbIBHOM MpoLecce ynpaB/eHUs puckamu, BKYas
nnaHvpoBaHve OLIeHKY YTrpO3 1 NX CMSArYeHue.
3aluMTa Ha BCex aTanax Heobxos1Mo obecneunTb 3aLUMTHbIE MepPbl 40, BO BPEMS 1 noc/e c6oeB B

pa6oTe KBW, UTo6bl 06LLECTBO MOI/I0 MPOTUBOCTOSTL UHLMAEHTAM, YNPaBAATh
1MW, BOCCTAHABNNBATLCS U U3B/IEKATb U3 HUX YPOKU.

O6bLecncTeMHas 3almTa S dekTMBHOCTL 3KBW 3aBUCUT OT NMPUBEPXEHHOCTY LUMPOKOTO Kpyra
3aMHTEPEeCOBaHHbIX CTOPOH, BK/IOYas 06LLEeCTBEHHOCTb.

[MponopumoHanbHOCTb 3alnTHbIe Mepbl A40/IKHbI obecneyrBaTb ONTUMaNbHbIA 6anaHc Mexay
3aTpataMu U npegnonaraeMbiMu BbirogamMmu.

O6MeH AaHHbIMU 1 3amnTa  O6MeH nHpopMaLMen C COOTBETCTBYHOLWMMN 3aNHTEPeCOBaHHbBIMY CTOPOHaMM
LAHHbIX 1 3amTa nHGopmaLmm ABASOTCS HEOHXOANMBIMU U AONOAHUTENIbHBIMA
npeanocbIIKaMy ANst yCTOMYMBOCTY 3aLnThl KBU.

42 3akoH oT 26 anpens 2007 r. 06 ynpaBneHuUn Kpusncamm, 3akoHoAaTenbHbIN BeCTHUK 2007 . Ne 89, cT. 590 (26 anpens

2007 r., MonbLua). locTynHo no agpecy: https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=wdu20070890590 [no
COCTOSAHWIO Ha 21 ntona 2025 r.] HeoduULMaNbHbIV NepeBOA,.

43 KabuHeT MunHucTpoB Kbiprbizckoii Pecny6anku (15 mapta 2023 r.), Mporpamma KabrHeta MuHncTpoB Kbiprbi3ckow
Pecny6anku Mo NpoTMBOAENCTBUIO SKCTPEMMU3MY U Teppopr3My Ha 2023-2027 roabl. locTynHo no agpecy: https://
cbd.minjust.gov.kg/160032/edition/1241419/ru [aaTa obpaLieHns: 21 nona 2025 r.].

CTpaTteruueckume v NpPaBoBble OCHOBbI 3aLLUTLI 06 BEKTOB KPUTUUECKM BaXHOWN UHGPACTPYKTYpSI 37


https://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=wdu20070890590
https://cbd.minjust.gov.kg/160032/edition/1241419/ru
https://cbd.minjust.gov.kg/160032/edition/1241419/ru

2.1 OnpepeneHve KPUTUNYECKN Ba)KHOM
NHPPACTPYKTYPbl: KpUTEPUUN U NpoLeaypbl

Mpoueaypa onpeseneHuns oTaeNbHbIX 06BEKTOB, CUCTEM U MPOLLECCOB, KOTOPbIE CHUTAKTCA
3aCNY>XMBAKOLWMMU 3aLLUNThI, ABASETCA CNOXKHOW 1 cneundnyHomi And Kax Ao cTpaHbl. B
60NbLIVHCTBE CYyYaeB KPUTEPUU, UCMONb3YeMble AN ONpefeNeHNss KOHKPETHbIX 06BeKTOB
N CUCTeM, ABNAKOTCHA CTPOro KOHQUAEHLUNANBHBIMU C OFrpaHNYeHHbIM 4OCTynoM. O4HaKo Ha
CTpaTernyeckoM ypoBHE BO MHOTMX FrOCYAapCTBax-yyacTHVKaX MPUHATLI peKoMeHA4aumnuy rno
npouegype onpegeneHna KB/, B kauecTse nepBOro wara MHorvie rocygapcrea-yy4acTHUKN
BbIABAAIOT UV ONPeAenatoT cekTopbl 1 nogcekTopsl KBUL.

Bo MHOTMX rocyaapcTBax-yyacTHUKAX 3a4acTyr BCTPEYAOTCS HECKOIbKO OBLLIMX CEKTOPOB,
OoTHocALMXCS K KBW: aHepreTrka, KOMMYHUKaLMOHHbIe/MHPOPMALIMOHHbBIE TEXHONOM NN,
TPaHCMOPT, 34pPaBOOXPaHeHMe, yrpaBaeHe BOAHbIMU pecypcaMin, MPOoAOBOILCTBIE,
GUHaHCbI 1 rocyaapcTBeHHOe ynpasneHune. 44

MHoOrve 13 eBpONenckMx NpakTUYeCcKnX NoAX0A0B, YNOMAHYThIX B 3TOM paszene,

MOTYT 6bITb M3MeHeHbI Nocae BCTynaeHns B cuny AnpekTusbl EC 06 yCTONUMBOCTHU
KPUTWNYECKN BaXXHbIX 06beKTOB B COOTBETCTBUU C ee cTaTbel 6 «OnpesgeneHne KpUTUYeCKm
Ba>XHbIX CyObEKTOBY.

B uenowm, rocygapcrea-yyactHUkM OBCE ncnosib3ytoT pasninyHble NHCTUTYLMOHaIbHbIE
npoueccel Ang naeHTndumkaumm n o6osHauveHms KBU. 3akoHogatenscTBo YepHoropum
No3BONSAET NPaBUTENLCTBY onpefensdts KBW, koTopble He BKAOYEHbI B 3apaHee
YCTaHOBJ/IEHHbIE MEePEeYHN KPUTUYECKU BaXKHbIX CeKTOpoB. COOTBETCTBYOLLVE
MUHNCTEPCTBA ONpesensoT, COOTBETCTBYIOT IN CUCTEMBI, CETU U 06BbEKTbI, OTHOCALLMECH

K X CEKTOPAaM, YCTaHOB/IEHHbLIM KPUTEPUSM, N NPEACTaB/IAT CBOV NMPeAI0XeHUs
rocyfapCTBEHHOMY OpraHy, OTBETCTBEHHOMY 3a BHYTPeHHVe jena. 3TOT opraH
npeAcTaBAsieT KOHCONMVANPOBAHHbIE NPeJIoXeHNA NPaBUTeIbCTBY, KOTOPOE NpuHMMaeT
OKOH4YaTenbHOe pelleHve. Bnagensubl/onepaTtopbl KBM 0653aHbl MTHGOPMUpPOBATh
COOTBETCTBYHOLLME MAHUNCTEPCTBA 06 M3MEHEHWNAX, 3aTParnBatoLLnX MHGPaCTPYKTYpY,
KoTopas 6bi1a 0603HaUeHa Kak KpUTUYECKM BaXHas, YTO MOXET NPUBECTW, Nocae NMPpUHATASA
peLLeHNs MPaBUTEeNIbCTBOM, K BHECEHIO U3MEHEHWN B HaUMOHabHbIV NepedeHb KBI.4°

B LLiBeuun 3TOT Npouecc 0CHOBAH Ha COBMECTHOM, FOPU30HTa/IbHOM U HEMepapxXn4eckom
noAxoJe C ydacTueM Kak LieHTPpabHbIX, Tak U MECTHbIX OpraHoB BaAacTu. OTBETCTBEHHOCTb
3a onpejeneHne KB/ Bo3naraeTcd Ha MyHULMMNANUTETbI, OKPY>XHbIE COBETLI, OKPYXXHbIe
aAMVNHUCTPATUBHbIE COBETHI U HaLMOHAaJIbHbIe OpraHbl BAACTV B COOTBETCTBUN C UX
cpepamMu OTBETCTBEHHOCTW, BK/IOYasA reorpaduyeckme paroHsbl, rae pacrosioxXeHbl

44 BMeCTO TOro YTOObI B LLe1I0OM OMNpeAenTb «NPaBuUTeNbCTBO/roCyjapCTBEHHOE yrpaBaeHne» Kak KpUTnYecku
BaXXHbl CEKTOP, HEKOTOPbIe CTPaHbl MPeANoYNTaIOT BblAeNATb TONbKO ONpe/je/ieHHble rocyAapCTBEHHbIe yCayrn
KaK KpUTUNYECKM BaXKHble, HanpuMep, «3KCTPEeHHbIe CyX6bbi» (B Yeluckor Pecnybnnke, FfepmaHum, Kblprbi3ckow
Pecny6nuke, Monblue, Bennkobputarus, CLUA). B LUBeunn «coymanbHoe obecneyermne» n «MyHULUNaNbHble
TeXHNYeCcKne ycayrn» CHUTaTCA ABYMSA aBTOHOMHbLIMU KPUTUYECKN BaXHbIMU CEKTOPaMW.

45 3aKoH 0 Ha3Ha4YeHUN 1 3aLnTe KPUTUYeCKor nHepacTpyKkTypbl, 3akoH o KBW, 72/19 (30 avBaps 2020 1.,

YepHoropus) [locTynHo no agpecy: https://www.gov.me/dokumenta/2585570a-cdff-420f-a7c4-0f67f19a6d8e [gaTa
obpateHuns: 21 nona 2025 r.] HeopULManbHbIV MePeBOA.
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06beKTbl.*® Bo ®paHumn NpaBuTenbLCTBO He onpegensieT KBU Hanpsamyto. BMecTo 3Toro
OHO Ha3HayaeT «0MNepaTopPOB XN3IHEHHO BaXHbIX 06 bEKTOB», KOTOPbIE 3aTeM OTBEYatoT 3a
onpeeneHne KOHKPETHbIX 06 bEKTOB Kak KpUTUUECKM BaxHbIX. 7

HaymoHanbHas NPaKTMKa: XXM3HEHHO Ba)XKHble 06beKTbl BO ®paHummn (2015 r.)*8

Bo ®paHumm sTanbl 0603HaveHUs KB, M3BECTHbLIX KakK «XKM3HEHHO BaXKHble 06bEKTbI»,
onncaHbl B 060POHHOM KOZeKce CTPaHbl:

»  TpemMbep-MUHUCTP pa3pabaTbiBaeT CNMCOK «XKM3HEHHO BaXHbIX CEKTOPOB» Noc/e
KOHCyNbTaLuni ¢ MexxBeJOMCTBEHHOM KOMUCCMEN Mo 060poHe 1 6€30MacHOCTA U
Ha3HayaeT «<MUHUCTPA-KOOPANHATOPa» A4St KaXKA0ro onpeaeneHHoro cektopa.

» B KaxAoM cekTope, HaxoAALEMCH B UX BEAEHUN, KOOPAVUHMUPYOLLME MUHUCTPBI
yBeZOM/IAIOT ONepaTopoB NHGPACTPYKTYPLI O CBOEM HAMEpPEHKI 0603HaUNTb NX
KaK «0nepaTopOB XN3HEHHO BaXXHbIX 06bEKTOB» Ha OCHOBE BbIMOJIHEHUS 4BYX
YCNOBWIA: i) X feATeNbHOCTb OCYLLEeCTBASETCA NOAHOCTBIO N YaCTUYHO B CeKTOope
XU3HEHHO BaXXHOI0 3HaYeHUs; ii) OHW YyNpaBAStoT UM MCNOb3YHOT MO KpanHer
Mepe OAHO YUpexaeHune, COOpY>XeHMe NN 06beKT, MoBpeXAeHre, HeOCTYMHOCTb
VAN paspyLLeHre KOTOPOro B pe3y/ibTaTe 3/l0HaMepPeHHbIX 4eNCTBUIA, caboTaxa Uau
TEpPPOpM3Ma MOXET MUMeTb Cepbe3Hble NOCeACTBUSA A1 CNOCOBHOCTY K BbIXXNBAHUIO
HauWn U 340POBbS VAW XXU3HW HaceNeHWs.

> YBeAOM/IeHHbIe OrnepaTopbl AOJIKHbI MPEeACTaBUTL CBOW 3aMeYaHNsA B TeYeH e 4BYX
MecsLeB. [Tocne HazHayYeHUst OHM MPeAaaratoT CANCOK «KU3HEHHO BaXXKHbIX 06 beKTOB»
B KauecTBe NpUIoXKeHUs K CBOMM MaaHaM 6e30nacHOCTY. 3aTeM agMUHUCTPATUBHbIN
OpraH NpMCcBaMBaeT UM CTATYC «KN3HEHHO BaXHbIX 0OBbEKTOBY.

YcmoyHuk: [pasumenscmeo ®paHyuu

Ansa onpeseneHns oTAeNbHbIX 06BEKTOB, CUCTEM UM MPOLLECCOB B KayecTBe

KPUTUNYECKM BaXHbIX MHOTME roCyAapCTBa-y4acTHUKN MPUMEHSIIOT Kak OTpacneBble,

TaK U MexoTpacneBble KpuTepun. OTpacneBble KPUTEPUN 0O6bIYHO ONpeaensatTCs
MWUHUCTEPCTBAMMW, OTBETCTBEHHbLIMU 33 OTAEe/IbHble CEKTOPbI, M YUNTbIBatOT OCOBEHHOCTH
3TUX CEKTOPOB. HanpoTumB, MeXxoTpacaeBble KPUTEPUM OCHOBAaHbI Ha OLEeHKe BO3AeCTBUS,
BbI3BAHHOI0 HapyLUEHNeM NN pa3pyLLleHeM OTAeNbHOro obbekTa MHPPACTPYKTYphl,
06bIYHO C TOUKM 3PEHUA «OXMAAEMbIX» XEePTB, SIKOHOMUYECKOro BO3eACTBUSA UK
Pa3INYHbIX COLMANBHBIX MOCNEACTBUN (Hanpumep, BANSHNSA Ha 0bLLeCTBEHHOe AoBepue,
HapyLUeHNst MOBCEAHEBHOV XN3HW, CTENEHW YXYALUEHUSt COCTOSTHUSI OKPY>KatoLLeli cpeabl).

46 LliBeAckoe areHTCTBO MO Ype3BblYalHbIM CUTYaLUSIM FpaxAaHckoro xapaktepa (MSB) (2014 r.), [l1aH delicmsudi no
3qUUme HU3HEeHHO BAXCHLIX COUUANbHLIX QYHKYUU U Kpumu4yecku 8axcHoU uHpacmpykmypsl. locTynHo no agpecy:
https://www.msb.se/siteassets/dokument/publikationer/english-publications/action-plan-for-the-protection-of-vital-
societal-functions--critical-infrastructure.pdf [faTa o6paleHunsa: 4 masi 2025 r.]. 3TOT NPaKTUYECKMA MOAXOA MOXeT
6bITb 3MEHeH noc/ie BCTyrnaeHns B cuny [inpektrsbl CER.

47 MpaBuTenbcTBO ®paHuysckon Pecnybankm (2015 r.), Kogekc o6opoHbl, Mnasa ll: 3awmta 06BeKTOB XXM3HEHHOM
BaxkHocTu, CtaTbn R1332-1 a R1332-42. [locTynHo no agpecy: https://www.legifrance.gouv.fr/codes/article_lc/
LEGIARTI000006574323 [paTa obpatueHus: 21 ntona 2025 r.] HeoduumanbHbIi nepeBos. DTOT NPaKTUYeCKUIA NOAXOS
MOXeT 6blTb M3MEHeH noc/e BCTynaeHus B cuny Aunpexktunsbl CER.

48 TpaBuTenbcTBO PpaHLy3sckoit Pecnybankm (2015 r.), Kogekc 060poHsbl, MnaBa Il: 3amTa 06BbeKToB XKMU3HEHHO
BaxxHoCTK, CTaTbn R1332-1 a R1332-42. locTynHO no agpecy: https:/www.legifrance.gouv.fr/codes/article_Ic/
LEGIARTI000006574323 [paTa obpatieHuns: 21 nonsa 2025 r.] HeopuLManbHbIi NepeBo. OTOT NPaKTUYECKNI MOAX0A
MOXeT 6bITb U3MEHEH nocsie BCTynaeHns B cuny Aupektusbl CER.
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Huxe nprBeseHbl ABa nNprMepa:

> B TlepmaHnun rcnonbsyetcs «rnopor B 500 000 yenosek» B Ka4ecTsBe OPUEHTMPA.
Hanpumep, 31eKTpocTaHLUMA CHNTARTCH KPUTUYECKN BaXKHOM, ec/in ee yCTaHOBJIeHHas
4YMCTasg HOMWHAIbHAA MOLLHOCTL NpeBbiaeT 104 rraBatT, UTO COOTBETCTBYET
3nekTpocHabxeHuto 6onee 500 000 yenosek. O6OCHOBaHME 3aKNHOYAETCA B TOM, YTO
OTKJIIOUeHUS, 3aTparmBatoLLme 6onee 500 000 uenosek, HEBO3MOXHO 3PHEKTUBHO
YCTPaHUTb C MOMOLLbIO TEKYLLEro aBapminHOro niaHMpoBaHNSA 1 SKCNIyaTaLNOHHbIX
BO3MOXHOCTeiR.4

» B Yewuckoli Pecnybnvike ykas npesunjeHTa onpejenseT KpUtepuu, NCnosb3yemble 45
naeHTnoumkaumm KB/ B kaxxaom KpUTHUYeCKn BaXKHOM cekTope. Hanpumep, B pasgene
«YnpasneHve BOAHLIMWN PecypcaMm» NCTOUYHUK CYNTAETCA KPUTUYECKM BaXKHbIM,
€C/I OH He3aMeHUM 1 obecneymBaeT Bogow He MmeHee 125 000 xuTenein. B cektope
3/ipaBOOXPaHEHNS «CTaTYC KPUTNYECKOM BaXXHOCTU» NPUCBANBAETCS, B YaCTHOCTH,
MeANLNHCKMM yUupexXAeHNAM C O6LLMM YNCIOM KOeK B OTAENEHNSAX NHTEHCUBHO
Tepanum He MeHee 2 500.%°

Kak ynomunHanock BblLLe, KPUTEPUN, NCNOb3YeMble MPaBUTENbCTBAMU ANA AEHTUGUKALNN
KBW, He Bcera Haxo4ATCA B OTKPbLITOM A0CTyre. B XopBaTum 3TN KPpUTEPUN OTHECEHbI

K KaTeropum KOHeUAeHLUMaNbHOM MHGOPMaLMLM 1N UMELOT COOTBETCTBYIOLLNI YPOBEHb
CEeKPETHOCTW B COOTBETCTBIUM CO CMeLmabHbIMY MPaBuaaMmn O CEKPETHOCTYU AaHHbIX.>!

MoMVMO CeKTOPOB 1 MOACEKTOPOB, B HEKOTOPbIX FOCyAapCcTBaxX-y4acTHUKAX CyLLEeCTBYHOT
kaTeropun KBW, oTpaxatoLyme pasnnyHbele NOTPebHOCTU 1 aAMUHUCTPATUBHbIE MEXaHU3MbI.
B cooTBeTCTBMM C 3aKOHOM J1aTBUM O HaLMOHAaNbHOM 6€30MacHOCTM, OCHOBHOW MPUYNHOW
pasrpaHnyeHuns kateropum A («oco6o BaxxHasa KBW») n kateropuii B n C («BaxHasa KBU» 1
«KBW» coOOTBETCTBEHHO) ABNSETCSH HEOOXOANMOCTb PerfamMmeHTUPOoBaTh, Kako CyobekT
oTBeuaeT 3a peanunsaumio Mep dprsnyeckoii 6esonacHocT.>? B HuaepnaHaax stv pasnmums
NCMONb3YHOTCS B KaUecTBe PyKOBOACTBA A1 onpejeeHnsi NPUopuTeTOB B yNpaBaeHUN
onpegeneHHbIMU MHUUAEHTaMN 1 HapaLlBaHNS BO3MOXHOCTEN AN NOBbILLEHNS
ycToumBocTu. KaTeropumsi A cyLLieCTBEHHO OT/IMYaeTcst OT KaTeropum B Tem, uTo nepsas
BK/IHOUAET B Ceb5 MHOPACTPYKTYpY, HapyLLeHMe, MOBPeXAeHMe NN 0TKa3 KOTOPO
npeAnonoXNTeIbHO BbI30BYT OCO6EHHO Cepbe3Hble 3KOHOMMYeckne, pusnyeckme nau

49 TMpaBuTenbcTBO GesepaTuBHOM Pecnybnmkm lepmanums (2016 r.), MonoxeHne 06 onpeseneHn KpUTUYECKN BaXKHbIX
NHPPACTPYKTYp B COOTBETCTBUM C 3aKOHOM 0 6€30MacHOCTU N MHPpacTpykType (BSI). HacTb 2: PacueTHble dopmyibl
ANa onpejeneHNs NOPOroBoro 3HayeHus. loctynHo no agpecy: https://www.gesetze-im-internet.de/bsi-kritisv/BSI-
KritisV.pdf [mo cocTosHmto Ha 21 ntons 2025 r.] HeodumumanbHbI NepeBos. OTOT NPaKTUYECKUIA NMOAXOS MOXET ObIThb
M3MeHeH nocne BcTynneHns B cuny Anpexktunsbl CER.

50 MMpaBuTenbcTBO Yeluckol Pecny6ankn (22 gekabps 2010 r.), MocTaHoBNeHMe npaBuTenbcTBa Ne 432/2010 o
KpUTEpUaX onpeAeneHns KpUTUYeCKoro aneMmeHTa HGPacTpykTypbl. JocTynHO no agpecy: https:/nukib.gov.cz/

download/publications_en/legislation/Order 432_2010_EN_v1.0_final.pdf [gocTyn 21 ntonsa 2025 r.] HeopuLmManbHbIi
nepeBoj. OTOT MPaKTUYECKNI MOAXOS MOXET 6bITb M3MeHeH nocse BCTynneHus B cuny Jnpektmebl CER.

51 3aKoH 0 KpUTUYeCKM BaXXHOW nHpacTpykType (2 mas 2013 1., XopBaTuns). locTynHo no agpecy: https://narodne-
novine.nn.hr/clanci/sluzbeni/2013_05_56_1134.html| [aaTa o6patyeHuns: 21 nonsa 2025 r.] HeopuLumanbHbIA Nepesos,.

52 JlaTBUS, 3aKOH O HaLMOHanbHOM 6e3onacHocTK (2000 r.). JocTynHo no agpecy: https://sab.gov.lv/files/
uploads/2023/10/Law-on-National-Security.pdf [saTa obpalueHums: 18 masa 2025 r.] HeoduLmanbHbIN NepeBoa. [Ans
KaTeropumn A cybbekTbl peannsaunm onpesenstoTcs oTaeNbHbIM NocTaHoBNeHNeM KabrHeTa MUHUCTPOB. [na
kaTteropuii B n C peannsauyunsa mep ¢unsnyeckon 6€30nacHOCTN NOXMUTCS Ha onepaTopoB KBW. 3ToT npakTnyeckuni
NoAX0J MOXET 6bITb M3MeHeH nocse BCTynaeHus B cuny Anpektusbl CER.
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coumanbHble NOCeACTBUSA, @ TakXKe KackagHble 3c|>¢eKTb|.53 B 3ctoHnm KBV oTHeceHbl K
obbekTaM KaTeropuu B (06bekThl, NpeAoCTaBASOLINE XN3HEHHO BaXHble YCyri); B
pesynbrate MMHNCTEPCTBO BHYTPEHHNUX N onpejeneHo Kak opraH, OTBeYatoLwmia 3a
KOOPAMHAaLMIO YCUINIA NO KX 3awmuTe. C Apyron CTOPOHbI, 06bekTbl KaTeropun D (06bekThl,
CBSAA3aHHble C BOEHHbIMW onepaLmaMu) NognasatoT Noj npeporatney MruHmncTepcTea
060poHbI.>*

53 KoponescTBO HMaepnaHAoB, MUHUCTEPCTBO OCTULMY 1 Be3onacHoCTW, HaumoHanbHbI KoopAnHaTop no 6opbbe
C Teppopur3Mom 1 6e3onacHoCTK (6e3 faTel), KpuTnueckas nHepacTpykTypa (3awmra) [Beb-cTpaHumual. loctynHo

no agpecy https://english.nctv.nl/topics/critical-infrastructure-protection [aaTa o6patyeHns: 23 nrona 2024 r.]. 3tot
NPaKTUYeCKMA MOAXOA MOXET OblTb M3MEeHeH nocae BcTynaeHns B cuay Anpexktmsbl CER.

54 3akoH 0 HaumoHanbHol obopoHe (11 peBpansd 2015 r., ScToHUA). locTynHO No agpecy: https://www.riigiteataja.ee/
en/eli/502042019010/consolide [aaTa obpalueHus: 21 ntona 2025 r.]. JaHHasa NpakTUKa MOXeT 6blTb U3MeHeHa nocne
BCTynneHnsa B cuny Anpektmebl CER.
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HauvoHanbHas NpakTUKa: METOA,0/10MNS OLLEHKN KPUTUUHOCTU
nH$pacTpyKkTypbl B MUpnanaum (2020 r.)>°

B npuHATOM MUHUCTEPCTBOM 060pOHbI VipnaHAun PyKoBOACTBe MO cTpaTernyeckomy
yrpaBAeHMIo Ype3BbIYaiHbIMU CUTYaLUSIMU, 3aTParnBaoLLMm yCTONUYNBOCTb
KPUTUYECKM BaXHOM NHPPACTPYKTYpPbl, «<KPUTUUECKII MOPOr» ONpesenseTcs Kak
«ypOBEHb, BblLLEe KOTOPOro NOCAeACTBUS NOTEPb CUNTAOTCH HACTONIbKO CEPbE3HBLIMU,
YTO HauMOHanbHas NHGPaCTPyKTypa, NOAMNAAAOLLASA MO 3TV YPOBHMU, AOMKHA
CUMTATLCA KPUTUUECKM BaXKHOW». B 3TOM pyKOBOACTBO Takxe npeAcTaBieHa
LecTMITanHas MeToA010r s, NOAPO6HO ONUCHIBAOLLLASA NPOLLeCC onpeseneHns
YPOBHSI KPUTUUHOCTU MHOPACTPYKTYPbI:

CocTaBbTe «MepeyeHb OCHOBHbIX YC/YT [...], KOTOpbIe B C/lyYae HapyLUeHUs AN YHUUTOXEHNS [...] MOTYT
0OKa3aTb CyLleCcTBEeHHOe BO3/elCTBMEe Ha O6LLeCcTBO».

«Onpesenns OCHOBHbIE YC/Yr1, 3aJ0KyMeHTUPYIiTe 06BbeKThl, <He06X0AVMbIe» ANA NPeAoCTaBeHNs
yenyr [...]. Kaxabivi Tako 06BbeKT Ha3biBaeTcs «0603HaYeHHON MHPPACTPYKTYPO».

«OnpegennTte gpyrve 06bekTbl MHGPACTPYKTYpPbI, CBA3aHHbIE C 0603HAYEHHOV NHGPACTPYKTYPOM».
Hanpumep, ecnv anekTpocTaHuUmMm (kobo3HaveHHas MHPPaCTPyKTypa») TpebyeTcs NpUPOAHbIV ras Ans
BbIPabOTKV 31€KTPO3HepPrm, 3TOT MOCTaBLUMK SHEPrOHOCUTENSA onpeAenseTcs Kak «kHeobxoanmas
MHPACTPYKTYypa». ECIM 31eKTpoCTaHLUNA MPOU3BOAUT 31€KTPOIHEPT IO At BOLOCHAOXKEHUSA U
BOZ00TBE/EeH NS, BOAOOUMCTHAsS CTaHLUNSA onpeAenseTcs Kak «3aBucMas MUHGpacTpyKkTypar.

«/lcnonb3ys cLeHapHbIV MogXos, onpeaenvTe [pa3yMHbIi HAUXYALLWI CLLleHapuiAl, Npy KOTOPOM ycyra
HeAOCTYMHa 13-3a Pa3pyLUNTENbHOMO BO3AENCTBUS».

OueHnTe «PeATUHT KPUTUYHOCTU, MPUCBOMB Kax oMy dakTopy Bo3aeicTBMSA 6ann oT 1 go 5. PakTopbl
BO3/€CTBUSA BK/IHOYAIOT B Cebsi:

» MacwTab BO3/eCTBUSA: 04N, KOHUeHTpauna nwojei, I'eOI'panI/I‘-IeCKI/IIZ AVana3oH;

> CepbeBHOCTb FIOCﬂeACTBI/II?]Z 06UJ,ECTBeHHbIe, 3KOHOMMYeckne, akonorn4yeckme, 3aBMCcMMOCTb,
nonnTnyeckne, Nncnxonornvyeckme, MexxayHapoaHbole, «OCHOBHbIE» YCYT W, 6e30MacHOCTb;

> BpeMeHHbIe d)aKTOpr BO3/elicTBUSA: BpemMa BOCCTaHOBNEHUA, MPOAO/IKUNTENIbHOCTb BO3/elicTBUS,
nuK BO3,CI,eI‘/‘ICTBVI$|

Mocne oueHKkn 1 NpUCBOeHMA 6annoB oT 1 40 5 kaxg0My pakTopy BO3AeNCTBUA paccumTalriTe mokasaTenb
KPUTUYHOCTW Cnejytowm obpasom:

> BblbepuTe «CaMblii BbICOKMI 6ann BO3AeNCTBUS N3 KaXA0W KaTeropun Bo3AelcTBMS (MacLiTab,
Cepbe3HOCTb N Bpemsa)».

> [NepeMHOXbTe «CaMble BbICOKME 6anbl BO3AENCTBUSA N3 KaXA0W KaTeropnmn Bo3AencTeums (T.e.
MacwTab X cepbe3HOCTb X BpeMs). PaccumMTaHHbI mokasaTelb KPUTUYHOCTN MOXET HaxXo4MUTbCS B
AvanasoHe oT 1 4o 125».

> [locTpoliTe rpaduk «nokasatens KpUTUYHOCTU Ha COOTBETCTBYIOLLEEM YPOBHE ANA OnpejeneHns
06LLEero ypoBHS KPUTUYHOCTU MHOPACTPYKTYPbI».

VicmoyHuk: flenapmameHm 060poHs! paaHOuu

55 MwuHuncTepcTBO 060poHbI MipnaHaun (12 oktabpsa 2020 r.), CTpaTernyeckoe pykoBOACTBO MO yMpaBAeHNIO
ype3BblYaiHbIMK CUTYaLMAMUN 3 — YCTOMYMBOCTb KPUTUYECKN BaXKHOM MHPPACTPYKTYpbI. JoCTYNHO Mo agpecy:
https://www.gov.ie/en/publication/7ff6f-strategic-emergency-management-sem-national-structures-and-framework/
[paTa obpaleHus: 21 ntons 2025 r.]. OTOT NpakTUYECKUIA MOAXOA MOXET 6bITb M3MEHEH Noc/ie BCTYMNIEHUS B CUY
AvpekTysbl CER.
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B npepnaraemom B lrepmanumm 3akoHe o KBU (KRITIS-Dachgesetz) npaButenscTeo
noAYepkmMBAaET, YTO CO60M B OTAEe/NbHbIX cekTopax KBW, ocobeHHO B TeCHO B3aVMOCBA3aHHbIX
CeKTopax € B3anMO3aBNCUMOCTbIO, MOTYT MPUBECTU K COOSM BO MHOTUX APYrX CEKTOPAX,
UTO MOXET MOB/IeYb 33 CO60I4 KackaAHble C6OMM B NMpeAocTaBneHn ycyr.>® 1ot npumep
MoKa3bIBaeT, UTO B KaXA0V CTpaHe cyLLlecTByeT Hebo/IbLLasa KaTeropuns 0cobo LeHHbIX
CeKTopoB 1an 06bekToB KBW, KoTOpble ABNSIOTCS eANHBIMY TOYKaMM 0TKa3a, y4nTbiBas

VX LLEeHTPaIbHY POJib B C/IOXHbIX B3aMMOCBA3aHHbIX ceTax KBU. [laxe ecnv oHM He
BblZe/IeHbl B OTAE/IbHYH KaTeropuio B MPaBOBbIX WM CTPaTernyeckmnx JoOKymMeHTax

CTPaHbl, BaXHO, YTOObI KaXAasd CTpaHa onpejennsia Takme CeKTopbl 1 06beKTbl N MPUHANA
COOTBETCTBYOLLME MepPbI AN UX 3aLLNTbI U 06ecrneyeHns X yCTONYMBOCT.

2.2 PekomeHpaauvun no Bonpocam NoJINTUKA B
o6s1acTV ynpaB/ieHUS pUckamwu

YnpaBneHuve prckamu ABASETCA OCHOBOMOAratoLWwMM KOMMOHEHTOM 3aLmTel KBU,
BKJItOYas NX dpr3myeckyo 6e3onacHoCTb. B JaHHOM pa3jene npeAcTaB/ieHbl peKkoMeHAaLnm
MO Pas3NIYHbIM acnekTaM yrnpaBieHNst pUckamm, onpeseneHHbIM B HaLMOHaNbHbIX
cTpaTernyecknx JokyMeHTax. bonee nogpo6bHyo MHPoOpMaLMio o NpoLecce ynpasaeHus
pUYCKaMmn MOXHO HaTK B rnaBe 5 «Yrpo3a Teppopr3mMa 1 OLeHKa PUCKOB.

B npouecce onpegeneHnsa xapaktepa 1 Maclitaba yrpo3 B oTHoLwweHun KBW B pamkax
npoLecca yrnpasieHUs prckamm 3aKOHOAATeNbCTBO PA3/INYHbIX FOCYAaPCTB-YYaCTHUKOB
npegycMatpuBaeT onpejesieHHY ponb AN14 BajenbLes/onepatopoB KBU. 31o
noakpenaeHo PeweHrem Komuteta MnuHUcTpoB OBCE Ne 5/07 0 yacTHO-rocysapcTBeHHOM
napTHepcTBe B 6opbbe C Teppopmn3MOM, KOTOPOE «npu3HaleT] Nosie3HOCTb COBMECTHbIX
KOHTPTEPPOPUCTUYECKUX YCUNIWIA TOCYAAPCTBEHHbLIX OPraHOB 1 YaCTHOrO CeKTopa
(rpaxkfaHckoro obLecTBa 1 4en0BOro coobuyectsa) B opmMe J06POBOALHOIO
COTPYyAHMYeCTBA [...]. B 3TOM CBA3M BO BCEX MEPONPUATUAX HEOHXOAMMO, B HYaCTHOCTH,
YUNTbIBaTh: [...] BbIIBIEHWE, OnpejeneHne NPpUopUTETHOCTY U 3aLLNTY KPUTUYECKU BaXKHOM
NHPPACTPYKTYPBbI, @ TAKXe peLleHre BONPOCOB NOTOBHOCTY K Ype3BbIYaHbIM CUTYaLUAaM U
NVKBUAALMMN VX NOCNEACTBUIA».>” Hyxe NnprBeeHbl Ba COOTBETCTBYHOLLIMX MPUMepa:

» B cooTBeTCTBUU C 3aKOHOM C/I0BEHUIN O KPUTUYECKW BaxHOW nHGpacTpykType 2017
roga°® Bnagenblbl/onepaTopbl FOTOBAT OLLEHKY PUCKOB Ha OCHOBE METOZ0/0rN,
NPUHATOVM MNHUCTEPCTBOM 060POHbI, KOTOPOE BbICTYNaeT KOOPANHUPYOLLM OPraHoM
B 3TOV 061aCTK, a TakXXe NpodeccnoHasbHbIX PyKOBOACTB, Pa3paboTaHHbIX OTAENbHbBIMN
MUHUCTEPCTBAMM B COOTBETCTBYIOLLMX 061aCTAX UX KOMMETEHLNW.

» B 3CTOHWM OTBETCTBEHHOCTL 3a OMnpejesieHne YPOBHS Yrpo3bl A1 KOHKPETHbIX
06BEKTOB MHPPACTPYKTYPbI IEXNUT Ha X BNagenbuax/onepatopax. OgHako

56 [poekT 3akoHa PesepanbHOro NpaBMTeNbCTBa: [TpoekT 3aKoHa o peanunsaumn AnpekTusbl (EC) 2022/2557 n
MOBbILLIEHW YCTOMUYMBOCTU KPUTNUECKM BaXHbIX YCTaHOBOK, BecTHMK 20/13961. [loctynHo no agpecy: https:/
dserver.bundestag.de/btd/20/139/2013961.pdf [mo cocTosiHMto Ha 21 ntona 2025 r.] HeodunLManbHbIN NepeBod. ITOT
NPakTUYeCKN NoAX0 MOXeT bbITb M3MEHeH nocne BCTynneHns B cuny Aupektussl CER.

57 OBCE (30 HoA6ps 2007 r.), PeweHne CoseTa MMHUCTPOB Ne 5/07: YacTHO-rocyAgapcTBeHHOe MapTHEPCTBO B
npotmsoAericteumn Teppopusmy (MC.DEC/5/07). flocTynHo no agpecy: https://www.osce.org/files/f/documents/
c/a/29572.pdf [paTa obpaweHus: 21 nons 2025 r.].

58 3akoH o kpuTnyeckor nHopacTpykType (Cnosenus, 2017 r.) locTynHo no agpecy: https://pisrs.si/
pregledPredpisa?id=ZAKO7106 [aaTa obpallueHuns: 28 HOSI6ps] HeoduLManbHbIV MepeBoA. DTOT NpakTUYeckuia
NOAXO4 MOXET 6bITb M3MeHeH noc/e BCTynneHus B cuny [inpexktvebl CER.
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BNajeNblibl/onepaTopbl He MOTyT YCTaHaBAMBATb €ro HXe YPOBHS, YCTAHOBNEHHOIO
KOMMETEHTHLIMWN rOCyAapCTBEHHLIMMN OpraHamm.>?

HekoTopsble rocyfapCTBa-y4acTHNKN MPU3bIBAKOT BKJIKOUNTL MepPbl MO CHUKEHWIO PUCKOB B
naaHbl obecneyveHmst 6e30MacHOCTH, MPUHUMaeMble Ha YPOBHE BnajenbLies/onepatopos KBU:

»  Tlopagok 3aWwMTbl 06EKTOB roCcyfapCTBEHHOV 060pOHbI DCTOHMK 2016 roaa
yCTaHaB/MBaeT MUHVMaNbHble TpeboBaHMA, KacaroLmecs KOHKPeTHO GpU3nYecKo
3alWUThl 06BLEKTOB FOCYAapCTBEHHOV 060pOHBbI. 60

» B Kbipreizckoli Pecnybavke nogpo6bHble TpeboBaHWsS K 6e30MacHOCTY ANA Blajenoues/
OrMepaTopoB CTpaTern4yeckmx 06 bLEKTOB BKJIHOYAKOT B Ce65 Mepbl KOHTPOJIA JOCTYNa, B
TOM umncne pu3snyeckne Mephbl, a Takxe NpoLeAypbl CBOEBPEMEHHOro 06HapyxXeHus
YSI3BMMOCTEN U AEHTUPUKALNN NOAO3PUTENbHBIX JINL, MbITAOLNXCA MPOHUKHYTh B
oxpaHsiemble nomeLeHuns.®!

B 3akoHOofaTeNnbCTBe psija rocyAapCTB-y4acTHUKOB 06yYeHe BlajenbLieB/onepaTopoB
KBW 1 cooTBeTCTBYIOLLEro MepcoHasna paccMaTprBaeTCs B KauecTBe K/I0UYeBOro
KOMMOHeHTa npoLecca yrnpaBieHNsa puckamu:

» B YepHoropum 3agaya niaHMpoBaHUSA 1 MPOBeAEHUSI 06yUeHA BXOAUT B 06513aHHOCTH
KOOPAVHATOpa Mo 6e30MacHOCTU, Ha3HAYaeMOro Ha YPOBHE OTAe/IbHOro 06bekTa KBIA.52
» B HauunoHanbHoM cTpatermnn LLsenuapum no 3awmte KBM 2023 roga noarotoBka
N yYyeHns onpegeneHbl B paMKax «LWKAa YCTONUNBOCTU» B Ka4eCTBe KJIH0YeBbIX
VHCTPYMEHTOB KOHCOMMAALMMN NPeAYCMOTPEHHbIX Mep 3aLuTbl.53

2.3 YnpaBneHue Yype3BblHaHbIMU N KPUSUCHBIMU
cuTyaumamm

MpumeHnTensHo K KBV npoueaypbl ynpaBaeHUs Ype3BblHaiHbIMU U KPU3UCHBIMUA
CUTYauMaMn, KakK NpaBuio, OTHOCATCA K MpoLeaypam pearnpoBaHns 1 ynpasieHus
4eCTabuIN3NPYOLWLMMU COBBITUAMU UIN KPYMHBIMU MHLUMAEHTaMM Ha o6bekTax KBU,
KOTOpble BAVAIOT Ha NpeocTaB/iseMble MU YCyrn. B Lienom, B rocygapcreax-ydacTHUKax
6b1J10 BbIpaboTaHO TPW O6LLMX MPaBOBbIX MOAX0AA K PELLUEeHUI0 KPUINCHBIX CUTYaLUuniA,
3aTparunsatoLnx KBM. B pamkax nepBoro noAxoAa oTCYyTCTBYHOT OTAE/bHbIE NOJOXEHNSA 06
ynpasieHUN KPU3NCHBIMU CUTYaLUAMU, CreLranbHo npejHasHayveHHble ana KBU.

59 [MMopagok 3aWwmTbl 06BEKTOB roCyAapCTBEHHOM 060POHbI (3CTOHUSA, 27 anpens 2016 1.). JocTynHO Mo agpecy:
https://www.riigiteataja.ee/akt/112032019033 [paTa 06patyeHus: 21 nonsa 2025 r.] HeopuumanbHbIA Nnepesos. 3ToT
NpakTUYeCcKni NoAXo4 MOXeT 6bITb M3MEHeH nocne BCTynieHns B cuny AupexkTtussbl CER.

60 [Mopagok 3aWwmTbl 06BEKTOB roCcyAapCcTBEHHOM 060POHbI (3CTOHUSA, 27 anpenst 2016 1.). JocTynHO no agpecy:
https://www.riigiteataja.ee/akt/112032019033 [aaTa 06paLyeHus: 21 nons 2025 r.] HeopuumanbHbIA Nnepesos. IToT
NpakTUYeCcKni NoAXo4 MOXeT 6bITb M3MEHeH Nocne BCTynieHns B cuny JupekTtussbl CER.

61 [MoctaHoBneHue MpaBuTtensctBa KP Ne 56/2015: O6 yTBepxXAeHUN TpeboBaHN K pexnmy GyHKLNOHUPOBAHNSA 1

3KCNAyaTauum cTpaTernyeckmnx o6bekTos. JocTynHo no agpecy: https:/cbd.minjust.gov.kg/97305/edition/617411/ru
[paTa obpaleHums: 21 nronsa 2025 r.].

62 3aKoH 0 BOCCTAHOBAEHUN U 3aLLNTE KPUTUYECKN BaXXHOW MHOPacTpyKTypbl, 3akoH o 3KBW, 72/19 (30 sHBapsa 2020 .,
YepHoropus). JocTynHo no agpecy: h ://www.gov.me/dokumenta/2 70a-cdff-420f-a7c4-0f67f1 [paTa
obpatyeHns: 21 nonga 2025 r.] HeopuuManbHbIA NepeBos. ITOT NPaKTUYECKNA MOAXOA MOXeT 6bITb M3MEHeH nocne
BCTynneHna B cuny Anpektumebl CER.

63 HaumoHanbHasa cTpaTerns 3aWwmThl KPUTUYECKON NHGPACTPYKTYpPbI (16 noHsA 2023 1., LLBenuapwa). locTynHo no

agpecy: https://backend.babs.admin.ch/fileservice/sdweb-docs-prod-babsch-files/files/2024/03/07/3159c04b-ffc8-
4fde-b72f-ccbabb6a800e.pdf [Mo cocToAHMIO Ha 2 mast 2025 r.] HeoduLMaNbHbI NepeBog,.
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Taknm obpasom, NnpaBoBas 6a3a, B LLe/IOM NPUMEHVIMast K FOTOBHOCTW K Ype3BblYaliHbIM
CUTyaLmsM, OXBaTbIBaeT KPU3NCHbIe CLeHapun, 3aTparnsatone KBM nnwb KoCBEHHO.

HauuoHanbHas NpakTUKa: CMCTEeMA NJIaHUPOBaHUSA AeCTBUIA B
upesBblyaliHbIX cUTyauusx B Lseunn®

B LLIBeuunn cnctema naaHUpPOBaHUA AeiCTBUY B Ype3BblYaliHbIX CUTYaLINAX
rPaXXAaHCKOro xapakTepa KOoOpANHUPYeETCA AreHTCTBOM MO FPaXXAaHCKNM
yYpe3BblYaNHbLIM CUTYaLMSAM, KOTOPOE NCMOJb3YeT NOAXOZ, YUYNTLIBAOLLMIA BCe BUABI
yrpos, BkJitouas Takxe yrpo3bl KB/. 3ToT nogxo4 npeAgycMaTpyBaeT naaHMpoBaHmne
[LeViCTBUI B Ype3BblUaliHbIX CUTYaLMAX, obecneyeHne roTOBHOCTY, pearnpoBaHume
1 BOCCTaHOB/IeHMe. 119 peLueHnsa npobiemMbl B3anMo3saBucmocT KBU npolieccsl
NJAaHNPOBaHUA 1 pacrnpeseneHnsa pecypcoB 415 obecneyeHns roTOBHOCTU K
Ype3BblYaHbIM CUTYALINAM B MVPHOE BPEMSI OCHOBAHbI Ha MPUHLMMNE COBMECTHOW
OTBETCTBEHHOCTW 3aMHTEPECOBAHHbIX CTOPOH. DTO 03HAYaeT, YTo /060N CybbeKT,
OTBeYarLL NI 3a AeATe/IbHOCTb B HOPMaslbHbIX YC/IOBUSX, AOJIKEH COXPAHATL 3TY
OTBETCTBEHHOCTb BO BPpeMs Ype3BblYaliHbIX CUTYaLMiA, a TakXXe MHULMNPOBAaTh 1to6oe
MeXCeKTopasibHOe COTPYAHNYECTBO.

YcmoyHuk: MexOyHapoOdHas accoyuayus MeHeoHepoe no 4pe3abiyaliHbiM cumyayusm

Hanpumep, 3akoH BeHrpuu o npesoTBpaLLeHNN CTUXNIAHBIX 6eCTBNI OpUEHTUPOBAH

Ha onepaTopoB 06bekToB®® onacHbIMU BellecTBaMu. OH 0653bIBaET X pa3pabaTbiBaTb
NiaHbl BHYTPEHHEeN 3aLMThl, pacciefoBaTb 06CTOSTENLCTBA NOObIX CEPbe3HbIX aBapuii,
HamnpaBiATb OTYETbl 06 MHLUUAEHTaX B OpraH NpoMbILLIEHHOV 6€30MacHOCTU U BbIMOHSTH
Apyruve 3agaun.

B pamkax BTOPOro noAxoAa nonoxeHmsa 06 ynpasieHUN KPU3MCHbIMU CUTYaLUnamu,
3aTparvsarowmmmn KBU, npsamo BKItOUEHbI B 3aKOHOAaTe/1bCTBO O TOTOBHOCTU K
upe3BblYaHbIM CUTYaLUSAM/CTUXUMHBIM B6eAcTBUSAM. HanprmMep, 3aKOH SCTOHUN

0 upesBblyaiHbIx cuTyaumax 2017 roaa®® onpegenser cooTBeTCTBYOLLME 3a4a4m
LeHTPaJibHbIX 1 MECTHbIX OPraHOB BJIAaCTX MO 06ecnevyeHnto HenpepbIBHOCTU
npesoCcTaBAeHNA KPUTUYECKU BaXHbIX YCNYT U YCTaHABAVBAET KOOPAVNHMPYHOLLME,
KOHCYNbTaTVBHblE U HaA30pHble GYHKLMM STUX OPraHOB B OTHOLLEHUW Blaje nbLies/
onepaTtopos KBW.

B paMkax TpeTbero noAxoAa noaoXxeHns o6 ynpasaeHnn KPU3UCHBIMU CUTYaLNAMU,
npnmMmeHumble K KBU, cogepxatcs B 3akoHax, Kacatowmxca 3KBW, B fonosiHeHNe K 4pyrm
MOSIOXEHNAM, KaCatoLWMMCH, 8 YaOCMHOCMU, NAEHTUGUKaLMN U oLeHKN puckos KBA.

3TV HOPMbI 3a4acTYHo AOMOHAT TEKCT O6LLMX 3aKOHOB 06 YypaBAeHNU KPUSNCHBIMY
CUTyauMsaMn, HanpuMep, peryinpys pasgeneHue noJIHoMounii Mexay BeJoMcTBamu,

64 MexayHapoAHas accoumanma MeHeXepoB No Ype3BblyaiiHbiM cuTyaumam (IAEM) (6e3 gaTel), MpaxkgaHckoe
upesBblyaiHOe NnaHupoBaHMe/YnpasneHue kpusmcamu B LLBeunun. JocTynHo no agpecy: https://www.iaem.org/

portals/25/documents/CivilEmergencyPlanningSweden.pdf [gaTa obpalieHuns: 21 ntonsa 2025 r.].
65 3akoH CXXVIII 2011 roga o 6opbbe co CTUXUIIHBIMY 6eACTBUAMM 1 MOMpPaBKax K HEKOTOPbIM COOTBETCTBYOLLMM

3akoHam (2011, BeHrpus). locTynHo no agpecy: https://njt.hu/jogszabaly/2011-128-00-00 [gaTa obpalyeHuns: 29

HOs16psA 2024 r.] HeoPULMaNbHbIA NepeBoj.

66 3aKkoH 0 upesBbl4aiiHOM nonoxeHuu (3 mapta 2017 r., cToHMA). locTynHo no agpecy: https:/www.riigiteataja.ee/
en/eli/511122019004/consolide [faTa obpalyeHuns: 29 Hos6ps 2024 r.].
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HenocpeACcTBeHHO oTBevatoLwmm 3a 3KBUY, 1 BegoMmcTBamm, oTBeYaloLLIMM B LIe/1I0OM 3a
ynpaBfeHne YypesBblyYaMHbIMK CUTYyaumsamMun. Hanpumep:

CornacHo 3akoHy Cepbum «O KpuUTUUeckol nHppacTpykType» ot 2018 roaa,®’
ynpasJ/ieHne KPU3NCHBIMUY CUTyaumamMm ocyLlecteaseT LLTab no ypesBblyaiHbIM
cUTyaumusmMm, B TO Bpems Kak MUHMCTePCTBO BHYTPEHHMX [ie/1, KOTOPOe BbICTyMnaeT

B KayecTBe KOOPAVHUPYHOLLEro opraHa no KpuTu4eckorn nHGpacTpykType, urpaet
COZENCTBYIOLLYIO POJib, NPEAOCTaBASAA MPOPECCUOHABHYIO MOAAEPXKY N HEOBXOAMMble
AaHHble 1 HPopMaLMio.

MpunoxeHne K HauMoHaNbHOM NporpamMMe Mo 3aLnTe KPUTUYECKN BaXKHOM
VH$pacTpykTypbl Monbwn®® cogepxnT noapobHbIe pekoMeHAaLMM Mo NOoArOTOBKe
njaHoB obecreyeHna HenpepbIBHOCTY 613HecCa 1 BOCCTaHOBAEHNSA. NpakTnyeckme
pekoMeHAaL M BKIKYAKT B cebsi XpaHeHre naaHoB no 3awmte KBU B HafexXHOM 1
6e30MacHOM MecTe, KOOPANHAUMIO C ApYriMin Bhagensuamu/onepatopamu KBA no
BOMPOCAaM MAaHOBbIX PEMOHTOB 1 MPOCTOEB aHaNoOrMYHbIX 06bekToB KBU,

a TakXe rnepuogmnyeckyto NpoBepky njaHoB obecrneyeHna HenpepbIBHOCTY b13Heca
I BOCCTAHOBEHNA.

B HekoTOpbIX C1yyasix 3aKOHOAATeNbCTBO, kKacatoweecst KBU, TpebyeT, UTO6bI MONOXEH A
0 MNJIAHVPOBAHUW AeCTBUIA B Ype3BblYaliHbIX CUTYaLMAX U pearmpoBaHnm Ha HUX
BKJ/IHOYANNCh B MAaHbl 0becneveHns 6e3onacHoOCTM BnagenbLes/onepatopos KBU:

>

B cooTBeTCTBUM C 3aKOHOZAaTeIbCTBOM YepHOropum naaHbl obecneveHms 6e30nacHOCTH
BNajeNbLieB/onepaTopoB JOKHbI BKAKOYATb B Ce65, MOMUMO NpoYero, onncaHme
Mep, HanpaBAeHHbIX Ha obecneveHne GyHKLMoOHMPoBaHUsA KBV B ciyyae nepeboes B
yC/lyrax, a Tak>ke Mep, HanpaBieHHbIX Ha CMArYeHre NocieAcTBUM Takux nepeboes.®
MpaBuTenbLCTBO JlTaTBUN YTBEPAWIO PYKOBOAALLME yKa3aHua,’? ycTaHaBvBatoLwme
MWUHVManbHble TPe60BaHMSA K NAAHUPOBAHWNIO HEMPEepPbIBHOCTY GYHKLMOHNPOBAaHNS
KBW B cnyyae yrpo3bl HaLMOHabHOM 6e30MacHOCTA. B pyKoBOASALLMX MPUHLMMAX
paccMaTpPUBALOTCS TakMe BONPOChI, KaK CPOKUN 1 MPUOPUTETbI BOCCTAHOB/IEH WS
KPUTUYECKM BaXKHbIX YCAYT, MVHUMaAbHble YenoBeYvecke pecypchbl, HeobxoamMeble
ANns obecneyeHnss KPUTUYECKN BaXKHbIX GYHKLMWIA, MOUCK albTEPHATUBHbLIX paboumx
nomMeLLeHn’ 1 BUAbI MOAAEPXKKM, TpebyeMol CO CTOPOHbI FOCYyAapCTBEHHbLIX OPraHoB.

67

68
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3aKOH 0 KpUTUYECKN BaXKHOW MHPpacTpykType: 87/2018-41, OdunuymanbHbiii BecTHUK PC, Ne 87 0T 13 HoA6ps 2018

r. (13 Hosbpsi 2018 1., Cepbus), focTynHO No agpecy: https://pravno-informacioni-sistem.rs/eli/rep/sgrs/skupstina/
zakon/2018/87/8 [Mo cOCTOAHMIO Ha 29 HOA6Ps 2024 1.] HeodMLMaNbHbIV NepeBoA,.

Kputnyeckasa nHdpactpykTypa (26 anpens 2007 r., NMonbLua). JocTynHo no agpecy: https://archiwum.rcb.gov.pl/en/
critical-infrastructure [aata obpalieHuns: 29 Hos6psa 2024 r.].

3aKOH 0 BOCCTAHOB/IEHWN U 3aLLNTE KPUTUYECKN BaXXKHOW MHGPACTPYKTypbl, 3akoH o 3KBW, 72/19 (30 AHBaps

2020, YepHoropus) locTynHo no agpecy: https://www.gov.me/dokumenta/2585570a-cdff-420f-a7c4-0f67f19a6d8e
[aaTa obpaweHuns: 21 nona 2025 r.] HeopurUManbHbIN NepeBoa.

Mpoueaypbl 06cnef0BaHNA KPUTUYECKN BaXHON MHPACTPYKTYPbI, BKAKOUAS €BPOMEiCKY KPpUTUYEeCKYH
NHPPaCTPYKTYpPY, @ TakxXe NiaHNPOBaHNS 1 BHeAPeHNS Mep 6e30MacHOCTM 1 obecneyeHs HenpepbIBHOCTY
skcnnyaTauum (Cab. Reg. No. 508) (6 ntona 2021 r., JlatBms) JocTynHO no agpecy: https://www.vvc.gov.lv/en/
laws-and-regulations-republic-latvia-english/cab-reg-no-508-procedures-surveying-critical-infrastructure-cluding-
european-critical-infrastructure-and-planning-and-implementation-security-measures-and-continuity-operation-
amendments-08032022 [gaTa obpalueHus: 2 gekabps 2024 r.]. laHHas npakTuka MoxeT 6bITb M3MeHeHa nocsie
BCTynneHna B cuny Anpektmebl CER.
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HauvnoHanbHasa NpakTMKa: y4eHMs No NAaHUPOBaHUIO AeACTBUIA B
upesBblYaliHbIX CUTYaLUsAX U YNPaBAeHMI0 UMW B KbIprbi3CKoiA
Pecny6nuke (2024 r.)”!

B 2024 roay npaBuTtensCTBO Kbiprbi3cTaHa yTBepAnIIO MOJIOXKeHVe, ornpejenstoLee
BUAbI 0683aTeNbHbIX YYEHW, MPOBOANMbIX Ha ypoBHe 06bekTa KBU. OgnH 13

BUAOB YYEHUIN NpejHa3HaYeH A/ OLLeHKW YPOBHSA FOTOBHOCTU K BO3MOXHbIM
TEPPOPUCTUYECKMM aKTaM. B xofe 3Toro yueHnst KOMMNeTeHTHbIe OpraHbl 6e3onacHoCT
LOMKHbBI CKPBITHO MPOHUKHYTb Ha 06BLEKT Yepe3 0OblUHbIE KOHTPOILHO-MPOMNYCKHbIE
NYHKTbI (HanNpuUMep, UCMONb3Yys MOAAeNbHbIN JOKYMEHT 06 akkpeauTaLum) 1nbo BHe
oburLMaNbHbIX KOHTPOJIBHO-MPOMYCKHbIX MYHKTOB (HAanNpuMep, UCMO/b3ys YS3BMMOCTb
BHeLUHero nepmmMeTpa). 15 KaXkAoro y4eHusi opraHM3aTopbl pa3pabaTthbiBatoT CLieHapUiA,
KOTOpPbIV HEe JOBOAUTCHA A0 CBEAEHUS COTPYAHMKOB C/1y>XX6bl 6€30MacHOCTM 06beKTa.
Mpy HEO6XOAMMOCTM MO UTOFaM YUYEHUIN PYKOBOAUTENSIM COOTBETCTBYHOLLMX 06BbEKTOB
HaNpPaBAAKTCA PEKOMEHAALMN MO YCTPAHEHMIO BbISIBJIEHHbLIX HELOCTATKOB.

YicmoyHuk: lMpasumenscmeo Koipaei3ckol Pecny6auku

HauuoHanbHasa NpakTUKa: NacnopT 6e30MacHOCTN 06 bEKTOB KPUTUYECKH
Ba>KHOW MHGPaACTPYKTYpbl B YKpauHe (2023 r.)’2

MocTtaHoBNeHVeM KabnHeTa MMHMCTPOB YKpPanHbl yCTaHOB/IEH MOPSA0K pa3paboTkum
Bnasensuamu/onepatopamu KBV nacnopta 6e3onacHoct o6bekToB KBU 1
npoueaypa ero oduLmanbHOro yreepxaeHus. Kaxablin nacnopt obbekta KB
COAEPXUT TUTYNbHbIA NNCT, OBLLLYIO XapakTePUCTUKY 06beKTa, MaHbl ero 3aLmThl
oT4eTbl 06 oLeHKe 6e3omacHOCTU. MNAaHbl 3aWMTbl 06bekTa Nognexart oba3ateNlbHOMy
yTBEpPXAeHNI0 MNHNCTEPCTBOM 34paBooXpaHeHuns, MMHNCTepCTBOM 060POHBI,
[ocyaapCcTBEHHOV CNy>K60i cneLnanbHOM CBA3W, focyAapCcTBEHHOW Cy>K601 Mo
YpesBblYaHbIM CUTYaLNAM 1 HaLuMOHanbHOM NoanLnen. B 4yacTHOCTW, B OTHOLLEHUN
TEPPOPUCTUYUECKNX N UHBIX YrPO3 TPebyTCH AOMONHUTEIbHbIE COrNacoBaHsA: «B
cay4ae yrposbl ANBEPCUIA, TEPPOPUCTUYECKNX aKTOB, akTOB KMbepTeppopmsma NpoTuB
cMCTeM ynpaBaeHUs, ONnepaLMoOHHbIX U APYrnX CUCTEM 06BEKTOB KPUTUYUECKON
NHGPACTPYKTYPbI, YUpe3BblUaNHbIX CUTYaLMIA AN APYTX ONACHbBIX COBBITUIA Ha
06beKTax KpUTNUYeCcKor NHGPACTPYKTYPbl, MHLMAEHTOB, CBA3aHHbIX C HAPYLUEHUSMN
cnctem GrUsnYecko 6e3onacHoOCT N Knbepbe3onacHOCTU 1 APYTUX MPOEKTHbIX

yrpos Ha obLierocysapcTBEHHOM, OTPaCc/NeBOM 1 06BEKTOBOM YPOBHE U BO3MOXHbIX
HeraTMBHbIX MOC/NeACTBUN ANS 06beKTOB KPUTUYECKON NHGPACTPYKTYPbI MIaHbI
3aWMThl NoANexaT 06s3aTe/IbHOMY coriacoBaHunto Cnyx6or 6e30nacHOCTN YKpaunHbl,
HaunoHanbHOV reBapanein, ApYyrmmMum rocysapcTBEHHbIMY OpraHamm».

YicmoyHuk: lpasumesscmeo YKpauHsl

71

72

MNMoctaHoBneHne KabnHeTa MnHMCTpOB Kbiprei3ckol Pecnybanku ot 7 mapta 2024 roga Ne 97 O6 yTBepXaeHUN
MonoxeHns 06 y4ebHO-NPakTUYECKUX 1 NPOPUAAKTUYECKUX MEPOMNPUATUAX, HAaNpPaBeHHbIX Ha BbiBAEHWE
COCTOAHWNS aHTUTEPPOPUCTNYECKON 3aLLUThl 06EKTOB BO3MOXHbIX TEPPOPUCTUYECKUX NOCAraTenbCTB (7
mapTa 2024 r., Keipreisckas Pecny6aumka). loctynHo no agpecy: https://online.zakon.kz/Document/?doc_
id=35699774&show_di=1 [gaTa obpalyeHuns: 4 gekabpsa 2024 r.].

Mopsaaok pa3paboTku 1 cornacoBaHMs nacnopTa 6€30MacHOCTY Ha 06beKTe KPUTUYECKON MHPPacTpyKTypbl (4

asrycta 2023 r., YkpauHa) jocTynHo no agpecy: https://zakon.rada.gov.ua/laws/show/818-2023-%D0%BF#n9 [no
COCTOSHUIO Ha 4 aekabps 2024 r.].
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HauunoHanbHaa NpakTMKa: NacnopT aHTUTEPPOPUCTNYECKO 3aLMLLLEHHOCTI
06HEKTOB, YA3BMMbIX B TEPPOPMCTUUECKOM OTHOLIEHMN, B Pecny6amke
KasaxcTaH (2023 r.)”3

B cOOTBETCTBUMN COBMECTHBLIM MPMKa3oM MUHUCTePCTBA BHYTPEHHMX Aen Pecnybamkn
KasaxcTaH 1 npeacesatens Komuteta HaLMOHaNbHOW 6€30MacHOCTY Bbl1 yTBEPXAEH
TMMOBOW NAcNopT aHTUTEPPOPUCTUYHECKON 3aLLMLLEHHOCTN 06BEKTOB, YSI3BUMbIX B
TEPPOPUCTMYECKOM OTHOLLEHUW. [purKas 6bl1 NPUHAT B MtoHe 2023 roga 1 nopyyaeT
MUHNCTePCTBY BHYTPEHHUX AeN ero peannsaumio. Macnopt cogepxmt nHeopmMaumto
0 paccMaTpriBaeMOM O6beKTe: ero xapakTepucTukm (obLas naotlasb 06beKTa,
KONMYEeCTBO MapPKOBOYHbIX MECT, KOMMYECTBO 34aHUIA/COOPYXKEHNIA), Mepbl 3aLLNThI,
Mepbl 6€30MacHOCTU, MO3TaXHble NiaHbl 34aHUIA U T. 4.

YicmoyHuk: lpasumenscmeo Pecnybauku KasaxcmaH

HenpasuTenbCcTBEHHbIE CyObeKThl TakXXe NpeAoCTaBAST PeKOMeHAALNM NO YNpaBAeH o
KPU3NCHBIMU CUTYaLMAMY YaCTHbIM 3aIHTEPEeCOBaHHbBIM CTOPOHAaM, TakUM Kak BaagenbLibl/
onepatopbl KBY.

MpakTuka: Cnpago4YHUK no eonpocam obecnevyeHuss 20moeHocmu HepmsaHoii u 2a306oii
nNpoMsIWAeHHOCMU AMEpPUKAHCKOro MHCTUTYTa HepTu: (2022 r.)’4

B Cnpaso4yHuke AMepPUKaHCKOTroO MHCTUTYT HEDTU COAEPXKMTCA MHPOPMALIMS O TOM, Kak
o6ecrneynTb FOTOBHOCTb K KPU3UCHBIM CUTYaLUAM Ha roCyAapCTBEHHOM 1 MECTHOM
YPOBHSAX A9 NOALEPXKN YCTOMYNBOCTU U BOCCTAHOB/IEHNS YCIYT:

> 3HaTb, KTO YTO ZeNaeT: yCTaHaBAMBaTb KOHTAKTbl M MOHUMaTb 0683aHHOCTI B X04e
MoAroToBKY;

» 3HaTb, Yero He c/ieAyeT AenaThk: He pasrnallate KOHPUAEHLUMANBHYI UK
CnyXe6Hyto NHGOPMALINIO BO BPEMSI MEPOMPUATUS;

»  3HaTb, YTO BaXHO: MOHMMAaTb BaXXHOCTb 06 LEKTOB 1 PeCYPCOB ANS HAZEXHOWA
paboThbl CUCTEMBI;

> NpaKTUKa, MpakTnKa 1 eLle pa3 NpakTuKa: TeCTUPOBaTb NPOLECChl MOCPeACTBOM
TPEHMPOBOK U YYEHUA, YTOObI y6eANTHCS, YTO YCTAaHOB/EHbI MPaBUAbHbIe
B3aMMOCBA3K, cobpaHa npaBuabHas MHPOPMaLMS 1 3a4eNCTBOBaHbI MPaBU/bHbIE
MeXaHW3Mbl.

VIcmoYHUK: AMepUKaHCKUl uHcmumym Hegmu

73 06 yTBEpPXAEHWM TUMOBOro NacnopTa aHTUTEPPOPUCTNYECKON 3aLLMLLEHHOCTN 06 bEKTOB, YA3BMMbIX B
TeppopuCTMYEeCcKOM OTHOLIeHUN (29 noHa 2023, KasaxcTaH). flocTynHo no agpecy: https://adilet.zan.kz/rus/docs/
V2300032950 [gaTa obpawieHuns: 4 gekabps 2024 r.] HeoduLManbHbI NepeBog,.

74  AMEepUKAHCKUN MHCTUTYT HedTn (BawmHIToH, okpyr Konyméus, 2022 r.), Cnpago4YHUK no o6ecnevyeHuro 20mo8HoCmu

HepmaAHoU u 2azoeoli npomsiwneHHocmu, cTp. 24. loctynHo no agpecy: https:/www.api.org/-/media/files/policy/
safety/ong-industry-preparedness-handbook.pdf [gaTa o6patieHuna: 21 nons 2025 r.].
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2.4 MexxayHapoaHoe cCOTpyAHUYeCcTBO

DKOHOMUKIN 1 06LLeCcTBa rocyAapcTB-y4acTHMKOB OBCE TeCHO B3aMMOCBA3aHbl. 9TO O3HaYaeT,
uTO CcHoM B paboTe KBU, Hanpumep, B TPAHCMOPTHLIX CETSX, SHEPreTUYECKNX CETAX U
bVHaHCOBbLIX CUCTEMAX, MOTYT UMETb KackazHble 3¢ deKTbl, B TOM UMC/ie TPaHCrPaHUYHbIe.
DTO MOXeT NPOUCXOANTL He TObKO Toraa, koraa KBU ¢unsmyeckn HaxoanTcsa Ha Tepputopum
ABYX Unu 6onee cTpaH, Ho 1 korga KBW, monHOCTLIO pacnonoXeHHas B O4HON CTpaHe,
npeAocTaBaseT KPUTUYECKM BaXKHYHO YCIYry Apyror cTpaHe. TeM He MeHee, 1LLb B
HEeMHOTrMX C/lydasix BHYTPEHHAS NOAnUTUKa/3akoHoAaTenbcTBo 0 KB cofepxkaT nofoxeHus

0 MeXAYHapOAHOM COTpyAHuYecTBe. [py 3TOM B 60/bLLUNHCTBE C/lyYaeB 3TW NOJIOXEeHNS
NN B 06LLMX YepTax MOATBEPXKAAT HEOBXOANMOCTb YCUIEHUS Mep 3aLUMTbl MyTeM
B3aVIMOZENCTBUSA U KOOPAMHALMM C 3apybexXHbIMY CTpaHaMu. Hanpumep, B pyKOBOAALLINX
yKa3aHuax NpaBuTensCTBa VipiaHanm no obecneyveHunto yctorumsocty KBU nogyepkrBaeTcs
Ba>XHOCTb MeX/YyHapOAHOro COTPYAHNYECTBA AN MOAHOMO MOHUMAHUS YA3BUMOCTEl
LenoYeKk NOCTaBoOK 1 peanm3saumm CKOopANHUPOBAHHbIX, HEKOHKYPUPYHLLX Mep robanbHOM
6€30MacHOCT 1 yCTONUMBOCTW.”® Apyrm npumMepom sensetca CTpaterns 6e30nacHoCTm
HuaepnaHAoB, B KOTOPOM NOAYEPKMBAETCA HEOBXOANMOCTE MeXAYHaPOAHbIX 0653aTeNbCTB
MO BbISABAEHMIO U CHUXKEHUIO 3aBUCUMOCTEV B MPON3BOACTBEHHbIX LIEeMOYKax, ycayrax u
cekTopax. Takune 0653aTeNIbCTBa CUMTAIOTCA HEOTHEM/IEMOI YaCThHO OLIEHKM PUCKOB.”®

AnpexkTnea EC 06 yCTONUMBOCTU KPUTUYECKN BaXKHbIX 061ekToB (Anpektma CER) aBnseTcs
Ba>HbIM LLAroOM Ha MyTW K CO34aHNI0 COBMECTHOW CTPYKTYpbl No 3awmte KB Ha ypoBHe
EC. lInpekTrBa BBOAUT MOHATNE KKPUTUUYECKM BaXKHOIO CybbekTa 0Cob0ro eBponemnckoro
3HaueHunsa» (CEPES), koTopbll onpeensieTcs kak cybbekT, NpeoCTaBAsoWmi KpUTNYeCKN
BaHble yCAyru wectn nnu 6onee rocygapcream-yneHam EC. B ceasum ¢ atum CEPES bypeT
NOAYNHATBECS PEXNUMY KOHCYNbTaTUBHbLIX MUCCUIA (OpraHn3yeMblX 1 GUHAHCUPYEMbIX
EBponenckoli KoMUCCHen), Lenbo KOTOPbIX IBSETCS OLleHKa Mep, MPUHATBIX 3TUM
KPUTUYECKN BaXHbIM CYyObEKTOM A5 BbINOAHEHWNSA CBOUX 0693aTeNbCTB. Ecan

cybbekT He cooTBeTCTBYeT kKpuTepusam CEPES, Anpektmnea CER no-npexHemy Hanaraet
0653aTeNbCTBO KOHCYNBTUPOBATLCA MEXAY rocyAapcTBaMmn-4aeHaMm B OTHOLLEHNN
COBMeCTHO ncnonsb3syemoin KB, nnn KB, npegoctaBnsatoLLel KpUTUYECKN BaXKHbIE YCayru
yepes rpaHuLbl, nam KBU, cBA3aHHOIM C KPUTUYECKN BaXXHbIMU Cy6beKTaMun B APYrinx
rocypapcreax-uneHax. Anpektrea CER TakXXe ycTaHaB/MBaET pexyM yBeLoMIeH s

06 NHUMAEHTaX BHYTPU CTPaHbl U MeXAy rocyAapcTBamMm-yieHaMn. ITOT pexmnm
npegycmMatpmBaeT CTporne TpeboBaHMS K CpOKaM HanpaBs/ieHUs yBeLJOMJIEHUIA.

Ha aBycTtopoHHeM ypoBHe KaHaga 1 CLLUA cBA3aHbl CNOXHOW CUCTEMOW COrnaLleHn,
NaaHoB W Npoleayp, yCTaHaBAVBaOLLNX Pa3iNYHbIe TUMbl U YPOBHW B3aUMHOTO
coTpyaHUYecTBa B 061acTy 3awmTbl KBU.”” 3T 4OroBOPEHHOCTY CBUAETEILCTBYOT O

75 MwuHucTepcTBO 060pOoHbI MipnaHanu (2021 r.), Cmpameauyeckoe ynpasneHue 4ype3gel4aliHbiMu Cumyayuamu:
Pykosodcmeo 3 — Ycmoliyugocme Kpumu4ecku 8axcHol uHgpacmpykmypel (Bepcus 2). JocTynHo no agpecy: https:/

assets.gov.ie/90683/7d83eda8-4ff1-4a42-9c22-2d614c8a2d28.pdf [aaTa obpalyeHns 21 nonsg 2025 r.] 3tot

NpakTUYEeCKMA NOAXOA MOXET 6bIThb M3MeHeH NMoc/e BCTyNAeHus B cuny Anpektunssl CER.

76 MMpaButenbcTBo HuaepnaHgos (3 anpens 2023 r.), Cmpameaus 6ezonacHocmu Kopoaeecmea HudepaaHdos. JocTynHO
no agpecy: h ://www.government.nl/ ments/ lications/2023/04/03/ rity-str -for-the-kin
the-netherlands [paTa obpaleHus: 4 gekabpsa 2024 r.].

77 MuUHNCTepCTBO BHYTpeHHei 6e3onacHocTu CLUA 1 MrnHMcTepcTBO 06LLleCcTBEHHON 6e3onacHocTy KaHaabl (2022),

C60pHUK MEXAHU3MO8 NOMOU{U 8 ynpaseHuu YpesssiyaliHeiMu cumyayusmu CLUIA u KaHaodsl. JocTynHo no agpecy:
https://www.dhs.gov/sites/default/files/2022-03/22_0329_us-canada-em-assistance-mechanism-compendium.pdf
[paTa obpaweHms: 21 nonsa 2025 ..
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nocteneHHoOM 1 nparMaTnyHOM noagxoae, NpUHATOM ABYMA CTPpaHaMW, K paClUMpeHnto
B3aMMHOW NMNoAAEPXKN PaCTyLLEro 4ncsia KpUtTnyeck Ba>KHbIX CEKTOPOB 11 BNAOB
AeATeIbHOCTW. KnroueBble AOKYMEHTbI BK/IOYakT B cebs:

» CornaweHune 2004 roga o COTpygHUYECTBE B 061aCTU HAaYKWN 1 TEXHONOTUIA AR
3aLUNTBI KPUTUYECKN BaXHON NMHGPACTPYKTYPbI M 6€30NacHOCTM rpaHnL, (Co3gaHune
MexaHM3Ma A5 NpoBefeHNA COBMECTHbIX HayUHbIX U TEXHONOTMYeCKMX NCCef0BaHNI
v paspaboTok);’®

» CornaweHvie 2009 rofia 0 COTPYAHWYECTBE B YNPaBieHNN Ype3BblHaHbIMN CUTYaLNAMUA
(cozgaHune KoHcynbTaTUBHOM rpynmbi);”®

» PamouHasa nporpamma 2009 roga o nepeMeLLeH TOBApPOB U NIH0AeN Yepes rpaHuLy
BO BPeMs 1 Nocsie YpesBblYaiHbIX CUTYaLUWI (BKItOYAs, B YaCTHOCTY, Ype3BblyaliHble
cUTyaumu, CB3aHHbIe C HanageHem Uan yrpo3oii HanageHwvs); 0

» TnaH gencteunii 2010 roga B OTHOLUEHNW KPUTUYECKN BaXKHON MHPPACTPYKTYpbI
(pa3paboTka KOMMIEKCHOrO TPAHCIPAHUYHOIO MOAX0AA K KPUTUYECKM BaXKHO
VHGpacTpykType 1 ycTonumsocTtn).?!

Ha cybpernoHanbHOM ypoOBHE O4HUM U3 MPUMEPOB TPAHCTPaHUYHOIO MexXaH3Ma
ABNAETCS MEMOPAHAYM 0 B3aumonoHumaHum (MOB), noanuncaHHbiv B 2006 roay
cTpaHamu beHnokca. 82 3ToT MHCTPYMEHT HaMpaB/eH Ha yydlleHne KoopAuHaLUn B
061aCTV yrpaBAeHUs PUCKaMU N KPUIUCHBIMU CUTYaLUAMY, BKIOYAs MHGOPMUpPOBaHME
06LLeCTBEHHOCTV 1 OPraHn3aLnto COBMECTHbIX yueHuii. MOB pacnpocTpaHseTcst Ha
KUNHLUNAEHTbI UAW aBapuK, KOTOpble MPOU30OLLAN UAKU MOTYT NPOU30MTI Ha TePPUTOPUM
O4HOV 13 CTOPOH 1 KOTOpPbIe BAEKYT WA MOTYT NOBJ/ieYb 33 CO60M TpaHCrpaHUYHbIe
nocneacTBmA, HE3aBNUCMMO OT TOTO, ABNAETCH /TN KPU3UC MPUPOLHBIM, TEXHNYECKUM

WNAW @aHTPOoNoreHHbIM». XoTss MOB 6b11 nojnucaH cTpaHamu beHnntokca 4o Toro, kak

ero noArnmcasLume CTOPOHbI MPUHAMN 3aKOHBbI, Kacatowmecsa KBY, oH, Tem He meHee,
PacnpoCTPaHSeTCs Ha MHLUMAEHTbI, 3aTparnBatoLLme o6beKTbl 1 CeTH, KOTOPble 06bIUHO
CUMNTAKOTCS KPUTUYECKN BaXKHBIMU, 0CO6EHHO B TPAHCMOPTHOM W SHEPreTUYECKOM CEKTOPaXx.

78 CornaweHune mexay npasntensctsoM CoefuHeHHbIX LLUTaTtoB AMepukn 1 npaButenscTtBom KaHazbl 0
COTPYAHMYECTBE B 06/1aCTN HAYKWN Y TEXHONOTUIA ANSA 3aLLNTbI KPUTUYECKN BaXKHOW MHPPACTPYKTYpbI U
6e3onacHocTu rpaHuy (1 nroHs 2004 r.). loctynHo no agpecy: https://www.dhs.gov/xlibrary/assets/agreement_us_
canada_sciencetech_cooperation_2004-06-01.pdf [aaTa o6paweHns: 21 nona 2025 r.].

79 CornaweHune mexay npasntensctsoM CoefmnHeHHbIX LUTatoB AMepukn 1 npaBuTenbcTeom KaHazbl 0
COTPYAHMYECTBE B yrpaBieHnM Ype3BblYaliHbIMU cuTyaumnsamu (12 gekabpsi 2008 r.). locTynHo no agpecy: https:/
www.state.gov/wp-content/uploads/2019/02/09-707-Canada-Emergency-Management-Cooperation.pdf [aaTa
obpatyeHus: 21 nons 2025 r.].

80 PamouHoe cornaweHne mexay KaHagon n CLLA o nepemellieH TOBapOB 1 NII0AeN Yepes rpaHuLly Bo BpeMs 1
nocne ypesBblyaHom cutyaumm (17 mast 2009 r.). JocTynHo no agpecy: https:/www.dhs.gov/xlibrary/assets/border_
management_framework_2009-05-27.pdf [aaTa o6patueHus: 21 ntona 2025 r.].

81 MnaH gerictBuii Kanagbl v CLUA no kpuTnyeckn BaxkxHon nHpactpykType (2010). JocTynHo no agpecy: https:/www
cisa.gov/sites/default/files/publications/ip-canada-us-action-plan-2010-508.pdf [aaTa o6paleHus: 21 nona 2025 r.].

82 MemopaHAyM 0 B3aVMOMOHMMaHWM N0 COTPYAHUYECTBY B 061aCTV yNpaBAeHNS KPU3NCaMU C MOTEHLMANbHBIMA
TPaHCrpaHUYHbIMK NocneAcTeaMu mexay Koponesctsom benbrus, Koponesctsom HngepnaHios n Bennkum

lepuorctBom Jltokcembypr (1 ntoHs 2006 r.). locTynHo no agpecy: https://wetten.overheid.nl/BWBV0003156/2012-
03-01 [paTa obpaLleHus: 4 sekabps 2024 r.] HeoPULMANbHBIV MEePEeBOA.
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PervoHanbHas NpakTMKa: N1aTpopmMa COTpyAHMNYECTBA CTPaH
CesepHoii EBponbi (2020 r.)%3

B 2017 roay ®uHnaHans, Hopserna n LLBeLna npoaoaxXuamn passrBaTth
TPexXCTOPOHHee COTPYAHMYECTBO B LiensX MOAFOTOBKM K BO3MOXHbBIM C605M B
TPaHCrPaHNYHbIX MOTOKaX KPUTNYECKM BaXXHbIX TOBAPOB U YCYyr. Pe3ynstaTtom cTa
OTYeT, OXBaTbIBAKOLLNIA CejytoLLe «06LeCTBEHHbIe CEKTOPbI»: KOMMYHMUKaL MK

n undpoBbIe CeTU, SHEpPreTrka, NMPoAOBOALCTBIE, PUHAHCOBAA NHGPACTPYKTYPA,
dapmaueBTMKa 1 TPAHCMOPT.

B oTueTe 661NV ONpeaeneHbl pasanyHbie 4eNCTBUSA, HanpaBaeHHbIe Ha
NHPOPMMPOBaHME NONNTUKOB Tpex CTpaH. Hanpumep:

» B3HepreTnyeckom cekTope 6b1710 NpeAnoXeHO pacnpuTb NHGOPMALMOHHYHO
6a3y, HEO6XOANMYIO /1A YIYULLEHVA NOC/e0BaTe/IbHOCTY B MPOBEeAEHNN
NONUNTUKMN, N y4aCTBOBAaTb B COBMECTHbIX MEPOMPUATUAX MO BbIABIEHWIO
nepekpecTHbIX 3aBUCUMOCTEN C APYTUMU CEKTOPAMMN.

» B npofoBOAbCTBEHHOM CeKTOpe 6bI0 MPeANoXKeHO N3yUnTb, Kak Hopeerns u
LLiBeunsa Mornuv 6bl nepeHsTb onbIT PUHAAHANMW, KOTOPAsA MOBbICKIA YCTONUYNBOCTb
CBOMX KaHaNoB pacnpejeneHns NpoAoBONbLCTBUSA, obecrneyrB bosiee yem TpeMcTam
(300) pO3HMYHBIM MarasrHam JOCTYN K 3/1eKTPUYeCTBY BO BPeMS OTKJIHOYUEHN
3N1eKTPO3HEPrnn NN APyrux cooes.

» Y10 KacaeTcd yrnpasaeHns KpUsncamu, B oT4eTe peKoMeHAYyeTCa NpoBecTu
npeAsapuTenbHOe pacc/ieoBaHme C Le/bio OLEeHKY B3aUMHO AOCTYNMHOCTH
aBTOLMCTEPH, TPY30BbIX KOHTENHEPOB U APYro TPAaHCNOPTHOW MHPPACTPYKTYpbI B
Pa3NYHbIX BUAAX Ype3BblYaVHbIX CUTYaLINN.

Kpome Toro, MexayHapogHOMY COTPYAHUYeCTBY B 06/1acT 60pbObl C TEPPOPU3MOM U
NPecTyrnHOCTBI0 MOTYT COAECTBOBATbL MeXAYHaPOAHbIe 1N pernoHasbHble opraHu3aumn.
Hanpumep, MexayHapoaHasa opraHusaunsa yronosHowm noavgum (MHTEPMON)
«obecneymsaeT 1 NOOLLPAET MaKCUMaJIbHO LUMPOKYH B3aVIMOMOMOLLb MeX Yy BCeMMU
OopraHamu yrosioBHOM NoaNLMK B paMKax 3aKOHOB, AeNCTBYIOLMX B Pa3HbIX CTpaHax,

1 B ayxe BceobLeii geknapayuu npas yenoseka».8* Yactb a1oii B3avmonomoLu
ocylecTBaseTcs B popme yBegomneHuii MHTEPIMO/la, koTopble NpesCcTaBAaOT cO60M
«MeX/YyHapOo/Hble 3anpochl O COTPYAHNYECTBE WUJIN OMOBELLEHWSA, MO3BOJIAOLLME NOANLNN
CTpaH-u1eHOB 06MEHNBATLCS BaXHON MHbOPMaLMeli, CBA3AHHO C MPeCcTynHOCTbIo». 8
KomMneTeHTHble opraHbl cTpaH-yieHoB VIHTEPIMO/la MOryT NoAyyunTb AOCTYM K 3TUM
yBeAOMNEHVAM, HEKOTOPbIe 13 KOTOPbIX MOTYT COAEPXaTb YHUKaNbHY MHPOPMAaLMIO,
nosiesHyto 4014 3awmnTbl KBU. Takre yBegoMNeHNA MOTYyT BKJIlOUaTb B cebs HGOopMaLuio,
coiepXallyrocs B OpaHxeBbIX YBeJOMNEHUSX, UCNOb3yeMbliX AN «NpeAyrnpexAeHns o

83 Ayna, W.; AMyHAceH, P.; byBapo, N.; Xappamu, O.; JinHarpeH, Ax.; CaxneH, B.; Begebpang, K. (2020), Koumuyeckue
cesepHble NOMoKU: compyoHu4yecmso mexoy PuHasHOuel, Hopeeaueli u LLlseyueli no 6e3onacHOCMU NOCMABOK U
3quume Kpumud4ecku 8axcHol UH$pacmpykmypel. JocTynHo no agpecy: https://rib.msb.se/filer/pdf/29100.pdf [gaTa
obpalleHuns: 4 gekabps 2024 r.].

84 YctaB MOYM-WHTEPMO/ (2023 r.). JocTynHO No agpecy: h ://www.interpol.int/en/content/downl
file/01%20E%20Constitution_2024.pdf [aaTa o6paLteHns: 21 nona 2025 r.].

85 WHTEPMOJ (6e3 aaThl), YBeAoMIeHMA. JocTynHO no agpecy: https:/www.interpol.int/en/How-we-work/Notices
[pnaTa obpaleHuns: 4 pekabpsa 2024 r.].
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CobbITUN, NNLE, 06beKTe UK NpoLecce, NPeACTaBAAIOLLEM CEPbE3HYH0 U HEMUHYEMYO
yrpo3y o6LLeCcTBEHHOV 6e30MacHOCTU», NN B P1ONeTOBbIX YBEAOMAEHUSX, NCMOb3yeMbIX
AN «NONCKA NN pacnpocTpaHeHns MHopMaLmm o MeToAax paboTbl NPeCTYNHNKOB,
06beKTax, yCTPONCTBAX U CNOCOBAX COKPbLITUSA, NCMOb3yeMbIX MPECTYMHUKaMM».

86

ObwupHas ceTb NOAMLENCKNX 6a3 faHHbIX IHTepnona nrpaeT BaXKHeNLY posib B
COZeViCTBUN MeXAYHapO4HOMY COTPYAHNYECTBY U 06MeHy nHopmaumein. VIHTeprnon
ynpasnget 19 noanueickummy 6asaMmy AaHHbIX, COAePXaLLMMN OBLIVPHbIN MaccuB
VHbOPMaLMK O MPeCTymnHKKax 1 NpecTynneHnsx,®’ Bkiouas nepcoHanbHble AaHHbIe

0 dU3NYECKNX TNLaX, CBEAEHNSA O TePPOPUCTUHECKMX OPraHn3aumnax n MHGoOpMaLmio

06 YKpageHHbIX 1 yTePSIHHbIX MPOe3HbIX AOKYMeHTaX. OT1 6a3bl JaHHbIX A4OCTYMHbI B
pexvme peasnbHOro BpeMeHu A1 cTpaH-yneHos VHTEPMON, 8 uto nossonsier um 6bicTpo
1 3G PeKTNBHO OBMEHNBATLCA CBEAEHUSIMU N U3BAEKaTb BaXKHY MHPopMaLMio. 3Ta
NHGOPMaLMA MOXET MCMOb30BaThCH B KA4YeCTBe OCHOBbI A5 OLIEHKN PUCKOB, pa3paboTku
LeneBblx Mep 6€30MacHOCTM 1 NOBbILLIEHWS 06LLen dusnyeckor bezonacHocTn KBU, yto B
KOHEYHOM NTOre CHMXaeT PUCK COBEPLLUEHNS YCNELLIHOMO TePPOPUCTUYECKOrO aKTa.

86 WHTEPMOJI (6e3 gaTbl), 06 yBegomneHusx. JocTynHo no agpecy: https:/www.interpol.int/en/How-we-work/Notices/
About-Notices [aaTa obpalueHus: 4 fekabps 2024 r.].

87 WHTEPMOJ (6e3 gaTbl), ba3bl gaHHbIX. locTynHO no agpecy: https:/www.interpol.int/How-we-work/Databases [gaTa
obpaleHuns: 4 gekabps 2024 r.].

88 WHTEPMOJ (6e3 aaTbl), basbl gaHHbIX. locTynHO no agpecy: https://www.interpol.int/How-we-work/Databases [aaTa
obpalleHuns: 4 gekabps 2024 r.].
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Coobpa>keHuUs
B o6nacTtum npaB
yesioBeka

3

MPABA
YE/NIOBEKA




1{

Teppopucmel npedcmaensarom
y2pP03y OCHOBHbIM @YHKYUAM
Kpumu4ecku eaxcHou
UHppacmpykmypel.
CmosikHys8wucs ¢ amou y2po30d,
2ocydapcmea, esnadenoysl/
onepamopsl Kpumu4ecku eaxcHou
UHppacmpykmypel U HaCmMHsole
OXPAHHbIE KOMNAHUU OO/IHCHbI
co6s1100amb 0653a0mesibcmea,
npedycMompeHHbsle KaK
HAOYUOHA/MbHLIM, MaK U
MeXCOYHAPOOHLIM NPA8OM,
8K/11040A hpaeo 8 0bsaacmu
npae 4yesoeeka.

»



3 CoobpakeHus B obs1actm
npaB 4yenoBeKa

TeppopunCTbl NPeACTaBAAOT Yrpo3y 0CHOBHbIM ¢dyHKUMaM KB B pernoHe OBCE. OHUK Takxe
ABNAOTCA «O4HOM V3 Hanboiee 3HaUVMbIX Yrpo3 MUpY, 6€30MacHOCTY 1 CTabUNbLHOCTY,

a Tak>Xe OCyLLeCTBIEHMIO MNPaB YesoBeka U CoLnaribHO-3KOHOMMYECKOMY PasBUTUIO

Ha npocTpaHcTee OBCE v 3a ero npegenamm».8% MpoTrBoaelicTBYS 3TOW yrpose u
pa3pabaTbiBas HeObXoAMMble MexaHn3Mbl 3aWwnTbl KBW, rocyaapctea, BnagesnbLibl/
onepatopbl KBU 1 yacTHbIe NOCTaBLUMKN YCIyr 6€30MNacHOCTU AOIXKHbI COH61H0AaTb
0653aTeNbCTBa, NPeAyCMOTPEHHbIe Kak HaLMOHAaAbHbBIM, Tak 1 MeXAYHapPOAHbIM
3aKOHO/AaTeIbCTBOM, BK/tOUasi B 06/1aCTV Npas YesioBeka. ITO NPaBo 3aKperieHo B
Pa3INUHbIX MeXAYHapOAHbIX AOKYMeHTax, Bktouas Obssatensctea OBCE,%? a Takxe

89 OBCE (2007 r.), PelweHune MocTtosiHHOro coseTa Ne 1063: KoHconnanposaHHas koHLenTyanbHas 6asa OBCE

ANa 60pbbbI € Teppopuamom (PC.DEC/1063), cTp. 4-5. locTynHo no agpecy: https://www.osce.org/files/f/
documents/f/3/98542.pdf [aaTa obpaLleHuns: 21 nons 2025 r.].

90 Cwm., Hanpumep, OBCE (2007 r.), PeueHne CoseTa MUHUCTPOB Ne 6/07: HYaCcTHO-rocyapCcTBEHHO NapTHEPCTBO B
npoTtmsogencTeum Teppopusmy (MC.DEC/5/07). JocTynHo no agpecy: https://www.osce.org/files/f/documents/
c/a/29572.pdf [gocTyn 21 nons 2025 r.] Cm. Takxe: OBCE (2015 r.), leknapauns MUHUCTPOB O NpeaynpexaeHnn n
NPOTMBOAENCTBUN HACUIBCTBEHHOMY 3KCTPEMU3MY U PaanKannsaumnm, BeayLmm K teppopusmy (MC.DOC/4/15),

npeambyna, NyHKTbl 51 7, nyHKT 3, 2015 1. JocTynHo no agpecy: https://www.osce.org/files/f/documents/b/e/212041.
pdf [gaTa o6paweHus: 21 vons 2025 r.].
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B MHOTOUMCeHHbIX pe3ontoumsax Coseta OOH no npasam yenoseka,’! feHepanbHo
Accambnen OOH%2 n CoseTa BesonacHoctn OOH.*3

MocTosiHHbIV coBeT OBCE «[noATBepXAaeT] 06513aTeIbCTBO roCyAapCTB-y4aCTHUKOB
NPUHUMAaTb Mepbl, HEOBXOAMMbIE AN 3ALUNTBI KaXKA0ro, KTO HAXOAUTCS NoZ UX
tOPUCAVKLIMEN, OT TEPPOPUCTUHECKUX aKTOB, N HEOBXOAMMOCTb TOrO, YTObbI BCE AelCTBMA
OCYLLLeCTBAANINCL MPUY COBMIOAEHNM NPUHLMNA BEPXOBEHCTBA NpaBa 1 Bcex 0683aTeNbCTB
Nno MexXAyHapoAHOMY MpaBy, BK/IOUYasa MeXAyHapoAHOe NpaBo NpaB YenoBeka, 6exeHckoe
Npago 1 rymaHuTapHoe npaso».>4 Takm 06pa3om, yripaenieHre o6a3aTeIbCTBaMm Mo
npaBam yenoseka B KOHTekcTe 3KBW aBnsieTcs He06XoAMMbIM ycoBUeM Anst obecrnieyeHns
3¢ PeKTMBHOro pearmpoBaHns rocyAapcTBa Ha TEPPOPU3M Ha OCHOBE BEPXOBEHCTBA Npasa.
Mepbl pearvpoBaHusi, Hecopa3MepHble TePPOPUCTUYECKON Yyrpo3e AN AnLLatoLLme Ntogei
VIX NPaB, MOTYT MNOATOKHYTb YA3BMMBIX NIVIL, B 06BbATWSA BEPOOBLLMKOB TeppoprucTos.®®
UT06bI NPEfOTBPaTUTEL NOA0OHbIE HENMpeaHaMepeHHbIe MOCAeACTBUS, NPaBa YesoBeKka
AOJIXKHbI YUNTBIBAaTLCSA KaK HA YPOBHE MOANTUKOB, Tak U UCMONHUTENAMMN, TaKUMW Kak
BnagensLbl/onepatopbl KBM 1 YacTHble MOCTaBLLMKN yCyr 6€30MacHOCTY.

Byayyn MHOroobpasHow oTpacabio NpaBa, NpaBa YesioBeka BKJIOYAKOT B Cceb4
npoLieccyasnbHble, CNeACTBEHHbIE FAPAHTUW, FaPaHTUN CNPaBeANBOro CyaiebHOro
pa3bupaTtenbCcTBa U NpaBa Ha HEMPUKOCHOBEHHOCTb YaCTHOM XXN3HW, @ TakXXe Ha 3aLLnTy n
6e30MacHOCTb JaHHbIX. Kaxjoe rocyfapcTBO 0643aHO0 yBaXaTb, 3aLLMLLATb U OCYLLEeCTBAATb
npaBa YenoBeKa, B TOM YnC/e NyTeM PeryanpoBaHnsa NoBeAeHNs HerocyAapCcTBeHHbIX
cybbekToB. NocneaHee 0CO6EHHO akTyanbHO B KOHTekcTe KBW, MOCKOIbKY rocyapCTBEHHbIE
OpraHbl 3a4aCTyHo y4aCTBYOT HapsAAy € YaCTHbIMW MOCTaBLLMKaMK ycayr 6e30nacHOCTY B
pa3paboTke 1 peannsayny mep 6€30NacHOCTY 1 3aLLMTbl AV B pearnpoBaHnn Ha HanageHns
Ha 06bekTbl KBW. TocyaapcTBO MOXET 3aKNto4aTh KOHTPAaKTbl C YaCTHbIMU OpraHmM3aunamMm Ha
onpejeneHHble ycnyrmn (HanpumMep, ¢ HaCTHbIMU OXPaHHbBIMU KOMMAHUAMU NI KOMMNAHUAMU
no 06paboTke AaHHbIX). [py 3TOM HekoTopble 06BbekTbl KB MOryT MOIHOCTBIO HAXOAUTLCSA

B YaCTHOW COBCTBEHHOCTU. PacnpoCTpaHeHHOCTb M 3HAYMMOCTb YaCTHbIX CyObEKTOB

B 3TOM 061aCTV MOTYT, TaKUM 06Pa30M, YCIOXHUTL BOMPOCHI O TOM, KOMY paspeLleHo

UTO AenaTb WA KTO HeceT OTBETCTBEHHOCTb BO BPeMs KPU3NCHOW CUTYaLLMK, TakoM Kak
TeppopucTnyeckasa ataka v ee NocsieCTBUS.

91 TleHepanbHasa Accambnes OOH (FTA OOH), CoseT no npaBam yenoseka (2022 r.), Pesontoumsa 51/24: Teppopusm n
npasa Yenoseka (A/HRC/51/24), npeambyna, NyHKTbI 2, 5, 6, 7 1 8; NyHKTbI 2 1 4. locTynHO no agpecy: https://docs.
un.org/en/A/HRC/RES/51/24 [paTa obpalieHuns: 21 ntona 2025 r.].

92 Cwm., Hanpumep, TA OOH (2018 r.), Pesontouua 72/189: 3almTa NpaB YenoBeka 1 OCHOBHbIX CBO6OJ, B YC/IOBUSX
60pb6OLI C Teppopusmom (A/RES/72/180). AocTynHo no aapecy: https://docs.un.org/ru/A/RES/72/180 [paTa
obpaueHuns: 21 nona 2025 r.]. Cm. Takxke UNGA (2006 r.), Pe3ontouns 60/288: InobanbHas KOHTpPTEppopmucTnyeckas
cTpaterns OpraHusaunm O6beanHeHHbIX Haunii (A/RES/60/288). AocTynHo no agpecy: https://docs.un.org/ru/A/
RES/60/288 [paTa obpalyeHus: 21 nrons 2025 r.].

93 Cm., BuacTHocTh, Cb OOH (2017 r.), Pe3ontoumsa 2341 (S/RES/2341), npeambyna, NyHKT 5 0 3aL4MTe KPUTUYECKMN
BaXXHOW MHPPACTPYKTYpbl OT TeppopucTUYeckmnx atak. locTynHo no agpecy: https://docs.un.org/ru/S/
RES/2341(2017) [paTa obpalteHuns: 21 nons 2025 r.].

94 OBCE (2007 r.), PewweHune MoctossiHHoro coseTa Ne 1063: KoHconmanposaHHasa koHLenTyanbHasa 6a3a OBCE Ana 60pb6obl
c Teppopusmom (PC.DEC/1063), cTp. 4-5. locTynHO no agpecy: h /IWwWw rg/files/f/ ments/f/3/
[paTa obpalteHus: 21 nons 2025 r].

95 Cm.MPOOH (2023 1.), [lyme k akcmpemu3my 8 Appuke: nymu 8epb08KuU U 861X00a U3 COCMABA BOOPYHEHHbIX
2pynn, cTp. 17-18. locTynHo no agpecy: https://www.undp.org/sites/g/files/zskgke326/files/2023-02/UNDP-
ourneyToExtremism-summary-2023-english.pdf [gaTa o6palyeHus: 21 nons 2025 r.]. 3gecb coobLyaeTcs, 4To
MOYTM MOJIOBMHA OMPOLLEHHbIX INL, MEPEeXUIV OnpeJeneHHoe KYeBoe CobbITne, KOTOPOe MOATONKHYO X
K MPUCOeAMHEHMIO K BOMHCTBYHOLL MM 3KCTPEMUCTCKMM FPYyNNUpoBKaM, npuyem 71 NpoLeHT onucanm Takmum
TPUIrepoM NepeHeceHHble Hacuane Nan HecnpaBeAanBoCTb CO CTOPOHbI MPaBUTENbLCTBA.
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OTa rnaBa C/y>XXUT OTNPAaBHOM TOYKOM ANS MOHVUMAaHWS BaXKHeMLLen poin 0683aTeNsCTB

B 06/1aCTV NpaB YesoBeKka B KOHTeKCTe 3awwnTel KB/ OT TeppopucTnyecknx atak, a Takxe
COLEPXUT HEKOTOPbIe 3aMeYaHus 06 X akTyasbHOCTU NPU PaCCMOTPEHUN CUCTEM
bum3nyeckon 6e30nacHOCT, YaCTHO-rOCyAapCcTBEHHO napTHepcTBa (UIM) 1 4pyrx BONPOCOB.
B faHHOW raBe paccMaTpUBaKOTCS TPY OCHOBHbIX BOMpPOCa:

1. YTo0 Takoe nNpaBa 4YenoBeKa 1 Kak OHW MPUMEHVMbI K Mepam Mo obecneyeHumto
dumsnyeckoin beszonacHocTn KBU?

2. Kakme HacyLHble BONPOCkl B 06/1aCTV NpaB YenioBeka ciefyeT yYnTbiBaTb Pa3paboTymnkam
NOAUTUKY 1 BRagensuam/onepatopam KBW npw cosgaHnm ctpyktyp 3KBIA?

3. Kaknm obpa3om TpeboBaHMA B 061aCTW NpaB YesoBeka MOryT No-pasHOMyY
NPUMEHATLCHA K FOCYAapPCTBEHHOMY 1 HEerocyapCcTBEHHOMY MepcoHany, paboTatoLemy
Ha obbekTax KBIA?

JTa rnaBa He siBnseTcA BCEO6'I:>€MI'II-OLLI,I/IM Manm mcyepnbiBakOWMM M3/10KEHNEM aCNeKTOB
npaB yenoBeKa B JaHHOV Teme. TeM He MeHee, B Heli yNOMUHAKTCA NPoAo/IXKatoLmecs
ANCKYCCW, a AONONTHUTENIbHbIE CCbITIKU MOXXKHO HaWTV B cHockaxX. OCHOBHbIM OH6BEKTOM
aHanv3a B JaHHOM pa3zere ABAATCA OCHOBHbIe gorosBopbl OOH ro npasam yenoseka,’®
NMOCKObKY OHM 06pa3yoT 06LLLYH OCHOBY MPaBOBbLIX 0643aTeIbCTB, PasAenseMblX BCEMU
rocysapcreamm-yyactHmukamm OBCE. Mpu He06X0AMMOCTY TakxXe LIUTUPYHTCS cyAebHas
NpPakTKa, HOpMaTUBHbIE aKTbl N pEKOMeHAaUNN APYTNX COOTBETCTBYHOLLNX MEXAHN3MOB,
BK/IHOYasi PErmoHasibHble MPaBoO3alLNTHbIE MeXaHN3Mbl, MeXAYHapPOAHbIe YroN0BHble
TpUBYHaNbl N HaLMOHaNbHbIE CyAbl. HakOHel, B AaHHOW rnaBe akLeHT AenaeTcs Ha
npaBe B 06/1aCTV NpaB YenoBeka. B cBA3W € 3TUM Apyrie oTpacan NpaBa, Takme Kak
MeX/yHapOoAHOe ryMaHuTapHoe Npaso, BLIXOAAT 3@ PaMKy AaHHoM rnasbl.?’

3.1 MNpaBa yenoseka n NX NpuuMeHeHue

MNpaBa yenoBeka HanaratT Ha rOCYAapCTBa LpUANYecke 0ba3aTenbCTBa MO 3allmTe

Nofeit 1 obecneyveHo onpeseneHHbIX CTaHAAaPTOB 06paLleHns 1 XN3HW. OHW BbITeKatoT

3 HECKOJIbKMX NCTOUYHWKOB, NPexXJe BCero n3 MexXxzayHapoAHbIX/permoHanbHbIX

[OrOBOPOB, KOTOPble roCYAapCTBa JO6POBOJILHO NOANMMCANN U PaTUGULIMPOBANN, TaKUX Kak
MeXAYyHapOAHbIA MNaKT O rPaxaHCKmUX 1 nonntudeckmnx npasax (MMAMTIM), EBponeiickas
KOHBEHLMA O MpaBax yesoBeka ninm MexamepukaHcKasa KOHBEHLMA O MpaBax YesoBeka.
MNpaBa yenoBeka Tak>Ke BbITEKAIOT 13 06bIYHOMO MpaBa, KOTOpoe ABNAETCS 06A3aTeNbHbIM
AN rOCYAAPCTB HE3ABUCKMO OT paTudUKaLmMm UMK Kakoro-nn6o gorosopa.’® B o6omx
CIyyasnx rocyaapcrBa AO/KHbI 06ecneyvnTb Haanye BHyTPeHHen NpaBoBOY 1 MOANTNYECKO
6a3bl, KOTOPAs NpPaKTUYeckn 1 3GPeKTUBHO rapaHTUpPyeT OCyLLLeCTB/IeHVE NpaB YenoBeka.

96 Cwm.: OpraHusauuns ObbegrHeHHbIx Haunii (6e3 gaTtbl), OCHOBHbIE MeXAYHapOAHble JOKYMeHThI Mo NpaBam Yenoseka
1 X KOHTPOJIbHbIE opraHbl. locTynHo no agpecy: https:/www.ohchr.org/en/core-international-human-rights-
instruments-and-their-monitoring-bodies [faTa 06palleHus: 4 fekabps 2024 r.].

97 He3aBUCMMO OT NPUMEHUMbIX CBOAOB 3aKOHOB, y4eHble B 061acTu NpaB yenoBeka u akcnepTel OOH pekoMeHAyoT,
4YTOObI TEPPOPU3M «B MEPBYIO OYepeAb paccMaTpmMBascs Kak cepbesHas popma NpecTynieHns 1 C HUM 60ponCb
B paMKax napaAmurMbl MpaBoOXpPaHNTeIbHbIX OPraHoB», a He B paMKax NpasBa BOOPY>XeHHOro KOHGANKTa O
BeZeHUN 60eBbIx AeNcTBUIA. cTouHmk: M. LUeliHnH (2022), «Teppopur3m», B Mex0yHapoOHOM npase npas Yyesosekda,
yeTBepTOe M3AaHue, NoA peaakumnert Moakan, A.; LWaxa, C.; CneakymapaHa, C.; Xappuca, A. (Okcdopa: N3aatenscTeo
Okcpopackoro yHusepcuteTa), cTp. 608.

98 Cwm., Hanpumep, LLabac, B. (2021 r.), O6e14Hoe mexcdyHapodHoe npago npae Yenoseka (Okchopa: N3aaTen-cTBo
OKcpopACKOro yHUBEpCUTETa).
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KoMMeHTaTopbl YacTo ONMCbIBatOT 0683aTeNbCTBA rocyAapcTB B 061acT NpaB YenoBeKka
KaK TPeXCTOPOHHMeE, COCTOSLLME N3 0683aHHOCTU 3aLLMLLaTb, 0693aHHOCTM CObtoAaTb U
06a3aHHOCTM ocylecTBAATh.%? MpoLie roBops, 3TO 03HAUaeT, UTo Kax/Joe NPaBo Yenoseka
B/ieYeT 33 COH60M 0653aHHOCTb:!

> CobNtoAaTh: BO3AEPXKMNBATLCSA OT AACTBUIA, KOTOPbIE MOTYT NMOMELLATh OCYLECTBAEHMIO
Npae YenoBeKka UAn HapyLwmnTb UX;

> 3aWMuiaTh: NPUHUMATL BCe pasyMHble Mepbl A/ NpeAoTBpaLLeHNs HapyLUeHii
Vi 3710ynoTpebieHnii MpaBaMy YeloBeka, B TOM YMC/Ie CO CTOPOHbI TPETbUX /INLL
(HanmpyMep, YaCTHbIX NPeANPUATUI);

> OCyLWecTBAATb: NMPUHMMATL NO3UTVBHbBIE Mepbl, TakMe Kak «COOTBEeTCTBYoLME
3aKOHOAATEIbHbIE, aAMUHNCTPATUBHbBIE, 6I0AXETHbIE, CyAeBHbIE U MHbIE Mepbi» AN
obecreveHns MoAHOMo OCyLLeCTBIeHUs Npas Yenoseka.'?®

MpaBa YenoBeka AeNCTBYIOT Ha BCE TEPPUTOPUN rOCYAapCTBa N BCAKNIA pa3, KOraa
roCyapCTBEHHbIE areHThbl OCYLLIECTBAAIOT onpe/e/ieHHbIN ypoBeHb koHTpons. 0!
Hanpuvmep, rocysapcTBO MOXET HeCTV OTBETCTBEHHOCTb 3a HapyLleHMe nNpaBa Ha XW3Hb
WA NpaBa He NoABepraTtbCs NbITKaM, KOr4a ero AencTBre BAsSeTCs «He0bXo4MMbIM
3BEHOM B NMPUYMNHHO-CNeCTBEHHOW Liernoyke», HeNnoCpeACTBEHHO BeAyLLEN K
npeAckasyeMoMy pUCcKy HapyLleHus TpeTbeli ctopoHoit.'®? TocysapcTea Takke 0653aHbI
cobntogaTe MexayHapoHoe NpaBo B 061acTV NpaB YesioBeka Npuv BbIMOJIHEHNUN
pesontounli CoseTa besonacHocty OOH.1%3

OrpaHuYeHusa u oTCTYN/IeHUA

MpaBa yenoBeka 3aLMLLAIT KaXJ0ro; 3TO KacaeTcsd Kak MHOCTPaHHbIX FrpaxjaH,
HaXoAALWMXCA Ha TEPPUTOPUM FrOCY[aPCTBA, TaK U COBCTBEHHbIX areHTOB rocyapcTBa,
TakMX Kak BOOPYXEHHbIe CU/1bl, MPaBOOXPaHUTE/IbHbIE OPraHbl MW COTPYAHUKN CYX6
6e3onacHocTn.'® XoTa NnpaBo B 06nacTn Npas YenoBeka MPUMEHNUMO BCeraa, CBoJ 3aKOHOB
[OCTaTOYHO rMBOK, YTOObI yUMUTBIBATb pa3inyHble TpeboBaHWA 6@30MacHOCTY, C KOTOPbIMU
MOryT CTONKHYTbCA rocygapcTsa npu 3awmte KBU. OcHoBHLIM criocobom obecnedeHus
3TOM rMBbKOCTU ABNAGTCA 3aKOHHOE 02paHUYeHUe HeabCoNOTHOro NpaBa YesoBeka,

99 (™., Hanpumep, Komunccmnsa OOH no npasam venoseka (1987 r.), loknaz o npaBe Ha JOCTaTOYHOE NTaHUe Kak
npase YenoBeka, MpeAcTaBAeHHbI r-HOM AcobepHoM diige, CneumanbHbiM goknagunkom (E/CN.4/Sub.2/1987/23).
[JlocTynHo no agpecy: https://documents.un.org/doc/undoc/gen/g87/120/48/pdf/g8712048.pdf [aaTa obpaLLeHus: 21
nonsa 2025 r..

100 MexpayHapogaHas komunccus topmnctos (MKHKO) (1997 1), MaacTpuxTckne pykoBoasaLMe NPpUHLNMALI MO HapyLLIeHVAM
3KOHOMUYECKMX, COLManbHbIX U KYNbTYPHbIX Mpa., nap. 6. locTynHo no agpecy: https://www.refworld.org/policy/
legalguidance/icjurists/1997/en/63964 [paTa obpalleHus: 21 nons 2025 r.].

101 KomuteT OOH no npaBam Yenoseka (2004), 3ameyaHue obuiero nopsigka Ne 31 [80]: XapakTep obLuero
IOpUANYECcKoro 06a3aTeNnbCTBa, HajlaraeMoro Ha rocyAapcTea - ydacTHukoB MakTta (CCPR/C/21/Rev.1/Add.13),

nap. 10. JocTynHo no agpecy: https://www.refworld.org/legal/general/hrc/2004/en/52451 [paTa obpaLieHuns: 9
Aekabpsa 2024 rogal.

102 Cwm., HanpumMep, Komutetr OOH no npaBam Yenoeka (2009 r.), Moxammag MyHad npotus PymbiHum (CCPR/

C/96/D/1539/2006), nap. 14.2. locTynHo no aapecy: https://www.refworld.org/jurisprudence/caselaw/hrc/2009/

en/70157 [mo cocTosaHWUo Ha 21 urona 2025 r.].

103 Kagu npoTus CoBeTa EBponeiickoro Cotosa 1 Komuccum EBponericknx Coobuiects, C-402/05 P n C-415/05 P,
Esponerickunii Coto3: Cyg EBponerickoro Cotosa (CJEU), 3 ceHTAabps 2008 r. JlocTynHO no agpecy: https:/www.
refworld.org/jurisprudence/caselaw/ecj/2008/en/97735 [paTa obpaLleHuns 21 nronsa 2025 r.]; Anb-xensa npotms
BennkobputaHuu, 3aasneHne Ne 27021/08, CoseT EBponbl: EBponerickinii cy4 no npasam yenoseka (ECMY), 7 nonsa 2011
r. JoctynHo no agpecy: https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-105612%22]} [saTa obpaLyeHns 18 mas
2025r.]; Haga npoTus LLBeliuapuu, pewweHune oT 12.9.2012 [GC], ECNY, aBryct-ceHTs6pb 2012 1. locTynHO Mo agpecy:
https://hudoc.echr.coe.int/fre?i=002-6434 [paTa obpalieHus: 21 nona 2025 r.].

104 OBCE (1994 r.), Kosekc noBeAeHMs, KacaroLMiACcs BOEHHO-MONUTNYECKMX acnekToB, naparpad 32, AOCTYMHO No
aapecy: https://www.osce.org/files/f/documents/d/f/41359.pdf [aaTa obpawieHus: 21 nonsa 2025 r.]; SHrenb NpoTns

Hupepnangos, ECMY, 8 vtoHsa 1976 1., n. 54. locTynHo no agpecy: https://hudoc.echr.coe.int/eng?i=001-57479 [paTa
obpatyeHus: 21 nrons 2025 ).
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KOTOopoe Npu onpeAeneHHbIX 06CTOATeNbCTBAX CyXaeT chepy NpUMEHeHNS 04HOro

npaBa. B MckNOUMTENBbHBIX CNyYasx rocysapcTBa MOryT 6onee LWMPOKO OrpaHMYMBaTh
onpejenieHHble rpaXAaHckne 1 NoANTNYecKMe NpaBa NocpeAcTBOM 0mMCcmynaeHuUs oT HUX
BO BpeMsi YUpe3BbI4aNHOro NofoxeHnst. OrpaHNYeHNst N OTCTYNAEHUS NOAPO6HO ONMCaHbI B
CneAyloLmx ABYX passenax.

OrpaHunyeHus

OrpaHunyeHus NpeacTaBASIOT CO60 OrpaHNYeHNs Npas YeoBeKa, NpesycMoTpeHHble
COOTBETCTBYHLLMM NONOXKEHNEM MeXAYHAaPOAHOro Jorosopa. Hanpumep,

orpaHun4YeHue npasa Ha cBO6OAY U INUYHYIO HEMPUKOCHOBEHHOCTb, KOTAa COTPYAHUK
NPaBOOXPaHNTENbHbIX OPraHOB MPOU3BOAUT 3aKOHHbIN apecT. OrpaHnYeHus, B OTanYMe
OT OTCTYMJIEHWI, He TPebyoT Ny6ANYHOIrO 06BABNAEHNSA YPE3BLIYAHOIO MOMOXKEHWS.
OfHaKo OHW He NPeAOoCTaBAAT Kapm-610HW Ha OrPaHNYeHre NpaB YesoBeka. 3akoHHoe
orpaHunyeHue npas YesoBeKa JO/KHO 6bITh:

MpeaycmoTpeHoO 3aKOHOM Jltoboe orpaHnyeHve A BMeLLATeNbCTBO B NPaBa Yel0Beka JOKHO MMEeTb
AOCTaTOYHO ACHYHO, AOCTYMHYH 1 Npe/cKasyemyt OCHOBY BO BHYTPEHHEM
rnpase (MPUHLXM 3aKOHHOCTWN).

Heo6xoanmbim/ focyfapcTBO AOMXKHO YCTAHOBUTb, YTO OFPaHNYEHNE HEOBXOAMMO Y

onpaBgaHHbIM onpaBAaHO B AeMOKpaTNYeckoM o6LecTBe A5l 4OCTVXEHNS 3aKOHHO
Lilesin, TakoM Kak 3almTa HauoHanbHoM 6€30MacHOCTY, 06LLeCTBEHHOIO
nopsiAKa, 340P0OBbs NN HPABCTBEHHOCTU HAaceIeHUst UAW NpaB 1 cBo6os,
APYTUX UL (MPVIHLMM HEOB6XOAMMOCTN).

Copa3mepHbIM OrpaHunyeHue J0NXHO 6bITb COPa3MEPHO 3aKOHHOW Lie/in. 3TO O3HaYaer,
4YTO OHO J0JIKHO BbITb «HaMeHee OrpaHNYNTENIbHON Mepoii» ANS
LOCTUXKEHMUA 3aKOHHOM Lienu (MPUHLMMA COpa3MepPHOCTH).

HeAVWCKPUMMHALMOHHBIM Nto6oe orpaHuyeHre, He NMeroLLee pa3yMHOro 060CHOBAHNS 1
AB/AIOLLEECH HECOPAa3MEPHbIM, CUNTAETCH ANCKPYMUHALMOHHBIM.
B koHTekcTe 60pb6bI C TEPPOPU3MOM 0CO60€ BHUMAHME ClesyeT
YAENATb TOMY, UTO6bI HE MPUHUMANUCL U/VUAW HE MPUMEHSINCL MepbI,
AVNCKPYIMUHMPYIOLLME UCKOUYNTENBHO MO NMPU3HAKY packl, peanruu,
HaLMOHaNbHOCTW UAW 3THUYECKOV NPUHAANEXHOCTU.

OrpaHMYeHns NPeACTaBASOT CO60M NCKAOYNTENBHBIN pexnM. CnejoBaTenbHO,
orpaHnYeHme He JOKHO NPUMEHSTLCSA TaKMM 06pa3oM, UTo6bl OCyLLeCcTBAEHME
AAHHOIO MpaBa CTasfo UCK/IKOYeHVeM, a He NpaBuioM. KpomMe Toro, HeEKOTopble NpaBsa

He VMeloT AeNCTBUTENbHbIX OTPaHUYeHUA, MepeYncaeHHbIX B yCTaHABAMBAOLLEM UX
AOroBOpe, 1, TaKUM 06Pa3oM, MOryT 6bITb OFrpaHUYEHbI TOJIbKO MOCPEACTBOM 3aKOHHOIO
OTCTYNAEHWNS (CM. HUXE). ipyrve NpaBa, HanpuMep, NPaBo He NoABepraTbCs NbiTKam

AN APYTM BUAAM XECTOKOro 06paLleHnsi, MpaBo Ha HEAUCKPUMUHALMNIO U HEKOTOPbIE
3/1eMeHThI MpaBa Ha cnpaBeAINBoOe cysebHoe pa3bupaTenbCTBO, TakMe Kak npesyMnuuns
HEBWHOBHOCTM, SIBASIOTCS @aBCONMOTHLIMU MPaBaMu 1 He MOTYT 6bITb OrpaHUYeHbl HU MpU
Kaknx 06CToATeNbCTBAX.

OTcTynneHus

B HekoTopbIX pesfknx 06CTOATEeNbCTBAX INLA, OCyLLecTBAAOWMX 3awnTy KB, moryT
[elicCTBOBATb BHe CTPOrmx TpeboBaHuii B 061acTy NpaB vYenoBeka. 370 ABASETCS
pe3ynbLTaToM OTCTYMJIeHUs, KOTOpoe NpeAcTaBaseT coboi NybanYHoe yBeJOMIEHNE O
BPeMeHHOM HernpuMeHeHUN OTAENbHbIX Mep 3aLLMTbl MPaB YesioBeka, BbIHECEHHOE B
COOTBETCTBUM CO CTPOrow MpoLeAypori.
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O60CHOBaHHOE OTCTYM/IEHMNE AOMNYCKAETCA TONLKO B UCKIOUNTENBHOM cMTyaumm,
BO3HVIKLLEN B pe3y/bTaTe HEMUHYEMOrO YPe3BbIUaliHOro NOOXEHUS, YIPOXaKOLLEro
XU3HW Haum.'% [1ns oTcTynneHns ycTaHoBAeHa Bbicokas naaHka. Hanpumep, yuactue
B BOOPY>XEHHOM KOHMIMKTE Camo Mo cebe He ABNAETCA 40CTaTOUHbIM OCHOBaHVEM ANs
otctynnenus,'% nostomy eanHnuHoe HanageHvie Ha KBU He o65a3aTenbHO MOXeT
CTaTb OCHOBaHUEM ANt OTCTynAeHUa. OTCTYMIEHUE JO/XKHO 6bITh HEOBXOANMbBIM U
copasmepHbIM.

Kpowme Toro, oTcTynaeHune gBaseTca BpeMeHHon Mepoii. [leficTBre npaB MOXeT 6bITb
«MPUOCTAaHOBIEHO TOMBKO B Liensx [...] ckopeliero BO3BpaLLeHnsa K HopManbHOMN
x13HW».1%7 [1ns Toro, uTo6bLI CYy6LEKT AeNCTBOBAN B COOTBETCTBUM C 060CHOBAHHbLIM
OTCTYNNEHMEM, OH A0/IXKEH 6bITb ABHO U NY6ANYHO YNONHOMOYEH Ha 3T0. MexayHapoaHble
[OKYMEHTbI MO NpaBaM YenoBeka NPSAMO YKa3bIBaOT, UTO HEKOTOPLIE MpaBa, Takme Kak
NpPaBo Ha XW13Hb, NPaBO He NOoABePraThCs NbITKaM 1 APYrM BUAAM XECTOKOro obpalleHuns,
3anpet pabcTBa M MPUHLXN HEAOMYCTMMOCTU Haka3aHUsa 6e3 3aK0Ha, SBASHTCSA
HeoTMeHsieMbIMW 1, C/ie0BaTeNIbHO, AeNCTBYIOT BCErfa, Aaxe BO BPeEMS Upe3BblHaHOIro
nonoxenus.'%8

OrpaHUYeHuns N OTCTYNJIEHUA: TeppopuUcTUYecKme atakm

B kakux cnyyasax Teppopuctuyeckast ataka Ha KBV gaet ocHoBaHWUA 415 orpaHnyeHns

WA OTCTYNAEHWA OT HOPM NpaBa B 061acTy Npas vesioBeka? TeppopraM He nmeet
eAINHOro 06LLENPUHATOrO onpeseneHns B MeXAyHapoAHOM NpaBe; B II060M cny4dae
«TEPPOPUCTUYECKMIA» XapaKTep aTaku He MeHsleT 0683aTeNbCTB rocyAapCcTBa 1 ero
areHToB B 06nacTu npas venoseka.'®® Kputepu oLeHKM 3aKOHHOCTIN OrpaHNUYeHns Unn
OTCTYM/EHMS OCTAKTCH HEeN3MEHHbBIMWN He3aBNCKMO OT XapakTepa yrposbl. [losTomy ntoboe
npegnaraemMoe orpaHuyeHne HOpM MeXAyHapoAHOro npasa B 061acTu NpaB YenoBeka
noTpebyeT MHAMBUAYANBHOW OLEHKN BEPOSATHOCTU, HEMUHYEMOCTU U CEPbE3HOCTU BPeaa,
a Tak>Xe 3aKOHHOCTU, HE0BXOAMMOCTM N COPAa3MepPHOCTM NpeanaraemMbiX rocyfapCcTBOM Mep
pearvmpoBaHus.

OpHako aTaka Ha KB/ MoXeT c/ly>XUTb 3aKOHHbIM OCHOBaHMEM A5 OrpaHUYeHns
HeKoTOopbIX NpaB. Hanpumep, ecnu cyLlecTByeT HeNocpeACTBEHHAs Yrpo3a XU3HMK,
CNyX6bl pearnpoBaHns MOryT MMeTb MPaBo NPUMEHUTb CMepTebHYH CUTY B LIeNSX
CamMo060poHbl. OTCTYMIeHNS, HAaNPOTUB, TPEBYHOT 60onee BbICOKOM CTENEHU Yrpo3bl.

105 TpyAHO OAHO3HAUYHO OMpeAennTh, YTO ABAAETCA U He ABASETCS «Upe3BblYaiHOl CUTyauMein, yrpoxatoLen
XW3HU HaLMM», MOCKOJIbKY 3TO TpebyeT KOMMIEKCHOW U MHANBUAYaNbHOM OLeHKN Kaxgoro cnyyas. OgHako
MeX/JyHapoaHble CyAebHble MexaH3Mbl PacCMaTpUBaloT, cpedu npoYe2o, cneaytoline Kkputepun: (1) BepoATHOCTb,
Hen36exHOCTb 1 TAXeCTb BpeAa; (2) BANSET N Ype3BblvaliHas CUTyaLmns Uaun ee NOCNeACTBUA Ha BCe HaceNeHue;
(3) ABnsOTCA NIV NpejnaraemMble Mepbl CTPOro HeO6X0AMMBIMY ANS pa3peLleHns YpesBblyaiHon cutyaumnn. Cm.,
Hanpumep, «[peyeckoe geno» (JaHus, Hopserus, Lseuns n HnaepnaHasl npoTtue Mpeuwnn), ECHR, 1967 r. JlocTynHO
no agpecy: https://hudoc.echr.coe.int/eng?i=001-167795 [aaTa obpalieHus: 21 nrona 2025 r.].

106 KomuTteT no npaBam Yyenoseka (2001 r.), 3ameyaHue obLero nopsigka Ne 29: UpesBbluaiHoe nonoxeHue (Ctratbs 4)
06 OTCTYM/IeHUAX OT NPaB B CBA3M C Ype3BblyaliHbIM nonoxeHrem (CCPR/C/21/Rev.1/Add.11), nyHKT 3. loCTynHO Mo

aapecy: https://hrlibrary.umn.edu/russian/gencomm/Rhrcom29.html [gaTa obpaweHuns: 21 nrons 2025 r.].

107 bropo OBCE no geMokpaTuyecknmM MHCTUTYTaM 1 npaBam Yenoseka (BAWMY) (2007 r.), bopsba ¢ meppopuzmom
u 3aujuma npas yesnoseka: Pykosodcmeo, cTp. 87. locTynHo no agpecy: https://www.osce.org/files/f/
documents/f/9/29104.pdf [gaTa obpalyeHus: 21 nons 2025 r.].

108 Cm. A OOH (1966 r.), MexayHapOoAHbI/ NakT 0 rpaxAaHCKMX 1 NOANTUYeCKMX NpaBax, Treaty Series, 999, 171, cT. 4;
EBponelickunii cys no npaeam yenoseka, CoseT EBponbl (1950 r.), KOHBeHLMSA 0 3aLMTe NpaB YesioBeka N OCHOBHbIX
cBobog (EBponelickast KOHBEHLMSA O MpaBax Yenoseka c nonpaekamu), European Treaty Series - Ne 5, CT. 15;
KomuteT OOH no npaeam venoseka (2001 r.), 3ameuaHune obero nopsgka Ne 29, CT. 4 06 oTCTynneHNAX BO BpeMs
upesBblyaHoro nonoxeHusa (CCPR/C/21/Rev.1/Add.11).

109 BAWMM (2007 r.), bopsbba ¢ meppopu3mMom U 3auuma npas Yesnoseka: Pykosodcmeo. [LocTynHo no agpecy: https://www.
osce.org/files/f/documents/f/9/29104.pdf [aaTa obpaLueHus: 21 nrona 2025 r.].
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Hanpumep, ®paHuusa caenana otctynneHme yepes MMM n EBponelickuia cyg,

no npasaM yenoseka (ECMY) nocne HanageHus Ha TeaTp BataknaH B 2015 rogy.'°
MepBOHayYanbHOe OTCTYNAEHWE A/INI0Ch TPYU MecALa 1 6blJ10 BBEAEHO A8 paCLUpPeHNs
NOJIHOMOYMIA MPaBOOXPaHUTENbHbIX OPraHOB, XaHAAPMOB 1 BOEHHbIX B 6opbbe ¢
npeanonaraemMoin HenocpeACTBEHHOW Yrpo30li AaNbHenLwmnx HanageHuii. BenvkobputaHmns
cAenana oTCTynjeHre OT MpaBa Ha CBO6OAY OT MPOM3BONbLHOIO 3aepXaHunsa nocie
TeppopucTnyeckmx atak 11 ceHTs6ps 2001 roga B CoeagnHeHHbIX LLTaTax, npeasunas
aHanornyHoe HanageHve B BennkobpuTtaHuu. Takoe oTCTynaeHVe 6blJ10 MPU3HAHO
6pUTaHCKUMKM CyaaMu HegeicTBuTensHbIM.M 3To npounsowno notomy, Uto HanageHve
B CoeanHeHHbIX LLITaTax, B OTCYTCTBME KOHKPETHbIX pa3BeAAaHHbIX O HaABUMaloLLLeMCS
HanajeHun Ha BennmkobpmnTaHuto, He ONpaBblBano HEOOXOAMMOCTb MPUHATUSA TaKNX

paAvkanbHbIX OTBETHbIX Mep.'1?

3.2 YyacTue TpeTbUX JINL B 3aLLNTE KPUTUUECKN
Ba>XHON MHPPaCTPYKTYPbI

3awwmTta KBN aBnsaeTca chepoli rocysapCcTBEHHOMO ynpaBieHs, TeCHO CBA3AHHOM C
yacTHbIM cekTopoM.' 310 nprsHaHo B PeweHnn CoseTa MUHUCTPOB OBCE Ne 5 0T 2007
rofia 0 YacTHO-rocyAapcTBEHHOM NapTHEPCTBE B 6opbbe C TeppoOpPU3IMOM:

focygapctBa-y4acTHkU OBCE «[MpM3HatoT] MOSI€3HOCTb COBMECTHbIX YCUINIA OpraHoB
BNACTWN M YaCTHOrO ceKTopa (rpaXk4aHCKoro o6LLecTBa 1 4e/10BOro CoobLLecTBa)

Mo NPOTMBOAENCTBUNIO TEPPOPU3MY B paMKax JO6POBOIbHOMO COTPYAHNYECTBA,
OCHOBAHHOTIO Ha MPUHLMMNAax NapTHEPCTBA M B3aMIMHOIO J0BepUs, C LeNbho
yKpenneHus 6e30nacHOCTA 1 NONyYeHUsi O4EBUAHBIX BbIFO A5 BCEX CTOPOH. B 370l
CBSI3M BO BCEX MePONpUATUSIX HEOBXOAMMO, B YUaCTHOCTH, YUUTbIBATb BOMPOCHI: [...]

110 Cm. CoeT EBponebl (1950 1.), KOHBEHLMSA 0 3aL4MTe NpaB YesoBeka M 0OCHOBHbIX cB0604 (ETS Ne 005). JocTynHO no
aapecy: https:/www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=005 [gaTa o6paLieHns:
21 nionsa 2025 ] ; Yka3 Ne 2015-1475 o1 14 Hoa6ps 2015 1. 0 npuMeHeHnn 3akoHa Ne 55-385 o1 3 anpensa 1955 . o
ypesBblYaiHOM NosoxeHnn Bo PpaHumn. JocTynHo no agpecy: https://treaties.un.org/doc/Publication/CN/2015/
CN.703.2015-Eng.pdf [saTa obpaweHuns: 21 nons 2025 r.].

111 Cwm. CoBeT EBponebl (1950 1.), KOHBEHLMSA 0 3aL4MTe NpaB YesoBeka M OCHOBHbIX cB0604 (ETS Ne 005). JocTynHO no

agpecy: h J/Iwww int/en/web/conventions/full-list?m le=tr - il&tr nums= [paaTa obpaleHus:
21 nions 2025 r.] ; Yka3 Ne 2015-1475 o1 14 Hoa6ps 2015 1. 0 npuMeHeHnn 3akoHa Ne 55-385 o1 3 anpensa 1955 . o
uUpesBblYaHOM NoNOXKeHNW BO ®paHumm. JocTynHo no agpecy: h ://treati n.org/doc/Publication/CN/2015/

CN.703.2015-Eng.pdf [saTa obpaweHus: 21 nona 2025 r.].

112 Cm.: A v gpyrune npoTmB focyaapcTBEHHOIO cekpeTapst MMHUCTePCTBA BHYTPEHHNX Aefl, anaTa 1opAoB
BennkobputaHum, 2005 r., UKHL 71, 2004 r. locTynHo no agpecy: h /A lication rliamen
1d200506/Idjudgmt/jd051208/aand-1.htm [aaTa obpatyeHuns 21 ntrons 2025 r.]. Cm. Takxe: A. 1 Apyrvie npoTuns

BenunkobputaHun, ECMY, 2009 r. JlocTtynHo no agpecy: https://hudoc.echr.coe.int/eng?i=002-1647 [faTa obpalyeHuns:
21 nona 2025 r.].

113 CM., HanprMep, CCbIIKW Ha roCcyAapCTBEHHO-YaCTHOE NMapTHEPCTBO B Npeambyne, a Takxke B MyHKTe 5 MoCTaHOBASOLLe
yacTu Pesontoumm 2341 (S/RES/2341) CoseTa besonacHocTn OOH (2017 r.).JocTynHO no agpecy: https://undocs.org/
Home/Mobile?FinalSymbol=S%2FRES%2F2341(2017)&Language=E&DeviceType=Desktop&LangRequested=False
[aaTa obpaweHusa 21 nons 2025 r.] ; OBCE (2007), PeweHmne CoBeta MuHMUCTPOB Ne 5/07: YacTHO-rocyaapcTBeHHOe
napTHepCTBO B NpoTMBOAencTBUM Teppopuamy (MC.DEC/5/07). focTynHo no agpecy: https://www.osce.org/files/f/
documents/c/a/29572.pdf [aaTa obpatueHns 21 nons 2025 r.] ; OBCE (2012 r.), PewweHue MoctosaHHoro coeta Ne 1063:
KoHconnanpoBaHHas koHLUenTyanbHas 6a3a OBCE ans 6opbbbl ¢ Teppopusmom (PC.DEC/1063), nyHKTbI 6, 12, 17.
[JlocTynHo no agpecy: https://www.osce.org/pc/98008 [aaTa obpatyeHus: 21 nons 2025 r.].
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COCTaB/IEHWNS COOTBETCTBYHOLLMX MPUOPUTETOB 1 3aLLNThI TAKUX 06 BEKTOB, a Takxe
FOTOBHOCTM K Upe3BblUaiHbIM CUTYaLMAM Y IMKBUAALMN UX NOCNeaAcTBUM». 114

focygapcTBa MOTYT 3aKJ/il04aTh KOHTPAKThl C YaCTHLIMW NOCTaBLUMKAMW YCayr
6e3onacHOCTV AN 0XpaHbl 06bekToB KBW, npnBaekate KOMNaHWUW 415 MPOBeAeHNS
NpoBepoOK 61aroHaAeXHOCTM MNOTEHLMAaNbHbIX COTPYAHMKOB 06beKTa, OCYLLEeCTBAATb
HabAAeHMe 338 06BEKTOM U XPaHUTb UK 0bpabaTbiBaTh AaHHbIe HABMOAEHUS.
HekoTopble 06bekTbl KBV MOryT 4aCTUUYHO MAN NONHOCTBHO HAaXOANTLCS B YaCTHOWM
COH6CTBEHHOCTM 1 CAMOCTOSATENIbHO MOAOMPaThL NepcoHan. PacnpoCcTpaHEeHHOCTb U
3HAUYMMOCTb HEroCyAapCTBEeHHbIX Cy6BHeKTOB B 3TOM chepe NogHMMAKOT BOMPOCkH! O TOM,
Kakve NONMHOMOYNSA roCyAapCcTBO MOXET UM JefIerpoBaTh 1 KTO B KOHEYHOM UTOre HeceT
OTBETCTBEHHOCTb B C/lyyae HapyLUeHWa npas Yyenoseka.

OTBETCTBEHHOCTb rocyaapcTBa

B 06LLeM MeXAyHapOAHOM Mpase MOAPOGHO OMMCaHbl KOHKPETHBIE 06CTOATENLCTBA, MPU
KOTOPbIX FOCYAAPCTBO HECET OTBETCTBEHHOCTL 3a HapyLLEHVE 3aKoHa. Hanpumep, rocyAapcTso
BCerza HeceT OTBETCTBEHHOCTb 3a HapyLUEHWE, COBEPLUEHHOE OAHUM U3 €ro areHToB, Aaxe
eC/IV OHU AeVICTBYIOT BHe cdhepbl CBOUX 3aKOHHbIX MosiHoMoumnii.!" focygapcTBo Takxe

BCerza HeceT OTBETCTBEHHOCTb 3a Cy6beKT, OCYLLECTBASIOLWMIA SNeMEHTbI FOCYAAPCTBEHHbBIX
MOJIHOMOUMIA (HaNPUMeEP, YaCTHOro MOCTaBLLMKA YCYT 6€30MacHOCTY, KOTOPOMY
Ae/IErPOBaHbl MPABOOXPAHNTE IbHbIE MOHOMOUMISA B Liesisx 3awwmTel KBI). 11

114 OBCE (2007 r.), PewweHune CoBeTa MuHMcTpOB Ne 5/07: YacTHO-rocysapCcTBeHHOE MapTHEPCTBO B MPOTUBOAENCTBUM
Teppopusmy (MC.DEC/4/07). flocTynHo no agpecy: https:/www.osce.org/files/f/documents/c/a/29572.pdf [aaTa
obpaueHuns: 21 ntona 2025 r.].

115 Komwuccma mexayHapoAHoro npasa (Hosabpb 2001 r.), MpoekT cTaTel 06 0TBETCTBEHHOCTM FOCYAapCTB 33
MeX/yHapoAHO-NPoTNBONpPaBHble AeaHns, lononHeHne Ne 10 (A/56/10), ra. IV.E.1, CtaTba 4. JocTynHO No agpecy:
https://www.un.org/ru/documents/decl_conv/conventions/pdf/responsibility.pdf [aaTa o6paLieHuns: 21 nonsa 2025 r.].

116 Komuccuma mexayHapoaHoro npaa (Hosi6pb 2001 r.), MpoekT cTaTelt 06 OTBETCTBEHHOCTM rOoCyAapcTB 3a
MeXAyHapoAHO-NPOoTUBONpaBHble gedaHns, lononHeHne Ne 10 (A/56/10), rn. IV.E.1, CtaTbsa 4. [JoCTynHO Mo ajpecy:

https://www.un.org/ru/documents/decl_conv/conventions/pdf/responsibility.pdf [gaTa o6paweHuns: 21 ntona 2025 r.].
Cm. Takxe: Komutetr OOH no npasam Yenoseka (2019 r.), 3ameyaHune obuiero nopsaka Ne 36, nap. 15. locTynHo no

aapecy: https://docs.un.org/ru/CCPR/C/GC/36 [gaTa obpawieHus: 21 ntona 2025 r.].
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Hopmbl npaBa B 061aCTV NpaB YesioBeka CO34atoT AOMNONHUTE/IbHbIE MapaMeTpbl
OTBETCTBEHHOCTW rocyaapcrea. MexayHapoAHoe rnpaso B 06/1aCTX NpaB YesoBeka co3aaeT
npesyMnuunio OTBETCTBEHHOCTM rocyapcTBa 3a BCe AelCTBMSA, COBepLUaeMble Ha ero
TEPPUTOPUN UV NOZ ero ropucankLumert. Kak npaBuio, rocy4apCcTBo HeceT OTBETCTBEHHOCTb
33 HapyLLEeHWs, COBepLUEeHHble TPETbUMW NNLLAMU, €CIN OHO He NPeANPUHSN0 PasyMHble
Mepbl 415 «npesyrnpexXAeHnst N pacciefoBaHNs TakUX HapyLLEeHWIA, Haka3aHWs 3a HUX U
BO3MelLeHNs yllepba».'” 3To 03HauaeT, UTo rocyAapCcTBO AO/XKHO MNPVHUMATL Pa3yMHble
Mepbl AN NpeceyeHnst N NpeAoTBPaLLeHNs HapyLLeHWIA MpaB YenoBeka, Harnpumep, nyTem
Pa3paboTKM BHYTPEHHEro 3aKOHOA4aTeNbCTBA N MOANTUKMW, KOTOPbIe «yCTaHAB/IMBAKOT YeTkume
rpaHuiLbl 405 NH060r0 MNOTEHLMANBHOTO NpYMeHeHNs cuibi»' 18 1 obecneurBaoT, UTO6bI
COTPYAHUKW, paboTarowme Ha obbekTax KBU, nognexann nposepke 6naroHaZexHoCTy,
NPOXOAN/IN 0ByUeHMe B 061aCTV MpaB YesloBeka 1 MMenn COOTBETCTBYOLLLee 060pyA0BaHMe.
STW O0CHOBbI 3aLWnTbl KBV Tak>Xe AOMXKHbBI PeryniapHO COBEPLLUEHCTBOBATLCA 1 OLLeHMBATLCA
Ha NpejMeT X COOTBETCTBMSA HOPMaM B 06/1aCTV NpaB YesioBeka C UCMob30BaHNEM
dakTNYeCcKMX AaHHbIX, MPO3PAaYHO 1 C y4acTeM BCeX 3aHTepeCoBaHHbIX CTOPOH, YTObbI
rapaHTVUPOBAaTb, YTO OHW He CMOCOBCTBYHOT U He MPUBOAST K HAPYLLEHWAM MpaB YenoBeka
AN K N30M1ALMK, NpeaybeXxAeHNto Nan NpeAB3aTocTy B 60/1ee LWMPOKOM CMbIC/e.

Bo-BTOpbIX, rocysapcTBO 0643aHO NPOBOANTL He3aBUCMMOeE 1 6ecnpucTpacTHoe
pacciefoBaHVe Npeanonaraemblx HapyLLeHWiA. B cnyyae yctaHoBAeHUst pakTa HapyLLeHWs
rocyAapcTBo 0653aHO o6ecneuntsb 3bPpekTUBHOE CpeAcTBO NPaBoBoi 3awnTsl.'® Ecam
rocyfapcTBO He NPUHMMAaET Mep Mo 3aLMTe U obecneyeHnto CTaHAapPTOB NPaB YenoBeka,
OHO HecCeT OTBeTCTBEHHbIM 3a ,D,el‘/JICTBVIFI TPpeTbUX NNL.

QenervpoBaHue rocyaapCcTBEHHbIX NOIHOMOUUIA

B MeXAyHapoAHOM rnpaBe HeT NMONOXEeHNA, KOTopble 6bl MPSIMO 3anpeLLan rocy4apcTay
AenervpoBaTb CBOW NMOJHOMOYMNSI YaCTHBIM OPraHn3aLunsiM, B TOM UYMC/e CBA3aHHbIE C
3aKOHHbIM NpUMeHeHneM cnbl.'?® OgHako AenervpoBaHvie MpeporaTye He SKBUBANEHTHO
AeNervpoBaHMo OTBETCTBEHHOCTU. [OCYAapCTBO NPOAO/XAET HECTM OTBETCTBEHHOCTb 3a
HapyLLeHW s, 310ynoTpe6neHnst U/UNn HenpaBoMepHOEe NoBeAEHNE TPETbUX UL, C/IN OHO
He MPUHSIZIO Mepbl, OMMCaHHbIe BbILLE. YUMTbIBas NpeobiasfaHne YaCcTHbIX OpraHn3aunii B
ynpasneHuu v 3awmte KB, rocysapcTBO HeCceT 3HaUNTENbHYH 0653aHHOCTE NPOSIBAATL
AOIKHYH OCMOTPUTENBHOCTL A/151 06ecrneyeHns 3aKOHHOCTU AeATeNbHOCT TPETbUX /LY,
0CO6EHHO KOrja OpraHmn3aLs HanpsiMyr HaHUMAaeTCs rOCYAapPCTBOM A/151 OKa3aHWs YCAyr.

117 Cm.: OOH (2011 r.), Pykogodsiujue npuHyunNsl npednpuHuMamensckoli 0esmessHOCMU 8 achekme npas Ye/s08ekKa,

MpuHumn 1. JocTynHo no agpecy: https:/www.ohchr.org/sites/default/files/Documents/Publications/
GuidingPrinciplesBusinessHR_RU.pdf [aaTa obpatueHmns: 21 nrona 2025 r.].

118 CMm.: XKeHeBCKUI LLeHTP Mo ynpasieHuto cekTopoM 6esonacHoctu (DCAF) (2019 r.), Pe2ysnuposaHue npumeHeHUs cusel
YaCMHbLIMU NOCMABWUKAMU yCAy2 6e30nacHoCmMu: pykogodcmeo 0415 20Cy0apcme: 0CHOBHbIE NPUHYUNbI U Mpebo8aHUA
K 20Cy0apCmeeHHbIM HOPMAMUBHO-NPABOBLIM 6A30M NO NPUMEHEHUIO CUMbI YOCMHbLIMU NOCMABWUKAMU YCaYy2
6esonacHocmu, cTp. 5. loctynHo no agpecy: https://www.dcaf.ch/sites/default/files/publications/documents/DCAF_
Toolkit_Use%200f%20Force.pdf [aaTa obpatueHus: 21 ntona 2025 r.].

119 Cwm., HanpumMep, Komncecra OOH no npasam yenoseka (2005 r.), OCHOBHbIE MPUHLNMBI 1 PYKOBOASLLVE MONIOXEHUNS,
KacaroLMecs NpaBa Ha MPaBOBYHO 3aLLUTYy 1 BO3MeLleHWe yepba An5 XepTB rpybbix HapyLLUeHW A MexXAyHapOoAHbIX
HOPM B 06/1aCTV NPaB YeloBeka 1 Cepbe3HbIX HapyLUeHWA MeXAyHapoAHOro rymaHmTapHoro npasa (E/
CN.4/2005/L.4 8). loctynHo no agpecy: https://www.un.org/ru/documents/treaty/A-RES-60-147 [aaTa obpaLleHuns:
21 nrons 2025 r.]; ECMY (2025 r.), Pykogodcmeo no cmamee 13 Egponelickoli KOHBEHYUU 0 hpasax Yesnoeeka. JOCTynHO
no agpecy: https://ks.echr.coe.int/documents/d/echr-ks/guide_art_13_eng [aaTa obpalueHus: 21 ntona 2025 r.].

120 DCAF (2019 r.), Pe2ynupogaHue npumeHeHuUs Cu/bl YaCMHbIMU NOCMABLYUKAMU yC/y2 6€30nacHoCmu: pykogoodcmeo o
20cydapcms: 0CHOBHble NPUHYUNGI U MPe6o8aHUs K 20Cy0apCMeeHHbIM HOPMAMUBHO-NPago8sIM 6a3aM NO NPUMEHEHU
CU/bI YACMHBIMU NOCMasWUKamMu ycayz 6ezonacHocmu. JocTynHo no agpecy: https://www.dcaf.ch/sites/default/files/
publications/documents/DCAF_Toolkit_Use%200f%20Force.pdf [aaTa obpatueHnst: 21 nrona 2025 r.].
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HekoTopble NONHOMOUNS roCyAapCcTBa TPeOYHOT COBM0AEHMA CTaHAAPTOB NpaB YenoBeka,
KOTopble 06bI4YHO 06ecneYmBaoTCs FOCyAapcTBOM. MNpuMepammn MOTyT Cy>XUTb obLyme
NMONHOMOYMS MPABOOXPAHUTENbHbBIX OPraHOB, BK/IOUAtOLLMe B Cebsi apecT 1 3ajepxaHue.
OHM AOMKHbI 3aLLMLLLATL OT MPOV3BOILHOIO apecTa, HanprMep, NPeAoCTaBAsAA NPaBo
0CrnopuTb 3aZep>XaHue B Cyje, MPOBOANTb HeNpepbIBHbIM MPaBOBOM HAA30p 1 MeTb JOCTYN
K topuandeckori nomowwm.'?' HecmoTps Ha oTCyTCTBME NPAMOrO 3anpeTa, Ha NpakTike
rocyfapcTBam 3anpeLyeHo genernpoBaTb Takme NoaHOMouUMA. TakM 06pa3om, Cyxobl
6e3onacHocTn KBW, aBnsroLmecs 4acTHbIM NOCTaBLUMKOM YCyr 6€30MacHOCTY, Kak
NpPaBWI0, He MOTYT OCYLLeCTBAATE O6LLMe MONHOMOYMSA MO apecTy.

OTBEeTCTBEHHOCTb YaCTHbIX CY6bEeKTOB

HenocpegcTBeHHasd NPYMEHVMOCTb MpaBa B 061aCTV NpaB YenoBeka K
Herocy4apCTBEHHbIM Cy6beKkTaM ABNSeTCA NpeAMeTOM AVCKYCcCuii.'?2 Tem He MeHee,

B 6onbLuer yacTn pervoHa OBCE HabntoAaeTcsa pacTyLlas TeHAEHLMA K CO34aHNI0
MeXaHN3MOB KOPNOPaTUBHOM OTBETCTBEHHOCTM 3a HapyLLUEeHWs NpaB YesioBeka,
3/10ynoTpe6neHnsa n/nav HerpasoMepHoe nosegeHue.'?3 1B cooTBETCTBUM € Pyk080dcmeom
no eonpocam 00a%HOU 0CMOMpuUMeaLHOCMU 0/151 0Me8emCcmeeHH020 8edeHuUs bU3Heca
OpraHu3aumm 3KOHOMNYEeCKOro CoTpyaHMYecTBa 1 pa3sutnsa (OCP), Takme MexaHU3Mel,
Kak mpaBwno, TpebytoT OT NpesnpusaTus:

> MHTErpnpoBaTb NpUHUMNbI ,U.OI'I)KHOI7I OCMOTPUTENIBHOCTW B OTHOLLUEHWW NpaB YesioBeKa
B CBOIO MOMNTUKY U CUCTEMBI YrIPaBIEHNS;

>  BbIABNATb U OLEHVBATb q)aKTVI‘—IeCKOG nnn noTeHuManabHoe He6nar0|'|p|/|FITHoe
BO3/eiiCTBIME CBOEl AeATeNLHOCTMU Ha MpaBa YeNoBeka;

> npecekaTb, NpejoTBpaLlaTh U cMArvaTh He6naronpusiTHoe BO3/elCTBME Ha NpaBa
yenoBeka;

> OTCNIeXMBATb XOZ OCYLWLEeCTB/IEHNA TaKUX MeP N UX pe3yNnbTaTbl,

>  MHOOPMMPOBaTL 0 CNOCO6ax yCTPaHEHUS He6aroNPUATHLIX NOCeACTBUL; U

> MpU HEOBXOAMMOCTU MPUHMMATL Mepbl MO BO3MeLlleHuo yulepba.'?4

121 DCAF (2019 1.), PecynupogaHue npuMeHeHUs CUMbl YOCMHbIMU NOCMABU{UKAMU yCAy2 6e30nacHoCmMu: pykogodcmeo 045
20cydapcme: 0CHOBHbIe NPUHYUNGI U MPebo8aHUS K 20Cy0apCmMeeHHbsIM HOPMAMUBHO-NPABOBLIM 6A3AM NO NPUMEHeHUO
CUMBI YACMHbLIMU NOCMABWUKaMU ycay2 6e3onacHocmu. [locTynHo no agpecy: https://www.dcaf.ch/sites/default/files/
publications/documents/DCAF_Toolkit_Use%200f%20Force.pdf [aaTa o6patyeHuns: 21 nona 2025 r.]; OOH (1990 r.),
OCHOBHbIe MPUHLUMBI POV OPUCTOB. JlocTynHO no agpecy: https://www.ohchr.org/en/instruments-mechanisms/
instruments/basic-principles-role-lawyers [aaTa o6patyeHuns: 21 nonsa 2025 r.]; Komuter OOH no npaBam YenoBeka
(16 pexkabpsi 2014 r.), 3amevaHme obulero nopsigka Ne 35, Ctatbsi 9 (CBo6OAA M TIMUHAS HEMPUKOCHOBEHHOCTb),

CCPR/C/GC/35. flocTynHo no agpecy: https://www.refworld.org/legal/general/hrc/2014/en/104763 [paTa
obpateHuns: 21 ntona 2025 r.].

122 B pyKoBOASLLMX MPUHLMNAX NPeANpUHMMaTENbCKOM AeATeNbHOCTM B acnekTe npaB Yenoseka OOH
NoAYePKNBAETCH «OTBETCTBEHHOCTbL» NPEANPUATUNA, a He NX «0ba3aTenbCcTBax». JoCcTynHO No agpecy: https:/www.
ohchr.org/sites/default/files/Documents/Publications/GuidingPrinciplesBusinessHR_RU.pdf [aaTa o6paLieHus:

21 nons 2025 r.]. Cm., ogHako, A. Clapham (2022 r.), «<HerocyaapcTBeHHble cybbekTbl», B MexdyHapodHoM npase
npae 4Yesoeeka, YeTBepTOe N3AaHWe, NoA peaakuymeri Moskan, A.; Waxa, C.; CuBakymapaHa, C.; Xappuca, 4.
(Okcdopa: MzpaTenbctBo OKCcPopAcKkoro yHnusepcuteta) cTp. 583; 1 BD Lepard (2019 r.), «Movemy mexayHapogHoe
06bIYHOE NPaBo MMeeT 3HaueHMe B 3aLnMTe NpaB YenoBeka», Voelkerrechtsblog. loctynHo no agpecy: https://
voelkerrechtsbl rg/de/why- mary-international-law-m rs-in-protecting-human-rights/ [faTa obpalyeHus:

11 pekabps 2024 r.].

123 CMm., HanpuMep, 3aKOHOMPOEKT O KOMMEpPUYECKNX OPraHmn3aLmax n 0693aHHOCTAX roCcyAapCTBEHHbIX OpraHoB (npasa
yesioBeKa 1 OKpy>KarLLlas cpeda) napiameHTa BeankobputaHum (2023-2024 rr.) [Manata nopgos]. locTynHO
no agpecy: https://bills.parliament.uk/bills/3527/publications [saTa o6paweHunsa 21 nrons 2025 r.]; EC (2024 1),
[lnpekTrBa 0 KOMMIEKCHON MpoBepKe KOPMOpPaTUBHOW YCTOMUYMBOCTI U BHECEHME n3meHeHui B inpekTuy (EC)
2019/1937 v PernameHT (EC) 2023/2859 (AupekTnBa 2024/1760). locTynHo no agpecy: https://eur-lex.europa.eu/eli/
dir/2024/1760/0j [aaTa obpalieHns: 21 nona 2025 r.].

124 Cm. OECD (2018 1.), Pykosodcmeo O3CP no npoyedypam Hadnexcaujeli nposepku 8 hpakmuke omeemcmeeHH020
gedeHus 6u3Heca. locTynHo no agpecy: https:/mneguidelines.oecd.org/due-diligence-guidance-for-responsible-
business-conduct.html; cm. Takxe AnpekTnBy NO Npoueaypam Hajaexalleli NpoBepkn B 061aCTV KOPNOPaTUBHOM
ycTonumeocTn (CSDDD) - iInpektmsa (EC) 2024/1760. locTynHo no agpecy: https://www.corporate-sustainability-
due-diligence-directive.com [gaTa obpaweHuns: 21 nona 2025 r.].
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TakMM 06pa3oM, He3aBUCUMO OT TOTO, CBSA3aHbI IV YaCTHbIE NPEANPUATUSA HaNPAMYHO
MeXAYHapOAHbLIM NPaBoOM B 06/1aCTV NPaB YefioBeka, OHW BCe B 60/blUeli CTeneHn 0653aHbi
CO6Nt0AATL CTaHAAPTHI MPaB YeNoBeKa KOCBEHHO, B COOTBETCTBUM C PErVIOHA/IbHbBIM U
HaLMOHaNbHbIM 3aKOHOAATeIbCTBOM. HecobtoeHne 3TX CTaHAapTOB MOXET NPUBECTY K
wrpadam'® unm yronosHomy npeciegosaHiio,’?® a Takxe moxeT UmeTh 6onee WMPoKMe
NOCNeACTBIS, CBSA3aHHbIE C 06LLIeCTBEHHLIM BocnpusaTuem.'?’

YacTHble CybbekThbl, 1 0CO6EHHO YaCTHbIe MOCTaBLUMKN YCIyr 6€30MacHOCTH, Takxe

BCe vallle NPUHNMAaOT J06POBO/IbHBIE Mepbl 415 NPUBeAeHNS CBOeV NPaKTUKN B
COOTBETCTBME C MeXAYHAPOAHbIM NpaBoM. MNprMepamMu CayXaTt KoANPUKALMUS NPaKTUKN

B 061aCTVi NPaB Ye/0BeKa B 0TPAC/IEBbIX CTaHAAPTHbIX KogeKcax rnoseaeHunsn 28 v
KpuTepuax MexayHapoAHOR opraHusaumu no ctaHgaptusaumm (MC0).'° B npouecce
BHeZpeHNs 406pOBOJIbHbIX MEXaHV3MOB 3aLLMThl MPaB YesioBeka YacTHble CyObeKThl
B3aVIMOZEVCTBYIOT C FPaXAaHCKMM 06LLeCTBOM, KOTOPOe OCYLLEeCTB/IeT MOHUTOPUHT 1NX
AesATeNbHOCTU 1 MpejnaraeT CBOW TEXHNYEeCK e BO3MOXHOCTW 1 MOMOLLb A5 obecneveHuns
COOTBETCTBYSA CTaHAAPTaM MepeOBOii MPakTUKKM B 061aCTL npas Yenoseka.'>0

125 Cm., Hanpumep, EC (2024 1.), AvpeKTBa O KOMMIEKCHOV NMpOBepKe KOPNOPaTUBHOM YCTONUMBOCTY 1 BHOCALLAS
nonpaeku B [lnpektuy (EC) 2019/1937 n PernameHT (EC) 2023/2859 (AupexTtnsa 2024/1760), CraTtba 27. loCTynHO
no aapecy: https://eur-lex.europa.eu/eli/dir/2024/1760/0j [aaTa obpaLieHns: 21 nona 2025 r.]; cm. Takxe Doe
npotus Chiquita Brands International, Okpy>xHoii cys CLUA no Hbto-Axxepcu, 2024 r. locTynHo no agpecy: https://

thrigh /case/doe-v-chiquita-brands-international-en/#:~:text=0n%20June%2010%2C%202024%2C%20

ts.
a.murdered%20were%20awarded%20rightful%20compensation [gaTa o6patyeHns: 21 nons 2025 r.].

126 Cm., Hanpumep, Tekylee aeno Lafarge (PpaHLy3Ccknii KaccaumoHHBbIN cya, Ne 22-83.681). locTynHo no agpecy:
https://www.courdecassation.fr/en/decision/6411793925b075fb02f1b072 [aaTa obpaiieHuns 21 nona 2025 r.];
Koccapr, C.; WatneH, /1. (2021 r.), «CyaebHble pa3bupaTtenscTBa No npaBam Yenoseka NPOTUB TPAHCHALMOHANbHbIX
KoMnaHuii BO PpaHLUnmn», B KHUTe «CydebHbie pa3bupameieCmea no npasam 4Yen08eka Npomue mpaHCHAYUOHAAbHbIX
KomnaHuli Ha npakmuke», Nog pegakumein P. MupaHa n x. MupaHa (Okcpopa; oHnanH-nsgaHme Oxford Academic, 18
HoA6ps 2021 1.).

127 Cm., Hanpumep, pasNnyHble NCCae0BaHNS, CBA3bIBaKOLME 06HAPOA0BaHHbIE HapYLLEHWS NPaB YenoBeka ¢
oTpuLaTenbHON AuHamMnKon akumii: Kpantmelip, A.; fleiin, H.; Pawkwu, M. (2020 r.), «LjeHHOCM®b UMeH: 2paxc0aHcKoe
obwecmeo, UHPopMayua u ynpasseHue mpaHCHAYUOHAIbHLIMU KOPNOpayuamu Ha 2106a16Hol nepugepuu», C.
LLitebnep (2020 r.), <KopnopaTuBHas coLmnanbHas OTBETCTBEHHOCTb U peakLuns GOHA0BOr0 pbiHKa: Kputndeckas
PO/l HOBOCTHbIX CMW», |_|pI/IHLWIFIbI OTBETCTBEHHOr0 MHBECTUPOBAHMSA. JocTtynHo no ap,pecy https://www.unpri.

-th iti | dia/

/ |
artlcle[p,aTa obpateHuns: 11 ,qua6pﬂ 2024 r.]; Kannen B.; Wmuar, MN.; Uurnep, A. (2009 1), «HapyLueHVle npas
yenoseka 1 3$pPeKTUBHOCTb KOPNOPATUBHbIX akKLIMiA — aHanus CO6bITI/IVIHOFO nccnepoBaHus», SSRN Electronic
Journal. focTynHo No agpecy: https://www.researchgate.net/publication/256000444_Human_Rights_Abuse_and_
Corporate_Stock_Performance_-_An_Event_Study_Analysis [aaTa o6patyeHuns: 21 nronsa 2025 r.].

128 Cwm., HanpumMep, Accoumaunsa mexayHapoaHoro kogekca nosegeHus (ICoCA), MexayHapoAHbIl KogeKe noBeAeHNs
[N191 NOCTaBLLUMKOB YaCTHbIX OXPaHHbIX ycnyr [Beb-cTpaHuual. locTynHo no agpecy: https://icoca.ch/the-code/ [paTa
obpatleHuns 21 nrons 2025 r.]; lobpoBosibHble NPUHLMMALI 6€30MacHOCTY 1 NpaB YenoBeka [Beb-caliT]. JocTynHO no
aapecy: https://www.volunteerprinciples.org [faTa obpalieHus 11 gekabps 2024 r.].

129 Cwm., HanpuMep, MexayHapoHas opraHusaums no ctaHgaptmsaumm, 1ISO 18788:2015 Cnuctema MeHeXMeHTa ANd
4aCTHbIX OXPaHHbBIX npep,npmmmm Tpe6OBava 1 PyKOBOZACTBO MO NpuMeHeHuto. locTynHo no agpecy: https:/
:std:is0:18788:ed-1:vi:en [faTa obpalyeHus: 11 gekabpsa 2024 r.].

130 ICoCA, HapaLLI,I/IBaHI/Ie noteHumana [Beb-cTpaHuual. loctynHo no agpecy: https://icoca.ch/what-we-do/capacity-
building/ [saTa obpaweHua 11 gekabps 2024 r.]; DCAF, YnpaBaeHve 6e€30MacHOCTbIO 1 3aliuTa npas [Be6-cTpaHmLual.

JlocTynHo no agpecy: https://www.dcaf.ch/index.php/managing-security-and-protecting-rights [gaTa obpatueHus: 11
Aexkabpsi 2024 r.].
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3.3 MpymMmeHeHue CUJbl U NMPaBO HA )XU3Hb,
6e3onacHOCTb U rymaHHoe obpalieHune

KntoueBbIM 31eMeHTOM 0becneyveHns pusmnyeckor besonacHoctn KBU sBnseTcsa cosgaHne
CNy>X6bl 6€30NacHOCTK, CNOCOBHOV pearpoBaTh Ha Yrpo3bl. ITa cyxba 6e3onacHoOCTH
MOXeT 6bITb BOOPYXEHa 1, Py HeEOBXOAMMOCTW, JOMKHA ByaeT NPUMeHATb CUAY AN
3aWMThl Cebs, Apyrux ntogen nnm obbekta KBU. NMosatomy obyyeHme ocHoBaM npas
yenoBeka, PerynvpyroLmnx NpMMeHeHne CU/bl U MPaBo Ha XW3Hb, MMeeT BaXHeiLlee
3HaueHe Ans Bcex paboTHMKOB CNyX6bl 6e30nacHOCTH.

MpUMeHeHMe CUNbI PerynpyeTcs B NepByro ouepesb MPaBOM Ha XM3Hb 1 NPaBOM Ha
6e30MacHoCTb. MpaBo Ha XW3Hb MMEEeT KaK HeraTBHbI/ NMPaBOBOIA 3/1IeMEHT (COr1acHo
KOTOPOMY roCyZapCTBEHHbIe areHTbl 0653aHbl BO34epXXMBaTLCS OT MPOU3BO/ILHOMO
NNLLEHWNS XN3HN), TaK U PSIJ MO3UTUBHbBIX NMPABOBbIX 3/IEMEHTOB, COMIACHO KOTOPbIM
rocyZapcTBo 0653aHO 06ecneynTb NPaBOBYO N MONNTUYECKYH OCHOBY, CMOCO6CTBYHOLLYHO
YBaXXEHWNIO NMPaBa Ha XW3Hb, A0/KHbIM 06pa3oM 06yyaTb 1 OCHALLATb CBOWX areHToB,
pacciefoBaThb Y YCTPAHATb HaPYLIEHWs 1 MPUBeKaTb HapyLumMTesel K oTeeTcTBeHHocTH. !
MpaBo Ha XM3Hb TPebYyeT, UTObbI CUIa MPUMEHSANIACH TONIbKO B CaMbIX UCK/THOUNTENBHbIX
06CTOATENBCTBAX, KOTAa 3TO abCOMOTHO HEOBXOAMMO ANS 3aLLMThI XU3HW; Takas cuna
noAnajaet noj AelicTBMe CTPOrMX NPaBOBbIX rapaHTUIA. MpaBo Ha XU3Hb He AonyckaeT
OTCTYNNEHWIA, TO €CTb HE MOXeT 6bITb BPeMEeHHO NPYOCTaHOB/IEHO B MePMOAbI KpU3KCa.

Koraa cnyx6a 6e30nacHOCTM pearnpyeT Ha yrpo3y 6e€30nacHOCTU, MPUMEHEHWE CUbI C
ee CTOPOHbI BCerga A0/KHO perynMpoBaTbCst TPeMsi OCHOBOMO1arakoLLMMy NpUHLMNaMK:
HEOBXOANMOCTLI0, COPa3MePHOCTLIO M Mepamu npegoctopoxHocT.'32 CopepxaHue
3TUX MPUHLMMOB, 3@ UCKAOYEHMEM CUTYaL Ui BOOPY>XXEHHOIo KOHGAMKTA, onpejensiercs
napagnrmMor MPaBOOXPaHUTENIbHOW AeATeNbHOCTH.

131 B OpUAMNYECKOM CMbIC/IE HEFaTUBHOE 0643aTeNbCTBO - 3TO 0653aTeNbCTBO, TPebytoLee OT Cy6bekTa BO34epXKaTbCs
OT OnpeseneHHOro NoBeAeHYs, B TO BpeMsi Kak MO3NTVBHOE 06513aTeNbCTBO - 3T0 0653aTe/IbCTBO, TpebytoLiiee OT
cy6bekTa COBEPLUNTL OMNpeseneHHOe AeiCTBYE.

132 XeHeBcKas akafeMuUst MexyHapogHOro ryMaHMTapHoro npaea v npae venoseka (2016 ), [pumeHeHue cusl 8
NpagooxpaHumensHol 0esimeasHOCMU U NPABO HA XU3Hb: poab Cosema no npagam 4esoseka, CTp. 6. LOCTYMHO Mo

agpecy: https://www.geneva-academy.ch/joomlatools-files/docman-files/in-brief6_WEB.pdf [aaTa 06paLyeHns: 21
nona 2025 r..
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Mapagurma npaBoOXpaHUTENbLHOW AEeATE/IbHOCTH

Mapagnrma npaBooxpaHuTenbHOM gestensHocTu (MMA) 3awmiaeTt NnpaBo Kax40oro
yenoBeKa Ha XW3Hb. OTO NPaBO BK/KOYAET B €65 M BOSMOXHOCTb MPUMEHEHNS CUbl. Ha
NpPakTMKe 3TO 03HAYaeT, YTo CAYyX6bl pearmpoBaHus, Kak NMPaBunIo, A40XKHbI C1eA0BaTb
CTPOrMM NpaBuaaM, CTPEMSACh, HACKOJIbKO 3TO BO3MOXHO, U3beratb NprMeHeHns

cunbl. CnegoBatenbHo, MM TpebyeT HaNUNA YeTbIpeXx KAYeBbIX KOMIOHEHTOB Ha
TaKTNYeCkoM ypoBHe.

=é=

&6

KomMmnoHeHT 1:

Beckoe ocHoBaHue
MpMeHeHnsA cnnbl

®

MNAPAAUTMA
MPABOOXPAHUTE/IbHON

AEATE/IbHOCTU

KoMnoHeHT 4: KomMmnoHeHT 2:

MopsAoK 3CKanauny cusbl WHamBmayanbHasa oueHKa

yrpos

KomMnoHeHT 3:

MpesynpexzeHve nepes NpUMeHeHVIeM
CWJIbl, KOFAa 3TO BO3MOXHO

o KomMmnoHeHT 1: Beckoe 0CHOBaHUE NPpUMEHEHWNSA CUJbI

b ' @ ) ~  COTPYAHVKM Cy6bl 6€30MaCHOCTI MOTYT GbITb BbIHYXAEHbI
MPVIMEHATL CUAY MO Pa3HbIM MNPUYMHAM, HaNpuUMep, B Lienax
CaMO060POHbI 1IN B KaUYECTBE rOCYAapCTBEHHbIX areHToB,
OCYLLIECTBSIOLLMX 3aKOHHBbIV apecT. MprMeHeHre MeHee
CTPOrUX Mep, Takux Kak GpU3nyeckoe CAepXnBaHe, MOXeT BbiTh
paspeLueHo, KOrAa 3To abCOMTHO HEOBXOAVMO A/ AOCTVXKEHNS
3aKOHHOVA Lieny noggepxaHus npasonopsaaka. Takvie mepbl
MOFyT BK/IIOUaThb B 65, HaNpuUMep, 3aZepxaHune HapyLuuTens
/10 NPUGLITVS MPaBOOXPaHUTENbHbBIX OPraHOB Ha MecTo
npouclectsus. '3

133 OOH (1990 r.), OCHOBHbIE NPUHLMMBI TPUMEHEHWSA CUJTbl U OTHECTPEJIbHOr0 OPYXUSA AOHKHOCTHLIMU L AMU MO
noaAepxaHuto Nnpasonopsagka, NpUHUMN 4. octynHo no agpecy: https://www.un.org/ru/documents/decl_conv/
conventions/firearms.shtml [gaTa ob6patueHuns 21 nrona 2025 r.] ; OOH, Kogekc noBegeHMs A0XKHOCTHBIX UL, MO
noAJzepxaHuvio npasonopszgka (pesontouus FA OOH 34/169) c komMmeHTapuamu (1979 r.), CT. 3. locTyrnHo rno agpecy:
https://www.un.org/ru/documents/decl_conv/conventions/code_of_conduct.shtml [gaTa obpatueHuns: 21 vions 2025 r.].
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MNprMeHeHMe bonee XeCTKNX Mep CUI0BOIro BO3AENCTBNSA, B TOM YKMCe C UCMONb30BaHNEM
OTHeCTPEeIbHOro OPY>XXKusi, bosiee CTPOro peryanpyeTcs 3aKOHOAATENLCTBOM O NMpaBax
yesnoseka. OCHOBHbIe NPUHLMTMLI OOH Mo NPUMEHEHNIO CUbI U OTHECTPEIbHOTO OPYXKNA
AO/DKHOCTHBIMU 1L aMM MO NOAAePXaHWKo rnpasonopsaaka («OcHoBHbIe npuHLmnbl OOH»)
npeaycMaTpmBatoT TPU CUTYaLMK, B KOTOPbIX OFHECTPE/IbHOE OpYyXiMe MOXeT BbITb MPUMEHEHO
ANA OCTAHOBKW VN 3aflepXXaHung nuua:

» CaM0060poHa NN 3aLmMTa APYTX UL, OT HEMUHYEMOWA YrPO3bl CMEPTU UV CEPbE3HbIX
Te/IeCHbIX MOBPEXAEHWNIA. 104 HEMVHYEMOCTLHO B JAHHOM KOHTEKCTE MOHMMAETCs yrpo3a,
KOTOpas NMPOSIBUTCA B TEUEHIE «CEKYHJ, a He YacoBy»; '3

» TpesoTBpaLLeHe COBEPLLEHNS 0CO60 THXKOro NMPECTYMNNEHNS], COMPSAXKEHHOTO C
Cepbe3HO Yyrpo30W XN3HY;

> Tpwv 3agepxaHnn N1ua, NpeAcTaBALLIErO TaKy Yrpo3y Y OKa3blBatOLLErO
COMpPOTVBNEHME BNACTAM, UV ANS NpeaoTBpalleHuns ero nobera.'3?

O6paTnTe BHMMaHWe, Y4TO BO BCEX TPEX CUTyaLmsx TpebyeTcsa sBHas yrpo3a NpuymnHeHns
CepbesHoro yBeubs U cMepTh naeHTuduLmpyemomy nuuy.'3® daktuueckn ato osHavaer,
YTO OrHecTpesibHOe OPYXXMe HU NMPY Kaknx 06CTOATENbCTBAX HE MOXET BbITb NCMO/Ib30BAHO
NCKNHOYUUTENIbHO As1 3aLUNUThI UMYLLECTBa.

Kp0|v|e TOro, BblLUenepe4vnciieHHble CUTYau NPUMEHATCA TOIbKO K OGCTOHTeﬂbCTBaM, B
KOTOPbIX HAMEepeHMe COCTOUT B TOM, YTOObI «OCTaHOBUTLY», @ He «y6UTb» Lienb. lNprMeHeHne
npeAHaMepeHHOM neTanbHOM CUbI TakXKe orpaHu4veHo. Hanpumep, 6erney, gaxke ec/iv OH
CUNTAETCS CKJIOHHbLIM K HACU/INKO 1 OMAacHbIM, HO He NpeACTaBAseT HenoCpeACTBEHHON U
KOHKPETHOW Yrpo3bl A5 XXU3HU, He MOXET 6bITb YO6UT. 0 MHeHMIo EBponerickoro cyaa no
npaBam YenoBeka u 3kcneptoB OOH, 3T0 NPUMEHNMO Jaxe K CTy4asM, «Korja HernpuMeHeHue
NeTanbHOM CUbI MOXET MPUBECTM K yTpaTe BO3MOXHOCTY 3ajepXaHus 6ernea».'>’

B COBOKYMHOCTW 3TV MPUHLMMbBI 03HAYAKOT, UTO CYXK6bI OXpaHbl 06bekTa KB 6yayT

MMeTb NPaBO NPUMEHSTb OFHECTPeIbHOEe OPYXIMe A5 OTMopa BeAyLLEMY OrOHb CTPEeSKY,
HanajatoLeMy Ha NepcoHan obbekTa, HO He ANst NpefoTBpaLLeHMsa nobera Anua,
MPOHWKLLIEr0 Ha O6BEKT N YHUUTOXAIOLLETO MMYLLLECTBO UM CKPLIBLLErOCs, He NpeACcTaBss
HenocpeACTBEHHOW yrpo3bl AN Ntoaeli. Ecnm nogo3peBaemblli MUPHO OTCTYNaeT, COTPYAHUKN
CNyx6bl 6€30MacHOCTV MOTYT MPUMEHNATL TOIbKO COOTBETCTBYHOLLME HeNleTalbHble CPeACTBa

134 K. XenHc, CoeT OOH no npasam 4yenoseka, [loknaz CneunanbHOro Jokaajgumka no Bonpocy
0 BHecyAebHbIX Ka3HAX, Ka3HAX 6e3 Hagnexallero cyaebHoro pasbupatenscTsa Uam
Npou3BO/IbHbLIX Ka3HsaX (A/HRC/26/36), nyHKT 50. locTynHo no agpecy: https://undocs.org/Home/

Mobile?FinalSymbol=A%2FHRC%2F26%2F36&Language=E&DeviceType=Desktop&LangRequested=False [gaTa
obpatlueHus: 21 nrons 2025 r.].

135 Cm.: MD npotus Typuunu, ECHR, 1997 . loctynHo no agpecy: https://hudoc.echr.coe.int/eng?i=001-113441 [paTa
obpaweHusa: 21 nrona 2025 r.]. B gaHHOM cayyae cTpenbba no npegnosiaraeMomMy TeppPOPUCTY-CMEPTHUKY cYMTanach
3aKOHHOW, MOCKONbKY OpULLEPbI HE «CTPeNSiIN Ha MopaxeHure», a Ckopee YTo6bl 06e34BMXAUTb.

136 Cm.: OOH (1990 r1.), OCHOBHbIE MPUHLMWMLI MTPUMEHEHUS CUJbI 1 OTHECTPENIBHOIO OPYXUSA AOIKHOCTHBIMU INLLaMU
no NoAzepxaHuto npasonopsaaka, npuHumn 9. JocTtynHo no agpecy: https:/www.un.org/ru/documents/decl_
conv/conventions/firearms.shtml [faTa o6pawenus: 11 gekabpsa 2024 r.]. Cm. Takxe: OOH, Kogekc nosBegeHus
LOMKHOCTHBIX UL, MO NoAAepXaHWto npasonopsaaka (Pesonouna FA OOH 34/169) ¢ kommeHTapuamu (1979 ).
[JloctynHo no agpecy: h J//www.un.org/ru/s ments/decl_conv/conventions/ _of_con htm! [aaTa
obpaweHus: 11 gekabps 2024 r.].

137 Ha4doBa v apyrue npoTtus bonrapum, ECMY, 2005 r., n. 95. locTynHo no agpecy: https://hudoc.echr.coe.int/
tur?i=001-69630 [gaTa obpalyeHus: 21 nrons 2025 r.]. Cm. Takxe: OOH (2006 r.), loknag o rpaxAaHCcKmx v
NONUTUYECKWX NPaBax, BKNOYas BONPOC 06 NCYE3HOBEHMAX M Ka3HAX 6e3 Hajnexallero cyjebHoro paccMoTpeHus,
E/CN.4/2006/53/Add.4, nyHKT 47. locTynHo no agpecy: https://docs.un.org/ru/E/CN.4/2006/53/Add.4 [gaTa
obpalyeHns: 21 nong 2025 r.].
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https://hudoc.echr.coe.int/tur?i=001-69630
https://hudoc.echr.coe.int/tur?i=001-69630
https://docs.un.org/ru/E/CN.4/2006/53/Add.4

ANA NpeAoTBpaLleHns ero nobera. CMepTenbHas c1una MoXeT MPUMEHSATLCS TONLKO B Cyyae
KpalHeli He0BXOAMMOCTI A5 3aLLUThI XM3HW APYroro venoseka.'38

CuTyauusi, U3Ha4asbHO CO3/aBLLUAst 3aKOHHbIE OCHOBAHWSA A5 MPUMEHEHWS CUbI, MOXET
CO BpeMeHeM U3MeHUTbCSA. Ecnv ocHOBaHMS, NpriBeLlIne K HENOCPeACTBEHHONM yrpo3e
XWU3HW, NCUYE3HYT, MPUMEHEHE CUJIbl, 1 OCOBEHHO NeTaNbHOM, MOXET CTaTb He3aKOHHbIM.
MprMepamMu MOryT CNTY>KUTb CAaya HanafaroLMmM B NJIeH UK NX 06e3BpeXmnBaHMe.

KoMnoHeHT 2: UHanBUAyanbHasa oLleHKa Yyrpos

B cooTBeTCTBMM C HOPMaMK NpaBa B 061acTy NpaB YesioBeka
YesioBeKy A0JIXHa 6bITb NpeAocTaBieHa NHAMBUAYaIbHAA OLLEHKA
HernocpeCTBEHHO Yrpo3bl, KOTOPYHO OH NpescTasnseT.'®® 3to
03HauaeT, UTo YeNoBeK HE MOXET BblTb 06EKTOM HaMnajeHu s
TOJIbKO MOTOMY, YTO OH BXOAUT B COCTaB BOOPY>XKEHHOW

rpynnbl, y4acTBytoLLeli B HanageHnn Ha KBW. Hanpumep, ecnun
ornepaTVBHbIe laHHble MOKa3bIBAOT, YTO TO/ILKO [iBOE N3 YeTbipex
YesioBeK, y4acTBYHOLLMX B HaNaAeHNW, BOOPYXEeHbl, COTPYAHUKN
CNy>K6bl 6€30MaCHOCTU He MOTYT CTPENSATb BO BCEX YETBEPbIX
NCKNIIOYNTENBHO Ha OCHOBAHWUU VX MPUHAANEXHOCTY K OL4HOWN U TOM
Xe rpynne uan B cnny «banaHca BEPOATHOCTEN», UTO KaXAbI 13
HUX NpeAcTaBAsdeT yrpo3y. Yenosek AO/IKEH NPeiCcTaBNATb NPAMYIO
N HeMOCPeCTBEHHYIO Yrpo3y, YTOObl MpYMeHeHue CUbl MPOTUB
Hero 6bl210 pa3peLleHo. B cMeLlaHHbIX ToANax Aojen npuMeHeHne
CUNbI AOIKHO BbITb OFrpaHMYeHO MEHHO TeMu, KTO NpeacTaBaseT
TaKyto yrposy.

|
_,%7‘)))_
I

KomnoHeHT 3: MpeagynpexaeHve nepes npuMeHEHUEM CUJbI,
Korga 3To BO3MOXXHO

MpUMeHEeHNIO CUbI COTPYAHVKAMU CNY>X6bl 6€30MacHOCTU JOMKHO
npeALlecTBOBaTh, KOrAa 3TO BO3MOXHO, NpejynpexaeHune u
npejocTaB/ieHVe BO3SMOXHOCTM cAaThCs. MpegynpexaeHmne
HeL,enecoobpasHo, ec/i OHO NOABEPrHET COTPYAHMKA CAYXObl
6e30MacHOCTM HeornpaBAaHHOMY PUCKY, CO34aCT PUCK CMePTU UK
cepbesHoro Bpea ApyruMm noaam nnmv yaeT sBHO 6eCCMblCNeHHbBIM
(HanpuMmep, ecnn 06bEKT yxe BegeT oroHs).'#0

138 OOH (1990 r.), OCHOBHbIE MPUHLNMbBI MTPUMEHEHWNSA CUbI Y OTHECTPENBbHOTO OPYXNSA AOMXKHOCTHBIMW INLaMN

no noAjepXxaHuio npasonopsaka, npuHumn 9. loctynHo no agpecy: https://www.ohchr.org/en/instruments-
mechanisms/instruments/basic-principles-use-force-and-firearms-law-enforcement [gaTa o6patieHus: 11 gekabps
2024 r.]; npyHUMN 9, paccMaTpuBaeMblli COBMECTHO ¢ npuHumnammn 4, 51 10. Cm. Takxe: CoseT OOH no npasam

yenoseka, [loknag CneunanbHOro foknajgyrka no BONpocy o BHeCyAebHbIX Ka3HAX, KasHAX 6e3 Hajnexallero
cyAebHoro pasbupaTtenbCcTBa v NPOU3BONbHBIX Ka3HAax Kpuctoda XenHca (A/HRC/26/36), nyHKTbl 46-47.
JocTynHo no agpecy: https://docs.un.org/ru/A/HRC/26/36 [paTa obpalleHus: 21 ntona 2025 r.].

139 YBKMY (1997 r.), [lpasa yesnogeka u npagooxpaHumenbHas desmensHOCMsb: Pykogodcmeo no nodzomoske 8 obaacmu
npas yesoseka 0415 OONHHOCMHBIX UY NPABOOXPAHUMELHbIX Op2aHos, Masa 9. JocTynHo no agpecy: https:/www
ohchr.org/sites/default/files/Documents/Publications/training5en.pdf [faTa obpaiteHus: 21 nrons 2025 r.].

140 YnpasneHne OOH no HapkoTukam n npectynHoctu (YHI OOH) (2017 r.), Cnpago4HUK N0 npuMeHeHUto cussl U
02HeCmpesIbHO20 OPYXCUs 8 NPABOOXPAHUMeNbHOU desmeasHocmu, cTp. 98. locTynHo no agpecy: https://www.ohchr.

org/en/publications/policy-and-methodological-publications/resource-book-use-force-and-firearms-law [gaTa
obpaueHuns: 21 nona 2025 r.].
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MpeaynpexaeHue AOMKHO 6bITb YCTHbIM, COAEPXaTb YeTKYH MHGOPMAaLMIO O IMYHOCTY
COTPYAHMKA Cy>X6bl 6€30MacHOCT, coAepXaTb YeTKMe MHCTPYKLUM 1 yKa3biBaTb Ha
NocNeACTBUSA HEBbINONHEHNs TpeboBaHmniA."* [1na Toro utobbl NpeaynpexaeHie 66110

3O deKTUBHbBIM, INLLY JOKHO BbITh NPefoCTaBAeHO JOCTaTOYHO BPEMEHU A5 BbINOJHEHUS
TpeboBaHWIA COTPYAHMKA CNYX6bl 6e3onacHoCTy. MpegynpeanTensHble BbICTPEbl He
ABNATCA 3GDEKTUBHBIM NMpeaynpexjeHnem, MoCKOAbKY OHMU He COOTBETCTBYHOT 3TUM
KPUTEPUSIM 1 MOTYT BbITb OLLMGOYHO MCTONIKOBaHbI Kak HanageHue. B ntobom cnyyae
npeaynpeauTesibHble BbICTPebl AOMKHbI OblTh 3anpeLleHbl B 60/bLUMHCTBE C/lyYaeB 13-3a
puyUcka NPUYNHEHUS CyYaiiHoro yulepba v Tpasm.'? TpeboBaHMe gaBaThb NpeaynpexaeHns,
KOrZia 3T0 BO3MOXHO, ABASETCS 0OLLenpU3HaHHBIM 1 MPUMEHSIETCS Jade K Lie1siM, KOTopble
CYMTAOTCS BOOPY>KEHHBIMW 1 OMACHbIMM.

KomMnoHeHT 4: lMopaaoK 3cKkanaLmnun cCUibl

CorflacHo 3aKoHy O 3alLuTe MpaB YenioBeka, COTPYAHUKI CyX6bi
6€30MacHOCTU MOTYT MPVMEHATL CUY TOJIbKO B TOM Mepe, B KaKoii
3TO CTPOro HEOH6XOAMMO 1 COPa3MEPHO YCTPAHEHNIO YrpOo3bi
XU3HW. TIpUMeEHeHNe HesleTalbHON CUJIbl JOIKHO BbITb OCHOBHbIM
CNOCO60M pearvpoBaHus. TO He UCKYaeT CLieHapues, B
KOTOPbIX /IeTaNlbHAsA CU/IA MOXET 6bITb MPYIMEHEHA HEMEZAJIEHHO,
HanpuMep, B C/ly4ae 3aKOHHOV CaMOO60POHbI OT HEMUHYEMOTO
VI MPOAO/IXAKOLLErocs HanaaeHus. O4HAKo 3TO 03HAYaeT, uTo
HesleTabHble U MeHee fleTaNbHble Mepbl PearnpoBaHns A0MKHbI
6bITb MPEANPUHATBI B MEPBYH OUepesb, KOrAa 3TO BO3MOXHO.
MNMprMeHeHVe OrHecTpeibHOro OPYXKUs SBASAETCH KpanHel

Mepoii, a NpeaHaMepeHHOe NpUMeHeHe NeTaibHON CUnbI

BCeraa A0/MKHO 6bITh NOC/eAHUM CPeACTBOM. [laxe B onepauusx,
COMPSKEHHBIX C BLICOKMM PUCKOM, MOPSAAOK 3CKanaLmm cusbi
MOXeT MpeaycMaTprBaTh NepBOHaYaabHOe KOHTPONNpYeMoe
NpYMeHeHVe Ae30PUNEeHTUPYHOLLMX YCTPOCTB, TakmnX Kak
CBETOLLYMOBbIe FpaHaThl, CPeACTBA NOAAB/IEHNS MACCOBbIX
6ecriopszakoB,'3 3n0BoHHbIE BelllecTBa UM 3BykoBOe opyxue.'44

141 OOH (1990 r.), OCHOBHble NPUHLMMbI IPUMEHEHUS CUJIbl 1 OTHECTPEIbHOMO OPYXUA AO/IKHOCTHLIMY L AMN
no no,qp,ep»(aano npasonopazAKa, NpUHLMn 10. AocTynHo no aapecy: https /IWWW. ohchr org/en/instruments-
h /in ts/ - d-fi I f =4

force%ZOand%ZOflrearms [paTa obpalieHns: 11 gekabps 2024 r.].

142 YHIM OOH (2017 r.), Cnpa80OYHUK N0 NPUMEHEHUIO CU/bI U 02HECMPE/bHO20 OPYHCUS 8 NPABOOXPAHUMENbHOU
desmeasHocmu, cTp. 98. JlocTynHo no agpecy: h ://www.ohchr.org/en/ lications/policy-and-meth
publications/resource-book-use-force-and-firearms-law [gaTa o6paweHuns: 21 nons 2025 r.]. Cm. Takxxe: Amnesty
International (2015 r.), [lpumeHeHue cunsi: Pykosodcmeo no peaausayuu OCHosHbIX npuHyunos OOH no npumeHeHuro
CU/bI U 02HECMPeIbHO20 0PYHUS 00AHHOCMHbLIMU AUYAMU N0 NOO0ePIAHUK NpagonopsA0ka. JoCTyrnHO No agpecy:

https://www.amnesty.org.uk/files/use_of_force.pdf [aaTa obpalierHuns: 21 nona 2025 r.].

143 Kak yka3zaHo B KOHBeHLMW 0 3anpeLyeHnm pa3paboTku, MPOM3BOACTBA, HAKOMIEHUA N MPUMEHEHNSA XUMUYECKOro
opyxus (KoHBEHLMS 0 3anpeLLeHn XMMNYeckoro opyxms). loctynHo no agpecy: https://www.un.org/ru/
ments/decl_conv/conventions/chemw ns.shtml [gaTa obpawieHuns: 21 nons 2025 r.].

144 YBKMNY (2020 r.). Pykoeodcmeo OOH no cobat0deHur0 hpas yesoseka npu NpUMeHeHUU MeHee CMepMOHOCHO20 OPyHUs 8
npasooxpaHumensHol desmeansHocmu. locTynHo no agpecy: https://www.ohchr.org/sites/default/files/Documents/
Publications/LLW_Guidance_RU.pdf [gaTa obpatienuns: 21 nrons 2025 r.] ; cm. Takxke BAWMY (2021 r.). Pykogodcmeo no
060py008aHUI0 NPABOOXPAHUMENLHbIX OP2AHO8, HAU6O1ee 4aCMO UCNO0b3yeMOMy NPU OXPaHe NOPAOKA Ha COBPAHUSAX.
[JlocTynHo no aapecy: https://www.osce.org/odihr/491551 [gaTa obpaweHns: 21 nrona 2025 r.].
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MpaBo Ha )XU3Hb: NO3NTUBHbIE NPAaBOBbIE 3/IEMEHTbI

MOo3UTMBHbIE 3N1EeMEHTbI MPaBa Ha XW3Hb AeNSTCA Ha ABe KaTeropumn: 3N1eMeHTbl, TpebytoLyme
OT roCyAapcTBa NPUHATVSA Mep A0 NPUMEHEHUS CUbI, U SN1eMeHTbI, TPebyoLLIMe NPUHATUA Mep
nocae NpUMeHEeHMs CUbI.

Moaumuka u naaHUpogaHue: TOCYAapCTBO LOMKHO CO34aTb NPaBOBY U MONUTUYECKYHO
OCHOBY, OTPaXaloLLLYt0 ero 0683aTeNbCTBa B COOTBETCTBUM C MEXAYHAPOAHbIM MPaBOM

B 06/1aCTV NpaB YesioBeka. 3TV Mepbl NpeAnonaratoT, HanprmMep, ycTaHoB/IeHe
HOPMAaTVBHbIX PAMOK, PeryinpyroLmx AeaTelbHOCTb COTPYAHMKOB CyX6 6e30MacHOCTY B
cooteTcTBUK C MM, N ycTaHOBNEHNE HaANeXalLnX npoLeayp HaA30pa, paccnesoBaHns n
NpaBoBOV 3aLLNThI.

|_|pl/| onepaTtrMBHOM MJIAHNPOBAHNN TaK>XXe HEO6XO,CI,I/IMO YUYNTbIBATb NMPaBO Ha XN3Hb.
DTO O3HAYaeT, UTo NMLa, ydacTByroLlie B nNaaHMpoBaHmM Mmep pearmpoBaHnA Ha
TEPPOPUCTNHUECKYHD aTaKy, A0JIXKHbI BCerga y4YnTbiBaTh, ABNAETCA NN NMPUMEHEHNE CUNBI
cTporo HeO6XO,D,I/IMbIM, necnn aa, 1o KaKoW TUM CUnbI ceayet ncnojb30oBaThb.

MpaBo Ha XW3Hb TakxXe PacnpoOCTPaHAETCA Ha CaAMUX COTPYAHUKOB CYX6 6€30MacHOCTM.
roCcyapCcTBO MOXET 6bITh MPVBAEUYEHO K OTBETCTBEHHOCTM 3a HapyLLEHMe NpaBa Ha
XWU3Hb UMM NPaBa Ha MYHYI0 6€30MacHOCTbL, eCaV OHO AOMYCTUAO rPy6ByH XanaTHOCTb
NPV NAAHVPOBAHMM, 0BYUYEHUM NV OCHALLLEHN COTPYAHMUKOB CyX6 6€30MacHoCTy ANs
NPOTUBOAENCTBIS KOHKPETHOU yrpo3e, 1 3Ta XaNaTHOCTL NpuUBena K cMepTy AN PaHEHUIo
areHTa rocygapcrsa.'#®

O6yyeHue u obopydosaHue: NMOArOTOBKA COTPYAHNKOB C/TyX6 6€30MacHOCTU AONIXKHA
OCHOBbIBATbCSI Ha COOTBETCTBYHOLLIMX MEXAYHAPOAHbIX CTaHAApTaX, 0cobeHHO Ha Kogekce
noBeAeHMs JOMXKHOCTHBIX ML, MO NoAAepXKaHunto npasonopsigka OOH 1 OCHOBHbIX
npvHUMnax OOH no NpUMeHEHMIO CUbI U OFTHECTPEIbHOTO OPYXKUNS OMXKHOCTHBIMU
JIMLLAMU 10 MoAAEPXaHIo Mpasonopsaaka.'® Kpome Toro, coTpyaHukm cnyx6 6e30macHoCTm
AOIKHbBI B6bITb 06yUeHbl MeToAaM Ae3cKanaunm 1 MeToZaM rnpeceyeHuns, KoTopbie MoryT
CHU3UTb HEOBXOAMMOCTb MPUMEHEHWS CUbI.

CoTpyAHVKM CNy>6bl 6€30MacHOCTH, BKAOYasi mepcoHan obbekTa KBW, Takxe A0MKHbI
6bITb COOTBETCTBYHOLLMM 06pa3oM ocHalLleHbl. ObecneveHne COTPYAHMKOB C/TyXObl
6e30MacHOCTL cpeaCcTBaMM 3aLUTbl, TAKUMU KaK LLEMbI, LUATbI 1 6pOHEeXnneTbl,

MOXXET CHU3UTb Yrpo3bl, ncxoadalmne oT Hanagakowmnmx, Nanm aaxe npeaoTBpatntb
HarnageHve, TeM CamMbIM OrpaHurBas HEO6X0AMMOCTb NpuMeHeHus cnnbl.'” Hekotopble
«HacTynaTe/bHble» CPeCTBa, TakMe Kak OTHeCTpesibHOe OpyXue, HanpoTUB, MOTYT C
6onbLUueli BEPOATHOCTLIO MPUBECTM K HapyLLEeHMIo NpaBs. [03TOMY COTPYAHUKN CNyK6bl
6e30mMacHoCTU AOJKHbI UMETb A0CTYN K «MeHee J1IeTa/lbHbIM» albTeEPHaTBAM

145 Cwm., Hanpumep, CMUT 1 Ap. NpoTMB BennkobpuTtaHum, BepxosHbili cya Beankobputanum, 2013 r. JocTynHo no
agpecy: https://www.supremecourt.uk/cases/uksc-2012-0249 [paTa obpaiieHus: 21 nonsa 2025 r.]. 3To feno cBA3aHO
C OWMOOYHbBIM BefjleHVeM OrHA «M0 CBOMM» BO BpeMs BOeHHOW onepaummn B Vipake. NockonbKy Cya yCTaHOBUA
OTBETCTBEHHOCTL B 60/1€e C/I0XKHOI 3KCTePPUTOPUANBHON CUTyaLnK, 3aBeL0MO Bbl4BUraeTCcs apryMeHT, YTo Aeno
6yAeT NPUMEHATHCS N K BHYTPEHHUM CUTYyaunsaMm.

146 KomuteT OOH no npaeam yenoseka (2018 r.), 3ameuaHue obwero nopsigka Ne 36, n. 13. locTynHo no agpecy: https:/
docs.un.org/ru/CCPR/C/GC/36 [paTa obpaweHuns: 21 niona 2025 r.].
147 YHIM OOH (2018 r.), MooLwpeHne 1 3aLMTa Npas YesioBeka B KOHTeKCTe MUPHbIX npoTecToB (A/HRC/RES/38/11), NyHKT

15. loctynHo no aapecy: https://documents.un.org/doc/undoc/gen/g18/213/58/pdf/g1821358.pdf [aaTa obpaLleHns:
21 nona 2025 r.].
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OrHecTpenbHOMY OPY>XUH, TaKMM KakK pe3nHoBble Nyan, NeHTO0NbHbIe Lapbl,
3/1eKTPOLLOKEpPbI, AYBUHKM 1AV Napanusytowme asposzonn.'® B nobom ciyuae, gns
CMeLLaHHOW TONNbl NtoAel, B KOTOPOW NPUCYTCTBYHOT AONYCTUMbIE LIeAn 1 Apyrve nnua,
COTPYAHUKM CyX6bl 6€@30MacHOCTY AOIKHbI MICMNOIb30BaTh MeTOAbl U CPeACTBa, KOTopble C
HanbosbLUel BEPOATHOCTLIO FapPaHTUPYHOT 6€30MacHOCTb TeX 1L, KOTOPbIe He ABASTCA
AOMYCTUMbBIMU LMK,

OAHaKo MeHee CMePTOHOCHOE OpYXMe TakXe MOXEeT HAHOCUTb CepPbe3Hble YBeUbs

AN Aaxe NPUBOANTL K CMEPTU Kak JOMYCTUMbIX Lienel, Tak U oKpy>KaroLmx. MoaTomy
AOCTYN K TAKOMY OPY>XMIO AO/KEH 6bITb OrpaHUYeH N1LamMu, perynispHo NpoxXoaaLumMm
cneumanbHyto Noarotosky. C onepaTMBHOM TOUKMN 3pEHNA MeHee CMepTOHOCHOE opyXue
cneayeT NPUMEHSITb TOIbKO B CUTYyaumMsaX, KOrga Apyrue, NpuUmHsaIoL e MeHbLUNA Bpes,
Mepbl KaxyTcst He3hGeKTUBHBIMK ANS yCTPaHeHWs SBHON yrpo3bi.'4°

3.4 NpaBa Ha KOHPUAECHLUNANBLHOCTb,
6e30nNacHOCTb U 3aLlUNTY AAaHHbIX

C60p AaHHbIX C MOMOLLbHO TEXHOIOT NI ABAAETCS K/HOUEBLIM KOMMOHEHTOM obecrneveHus
dunsnyeckori 6esonacHocTn KBU. PacnpocTpaHeHHble MeToAbl C60opa AaHHbLIX BKAKOYAOT

B Cebs ceT HabNAeHMS 3a 06beKTaMU, Takme Kak CUCTEMbl BUAEOHabAeHMs, cbop
B6UOMETPUYECKNX AaHHBIX ANst ayTeHTUGUKALMK, MPOBEPKY NepcoHana 1 Mepbl No
CHUXXEHWIO BHYTPEHHWX Yrpo3 (415 NONYyYeHUst AOMONHUTENBHOM MHOPMaLWK CM. rnaBy 8
«YnpaBfeHne BHYTPEHHVMM Yrpo3amm»). 3T Mepbl MOTyT NMoB/eYb 3a CO60 NOCNeACTBUS
AN HEMPUKOCHOBEHHOCTY YaCTHOW XW3HW PSiA0BbIX FrpaXaH Uav nepcoHana o6bekTa, 1Mbo
N Tex, N ApYrux.

148 YBKMMY (2020 r.). Pykogodcmeo OOH no cob61t00eHuUo npas Yyes08eka npu npuMeHeHUuU MeHee CMepmoHOCHO20 OpyHus

8 npasooxpaHumessHol desmensHocmu, cTp. Ill. locTynHo no agpecy: https://www.ohchr.org/sites/default/files/
Documents/Publications/LLW_Guidance_RU.pdf [gaTa o6paweHus: 21 nrons 2025 r.].

149 Komutetr OOH no npaBam Yenoseka (2018 r.), 3ameydaHue obLiero nopsaka Ne 36, n. 14. loctynHo no agpecy: https:/
docs.un.org/ru/CCPR/C/GC/36 [gaTa obpaweHuns: 21 ntona 2025 r.].
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C 2013 roga HabnwaaeTcd 3HaUNTe bHbIV NPOrpecc B HOPMaTVUBHOM PeryiMpoBaHnn npasa
Ha HEMPUKOCHOBEHHOCTb YaCTHOV XU3HY B MexayHapoaHoM npase.’™? CerogHsa npaso Ha
HENPUKOCHOBEHHOCTb YaCTHOW XM3HMN OXBATbIBAET HE TOIbKO YAaCTHYHO N CEMEHYH XN3Hb,
XUAVLLLE N Nepenuncky, Ho 1 bonee winpokure, spdekTUBHbIE Mepbl 3aLLNTLI 1 0becrneyeHuns
KOHPUAEHLMANBHOCTN NepcoHanbHbIX gaHHbIX.">! Bce, uto nognagaet nog Aencreve

npaBa Ha HENPUKOCHOBEHHOCTb YaCTHOV XM3HW, BKJIIOYasA NepCcoHanbHble AaHHbIe,
NOAJIEXUT 3aLLKTe OT «NPON3BOJILHOMO NI HE3aKOHHOIO BMeLLaTeIbCTBa» CO CTOPOHbI
«rOCYJapCTBEHHbIX OPraHoB UV GU3NYUECKUX U OPUANYECKX L. 1>2

OOH 1 OBCE onpegennin pacluMpeHHbIi MOHUTOPUHT KOMMYHUKALNKA, CUCTEMbI
HabnrAeHUS 06LLero Ha3HayueHus 1 Lenesoe LndpoBoe HabgeHMe Kak O4HU

13 Hanbosnee cepbe3HbIX Yyrpo3 NpaBy Ha HEMPUKOCHOBEHHOCTb YaCTHOM XMU3HM

Ha ceroAHAWHWMA aeHb.'>® OaHako BMellaTebCTBO roCyAapcTBa B MPaBo Ha
HEMNPUKOCHOBEHHOCTb YaCTHOW XWU3HWU MOXeT 6bITb A4OMYCTVMMO, €CM OHO NpecaesyeT
UeTKO OnpeAeNeHHY Lenb, HanpuMep, HaLNOoHaJIbHY 6€30MacHOCTb, U eCIN OHO
Heob6X0AMMO 1 COPa3MePHO, TO eCTb eC/IN OHO OCYLLIECTBASIETCS B COOTBETCTBUMN C
NPUHLMMAMN 3aLLMThI AaHHbIX, TAKUMW Kak MUHVUMW3aLMSa JaHHbIX (OrpaHuYeHmne cbopa
JAHHbBIX TEMU JaHHbBIMUW, KOTOPbIe CTPOro HEO6XOANMbI /151 MepBOHaYasbHONM Lienn)

N XpaHeHue faHHbIX (yAaneHune JaHHbIX NOCAe TOro, Kak OHM 60bLIe He HyXHbI).!>
Hanpumep, c6op faHHbIX O YenoBeKe C Lefiblo BbIICHEHMWS TOTO, UMEeeT /i OH/0Ha NMPaBo
Ha JOCTYM K CeKPETHOM MHbOPpMaLMM NAK AOCTYN K 06beKTY, Kak MpaBuJ/io, ABAAETCS
060CHOBaHHbLIM OrpaHMYeHeM NpaBa Ha HeMPUKOCHOBEHHOCTb YaCTHO XU3HU, ecn
06BeM cobrpaeMbiX JAHHbIX OFpaHNYeH B COOTBETCTBUM C MPUHLMNAMU HEOOXOANUMOCTA 1
copasmepHocTn.!>®

150 Hucr, K.; ®anbyetTa, T. (2017 1), «[MpaBO Ha HEMPUKOCHOBEHHOCTb YaCTHO XU3HW B LLUGPOBYHO 3MOXY».
XypHan npakmuku npas yenoseka 9(1), cTp. 104-118. [loctynHo no agpecy: https://www.researchgate.net/
publication/317774145_The_Right_to_Privacy_in_the_Digital_Age [gaTa ob6paweHuns: 21 nona 2025 r.].

151 C™m. nocnegoBaTenbHble pe3ontoumn leHepanbHoi Accambnen OOH 1 CoBeTa no NpaBam YenoBeka: leHepanbHas
Accambnest OOH (2018 r.), MpaBoO Ha HEMPMKOCHOBEHHOCTb YaCTHOW XM3HW B LndpoBoii Bek: [loknaz BepxoBHoro
Komuccapa OpraHusauymm Ob6begrHeHHbIX Haumin no npaBam Yenoseka (A/HRC/39/29). locTynHo no agpecy:
https://docs.un.org/ru/A/HRC/39/29 [paTa obpatyeHuns: 21 nonsa 2025 r.]; feHepanbHas Accambnes OOH (14 gekabps
1990 r.) (45/95), PykosogsLume NpuHLMNbl periaMeHTaunm KOMMbTEPHBIX KapToyekK, coZepXalmnx JaHHble
NIMYHOro xapakTepa. loctynHo no agpecy: https://docs.un.org/ru/A/RES/73/179 [paTa obpalyeHus: 21 nons 2025
r.]; feHepanbHasa Accambnes OOH (2022 r.), MMpaBo Ha HEMPUKOCHOBEHHOCTb YacTHOW XM3HW (A/77/196). locTynHoO
no agpecy: https://docs.un.org/ru/A/77/196 [aata obpalieHus: 21 nons 2025 r.]. Mo MHeHWIO aBTOpa, NocneAHee
MOXeT 6bITb A0CTaTOYHO OBLLUMPHBIM NCCNeA0BaHMEM A OLLeHKW NPaKTUKN roCyAapCcTB 1 y6exAeHHOCTY B
NpaBOMEPHOCTM B OTHOLLEHW 06bIYHOrO NpaBa Ha HEMPUKOCHOBEHHOCTb YaCTHOM XU3HU.

152 KomuTtetr OOH no npaBam Yenoseka (1988 r.), 3aMmeyaHue obLero nopsigka Ne 36: Cratbst 17 (Mpaso Ha
HEeMPUKOCHOBEHHOCTb YaCTHOM XK13HK), Nap. 1. JocTynHo no agpecy: https://docs.un.org/ru/CCPR/C/GC/36 [paTa
obpatyeHus: 21 nons 2025 r.].

153 Cm.: TAOOH (2018 1.), MpaBo Ha HEMPUKOCHOBEHHOCTb YaCTHOW XM3HW B LdpoBOI Bek: loknas BepxosHoro
Komuccapa OpraHumsaumm ObberHeHHbIX Haumin no npasam Yenoseka (A/HRC/39/29). locTynHo no agpecy:
https://docs.un.org/ru/A/HRC/39/29 [paTa obpaweHuns: 21 nona 2025 r.]. Cm. Takxe: BANMY OBCE (2021 1),
YnpasaeHue epaHuyamu u npasa Yesoeeka: cbop, 06pabomka u 06MeH NepCoHANbHbIMU OOHHLIMU U UCN0/63080HUE
HO8bIX MexH0102Ull 8 KOHMeKcMe 60pbbbI C MepPOPUIMOM U 0becneyeHuUs c8o600bl nepedsuxceHus. JoCTynHO No
agpecy: https://www.osce.org/files/f/documents/2/7/514237.pdf [aaTa o6paLieHus: 21 nona 2025 r.].

154 MonHble «AecATb NPUHLMNOBY», onpejeneHHbix CneynanbHbIM goknagumnkom OOH no Bonpocy o
HEeMNPUKOCHOBEHHOCTWN YaCTHOM XM3HW, CM. B leHepanbHon Accambnee OOH (2024 r.), floknag CneunanbHoOro
[lOK/1ajuLiKa Mo BONPOCY O NMpaBe Ha HEMPUKOCHOBEHHOCTb YaCTHOW Xu13HW AHbl BpasH Hyrpepec, A/79/173.
JloctynHo no agpecy: https://docs.un.org/ru/A/79/173 [paTa obpaweHus: 21 nions 2025 r.].

155 MapnameHT BennkobputaHum (2024 r.), llposepka Ha npedmem HayuoHaAeHOU 6e3onacHocmu: omeemsl Ha 8awWu
gonpocel. locTynHo no agpecy: https://www.parliament.uk/globalassets/mps-lords--offices/offices/pass-office/psd-
national-security-vetting-booklet.pdf [gaTa obpaweHuns: 21 nrons 2025 r.]. Cm. Takxe: Muxasnb LWBapc npoTme Stadt
Bochum, CJEU, 2013, C-191/12, naparpadbl 63-64, rae nsnaraetcs Touka 3peHus EC Ha yaaneHne 6rnomeTpuryeckmnx
[laHHbIX, 3aKOHHbIM 06pa3oM cobrpaeMbiX 1 06pabaTbiBaeMbIX B a3ponopTax.
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TouHo Tak e EBponenckumin Cys no npaBam YesoBeka oTMeYaeT, YTo HabaeHne
OXPaHHMKOM 3a CUCTEMOW BUAEOHABNO4EeH NS, OXBATbIBaOLLLE MECTO 06LLLECTBEHHOTO
NONb30BaHNA, B LIE/IOM SBAETCA 3aKOHHbLIM BMELLIATe/IbCTBOM B YaCTHYHO XU13Hb.'>®
BeHeLaHCKas KOMUCCUS MPULLIA K BbIBOAY, YTO BUAEOHabNt0AEHME Ha pabounx MecTax,
TeM He MeHee, TpebyeT yBaXeHUs NnpaBa COTPYAHMKOB Ha HEMPUKOCHOBEHHOCTb YaCTHOV
XU3HW. DTO O3HAYAET, UTO C/iefyeT n3beraTb UCMO/b30BaHNA KaMep B TyaseTax, KOMHaTax
OTAbIXa NMepcoHana Un Apyrux MecTax, rae YenoBek OXUAAeT OTCYTCTBUA HAabAOAeHSA, U
uTO NII0H0E CKPLITOE HabNOAEeHME 3a MePCOHANOM, HanpuMep, AN CHUXEHUSA BHYTPEHHE
yrpo3bl, AOJIKHO 6bITb HEOBXOAMMbIM, COPa3MepPHbLIM U MPUMEHSTLCA Ha BpeMeHHOM
ocHoge."” Bonee VHBa3MBHbIE UV LUMPOKOMACLUTABHbIE METO/AbI C60pa AaHHbIX TPE6YIOT
6onee BECKNX OCHOBAHWI A/t UX UCTMONb30BaHUA U 6onee HafleXXHOM 3aLnTbl OT

HEerNnpaBoOMeEpPHOTo NCMNOJIb30BaHWA.

.4

Mcnonb3oBaHue BAC (4pOHOB) MO3BONAET BECTU HabOAEHME B pexnme
b6appaxmnpoBaHus, KOTOPOe MOXeT BblTb HanpaBaeHO Ha OTAENIbHOro YenoBeKa Uan
OXBaTblBaTb OOLLUMPHY TEPPUTOPUIO, TAE Y N4 MOXET He BO3HUKHYTb 060CHOBAHHOIO
OLLYLLEeHNS, YTO 3@ HUMU BegeTcsa HabaogeHre. dkcnepTbl OOH no npaBam yenoseka
oTMeuatoT, uTo bAC, Kak NpaBmao, TPebyHT CTPOroro NPaBoBOro peryanpoBaHns

AN NpeAoTBpaLLeHns 310ynoTpebaeHnin B 60blUer cTeneHy, YeM TPagULIMOHHbIe

TeXHONOrMN HabNtOAEHNS, TakMe Kak Ha3eMHble CUCTeMbl BUgeoHabntogeHns. >8

156 PG n JH npotune BennkobputanHun, ECMY, 2001 r., n. 57.

157 EBponerickas KOMMCCUA 3a AeMoKpaTUIo Yepe3 NpaBo (BeHeumnaHckas komuccunsa) (2007 r.), MHeHre o
BUAEOHabNIOAEHMM, OCYLLECTBASEMOM YaCTHLIMI OnepaTopamu B 06LLLeCTBEHHOV 1 YaCcTHON chepax n
rocyfapCcTBEHHbIMW OpraHaMu B YacTHOM chepe 1 3alumTe Npas vYenoseka, naparpadbl 53-54. JoCcTynHO No agpecy:
https://www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL-AD(2007)027-e [paTa obpaleHuns: 21
nona 2025r.].

158 Cwm., Hanpumep, He AonaliH, ®. (2022 r.), 3ameuanus CneymnanbHoro goknagumka OOH no Bonpocy 0 MOOLLpPeHN
3aLlMTe NpaB YesoBeka M OCHOBHbIX CBO60O/ B YC/10BUSX 60pbObI C TEPPOPU3MOM Ha MeXAyHapoAHOM COBELLaHNM
3KCMEePTOB MO 3aLynTe yA3BUMbIX Lienel 1 6ecnnaoTHbIM aBUaLMOHHBIM cucTeMam. [loCcTynHO no agpecy: https:/www.

ohchr.org/sites/default/files/documents/issues/terrorism/sr/statements/2022-10-18/SR-CT%2520-HR-Drones-Remarks-6-
Oct-2021.docx [gaTta obpalyeHus: 21 nonsg 2025 r.].
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AHaNornyHbIM 06pasom c6op 1 06paboTka BUOMETPUUECKUX AaHHbIX,>d

AaHHble, MolyYeHHble C MOMOLLbI0 TEXHONOMMIA pacno3HaBaHWA INL, BEPOSTHO,
noTpebyeTt ropasfo 60siee BECKMX OCHOBAHUI M MPaBOBOM 3aLUNTLI AN NONYYEHNS
pa3speweHns. C 3TOM HOBOW TEXHONOTMEN TakXe CBA3AaHO H6bICTpOe pasBuTre
COOTBETCTBYHOLLEl 06nacTu npasa.'e?

TaKNX Kak

Kak rocysapcTBeHHble Cy6beKTbl, Tak M YaCTHbIE OpraHn3aLum AoaKHbl NPOSBAATE
0COBYI0 OCMOTPUTENBLHOCTBL NpU cbope, 06paboTKe N XpaHEHUU AaHHbIX, YTOObI
rapaHTUPOBaTb OTCYTCTBME NPOM3BO/ILHOIO NIV HE3aKOHHOIO BMeLLaTenbCTBA B MPaBo Ha
HeNnPMKOCHOBEHHOCTb YaCTHOW XWN3HW. XOTS MOXET CyLLLeCTBOBaTb NPeAno/IoXKeHe O TOM,
YTO rocyflapCTBEHHbIe areHTbl, BbIMOMHAOLLME 3aKOHHblE 0693aHHOCTM MO 06ecneyveHno
6e30MNacHOCTM B COOTBETCTBMM C 3aKOHOM, He HapyLUakT NPaBo Ha HEMPUKOCHOBEHHOCTb
YACTHOW XW3HW, HEACHO, MPUMEHUMbI JIN T€ Xe NPeAMNoIOKEeHNS N OLLeHKN HEOBXOAMMOCTI
N COPa3MEePHOCTN K HaCTHbIM CybbeKkTam. NMprmMepbl c6opa AaHHbIX HEFOCYAapPCTBEHHbIMMN
cybbekTaMu € cobntofeHrieM npaBa Ha HEMPUKOCHOBEHHOCTb YaCTHOW XM3HW OCHOBaHbI,
rnaBHbIM 06Pa3oM, Ha NoNlyHeHUN «406POBOIBHOr0, KOHKPETHOIO N MHGOPMUPOBAHHOIO
cornacms» cybbekTa faHHbIX UK COBMOAEHUN HaLMOHaNBHOIo 3aKoHoAaTenbcTea. e

HekoTopble rocyAapcTsa MOryT CHUTaTb, YTO XPaHUANLLA AAaHHbIX MOAMAAAt0T NOJ NX
onpegenerve KBW.'®2 XoTa B HacToALLeM TexHUYeCKOM pykogodcmee nepeoBble NpakTUKM
B 061aCcTV KMbepbe30onacHOCTN NOAPOOHO He paccMaTPUBAtOTCS, KMbepbe3onacHOCTb U
dur3myeckas 6€30MacHOCTb TECHO B3aVIMOCBA3aHbl. Hanpumep, XoTa HaZeXHble MeTo/bl
3aWMThl AAHHbIX, TaKMe Kak LWMPpOoBaHMeE JaHHbBIX M KOHTPOb AOCTYMNa, MOTYT CHU3UTb
BEPOATHOCTb HECaHKLMOHNPOBAHHOTO AOCTYNa K AdHHBIM, OHU 6yAYT He3dPeKTUBHbI, ecn
MepcoHan He VMeeT A40CTAaTOUYHOIM MOArOTOBKM B 061acTu Knbepbe3onacHOCTU, NN eCnu
AaHHble PU3NYECKN XPAHATCA B MeCcTe, AOCTYMHOM AJ1A 3/10YMbILUNEHHUKOB.

Bonpockl dusmnyeckoro 4octyna K JaHHbIM 0COBEHHO BaXXHbI, KOr4a aHann3 nam XxpaHeHue
JAAHHbIX NepesaroTcsa Ha NOAPAS YacTHbIM NPeANpPUATUSM AN SPYTM TPeTbUM NNLLAM.
rocyaapcTBa AOMXKHbBI FAPaHTUPOBATh, YTO 06BEKThI M MPOrpamMMbl 06yUYeHUst NoAPAAYMKA
COOTBETCTBYHOT MUHVMA/bHbLIM CTaHAAPTaM B OTHOLUEHWM 3aLLNThl AaHHbIX, GU3NUeCKol
6e3omacHOCTU N KnbepbesonacHocTU. Kpome TOro, YacTHble OpraHn3aumnm MoryT
nepefaBaTb, XpaHUTb, pe3epBMPOBaTh UM KILLMPOBAaTb AaHHble B CETAX, KOTOpble MOryT

159 Ans nony4veHuns gononHuTenbHon nHdopmaumm cm.: BANMY OBCE (2021 r.), YnpasaeHue epaHuyamu u npasa
yesnoseka: c6op, 06pabomka U 06MeH NepcoHaNbHbIMU OGHHLIMU U UCN0/Ab308GHUE HOBbIX MexHOM02Ull 8 KOHMeKCMe
60pbbbI C Meppopu3MoM U c80600b! nepedsuxceHus. locTynHo no agpecy: https://www.osce.org/files/f/documents/
f/a/499777.pdf [gaTa obpaweHus: 21 nona 2025 r.].

160 Mioppeit, 4. (2023 r.), «Mcnonb3oBaHMe NOANLNEN TEXHONOMM PETPOCNEKTUBHOIO Pacno3HaBaHWA NMLL:
KauyeCTBEHHOE N3MEeHeHe BO3MOXHOCTel HabtogeHns, TpebytoLlee 3BONOLNM NPaBOBOY 6a3bl MpaB YesoBeKay,
Modern Law Review 87(4), cTp. 833-863. JocTynHo no agpecy: https://doi.org/10.1111/1468-2230.12862 [paTa
obpateHuns: 21 nona 2025 r.].

161 Cm., Hanpumep, EC, O6wnii pernameHT no 3awmte AaHHbIX (GDPR) 2016 1., ctaTtea 6(1), O/ L 119. JocTynHO no
agpecy: https://eur-lex.europa.eu/eli/reg/2016/679 [aaTa obpalueHunsa 21 nong 2025 r.] Cm. Takxe: GDPR, CtaTtbs 47:
MpeobnagatoLnii NpaBOBOW MHTepecC (4OCTYNHO Mo agpecy: https://gdpr-info.eu/recitals/no-47/ [aata obpalleHns:
21 nonsa 2025 r.]) n ero pasbacHeHne B Meta Platforms Inc. n gpyrue npotms Bundeskartellamt, leno C-252/21,
CJEU, 2023 1.; 1 BeHeymaHckas komuccua (2007 r.), MHeHme 0 BUAeOHabno4eHNN, OCYLLLeCTBASEMOM YaCTHbIMMU
onepaTopamu B rocyapCTBEHHOW 1 YacTHOW chepax 1 rocyaapCTBEHHbIMY OpraHaMu B YaCcTHOW chepe 1 3awmTe
npas 4yenoseka, NyHKT 50. locTynHo no agpecy: h /Iwww.veni int/webforms/ ments/

aspx?pdffile=CDL-AD(2007)027-e [paTa obpalieHus: 21 nons 2025 r.].

162 CMm., Hanpumep, MUHMUCTePCTBO BHYTPEHHUX Aen ABCTpanuu, LleHTp kmbep6e30nacHOCTU 1 3aLUnThl MHGPACTPYKTYpbI
(CISC) (5 pexabps 2023 1.), 3akoH 2018 I. 0 XpaHeHUN 1 06paboTke AaHHbIX. JJOCTYMHO No agpecy: https:/www.cisc.gov.

au/information-for-your-industry/data-storage-and-processing/legislation-regulation-and-compliance/soci-act-2018
[naTa obpaleHms: 21 nrons 2025 r].
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BK/IIOYATb B Ce651 y3/1bl B MUHOCTPAHHbIX OPUCANKLMAX. focyAapcTBam ciesyeT CTPeMUTbCS
K COXpaHeHUIo CyBepeHuTeTa Haj NepCoHanbHbIMU AaHHBIMU UV AAHHBIMU BbICOKOTO
pucka. Ecnv 3To HeBO3MOXHO, rocyfapcTBam cnegyeT obecneyunTb cobntogeHme Apyrmmm
3aMHTepeCcoBaHHbIMU IOPUCANKLUSMU CTPOTMX MPaBUA 3aLLNTbI AaHHbIX. D TO MOMOraeT
obecrneunTb cObAOAeHME 1 MPSIMOe NPYIMeHeHMe 0683aTeNbCTB B 061aCTV NPaB YenoBeka,
B TOM UMC/1e KacaroLLMXCst HeCaHKLIMOHMPOBAHHOIO AOCTYNA, 4151 CMSArYeHNs NoCeACTBUNA,
CBSI3aHHbIX C 3aKOHaMW TPeTbUX rOCyAaPCTB O 3aLLMTe AaHHBIX U OBMeHe AaHHbBIM.

O6MeH JaHHbIMU MeXAY rocyAapCcTBaMM M YaCTHBIMU OPraHn3aLnsamMm B OTHOLLEHWM
rpynn v AnL, KOTOpble CYUMTarOTCS NpeAcTaBasowmMMm yrposy ans KBU, Bce yalye
paccMaTpurBaeTCs Kak YacTb MJIAHOB Mo NPeAoTBPALLEHWVIO MHLUWAEHTOB W 06ecrneyeHunto
FOTOBHOCTM K HUM A/19 3aWwuTel KBI.'®3 OgHako «06MeH faHHbIMY ABNSETCH «UepHbIM
ALLNMKOM» MEXAYHAapPOAHOI NpaBoBOM NPaKTUKMK, MOCKOIbKY CyLLLeCTBYeT Maso
nHdopmaLnm o B NpakTuKe MexXAyHapoAHOro npasa, Npy 3ToM MMeeTcst Mano
nHdopmaLnm 0 TOM, MPOUCXOANT NN 0BMEH BUOMETPUYECKMMU AaHHBIMU U KaKoro TUNa,
a Takxe [...] 0 cogepXaHuu cornaleHnri 06 obMeHe JaHHbIMU» 1 0 TOM, YUNTbLIBAKOTCA N
BOO6LLE COOBpaxeHNs NpaB YesoBeka B Takmx cornateHnsax.'®4 focysapctea v vacTHble
opraHusaLnmn JONXKHbI FapaHTUPOBaTh, YTO AaHHbIe MepejatoTCsi TONLKO B C/lyyae
HeobX0AMMOCTM 1 COPA3MEPHO, a Takke C cobntogeHreM 0683aTenbCTB B 061aCTV NpaB
yenoBeka, BKN0Uas NPaBo Ha HEMPYKOCHOBEHHOCTb YaCTHOWM XM3HW.'®® YunTbiBas, uTo
Takme cUCcTeMbl 06MeHa HensbeXxHO AenCTBYHT 6e3 cornacus cybbekTa AaHHbIX, 06MeH
61IOMEeTPUYECKMMU AaHHBIMW, TAKUMU Kak n306paxeHne AL, UK oTneYaTKy NanbLes,
noTpebyeT 60Jiee BLICOKOro bpeMeHu A0Ka3biBaHWA HEOOXOAMMOCTH, Hanpumep,
HaMUns HeNnoCcpeACTBEHHOW N NAEHTUGULMPYEMORN Yrpo3bl, @ Tak>Ke rapaHTui oT
3noynoTpe6neHunii.'®®

163 Cm. CBOOH, VicnonHuTenbHbI gnpektopat KoHTpTeppopucTuyeckoro kommuTeta (2017 r.), Omyem o meHOeHyusx
VAKTK: ®@uzudeckas 3auuma Kpumu4ecku 8axHol UHGpacmpykmypel om meppopucmudeckux amak, cTp. 11-12.
[JocTynHo no agpecy: https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/cted-trends-
report-march-2017-final.pdf [saTa obpawyeHus: 21 nons 2025 r.].

164 TA OOH (2023 r.), MocneacTBMA pa3paboTkL, NCMOb30BaHMA N Nepefayn HOBbIX TEXHONOTMNM B KOHTEKCTe 60pbObI C
Teppopr3MOM U NpeceveHns 1 npejoTBpaLleHns HacUbCTBEHHOro 3KcTpemusma (A/HRC/52/39), n. 26. locTyrnHo

no agpecy: https://documents.un.org/doc/undoc/gen/g23/020/43/pdf/g2302043.pdf [aaTa obpaLLeHns: 21 ntons
2025r.].

165 AN nonyveHns AOMNOAHUTENbHBIX PeKOMeHAaLniA cM. Xyc3Tn-Op6aH, K.; Hn AonaH, ® (2020 r.), Mcnoss3osaHue
6uomempuyeckux OaHHbIX 015 UBeHMUGUKAYUU meppopucmos: nepedosas NPAKMUKA UAU pUCKOBAHHOE 0eso? LleHTp
no npasam yenoseka, YHusepcuteT MuHHecoTbl (2020 r.). loctynHo no agpecy: https:/law.umn.edu/sites/law.
umn.edu/files/2020/07/21/hrc-biometrics-report-july2020.pdf [aaTa o6paiieHns: 21 nona 2025 r.]. Cm. Takxe: FA
OOH (2023 r.), MocneacTBns pa3paboTky, NCNOAL30BaHUS 1 NepeAayn HOBbIX TEXHONOMNI ANA NpaB Yenoseka
B KOHTeKCTe 60pb6bI C TEPPOPM3MOM U NMPeceyeHns 1 NpeAoTBPaLeHNA HACUIbCTBEHHOTO 3KCTpeMum3ma (A/
HRC/52/39). loctynHo no agpecy: https://docs.un.org/ru/A/HRC/52/39 [aaTa obpatueHuns: 21 nona 2025 r.].

166 Ans nonyveHnsa AONOAHUTENbHBIX pekoMeHAaumii cm. BAVMY OBCE (2021 r.), AHasnumuyeckas 3anucka: YnpassaeHue
2paHuyamu u npasa yesoeeka, cTp. 16-20. locTynHo no agpecy: https:/www.osce.org/files/f/documents/2/7/514237.
pdf [paTa obpatyeHnsa 21 nronga 2025 r.] Cm. Takxe: cnoNHUTeNbHbIR gnpekTopaT KOHTPTeppopucTnyeckoro
komuTeTa CoBeTa besonacHocT OOH 1 KTY OOH (2018 1.), C6opHUK pekomMeHOyeMbix npakmuk Op2aHuU3ayuu
O6veduHeHHbIX Hayuli no omeemcmeeHHOMY UCN0/N6308AHUK 6UOMeMPUYECKUX OGHHbIX U 06MeHY UMU 8 PaMKax 60pb6bl
C meppopu3MoM, B HaCTHOCTK, cTp. 37-38. JocTynHO no agpecy: https://www.unodc.org/pdf/terrorism/Compendium-
Biometrics/_.pdf [aaTa obpatyeHuns 21 nons 2025 r.].
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4 HYacTHO-rocygapcTtBeHHoe
NapTHepPCTBO

B pernoHe OBCE yacTHbI 6U3HEC UrpaeT LeHTpabHYH poJb BO BAAAEHUM, SKCMIyaTaLnm
1 3awmTe KBW. Taknm 06pa3om, OH UrpaeT KJroueByH po/b B 06ecrneyeHn roTOBHOCTY

K TEppPOPUCTUYECKMM aTakaM Ha 06bekTbl KBV 1 pearnpoBaHnm Ha HUX. XOTS CTPYKTYpbl
cobcTBeHHOCTM 06bekToB KBW pasnnuatotcs B rocygapcrBax-ydactHmkax OBCE, kntoyveBas
peanbHOCTb 3aK/1H0YaeTCHa B TOM, UTO MHOTVe YacTHble BriagenbLbl/onepaTtopsl KBU HecyT
OTBETCTBEHHOCTb 3a 3aluMTy CBOUX 06bekToB/cncTem KBW. 3T0 nmeeT MecTo Aaxe B Tex
cny4vasnx, Korga npegocraBnsaemMble UMW YCNYTU (HanpuMep, 31eKTPo3Heprus, NnTLesas
BOZA WM TPaHCMNOPT) NpeAHa3HavyeHbl 415 06LeCcTBEHHOr0 NoTpebaeHns. Bo MHOIMX
Cyyasx 06493aHHOCTI MO 3aLinTe NepesatoTca Ha ayTCOPCUHT YaCTHOMY MOCTaBLLNKY
ycnyr 6e3onacHoOCTW. B pesynbTaTe, B Cydae TeppopuUCTUYECKOro akTa Ha obbekTe KB
XV3HEHHO BaXXHYH POJib UTPatoT YaCTHbIE 3aWHTepeCcoBaHHbIe CTOPOHBLI, BK/IIOYas YacTHble
OXPaHHble KOMNaHUK. [T03TOMY B3aMOZAENCTBNE MEXAY roCYyAapCTBEHHBIM 1 HaCTHbIM
CeKkTopamMm BCe Yallle paccMaTpmBaeTCcsa Kak 3ddekTnBHaAA 1 gaxe HeobxoanMas npakTmka.

YacTHOo-rocysapctBeHHoe napTHepcTBo (UIM) - 370 popmanbHble an HepopManbHble
CornalleHnsa o COTPYAHNYECTBE MeXAY rocyAapCTBEHHbLIMW OpraHaMm 1 YaCTHLIMU
KoMnaHuamun. Llenb YTl -pasgeneHne Harpyskm 1 cofencTeme CoTpyAHUYECTBY

MeX Yy YaCTHbIMUW NapTHepaMu 1 rocyAapcTBEHHBIMW OpraHaMm, NPy 3TOM YacTHbIV
napTHep 6epeT Ha cebs OTBETCTBEHHOCTb 3a NpejocTaBneHve 3GPeKTUBHbBIX YCAYT,

a rocyflapCTBEHHbIN OpraH rapaHTUpyeT, YTo npec/iejyemMble Liean COOTBETCTBYIOT
06LLeCcTBEHHbIM NHTepecaM. [oCcyfapCTBEHHbIE OPraHbl OXUAAOT, YTO MAaPTHEPCTBO C
YaCTHBIM CEKTOPOM CHWU3WUT flaB/IeH e Ha roCyAapCTBEHHbIM 610XeT, MOCKO/IbKY YacTHasA
KOMMaHWA JO/KHA caMa NpesoCTaBATb YacTb CPEACTB U BCe HEOOXOANMble CPeACTBa,
a 3TO 3HAUWT, YTO OHa BYAEeT CTPeMUTLCA 0becnednTb SKOHOMUYecky 3$PeKTUBHOCTL
npoekTo..'®’

B 3TOM rnaBe npeAcTaBneHa MexXAyHapoAHasa CTpykTypa Ans YUl B KoHTekcTe 3KBU 1
paccMaTprBaeTCcd BONPOC O TOM, Kak obLyme 6a30Bble LLeHHOCTU MOryT CNoco6CcTBOBaTh
3dPexkTBHOCTM YUITI. B 3aK/IH0YEHMN [N1aBbl aKLLEHT AeNaeTcs Ha MexaHn3Max obMeHa
nHdopmaumeri B pamkax Yrm - kntoveBoit GakTop NPOTUBOAENCTBUSA TEPPOPUCTUHECKUM
yrposam KBW.

167 OBCE (2013 1.), Pyko8odcmeo no nepedosoli npakmuke 3awumesl 8axcHeliwux 06bekmoe HesadepHol sHepzemuyeckoli
UH@pacmpyKkmypel 0m meppopucmu4eckux akmos & C8s3u € y2po3amu, UCX00AWUMU 0m KubepnpocmpaHcmea. JocTynHo
no agpecy: https:/www.osce.org/files/f/documents/5/2/110472.pdf [saTa o6paLteHuns: 21 nons 2025 r.].
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4.1 PamouHble mexaHusmMmbl OBCE n OOH ansa
YacCTHO-rocyfapcTBeHHOro napTHepcTBa
Nno 3aLmTe KpUTUNYECKUN Ba)kKHOM

NHPPaACTPYKTYPhI

OBCE B TeUeHMe yxe NoYUTn ABYX AeCATUNETUN NPU3HaeT 1 NOOLLPAET YacTHO-
rocyfapCTBeHHOE NAapTHEPCTBO, 0COOEHHO B yCcuamsax no 3awmte KBU ot
Teppopuctnyecknx atak. B 2007 rogy B peweHnmn Ne 5 CoBeTa MUHUCTPOB rocyAapcTea-
yyacTHvky OBCE npusHanu:

«MONE3HOCTL COBMECTHBIX YCUAMI OPraHOB BNACTU M YaCTHOMO CeKTopa (rpaXAaHCkoro
06LLecTBa 1 1eN10BOro coobLLecTBa) Mo MPOTUBOAENCTBIIO TEPPOPU3MY B PaMKax
A06POBONBLHOMO COTPYAHNYECTBA, OCHOBAHHOMO Ha NPUHLIMNAX NapTHEPCTBa U1
B3aMMHOrO ZI0BEpUS, C LieNIbio YKpenaeHUs 6€30MacHOCTY 1 MONyYeHNs 0YeBUAHbIX
BbIFOA 419 BCEX CTOPOH».1%8

B 3TOM CBA3M OHW MPU3BaNV K YCUAKSM, KOTOPbIE A0XHBIM 06Pa30M yUMThIBAKOT BOMPOCHI:
«onpezieneHns 06beKToB KpUTUYECKOM MHPPACTPYKTYpPbl, COCTaBNEHNS COOTBETCTBYHOLLMX
MNPUOPUTETOB 1 3aLLUTLI TakX 06BHEKTOB, a TakXKe rOTOBHOCTY K Ype3BblUaliHbIM
CUTYaLMAM U TMKBUAALMN UX MOCNeACTBIM»,169

3Ta no3nuyma 6blna BNocaeACTBUM nogkpenneHa PeweHnem Coeta MnHmncTpos OBCE
Ne 6 oT 2007 roga o 3aLiMTe KPUTNYECKN BaXKHOV 3HepreTnyYeckon MHPPacTpyKTypbl OT
Teppopuctuyeckunx atak'’® u KoHconnavposaHHoM KoHLeNTyansHoM 6asoi OBCE no
6opbb6e ¢ Teppopusmom ot 2012 roaa.!”

leHepanbHas Accambnes OOH 1 ee CoBeT be30nacHOCTY MOATBEPAUAN CXOXME B3MNAAbI
OTHOCUTEJIbHO YaCTHO-TOCYAapCTBEHHOIO NapTHEPCTBa B paMKax 3awnTtel KBU ot
TeppopucTnYecknx atak. B BocbMom 0630pe MMobanbHOM KOHTPTEPPOPUCTUNYECKON
ctpaterun'’? lfenepansHasa Accambnes OOH:

«PekomeHayeT KOHTPTEPPOPUCTMUECKOMY YNPABAEHNIO U CTPYKTYpam MMobanbHOro
[,0roBopa no KoOOpAMHAaLUN KOHTPTEPPOPUCTUNYECKON AesTeNIbHOCTN TECHO
COTPYAHWUYATL C rOCyAapCTBaMU-UneHaMM 1 COOTBETCTBYHOLLNMU MEXAYHAPOAHbBIMY,
pervoHanbHbIMU 1N CybpervMoHasbHbIMU OpraHU3aLnsaMu B Aee BbISBAEHUS U

168 OBCE (2007 r.), PewwweHune CoBeTa MuHMCcTpOoB Ne 5/07: YacTHO-rocysapCcTBeHHOE NapTHEPCTBO B MPOTUBOAENCTBUM
Teppopusmy (MC.DEC/5/07). JocTynHo no agpecy: https://www.osce.org/files/f/documents/c/a/29572.pdf [aaTa
obpatyeHus: 21 nons 2025 r.].

169 OBCE (2007 r.), PewweHune CoBeTa MuHMcTpoB Ne 5/07: YacTHO-rocysgapCcTBeHHOE NapTHEPCTBO B MPOTUBOAENCTBUM
Teppopusmy (MC.DEC/5/07). JocTynHo no agpecy: https:/www.osce.org/files/f/documents/c/a/29572.pdf [aaTa
obpatyeHus: 21 nons 2025 r.].

170 OBCE (2007 r.), PeweHune CoBeTa MUHNCTPOB Ne 6/07: 3aLmTa BaXXHENLWNX 06 beKTOB SHepreTnyeckon

MHPaACTPYKTYpbl OT TeppopucTudeckmnx aktoB (MC.DEC/6/07). 3aecb CoBeT MUHUCTPOB «MobyxaaeT rocysapcrea-

YYaCTHUKM 1 flanee pa3BrBaTh YaCTHO-rOCYAapCTBEHHOE MapTHEPCTBO C e/10BbIMU KPYramu C Liefiblo yCuaeHns

3aLUNTbI XXM3HEHHO BaXXHOW 3HepreTn4eckoi MHPPaCTPyKTypbl OT TEPPOPUCTUYECKIMX aKTOB 1 3PPeKTUBHOrO

peLueHns BOMPOCOB rOTOBHOCTW 1 MPeojoeHns NOCNeACTBUIA B 3Tol chepex. locTynHO no agpecy: https:/www.

osce.org/files/f/documents/e/2/29485.pdf [gaTa obpaLweHns: 21 nona 2025 r.].

OBCE (2007 r.), PelweHue MocTosiHHoro coseTa Ne 1063: KoHconmampoBaHHas koHLenTyanbHasa 6asa OBCE Ans 60pb6obl

c Teppopuamom (PC.DEC/1063), II, nyHKT 6. JoCcTynHO no agpecy: h J/IWww, rg/files/f/ ments/f/3/

[aaTa obpalteHus: 21 nona 2025 r.].

17

=

172 TA OOH (2023 r.), TnobanbHas KOHTpTeppopucTuyeckas ctpaterns OpraHusaunm O6beanHeHHbIX Haumii: BOCbMOI
0630p (A/RES/77/298). focTynHo no agpecy: https:/docs.un.org/ru/A/RES/77/298 [aaTa obpatyeHns: 21 nonsg 2025 r.].
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pacnpocTpaHeHns nepesoBbiX METOAOB NPeAoTBPALLEHNA TEPPOPUCTNYECKNX
HanajeHWn Ha 0CO60 ysI3BMMbIE LieSin, BKAKUYas KPUTUYECKN BaXKHble 06beKTbI
NHPPACTPYKTYpbl 1 06LLEeCTBEHHbIE MeCTa (C1abo3allnLLeHHble Lenu), U Npu3HaeT
BaXXHOCTb Pa3BUTUA rOCYAapPCTBEHHO-YaCTHbIX MapTHEPCTB B 3TOM o61acTu».

B Pesontounm 2341 (2017 r.) CoseTa be3zonacHocTu OpraHmnsaunm O6beanHeHHbIX Haunia
CoBet be3onacHocTu:

«[pn3HaBas, 4To obecneyeHre FOTOBHOCTW K TEPPOPUCTNYHECKMM HanageHUsM
oxBaTblBaeT UX NpeAoTBPaLLeHMe, 3aLMTY OT HUX, CMArYeHne Nx NocieACcTBUNA,
pearnpoBaHme Ha HUX 1 BOCCTaHOB/IEHME NOCae HUX C yaeneHnem 0coboro
BHUMAaHWS NOBbILLIEHWIO 6€30MNacHOCTY N YCTONUYNBOCTU KPUTUYUECKN BaXKHbIX
06beKTOB NHPACTPYKTYPbI, B TOM YK, COOBpa3HO 06CTOATENbCTBAM, B paMKax
rocyfapcTBEHHO-4YaCTHOrO MapTHepPCTBaY;

«Mpur3bIBaeT Aanee rocysapcTBa YyCTaHOBUTL UM YKPENUTL HaLMOHaNbHbIE,
pervioHasibHble N MeXAyHapoaHble NapTHEPCKME OTHOLLEHMS C 3aMHTEPECOBAHHbIMU
CTOPOHAMMU, KaK roCcyapCTBEHHbIMU, TakK U YaCTHBIMK, COO6Pa3HO 06CTOATENBCTBAM,
B LlesisX 06MeHa MH$OopMaLMel 1 ONbITOM 1 TEM CaMbIM MPeAoTBPaLLEHUS
TEePPOPUCTMYECKNX HAMAAEHWI Ha KPUTMYECKIN BaXHble 06beKThl MHGPaCTPYKTYphl,
obecrneyeHus 3aLNTbl OT HUX, CMSAFYeHNst X MOCNeACTBUIM, NX paccieoBaHus,
pearvpoBaHus Ha HMX 1 BOCCTAHOBEHWS NOC/1e MPUYMHEHHOIO VMU BPeAa, B TOM
yncne NyTeM NPoOBeAEHNS COBMECTHBIX YUEBHbLIX MEPOMPUATUI 1 MPUMEHEHMS NN
CO3/jaHNSA COOTBETCTBYHOLLVIX CETE CBA3W UM SKCTPEHHOIO OMnoBeLLeHns».”3

Kpome Toro, lobaBneHune 2018 roga K Magpuacknm pyKOBOASALLMM MPUHLMMAAM COLEPXNT
LeHHble pekomeHpaumy Coseta beszonacHoctn OOH no YITl. Magpuackmne pykosojsLve
npuHunnbl CoBeta besonacHocTtn OOH 2015 rofa B OTHOLLEHWU MHOCTPaHHbIX 60eBNKOB-
TeppopurcToB'’# 6bin paspaboTaHbl Kak «MPAKTUUYECKUV UHCTPYMEHT /151 UCMO/b30BaHUS
rocypapcrsaMmu-dneHamm [OOH] B nx ycuamsax no 6opbbe ¢ TEppopr3MOM U, B 4aCTHOCTH,
Mo NpeceYeHnto NOTOKa MHOCTPaAHHbLIX 60EBNKOB-TEPPOPUCTOB B COOTBETCTBUM C
Pesontoumein 2178 (2014)». B 2018 rogy 66110 BbinyLeHo [lobaBneHne K 3TUM PyKOBOASLLNM
NpUHLMMNaM, KOTOpoe BK/KUAET B Cebs JONONHUTENbHbIE PyKoBOASLLME NPpUHLUMNLIL. [Ba 13
HWX COZlepXaT KOHKpeTHble pekoMeHAaLmm no YT B koHTekcTe 60pb6bl ¢ Teppopuamom.’”>

173 Cb OOH (2017 r.), Pe3ontouumsi 2341 (S/RES/2341). flocTynHo no agpecy: https://docs.un.org/ru/S/RES/2341(2017)
[pnaTa obpaweHms: 21 nonsa 2025 ..

174 Cb OOH (2015 r.), Mucbmo Mpeacepatens KommteTta CoBeTa besonacHocTH, yupexaeHHoro Pesontoumein 1373 (2001) o
6opbbe c TeppopuramoM, oT 28 pespanst 2019 roga Ha ums MNpeacepatens CoseTa besonacHocTy, (S/2015/939). locTynHO

no agpecy: https:/docs.un.org/ru/S/2019/192 [fata obpatueHuns: 21 nona 2025 r.].

175 KoHTpTeppopuctuyecknii komutet CoeTa bezonacHocmu OOH (2019 2.), Pykogodsujue npuHyunsl Cosema
besonacHocmu 8 omHoweHUU UHOCMPaHHbIX boesukos-meppopucmos: Madpudckue pykosodawue npuHyunel 2015 2. +
Jo6asneHue 2018 2. JocTynHO no agpecy: https:/www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.

ctc/files/files/documents/2021/)an/security-council-guiding-principles-on-foreign-terrorist-fig.pdf [saTa o6paLyeHus:

21 nona 2025 r.].
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«B cBOVIX ycnMsix MO pa3paboTKe 1 OCYLLECTBIEHMIO MEp MO 3aLLMTE BaXHENLIMX
06BeKTOB MHGPACTPYKTYPbI 1 CNabo3aLUMLLIEHHBIX LiesIell OT TEPPOPUCTUYECKUX
HamajeHWi rocyfapcTBa-yYiaeHbl, Ae/icTBYS B COTPYAHUYECTBE C MECTHLIMM
opraHamu BNacTu, AO/KHbI: [...]

PykoBoasLmn npuHumn 50

PykoBoasLwmii npuHLumn 51

>

paspabaTbiBaTb, OCYLLECTBAATb U MPUMEHSTE Ha NpakTrKe Takue
cTpaTeruu v naaHbl 4eACTBUA MO CHUXXEHWUIO PUCKa TEPPOPUCTUHECKIX
HanaZeHuin Ha BaxxHeliLve 06bekTbl MHPPACTPYKTYpPbI U
cnabosallyLleHHble Lienn, KoTopble MpesycMaTprBatoT 06bejnHeHne

1 3G PeKTVBHOE NCMOb30BaHNE BO3MOXHOCTEN COOTBETCTBYOLLMX
roCyAapCTBEHHbIX U YaCTHbIX 3aUHTEPECOBAHHbIX CTOPOH;

CO3/aTb WV YKPENUTb MeXaHW3Mbl 4N 06MeHa NHGopMaLeri, SKCnepTHbIMA
3HaHWAMM (BK/IHOYAsA MHCTPYMEHTapWIA 1 pyKOBOASLLME YKa3aHMS) 1 OMbITOM
MeXJy rocyapCTBEHHbIMY 1 YaCTHBIMU 3aUHTEPECOBAHHLIMU CTOPOHAMM

B LieNISIX pacc/ieJoBaHVA TEPPOPUCTUYECKMX HaNaAeHWIA Ha Takme Lieam n
pearvpoBaHUs Ha HUX».

«B CcBOUX AanbHeRLLIMX YCUAUSX MO 3aLUMTe BaXHeLLIMX 06 bekToB
NHOPACTPYKTYpPbI 1 YA3BUMbIX LieN1eli OT TePPOPUCTUYECKNX aKTOB
rocyfapcTBam-usieHaMm, Ae/iCTBYHOLLM B COTPYAHMNYECTBE C MECTHLIMU OpraHamm
BNACTW, C/IelyeT Tak>Ke PacCMOTPETb BO3MOXHOCTb: [...]

>

CO3/aHNS HALUMOHANbHbIX CTPYKTYP M MEXAHU3MOB B MOAAEPXKKY
NPUHATUSA peLLeHnii C yyeToM PakTopa pucka, obmeHa MHopmaLmei

1 rocyA,apCTBEHHO-4YacTHOrO NapTHEPCTBA Kak A5 MPaBUTENbCTBA,

Tak 1 4151 OTPaC/IeBbIX BEAOMCTB, B TOM YKMC/Ie B LieIgX HanaXnBaHms
COBMECTHOW paboTbl MO onpeAeneHnto MPUopuUTETOB, 1 COBMECTHOM
pa3paboTky COOTBETCTBYHOLLMX MAaTEPUAIOB U MHCTPYMEHTOB, TaknX Kak
o6Lme pyKoBoAsLLME MPUHLMMbLI HABNOAEHNSA UV KOHKPETHbIe Mepbl,
npeanaraemble 415 3aLUMTbl 06bEKTOB Pa3INYHbIX TUMOB (HanpuMep,
CTaZAVOHOB, FOCTUHWL,, TOProBbIX LLeHTPOB UV LUKON);

BHeApeHMVS npoueayp ANs o6MeHa nHdopmMaLmei o6 oLeHKe pUCKoB
MeX Ay NpaBUTeNbCTBOM, OTPACAEBbIMU BEAOMCTBAMM 1N YaCTHbLIM
CeKTOPOM B MHTepecax CoAeliCTBUSA MOBbILLEHWIO OCBEA0MIEHHOCTY O
MONOXEHWW AeN U YKpernieHns 6e30nacHoCTU clabo3allMLLeHHbIX Lenei 1
MOBbILLIEHWS NX YCTONYMBOCTU K BHELLHWM BO3AENCTBUAM;

MOOLLPEHNS rocy,apCTBEHHO-YaCTHbLIX MapTHEPCTB NyTem pa3paboTku
MeXaHV3MOB COTPYAHMYECTBA, OKa3aHUs MOAAEPXKKMN BNajenbLam
NPeANPUSATAIA 1 SKCTTYaTUPYIOLLMM KOMMAHWSM, a TakXe YNpaBasioLLnm
06beKTaMN MHPPACTPYKTYPbI 1, B Clly4ae HEO6XOANMOCTHN, O6MeHa
nHopmaLmeli o NaaHax, MoANTUKE Y MPOoLLeAypax».

4.2 O6wme LEeHHOCTUN KaK OCHOBA YaCTHO-
rocyaapcTtBeHHOro napTHepcTBa

YT mexay npasuTensCcTBaMu 1 BnagensLamu/onepatopamu KB cyLectsyoT B
pa3sHbIX popMax 1 pasmepax. dddekTrBHbIe YITI, fJoCTUTaKOLLME KOHKPETHBIX, 3apaHee
onpeaeneHHbIX Lieneit, TpebyroT 06Lero Habopa LLeHHOCTEN, pasaensieMbixX BCeMU
cTopoHamu. B 2016 rogy B pamkax «MepuanmaHckoro npouecca» - popyma 415 obmeHa
NAesMN MO 3aLLnTe KPUTUYECKN BaXKHOW MHGOPMaLMOHHOM NHGPACTPYKTYpPbI 1
COTPYAHNYECTBA MeXAY BbICLLUMMW rOCYyAapCTBEHHbLIMW AeaTensamu, 6bln onpeseneH psaj
dakTopoB., cnocobcTByOLLMX 3 PekTUBHOCTM UTTT:

» [AoBepue: nockonbky Yl yacTo kacaeTcd NpobaeMHbIX CyO6beKTOB, BaXXHO CO34aTb
aTmocdepy AoBepuisi, B KOTOPOW BCe OpraHm3aLmm byayT 0Co3HaBaTb NOTPEebHOCTL
APYT Apyra B OCMOTPUTENLHOCTU. YeTKne pyKoBOAALLME NPUHLUMbI YIEHCTBA B
onepaTuBHbLIX MpPaBWIax MOryT CMOCO6CTBOBATL YKPEMNIEHUIO LOBEPUS.

» LleHHoOCTb: yyacTme B UMl 4OIXKHO NPUHOCUTL MOAb3Y, MHAYe 3HTY3Ma3M K y4acTUIo

6bICTPO yracHeT;
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YBaXkeHue: Bce opraHm3aunm AoMXKHbI MPU3HABaTb 1 yBaXaTb J06aBNEHHY CTOMMOCT
KOTOPYHO ApYrve opraHn3aLmmy BHOCAT B COTPYAHUYECTBO;

Kopekc noBegeHUA: HEO6XOAMMO VIMeTb YeTKMe, KOHKPeTHbIe 1 NpejcKkasyemMble
npaBuna, KOTopble He MPeAoCTaBAAT BO3MOXHOCTY A5 Pa306LLeHVs U
npeAoTBpaLLatoT 60 KOHGIUKT MHTEPECOB;

OcBeAOMJIEHHOCTb 0 BO3SMOXXHOCTSAX M OFpaHNUYEeHUAX APpYr Apyra: 370
npeAoTBpaLLaeT KOHGINKT Yepes HenpaBUIbHOE CyXAeHWe 0 MPUYMHe oTpuLaTebHOr
OTBETa 1 NO3BOJIAET ONTUMA/IbHO OKYMUTb YCUANS aNbsiHCa. DTO 03HAYaeT, uTo obe
opraHu3aunn AoMXKHbI 6biTb OCBEAOMIEHbI O AeSTeNbHOCTU APYT APYra;
PeannctmnyHbie 0XKNAAHNSA: BCe OPraHn3aLnm AOKHbI YYUTbIBaTh AOCTYMHOCTb
pecypcoB, 6roaxeT pa3BuTUS U gpyrre G¢akTopbl, YTOObI MeTb BO3MOXHOCTb
bopMMpoBaTh peanncTuUHble oXuaaHus ot Yrm.7e

B LeHTpe BHMMaHUA: BaXXHOCTb AoBepusd

XoTs AOBepUe yxe YNOMUHAN0Ch KaK GakTop, NoAaepXmBaroLmin 3¢ GeKTMBHOCTb

YlTl, ero ueHTpanbHoOe 3HaveHme an4g ycrnexa Yl Henb3a HegooueHBaTb. [OTOBHOCTL
fennTbcsa nHGopmMaLmer B pamkax tobbIX OTHOLLEHUIA TECHO CBA3aHa C YPOBHEM
LOBEPUSA MeXAY BOBJIeUEHHbLIMY CTOPOHaMU. LileHHasa nHpopmavLms npakTrnyecku
BCerja ABNAeTCsA KpaliHe YyBCTBUTENbHOW AN AepXaTens 3Tor nHGopmauunm.

[na Bnagensues/onepatopoB YacTHbIX KB 1 nx YacTHbIX NOCTaBLLUVKOB yCayr
6e30nacHOCTN (B COOTBETCTBYHOLLMX C/TyHasX) 3TO MOXeT 6bITb MHGOpMaLs

06 ys13BMMOCTSIX 06BEKTOB, XXM3HEHHO BaXHbIX Y31ax MHGPACTPYKTYpbl, Mepax
6e30NacHOCTN Ha 06beKTax, KOMMepYeCcKnxX cekpeTax UM MHTeNNeKTyanbHOM
CO6CTBEHHOCTU. 1N rocyfapCTBEHHbIX CYOBEKTOB 3TO MOXET 6bITb KOHOUAEHLMANBHASA
nHdopmMaLms nam onepaTyBHble JaHHble, CBA3aHHble C HeAAaBHUMW UAN TEKYLLIUMU
YrON0BHbLIMUY pacc/ie0BaHNAMU, TEPPOPUCTUUECKUMU U KPUMUHATBHBIMA YTPO3aMu
(BKNtOYAsA Cy6LEKTOB Yrpo3, X MeTOZAbl, BO3MOXHOCTW) AN UCTOYHNKAMMW OMEePaTUBHbIX
JLaHHbIX. [1nsi 06enx CTOPOH 06MeH Takol KOHGUAEHLMANLHOM MHPOPMaLIMEe MOXeT
NOCTaBUTb NMOA Yrpo3y NCTOYHUKN MHOPMaLIML NV METOAbI ee Coopa, PacKpbITb
CUIbHBIE U CNabble CTOPOHbLI KPUTUYECKM BaXKHOIO 06beKkTa U/nim obecneynTb
BO3MOXHOCTb HENMpPaBOMEpPHOro MCMNoJib30BaHWA MHGOPMaLMK ANS CO3A4aHUSA UK
NoApbIBa KOHKYPEHTHbIX MPENMYLLIECTB.

B ocHOBe ycunnii Mo NpeooNeHNto STUX TPYAHOCTEN, TaKUX KaK 3aKatoueHne
odnLMaNbHbIX DPUANYECKMX COrNALLEeHWIA, NpeAoCcTaBNeHNe A0MyCcKa K CeKPEeTHOM
NHPOPMaLNM NPeACTaBUTENAM YaCTHOMO CEKTOPA UAW Apyrvie Mepbl, eXNT
posepue. CTopoHbl B YT 40NXKHbI 6bITb YBEPEHbI, YTO BCE YUYaCTHUKK ByayT
MNCMONb30BaTh NPeAoCTaBNeHHY MHGOPMALIMIO MO Ha3HAYEHNIO 1 3aLLMLLaTh ee OT
HenpPaBOMEPHOr0 MCNOb30BaHUs. JoBeprie MOXHO NOCTPOUTL Pa3HbIMK Cocobamu,
BK/IOUAsA perynsipHoe MYHOoe B3anmMogencTeume.

176 TnobanbHbI opyMm knbep-3kcnepTrsbl (2017 r.), Pykogodcmeo no nepedosoli npakmuke GFCE-Meridian no 3awume

Kpumuyeckol UHGOPMAYUOHHOU UHPPacmpykmypsi 045 AUY, GOPMUPYOU4UX 20CYOaPCMBEHHYI NOAUMUKY. [JOCTYNHO N
agpecy: https://thegfce.org/wp-content/uploads/gfce-meridian-gpg-to-ciip-1.pdf [sata o6paweHns: 21 nons 2025 r.].
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MpakTnka: OBCE - BoceMb LLaroB K AOCTUXKEHUIO 3P PEKTUBHOIO
rocyaapcTBeHHO-4acTHOro naptHepcTsa (2013 r.)"7’

371 Wwaru 6binu B3sThl U3 pykosodcmea OBCE no nepedosoli npakmuke 3aujumsi 8axcHebwux
06beKkmoes Hesi0epHOU 3Hep2emuYeckol UHPpacmpykmypsl om meppopucmu4eckux akmoes 8
€853U C y2p0o3aMu, UCX00AWUMU om KubepnpocmpaHcmea, onybnkoBaHHoro B 2013 rogy.
OfHaKo OHW aKTyanbHbIl 1 415 60/ee LUIMPOKOro cnekTpa cekTopoB KBU, a Takxe Ans
MPOTUBOAENCTBNSA GU3MYECKMM YFPO3aM, TakKUM KaK TEPPOPU3M.

MpoaHann3npoBaTh U YCTAHOBUTb MOTUBALMIO KaXA0ro napTHepa, BK/IOYEHME KOTOPOro
NNaHVpPYyeTCs B NapTHEPCTBO MO 3alyMTe BaxXHEeNLWNX 06ekTOB MHGPACTPYKTYpbl. ITO
Heo6X0AMMO AN BbIACHEHWS B3aUMHbIX OXUAAHWUIA 1 BKNaAa KaXA0 CTOPOHbI.

YCTaHOBUTb aMBULMW U LiesIV MapTHEPCTBA Ha OCHOBE 06LLMX HaLMOHaNbHbIX Liesleid B chepe
3aLUNTBI BAXHENLINX 06beKTOB MHPPACTPYKTYPbI; MPOSCHUTB Lie/ib NapTHEPCTBA 1 3a4aY, KOTopble
OHO JJ0/I)XHO BbIMONHUTB.

MpoaHanM3npoBaTh CyLLECTBYHOLLYHO HOPMATUBHO-MPAaBOBYO 633y, MPUMEHUMYHO K KaXA0MY
BaXHelLeMy NHPACTPYKTYPHOMY CEKTOPY; BbISIBUTb 06513aTe/IbHble 1 CAMOCTOATENBHO
yCTaHOBJ/IEHHbIE HOPMbI, MPaBUIa 1 MPUHLMMbI; OLLEHUTb aekKBaTHOCTb CYLLEeCTBYIOLLEN
HOpPMaTUBHO-MPaBOBOW 6a3bl B CBETE OXUAAEMbIX PUCKOB Y CYLLECTBYHOLLEFO YPOBHS FOTOBHOCTU;
06CyANTb, Kak MOXHO IMKBUANPOBATbL BO3MOXHbIE NMPo6esbl.

MpeAoCTaBUTb MeXaHU3Mbl, 3aLLUTY 1 MPaBOBYHO OMpeseieHHOCTb A/t 06MeHa
nHdopmMaLmer, OTHOCALLENCS K 3aLUnTe BaXKHeNLLX 06bekTOB MHGPACTPYKTYpPbl, MeXay
BCEMU 3a4eACTBOBAHHbIMW 3aUHTEPECOBAHHbLIMY CTOPOHaMU. MpeoCcTaBUTb MeXaHNU3MbI A5
[06POBOJIbHBIX MHULMATUB, BK/HOUasA pa3BuTYie 06pa3LoB NepesoBoii MPakTUKU U 06MEH UMU,
a TaKkXXe ANA KOHCYNbTaLUMiA U Ananora B Liensax obecneveHns NOCTOAHHbIX U 3G GeKTUBHbIX
NMapTHEPCKMX OTHOLLEHWIA.

Co34aTb UHCTUTYLMOHANBHYIO CTPYKTYPY, MOOLLPSAOLLYI0 MeXOopraHu3aLnoHHoe COTPYAHNYECTBO 1
06bMeH nHpopMaLmer; PasbACHUTL POAN U BKIAZ KaXA0ro naptHepa (Hanprmep, rocy4apcTBeHHbIX
OpraHoB, BAajeNbLeBs 1 0NepaTopoB BaXHENLINX 06beKTOB MHPPACTPYKTYpPbl, MOCTABLLMKOB
NPOAYKLMM, acCcoLMaLnii); BbISBUTb ejUHbIe KOHTAKTHbIE TOUKM AN KaXA0ro napTHepa; yCTaHOBUTL
pekomeHAaLmnmn Ana CoTpyaHNYecTBa.

HauaTb c Manoro, CoCPeA0TOUMBLUNCL HA OAHOM U/ BYX BaXKHELLINX UHGPACTPYKTYPHbBIX
ceKkTopax; NOCTEMNEHHO pa3BrBaThLCs Ha poHe obecneyeHnsi FOTOBHOCTU BCEX 3aMHTEPECOBAHHbIX
CTOPOH K COTPYAHUYECTBY, pacCMaTprBasi YypOBHE yrpo3bi.

OnpefennTb BaxHelLwe 3Tanbl ANS aHaAn3a AOCTUXKEHUA U onpejeneHns NoTeHLManbHbIX
CneAyoLnx AeicTBUIA.

MpesycMoTpeTb NOCTOSAHHBIM MPOLLECC NPOBEPKUN AN NepecMoTpa N 06HOBAEHNS OTHOLLEH WA
napTHepCTBa, YTObbI 06ecneyUnTb MPOAOIKAILLNACA MPOrpecc, COOTHOCUMbIN C 06LLell cpesol
prcka 1 ¢ Mepamu 6€30MacHOCTM 1 3aLLMThbl, KOTOPbIe TpebyoTCsa ANA obecneyeHns oNTUManabHOro
YPOBHS 3aLUUThI.

cmoyHuk: OBCE

177 OBCE (2013 1.), Pykosodcmeo no nepedogoli npakmuke 3aujumel 8axcHeliwux 06bekmos HesidepHol 3Hep2emuyeckoli
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4.3 O6mMeH nHpopmaLmeil B paMmKax 4HaCTHO-
rocyfapcTBeHHOro napTHepcTBa

MpaBKTENbLCTBA, B YaCTHOCTU, X pa3Be/blBaTe/lbHble N MPaBOOXPaHNTE/IbHbIE

opraHbl (kak Ha HauWOHaNbHOM, Tak 1 Ha MECTHOM YPOBHE), UrpatoT BaXKHYHO POJib B
obecrneveHMN Hagnexallero pacnpocTpaHeHns N NOHMMaHMS MHopMaLmm 06 yrposax
B rocyapcTBeHHOM cekTope 1 B cektopax KB, Bktouas 4acTHbIe 3aHTepecoBaHHbIe
CTOPOHBI. Ecnv nHdopmaumsa 06 yrposax He nepefaeTcs 3aMHTEpPeCcOBaHHbIM CTOPOHaM
3a npejenamMun nNpaBuTeIbCTBA, 3TO MOXET MPUBECTU K TOMY, YTO BfiagesieL/oneparop
KBW nnn ero noctaBLUMK ycayr 6€30MacHOCTY MPOBeAET HETOUHYIO UAW HEMOAHYHO
oLeHKY ya3BMUMOCTM 06bekTa KBW. TouHO Tak xe Bnagenblbl/onepaTtopbl KBU v yacTHble
MOCTaBLUMKN YCAyr 6e30MacHOCTU MMEeroT BCe BO3SMOXHOCTY A1 06bMeHa MHpopmaLmeit
0 Mepax 6e30MacHOCTU Ha KOHKPEeTHbIX 06bekTax, 061acTaAX, NPeACTaBAAOLLINX

0CO6bIN NHTepeC ANA Cy6beKTOB Yrpo3, MOA03PUTENbHON AeATeNbHOCTU U MHLUNAEHTAX,
BbI3bIBaOLLMX 6ecnokoiicTBO. Korga ata MHGOpMaLMsa CBOANUTCA BOEAMHO C AOXKHBIM
yBaX>X@HMeM 1 COOTBETCTBMEM MECTHOMY 3aKOHOAaTe IbCTBY, BCe 3aHTePeCOBaHHbIe
CTOPOHbI MOJIy4atoT 6o/1ee YeTKoe NpejcTaB/ieHne o TekyLLer CMTyaumm C yrposamm u
MOTYT NPeAnpUHATL COOTBETCTBYHOLLME AeCcTBUS. B pe3ynbraTe B peroHe OBCE mHorve
BnagenbLbl/onepatopbl KBV 1 rocyaapcTBeHHble Cyb6bekThl y4acTByOT B UITT1, B KOTOPbIX
LenCcTBYHOT NON0XeHNsA 06 0bMeHe nHGopmavLmen.

O6MeH UHPOopPMaLMeli MOXET TakKe OCYLLEeCTBAATLCA MEXAY Cy6bekTamMy YaCTHOTO CeKTopa,
TakKUMU Kak BRagenbLpsl/onepatopbl KBM B 04HOM ceKTOpe 1av Aaxe Mexay cekTopamu. B
pernoHe OBCE cyLecTByeT MHOXECTBO CEKTOPA/IbHbIX 1 OTpacieBbIX accoumauumin n rpynn,
NPeAoCTaBAAOWMX AOMNOJHATENbHBIE BO3MOXHOCTW AN 06yUeHVs U 06MeHa SKCNepTHLIMU
3HAHVIAAMM U OMbITOM, HanpyiMep, HaLnoHanbHbI COBET LEeHTPOB 06MeHa UHpopMaLmeli 1
aHanusa CLLUA,"® CoESS'® 1 EBponelickuii coBeT no TenekoMMmyHmukamsam.80

Pesontoums Coeta besonacHocTn OOH 2341 (2017 r.) obecneymBaeT NPOYHY OCHOBY AN
coAeicTBMA 06MeHy MHbOopMaLmMen MexXxay YacTHbIMU U FOCYAapCTBEHHbIMY Cy6beKkTaMu B
uensax 3awmtel KBV oT Teppopuctnyeckmx atak. B atoli Pesontounm CoseT besonacHocTu:

«4. MNpu3biBaeT rocyAapCTBa-UieHbl N3bICKaTb BO3MOXHOCTY A5 06MeHa
COOTBETCTBYHOLLEN MHPOPMaLMel N akTUBHO COTPYAHMYATL B Jene NpeAoTBpaLLeHNs
TEPPOPUCTUYHECKNX HaMNaAeHWIA, NaHNPYyeMbIX B OTHOLLEHNM KPUTNYECKM BaXXHbIX
06beKTOB NMHGPACTPYKTYPbI, N 06ecrneyeHms 3aLnTbl OT HUX U TOTOBHOCTU K HUM, a
TaKXe CMArYeHusa NOCNeACTBUNNM yXKe COBEPLUEHHbIX HanajeHW M, X pacciesoBaHuns,
pearnpoBaHUsi Ha HUX 1 BOCCTAHOB/IEHWNS MOCE HNX».

«8. MoaTBEPXAAET, YTO UHNLMATUBBLI B 061aCTV PErMOHANBHOMO 1 ABYCTOPOHHEO
3KOHOMMYECKOro COTPYAHNYECTBA M Pa3BUTUSA UTPALOT K/IKOUEBYH PO/b B
AOCTUKEHNN CTabUNBHOCTU 1 NPOLBETaHNS, 1 B 3TOI CBA3M NPU3blBaeT BCe
rocyfapcTBa paclmpsATb CBOE COTPYAHNYECTBO B LieNAX 3aLUNTbl KPUTUYECKM BaXHbIX

178 HaumnoHanbHbIN coBeT MHGOPMALMOHHBIX LIeHTPOB 06MeHa 1 aHanmsa (ISAC) (6e3 gaTbl), About ISACs [Be6-
cTpaHuual. JocTtynHo no agpecy: https://www.nationalisacs.org/about-isacs [gaTa o6palyeHus: 25 mapta 2025 r.].
179 CoESS (6e3 gaTbl) [Be6-canT]. locTynHo no agpecy: https://www.coess.org/ [faTa obpalyeHuns: 25 mapTta 2025 r.].

180 EBponeiickunii COBET N0 TeNeKOMMYHMKALMAM 1 KOMMYHanbHbIM ycnyram ( EUTC ) (6e3 aaTbl) [Be6-caliT]. locTynHO no
agpecy: https://eutc.org/ [aaTa obpalyeHus: 25 mapta 2025 r.].
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06beKkTOB NMHPPACTPYKTYPbI, B TOM YMC/Ie pervoHabHbIX MPOeKTOB Pa3BUTUA
COOBLLEHNS N CBSI3AHHbBIX C HAMW 06BEKTOB TPAHCrPaHUYHOW MHGPACTPYKTYpPbI, OT
TEepPPOPUCTUYECKMX HAaNAAEHN NYyTeM NCMOAb30BaHNSA, COO6pPa3HO 06CTOSATENLCTBAM,
ABYCTOPOHHUX I MHOTOCTOPOHHUX MeXaHU3MOB 06MeHa MHbOopMaLMelt, OLeHKM
PUCKOB 1 COBMECTHOM NPaBonpUMeHUTENIbHO AesTeNbHOCT». '8!

B n3gaHHoM OpraHusaumein O6begmHeHHbIX Hauwnii B 2022 roay C6opHuke nepedosoli
npPaKMuUKU NO 3auyUme Kpumu4ecku 8axcHOU UHGPacmpyKkmypsi om meppopucmuyeckux
amak BblAeNeHbl TPU KaTeropun Ans obMeHa MHbopmaumen Mexay rocysapCTBeHHbIMU
opraHamu 1 Bnagenbuamu/onepatopamm KBU:

»  «OLeHKa yrpo3: NpaBooXpaHnTe ibHble OpraHbl 1 pa3BegblBaTe/IbHbIE C/TYXObI
JOSIKHBI NpefocTaBNATe ornepaTtopamM KBW pesynbtatel HaLMOHAaNbLHOW OLEeHKN Yrpos,
3aTparnsaroLLme KOHKpeTHble KPUTNYECKN BaXHble 06beKTbl U MPoLecchl, a Takxe
KPUTUYECKM BaXKHble CeKTOPbl. ITY MHGOPMaLNIO HEOBXOAMMO BKIOUATb B OLEHKM
PUCKOB, KOTOPbIE AOJ/IKHbI MPOBOANTL onepaTopbl KBW, 3a4acTyto B COOTBETCTBUN C
HOpPMaTUBHbIMY TPebOBaHMSAMMN, 0693bIBAOLLVMUN UX pa3pabaTbiBaTb M MPesoCTaBAATb
naaHbl 6e3onacHOCTK Ha yposHe KBW. B cBoto ouepefb, 0TAe/IbHbIM onepaTtopam
KBW BaXKHO NpefoCcTaBnATL pe3ynbTaThbl CBOEV OLLEeHKM YrpO3 KOMMETEHTHbLIM
rocyZapCcTBeHHbIM OpraHaMm, YTo6bl OHM MOTJIN COCTaBUTbL TOUHOE NpejcTaB/eHne 06
yrpose Kak B pamkax otaenbHoro cektopa KBW, Tak n Ha MexcekTopasbHOM ypOBHe.

» Tlopgo3puTenbHasa AeATeNIbHOCTb: onepatopbl KBU nrpatot BaXKHyHo pob B
BbIAB/IEHNN HEOOLIYHON AeAaTeNbHOCTU, MPOUNCXOASALLEN BHYTPU NN BOKPYT O6beKTOB 1
NpOoLLeCcCcoB, HAXOAALLMXCA B UX BEeHUW, N NHGOPMNPOBAHUM O HEl COOTBETCTBYHOLLMX
OpraHoB. OTa 3aja4a JO/KHA 6bITb BO3/IOXEHA He TONbKO Ha ML, OTBETCTBEHHbIX
3a 6€30MacHOCTb, HO U Ha Tex, KTO B3aUMOJelCcTBYeT C 06bekTamu, npoueccamu 1
cncteMamu KBU, Hanpumep, Ha COTPYAHKOB, MOAPAAYMKOB, MOCTABLLNKOB U APYTiX
3aMHTepPeCcoBaHHbIX INL,. HE06X0AMMO BHEAPUTL COOTBETCTBYHOLLME NPOrpaMMel
NOBbILLEHMA OCBEAOMIEHHOCTY 1N yYebHble MeponpuaTUS, YTOBbI 3TN COTPYAHNKMN
MOTI/IX pacno3HaBaTb NOA03PUTESNIbHOE MOBeEHME 1 3HaTb, KOMY C/IelyeT O HeM
Co0bLaTh.

» [aHHble N coo6parkeHus, CBA3aHHbIe C UHLUAEHTaMU: YPOKU, N3BJ1IeYeHHble U3
MPOLLIbIX UHLUWAEHTOB (BK1tOYas ycrneLlHble MeTO/bl, BMeLLaTeNbLCTBa U Heyjaun), atoT
BaXKHble 3HaHWA 0 crnocobax npeAoTBpaLLeHNs MOBTOPEHWA NOAOOHbIX CUTYaLNiA. 3To,
B CBOIO OYepesb, CO34aeT OCHOBY ANdA 6onee 3GPeKTUBHOro yrnpaBaeHNsa puckaMm u
AeliCTBUIA MO BOCCTaHOBNEHMO». 182

HekoTopble 13 BbllenepedncieHHbIX MON0XEHNM MOTYT BbiTb Tak>Ke NoAe3Hbl 415 YaCTHbIX
OXPaHHbIX KOMMAAHWIA, 3aHMMAaKLLMXCA 3aLLMTON COOTBETCTBYOLEro obbekTa KBU.

BaXXHO OTMETUTb, YTO, YUNTbIBAS KOHPUAEHLUNANBHOCTb MHGOPMaL MK, KacatoLLencs
3awmnTel KBW, B pamkax ntoboro UM cneayeT obpallaTe BHMMaHMeE Ha cejyroLlne
KJ0YeBble MOMEHTbI:

181 Cb OOH (2017), Pe3ontouns 2341 (S/RES/2341). locTynHo no agpecy: https://docs.un.org/ru/S/RES/2341(2017) [aaTa
obpateHus: 21 ntona 2025 r.].

182 UNOCT, VicnonHuTenbHbIl gupekTopaT KOHTpTeppopucTuyeckoro komuteTta CoeTa besonacHocTn OOH (2022
r.), 3auuma Kpumu4ecku 8aXHbIX UHGPACMPyKMyp om meppopucmuyeckux amak: C60pHUK nepedosoli NpakmuKu.

JlocTtynHo no agpecy: https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/2225521_
compendium_of_good_practice_web.pdf [gaTa obpaweHuns: 21 nons 2025 r.].
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» CooTBeTCTBYHOLLAA MHPOPMALMS He A0KHA MCMOb30BaTbCH NHbIM 06Pa3oM, KpoMe
Kak B uenax sawmtel KBU.

» Jlroboli nepcoHan, paboTaroLmin C CeKPEeTHOM NN KOHGUAEHLUMANbHOW MHbOpMaLmen,
[,0/KeH MPONTY COOTBETCTBYHOLLYHO MPOBEPKY ANt 0GOPMIIEHUS AOMYCKa K CEKPEeTHO
NHGOPMaLMKM CO CTOPOHbI COOTBETCTBYHOLLMX FOCYAAPCTBEHHbIX OPraHoB A/
obecneyeHNs LOMKHOW OCTOPOXHOCTY NMpu obpaLueHnn ¢ nHpopmMaLmen.

» 3anmHTepecoBaHHbIe CTOPOHLI B pamkax Yl gosiKHbI 0CO3HaBaTh, UTO onpejeneHHas
nepefasaemasi HGopmauMs, Aaxe He ABAAOLLAACS CEKPETHOM, MOXeT 6bITb
yyscmeumesisHol W, CnefoBaTeNbHO, TpebyeT OCTOPOXHOro obpaLlLeHus.

» Ecnm cooTBeTCTBYHOW A MHGOPMaL s BKAOYAET MepcoHanbHble JaHHble, TO NX
cbop, 0bpaboTka, XpaHeHMe 1 nepesayda AOMKHbI OCYLLEeCTBAATLCSA B COOTBETCTBUM C
HaLMOHaNbHbIM 3aKOHOAATENbLCTBOM U MEXAYHAaPOAHbIMU CTaHAAPTaMU.

ObmeH HPOopMauMe Mexay OpraH3aLnaMmn perynmpyeTtca cTaHaapTom MexayHapoaHOV
opraHusaumu no ctaHgapTusaumm Ne 22396:2020: «be3onacHOCTb U YCTOMYMBOCTL —
YCTONYMBOCTb COObLLEeCTBa - PykoBoAsLLME NPUHLNMBI 06MeHa nHGopMaLmer mexay
opraHmsauuaMm»,'83

HaumoHanbHas npakTuka: Mporpamma CLUA no 3awjute uHpopmaumm o
KPUTUYECKN BaXKHOU NHPpacTpyKType (2022 r.)'84

MporpamMma 3awmnTbl UHGOPMALIUU O KPUTUYHECKN BaXHON NMHGPACTPYKTYpe bbina
pa3spaboTaHa KoHrpeccom CLLUA B 2002 rogy. Llenbto Mporpammel IBASETCS «3aLlmTa
nHdopmMaLumm, 4O06POBOJILHO NPeAOCTaBAEHHOV MPaBUTENbCTBY B OTHOLLEHWN
6€30MacHOCTU KPUTNYECKN BaXXHOM MHGPACTPYKTYPbl YaCTHbLIX KOMMAHWIA 1
roCyflapCTBEHHbIX/MECTHbIX OPraHoB BAacTu». [lporpamMmma yctaHaBAMBaeT

eVHble NpoLeAypbl MONYyYeHs, MPOBepPKK, 06paboTKm, XpaHeHUS, MapKUPOBKM U
ncnonb3oBaHUA nHGopmaunm o KB, ,o6poBobHO NpeocTaBAeHHOM B ATEHTCTBO
no kMbepbe30nacHOCTU 1 3aLMTe NHPPACTPYKTYPbl MUHUCTEPCTBA BHYTPEHHEN
6e3onacHocTy CLLA. OHa Takxxe obecrneyvBaeT 3alLUTy BnajebLieB/onepaTopoB
KBW, 4Tto nprBeno K pacluMpeHnto JO06POBOILHOrO 06MeHa MHGOpMaLMei ¢
npaBUTeNbLCTBOM. [porpamMma Takxe gaeT Bnagensuam KB/ yBepeHHOCTb B

TOM, YTO Nt06as NpefocTaBieHHas MHGOPMALINS He MPpUBeSET K PACKPbITUIO
KOHOUAEHLUNANBHBIX AW YaCTHbIX 4aHHbIX 1 He CTaHeT JO0CTOSAHMEM 06LLeCTBEHHOCTN.

YicmoyHuk: MuHucmepcmeo eHympeHHel 6ezonacHocmu CLLIA, A2eHmcmeo no
KubepbesonacHocmu u 3awyume uHppacmpykmypel CLLIA

183 1SO (2020 r.), besonacHocms u ycmoliyueocms — Ycmoliyugocme coobwjecmea — Pykogoosujue npuHyunsl 06MeHa
uHpopmayueli mexcdy opearusayusamu (CtaHaapT ISO Ne 22396:2020). locTynHo no agpecy: https://www.iso.org/
standard/50292.html [aaTa o6patueHus: 21 nona 2025 r.].

184 AreHTCTBO MO K1Mb6ep6e30nacHOCTM 1 3aLmMTe MHGPACTPYKTYpPbI (6e3 gaTbl), porpammMa 3awmnieHHon nHdopmaymm
KpUTUYEeCKM BaxHOM MHGpacTpykTypbl (3IKBW) [Be6-caliT]. locTynHo no agpecy: https://www.cisa.gov/resources-
tools/programs/protected-critical-infrastructure-information-pcii-program [aata obpatieHus: 25 aBrycta 2024 r.].
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AdemansvHaa oyeHka
cywecmesyrowjux y2po3 u
puckoe 0/11 KOHKpemHo20
06veKkma Kpumu4yecku 8axXcHou
UHppacmpykmypel umeem
pewarouwjee 3Ha4yeHue 0.4

e20 3auumesl om
meppopucmuYyeckux amax.

»



5 Yrpo3sa teppopusma un
OoL,eHKa puckKoB

K KB/ oTHOCATCA CeKTOpbl 1 06BbEKTbI, KOTOPbIE ABAAKTCA HEOTbEMIEMON YaCTbHO
NOBCEAHEBHOM XM3HN 1N MOAAEPXMBAOT KPUTUYECKM BaXKHble YCayrn n GyHKLMN,
HeobxoauMble Ans obecneyveHns 6e30MacHOCTY, SKOHOMUYECKOM CTabUABHOCTY, NpaB
yenoBeka n obLlero 6iaronony4ns obiectea. Takmm obpasom, 06bekTbl KBU sBastoTcs
npuBAeKaTeNbHOM Liefibio 419 TEPPOPUCTOB M3-3a MACLUTAabHbIX paspyLUeHnii, CTpaxa 1
3KOHOMWYECKOro yLiep6ba, KOTopble MOryT Bbi3BaTb Takune ataku. TeppopuCThbl BbIGMpatoT
Le/in Ha OCHOBE LLUMPOKOro CAeKTPa CTpaTernvyeckmx, CUMBOANYECKMX U ONMepaTMBHbIX
bakTOpOB, KOTOPbIE 3aTEM COYETAIOTCS C XapakTepUcTUKaMm, MOTUBaMU N LLeNsMU X
TeppopucTryeckoli opraHmsaumn.'® Mostomy 6uiBaeT KpaiiHe C/I0XHO TOYHO ONpeaenThb,
KOro, UTO U rAe TeppopuCTbl ByayT atakoBaTb, 0CO6EHHO C y4eTOM TOro, YTO MHOTMe
rocyAapcTBa CTaJKMBAKOTCH C OAHOBPEMEHHbIMU YTPO3aMn CO CTOPOHbI HECKOIBbKIX
TepPPOPUCTUYECKMX OPraHn3auunii ¢ pa3anyHbIMU UAE0N0TNYECKUMU yHexXAeHUSAMMU.

B sToli rnaBe npeacTaBaeH 0630p MeTOAO0B, UCMOJIb3yeMbIX TeppopucTaMm A aTak Ha
06bekTbl KBU, a Tak>ke OCHOBbI MpoLecca OLEeHKN PUCKa, KOTOPbIV ABASETCH BaXKHENLW M
npeaBapuTe/bHbIM LLArom 418 onpegeneHnsa Mep pusnyeckor 6e3onacHoCcTy ANs
nboro obbvekTa KBN. Ocoboe BHUMaHMe yaenseTcs BaXxHOCTU MPUMEHEHNS KOHLEMLNY,
yYUnTbIBatOLLEel BCe yrpo3bl M onacHocTu, kK KBU B cooTBeTcTBUM € Pe3ontoumeri C6 OOH
2341 (2017 r.).

CyLiecTByeT HECKO/IbKO B3aMMOCBA3aHHbIX MPUYKH, MO KOTOPbIM aTaka Ha 06bekTbl KBA
MOXeT 6bITb MPMBAEKATENbHOW ANA TEPPOPUCTNYECKUX OpraHm3aunii. Hekotopble 13 HUX
npeacTaBaeHbl HMXe.

e
7!19 CuMBoOJIMYEeCcKoe 3HaUYeHue

TeppopuCTbl MOTYT BbIBUPATb Lienn, MMetoLLe CUMBONYECKOe 3HaUeHne 415t CBOMX
NPOTVBHUKOB. B HEKOTOPbIX C/TyYasix 3TO MOTyT 6bITb 06beKThl KB, Takune kak HedTe-
1 ra3onpoBO/Abl, TPAHCMOPTHAsA MHOPACTPYKTYPa UAN rOCYAAPCTBEHHbIE YUPEXAEHNS.

5 DKOHOMMYeECKU yLep6

MoBpexaeHne N/Unn yHUUTOXEHME 06bekToB KBV MOXET MPUBECTU K 3HAUUTENbHbIM
dVHaHCOBbLIM NOTEPSM 13-3a PAaCX0A0B Ha PEMOHT, 3KOHOMMNYECKUX C6oeB 1 NoTepu
NMPOV3BOAUTENBHOCTU. AINTENbHbIE C60U, BbI3BaHHbIE aTakaMy Takoro poga, MoryT
NPUBECTU K JONTOCPOYHON SKOHOMUYECKOM HECTabUIbHOCTM, 0C1a6AAS SKOHOMUKY
CTpaHbl, ee yCTONYMBOCTb N MHBECTULMOHHbIE MEXaHWU3MbI.

185 WmuTT, K. (6e3 gaTbl), Llenn Teppopurctos, MuHuctepctso tocTuumm CLUA, Homep NCJ 63429. [locTynHo no ajgpecy:
https://www.ojp.gov/ncjrs/virtual-library/abstracts/targets-terrorists [aaTa o6patueHus: 21 nrona 2025 r.].
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@ lMcnxonornyeckoe BO3AEI7ICTBI/Ie

TeppopucTbl BbIGMpParOT cBoeli Liesibto KBW oTyacTh A1 TOro, 4Tobbl Co34aTh Y Hace1eHus
BCEMpPOHMKaloLLiee YyBCTBO YA3BMMOCTU 1 CTPaxa. YcneLlHasa ataka Ha KB/ moxeTt
CO34aTb Yy HacesleHNs Breyvat/ieHne, YTo BAaCTU HECNOCOOHbI 3aLLUTUTL KPUTUYECKN
BaXXHble C/yX6bl, YTO, B CBOIO OYepesb, MOXeT MoAOpPBaTh AoBepue 0bLLecTBa K
NPaBUTENbCTBY 1 €ro CNoCO6HOCTY NOAJLEPXMBaTbL 6€30MacHOCTb 1 MOPSAOK.

() MponaraHANCcTCKas LEeHHOCTb

TeppopuCTbl MOTYT BblOMpaThb LieAb Ha OCHOBE OMNpejesleHHOro NocaaHns, KOTopoe
OHW XOTAT AOHECTU, AN ANA NPOABUXEHUSA ONpPeAeeHHOro HappaTmnea. YcnelHble
aTakm Ha KBU Tak>e cnyxaT MHCTPYMEHTOM BEPOOBKIU ANA TEPPOPUCTUNYUECKMNX
opraHusauuii, NoBbIWas NX NPUBAEKATENbHOCTb ANA MOTEHLUMAIbHbIX HOBbIX
UJIEHOB, @MOHCTPMPYSH UX BO3MOXHOCTW U NPefaHHOCTb Jeny.

39

& Boamesgue

TeppopucTuyeckne opraHmsaLmm MoryT BblopaTb KOHKPeTHbI 06bekT KBW Kak YacTb
6onee LLUMPOKOV CTpaTerum BoO3Me3aus B OTBET Ha MpeAbiAyLLe NHLNAEHTbI UK
ornepauum, NpoBeLeHHbIe MPOTUB HUX.

‘ BHuMaHune CMU

TeppopnCTbl 06LIYHO BEIOUPAIOT Lie/Ibt0 MeCTO, KOTOPOe MOXET MPUBJeYb BHUMaHMe
CMW, uTo ycnmnmBaeT nx nocaaHme 1 cCnocobCTBYET HarHeTaHWo cTpaxa. Atakm Ha KBU
MOTYT MpuB/eYb 3HaunTeibHoe BHMMaHne CMW 13-3a X MacLUTabHbIX MOCAeACTBUN.

(7 JonrocpoyHble nocnescTBmA

ATaku Ha KBV MOryT BbIHYAUTb NpaBUTeIbCTBA HAMPAaB/IaATh 3HaUNTE/IbHbIE PeCcypChl
Ha 3aLlnTy 1 BoccTaHoBIeHe KB, UTO MOXeT NpUBECTU K MepeHanpsaxXeHuro
6rof>KeTa 1 3aTPYAHUTb BAACTAM NINKBUAALMIO HENOCPEACTBEHHbIX MOCNeACTBUN
aTaku. AnntenbHble c6oun B paboTte KBW, Takme kak MacluTabHoe OTK/IHOUEeHME
3NeKTPO3HEPTM, MOFYT MPUBECTU K COLMANbHBIM BONHEHUAM, MOAUTUYECKOW
HEeCTabUNbLHOCTU 1N YCUAEHUIO MONAPM3ALLINM OOLLLECTBA, YTO, B CBOKO OYepesb, MOXET
CTaTb ABWXXYLLEN CUNOV pagnKanmnsauum, BeayLiein K TeppoprusMy U HaCUINKO.

CTpeMI'IEHI/Ie K MakCMMaJibHOMY yBE€JINYEHUIO HYNCJla NOCTPadaBLLUNX

TeppopucTUYeckmne opraHmnsaL v MoryT Bblb1paTh B KayecTBe Liefieil MecTa MaccoBOro
CKOMAeHVs Ntogeit (Hanpumep, obLLeCcTBEHHbIA TPAHCNOPT), YTOBbI MaKCUMU3POBaTb
3¢ PeKT OT aTakm. Takme MHUMAEHTbI Takxke NPUBIEKatoT 3HaUYnTeNbHoe BHMMaHne CMU.
B pe3ynbTate TeppopuCThl MOTYT NIAHMPOBATh aTaku, MPUYPOUMBAs UX K COBbITUAM
VAV NepuoAamM BEPOATHOr0 NPUCYTCTBMSA 6OMbLLEro YMCcaa Nt0Ae, Hanpumep, K Yacam
MK B METPO.

92 Yrposa Teppopu3Ma 1 OLIeHKa pUCkoB



5.1 KaK TeppopucTbl aTaKylOT KPpUTUUYECKH
Ba>XHY0 MHPPaACTPYKTYpYy?

HacTosiee TexHu4eckoe pykogo0cmeo cocpefloTOUeHO Ha GpU3mYeckoin 6e30nacHoOCT
o6bekToB KBW c akLeHTOM Ha TeppopucTryeckme ataku. B aTom pasgene nogpobHo
MeTO/bl, UCNOJb3yeMble TEPPOPUCTAMU ANS COBEPLUEHNMS aTaK. XOTS OH He AaeT
McyepnbIBatOLLLEro CNMCKa METOAOB, OH OXBaTbiBaeT MHOTVE KtOUeBble KaTeropuu.

B HEKOTOpPbIX ClyYasix TePPOPUCTLI TaKKe KOMBUHMPYHOT OMMUCaHHbIe 34eCb MeToAbl,
Hanpumep, COBepLUAtOT TEPPOPUCTUYECKME aTakL C UCMONb30BaHNEM TPAHCMOPTHbIX
CPeACTB 1 B3pbIBYATbIX BELLECTB.

B3pbiBUaThie BellecTBa
B3pbiBUaThle BeLlecTBa M caMoje/ibHble B3pbIBHbIe ycTporicTBa (CBY)
LLINPOKO NCNONb3YHTCH TEPPOPUCTAMUM B Ka4eCTBe CpeACTBa HanajeHus
6narogaps CcBoel paspyLLNTENbHONM C1le, OTHOCUTEIbHOW NPOCTOTE
N3roTOBAEHWNSA N BO3SMOXHOCTU Bbl3blBaTb MaccoBble XepTBbl. CBY moryT
6bITb N3rOTOB/EHbI U3 NErKOAOCTYMHbIX MaTePUAOB, YTO AeNaeT nx
AOCTYMHBbIMU 415 LUMPOKOrO Kpyra Fpymnmn, He3aBUCUMO OT X PeCypCoB.

m NX MOXHO MPUMEHATb pa3NnNyHbIMK CNOCOBaMK: yCTaHaBAMBaTb Ha

' yenoBeka, HAUMHATb TPAHCNOPTHbIE CPeACTBa, AOCTaBAATb Mo Boae, CBY B

BUAE NPULAOPOXKHbBIX BOMbB UK CKPbITbIE N akTUBMpPYeMble CBY, Takme kak
pagnoynpas/isieMble B3pblBHbIE YCTPOKCTBA. DTO obecneynBaeT rmbKoCTb B
VX MPUMEHEHUN N BO3MOXHOCTb HaLeNBaTb X Kak Ha rPaXXAaHCKMX ALY,
Tak 1 Ha 06bekTbl KBU. HenpegckasyeMocTb 1 MOTeHLMaAbHas ONacHOCTb
60NbLLIOro KOIMYECTBA XEPTB AeNAt0T B3pbIBYaTble BellecTBa U CBY
BbICOKO3)dEKTUBHbBIM MHCTPYMEHTOM ANS yCTPaLleHuns, gecTabuansaumm
o6LLecTBa 1 MpUBAEYEHUS BHUMaHWA K MOTYIBaM TEPPOPUCTOB.

OrHecTpesibHOE opy>kume

OrHecTpenbHOe OpyXue ABAAETCA PacnpOCTPaHEHHbIM CpeACTBOM
HanajeHnsa ANA TeppopuUCTOB 6aarogaps CBoen JOCTYNHOCTY, MPOCTOoTe
NCMONb30BaHNA N neTaNbHOM adpdekTnBHOCTN. OHO MO3BONSET
HamagjarLM 6bICTPO HAHOCUTb 3HaUMTEeIbHble MOTepy, 0CO6EHHO

B JIFOAHBIX UM 3aMKHYTbIX MPOCTPaHCTBaX. OrHecTpenbHoe opyxue
MOXHO NMPMOBpPeCcTn Kak 3aKOHHbIM, Tak M HE3aKOHHbIM MyTeM, U ero
NCMosib30BaHMe TpebyeT MUHNUMAaNbHOW NOArOTOBKM MO CPABHEHMIO

c 6os1ee CIOXKHbIM Opy>XneM. MoOBUABHOCTb 1 yNpPaBiSeMOoCTb,
obecneyrBaemMble OrHeCTPeNbHbIM OpPY>XMeM, MO3BONAIOT TEPPOPUCTaM
MNPOBOANTHL CKOOPANHMPOBAHHbIE aTaky, HaLeNNBaTbLCA Ha KOHKPETHbIX
NOAeri AN rpynnbl U NOAAePXMBaTb aTaky B TeUeHne ANNTENbHOrO
BpeMeHu Ans ycuneHusa a¢dekTa. Kpome Toro, atakm C IpUMeHeHneM
OrHEeCTPesIbHOro OPY>XXNA YacTo MPUBAEKAIOT 3HAYNTE/IbHOE BHUMaHMe
CpefCcTB MaccoBor MHGOPMaL UM, YTO MOXET COCOH6CTBOBATL YCUAEHWIO
No31L 1N TEPPOPUCTOB.
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TpaHcnopTHble cpeacTBa
TeppopuCTbl MCNOB3YIOT TPAHCNOPTHBIE CPeACTBAa B KAYeCcTBe CPeACTBa
HamaAeHus, NMOTOMY UTO OHW JIErKOAOCTYMHbI, TakMe aTaku TpebytoT
MUHWMaNbHOIO NAAHNUPOBAHUA 1 MOFYT MPUBECTU K 3HAYMTEIbHBIM
XepTBaMm, 0COBEeHHO B ryCTOHACe/IeHHbIX FOPOACKMX PaiOHaX.
® TpaHCMopTHbIe CpeACTBa MOXHO NPEBPATUTEL B CMEPTOHOCHbLIE OPYANUS,
HanpaBWB WX Ha TONMNY NOAEN, YTO AenaeT UX 3pGeKTUBHbIMU AN
COBEpLUEHMNSA CMOHTAHHbIX N Mano3aTpaTHbIX aTak. DTOT METOA
He TpebyeT 0CObbIX TEXHUYECKMX HAaBbIKOB NN MOATOTOBKM, YTO
[lenaeT ero npueaekaTenbHbIM ANA OANHOYEK NAWN HEGONBLLWX Fpynm.
Henpeacka3yeMocTb aTak C MCMO/b30BaHVIEM TPAHCMOPTHbIX CPeACTB
3aTpyAHSEeT UX NpeAoTBpaLleHue.

Mopayxor
TeppOopUCTbI MOFYT NpeAHaMepPeHHO NOAXKNIraTb 06 beKTbl KPUTUUECK BaXKHOM
NHOPACTPYKTYPbI (3a60pPbl, COOPYXKEHUS, CKNAACKME MOMELLLEHWS U T.A4.) C Lie1bo
NX MOBPEXAEHUSA AN YHUUTOXEHUS. [0CKOIbKY 3TO OTHOCUTENIbHO HELO0POroi
/ MeTOZ aTaku, ero MOXeT MCMOo/Ib30BaTh 1t060e L0 Ha NH060M 06bekTe.
Moa>xor TakXe MOXHO coyeTaTb C APYrvMY METOAAMU aTaku, Mepeymnc/ieHHbIMA
34eCb, BKIHOYAs OrHeCTpeibHoe OpY>KMe U/Un NOXULLEHWE NHoAen/3axBaT
3a/10KHVIKOB.

MoxuuieHue nogeii/3axeaT 3a/100KHUKOB
MoxuLeHme rofei 1 3aXBaT 3a/I0KHUKOB UCMOJ/Ib3YHTCA TEpPOopUCTaMu AN
OKa3aHWs AaB/eHUs], NoyYeHUs PblyaroB BAUSHUSA 1 MPUBAEYEHS BHUMAHWS
— CMW. Takasi TakTMKa NO3BOJIIET TEPPOPUCTaM TPeboBaTh BbIKYM, 4O0OUTHCA
0CBOBOXAEHWNSA 3aKJTIOUEHHbIX Y1€HOB CBOEN rpynnMPOBKM AN MPUHYXAATb
NpPaBUTEeIbCTBA K MOANTAYECKUM YCTyrnKam. CUTyaLmmy € 3aXBaToMm
3a/I0KHNKOB MOPOXAAT CU/bHBIV CTPax U HeONpPeAeNeHHOCTb, @ TakxXe
npvBaeKaeT BHUMaHWe obLiecTBeHHOCTU M CMU. AnnTenbHbI XxapakTep
TaKNX MHUMAEHTOB MOXET eCTabnain3npoBaTh 06LLECTBO, Harpy>XaTb CUJbl
6e30MacHOCTU 1 OKa3blBaTb CUIbHOE MCUX0N0rMYeckoe Bo3eliCTBIE.

becnunoTHble aBMaLMOHHbIE CUCTEMBI
becnunoTHble aBraLmoHHble crncTteMbl (BAC), TakKe N3BECTHbIE KaK APOHbI,
BCe Yallle 1NCMOo/b3YHTCA TEPPOPUCTaMM B KaYeCTBe CpeACTBa HanageHns
13-3a@ MX PaCTyLLel AOCTYMHOCTU, CHUXEHWS X CTOMMOCTU 1 MOTEHLNANbHOWM
v CMOCOBHOCTY 06X0ANTL TPAANLIMOHHBIE Mepbl 6e3onacHocTw. 88
Mockonbky BAC MOXHO Nerko NprobpecTu, MoTeHLManbHas BO3MOXHOCTb
] 3/10yMbILLNEHHNKOB aTakoBaTb KBW, ny6ainyHble cObpaHns Unv BOeHHbIe
06beKTbl Ha PAaCCTOSAHUM C MUHMMabHbBIM PUCKOM A5 cebs genaet BAC
TEeXHOJIorew, Bbi3blBatoLLen 6ecnokoncTso. Kpome Toro, BAC MOXHO
3KCMAYaTUPOBAaThb YAa/eHHO, UTO 3aTPYAHAET OTCeXVBaHMe NV nepexsaTt
3/10yMbILLEHHUKOB.

186 NHopmaumto 06 yrpose, KOTOPYHO NpeacTaBaseT Ucnonb3osaHne bAC Teppopuctamu, CM., Hanpumep, B
fokymeHTe CoBeTa besonacHocTy OOH (2023 r.), PykoBoAsLLMe NPUHLNMBI AN9 TOCYAAaPCTB-YNeHOB, Kacatolmecs
NPOTMBOAENCTBUSA MPUMEHEHWNIO HOBbIX M HOBEMLLNX TEXHONIOTNI B TEpPOPUCTUYECKINX Lensx (S/2023/1035).
[JocTynHo no agpecy: https://docs.un.org/ru/S/2023/1035 [gaTa obpaweHuns: 21 ntona 2025 r.].
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Xnmunyeckue, 6uonornyeckue, pagmonornyeckue,

fiaepHble MaTepuarnbl

TeppopuCTbl MOTYT MCMO/b30BaTb XMMUYeCKMe, 61oNornyeckume,
pagvionorvyeckre n agepHble (X6PA) matepuasnbl B KayecTBe CpesacTBa
HanaZeHs N3-3a NX CNOCOBHOCTM BbI3bIBaTb MAaCCOBbIe XXePTBbI, BCEOOLLMIN
CTpax 1 JONrocpoyUHble nepeboun. XbPA-opyskrne MOXeT 6bITb HEBEPOATHO
CMEePTOHOCHBIM, €ro CJI0KHO 0BHAPY>XUTb NN 3aLLMUTUTBHCS OT HEro.
Vcrnonb3oBaHWe Taknx MaTepraioB MOXET NPYBECTY K 3apPaXeHnHo
60/1bLLUNX TEPPUTOPUIA, MEPErpy3UTb MeANLMHCKIME CUCTEMbBI 1 OKa3aTb
pa3spyLunTenbHOE NCUXOI0rMYeCcKoe BO3AencTBMe Ha HaceneHme. OgHa InLlb
yrpo3a ataku ¢ ncnoab3oBaHvem XEPA MoOXeT BbI3BaTb CEPbE3HYIO MaHWKY U
CO3/aTb 3HAUUTENIbHYHO Harpy3Ky Ha NpaBUTeIbCTBa.

Cnoco6cTByOW M paKTOp: NpUBIeYeHUE NHCAAEePOB

TeppopuCTbl NCMOL3YIOT «MHCarAepPOoB» 6aarofaps Nx aBTOPM30BaHHOMY
fJoctyny Kk o6bektam KB, koHuaeHLManeHoM nHGopMaLmm 1 MpoToKoIaMm
6e30MacHOCTH, YTO MOXET ObITb MOE3HbIM A5 M1IAHNPOBAHWVS 1 MPOBeAEHA
6onee s3dpPeKTVBHbIX aTak. MIHCanAepbl MOTYT MOMO4Yb TEPPOPUCTaM 060NTH
Mepbl 6€30MacHOCTY, MPeOCTaBUTb OMepaTyBHbIE AaHHbIE O LIeNIAX U Jake
HanpsMyto y4acTBOBaTb B CaboTaxe Wn aTakax, yBennmymBas CBOW LLAHChI

Ha ycrex 1 CBoAsA K MUHMMYMY PUCK O6Hapy>KeHWs1. XOTS NpuBeYeHre
NHCalAepoB He ABASeTCs CTPOrMM MeTOAO0M AeCTBUI NPY aTakax Ha 06 beKThl
KBW, oH MOXeT paccMaTpmBaThCA Kak Cnocob cofeiCTBMA aTakaM 1 Mo3TOMy
BKJIKOYEH B 3TOT CMNCOK.
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5.2 OueHKa yrpos v puckoB: ¢aKTopbl N pasnnyuus

[JeTanbHas oLeHKa CyLLeCTBYOLLMX YIPO3 U PUCKOB AJSt TOr0 UAWU MHOro ob6bekTa KB
MMeeT pellaroLLiee 3HaYeHMe 4151 ero 3allMThbl OT TEPPOPUCTUYECKMX aTak. Takme OLEeHKM
onpeaenatT CnekTp Mep 6e30MnacHOCTY, BKOYas Mepbl Gp13MYecKol 3amTbl. HenonHble
NNV HETOYHbIE OLIEHKI MOTYT NMOABEPIrHYTb OMNacHOCTN 06bekThl KBW, mepcoHan nnu
npoueccsl.

Yepo3sa: Cuctema ynpasneHus 6esonacHocTbio OOH onpegensieT yrposy Kak
«MoTeHLManbHoe NpuUnHeHe Bpeaa npegHaMepeHHbIMU AeicTBuaMin».'87 Yrpossl
MOTYT 6bITb MPSAMbIMU (T.€. YEeTKOE, BblpaXeHHOe HaMepeHe aTakoBaTb Onpeje/eHHbIl
06BEeKT) NN 0606LLEHHBIMA (T.€. LUIMPOKOE BbIPaXeHNe HaMepeHUs aTakoBaTb CEKTOP,
PeNNrMo3HyH0 rpynny Uam BClo CTpaHy). O6a TMna yrpo3bl ciefyeT BOCNPUHMMATb
cepbe3HO Npu BbIABAEHUU N OLEeHKe Yrpo3 415 KOHKpeTHOro obbekTa KBU. Mpur 3ToM
cnefyeTt pacCMOTPETb HECKOJIbKO KJIHUEBLIX ONepaTUBHbLIX BOMPOCOB, B TOM Yuc/e
cnegyrouyne:

KTO Kakori 3710YyMbILLJIEHHNK MOXET Ha4aTb aTaKy?

4yTO Kakre 06bekTbl MOXET MOMbITAaTLCA aTakoBaTb 3ﬂ0yMbILLU16HHI/IK? YTO OH MOXeT
MCNoN1b30BaThb A1 OCYLLECTB/IEHNA aTaku?

3AYEM KakoBa Lenb ataku?
pils e MOXeT 6bITb OCyLLLeCTB/IeHa aTaka?
KOTAA B Kako MOMEHT BpeMeHW MOXEeT MPOV30ATY aTaka?

MprMeyaHve: YeM KOHKPETHee OTBET, TeM JlyulLlle (Hanpumep, Yac, AeHb, MecsiLL, FOA).

KAK Kak 310yMbILLNEHHUK MOTYT OCYLLLEeCTBUTb aTaky? KakoBbl MOTeHLMaNbHble
MeTOo/bl aTakmn? KakoBa BEpPOATHOCTb COBepLUEHNS aTakn? KakoBa BEPOATHOCTb
ycrexa ataku?

PaccMOTpeHMe Taknx BOMPOCOB CNOCOBCTBYET pa3paboTke OLEHKM Yrpo3, KOTopasi Takxe
BKJIOUAET B Cebs CBEAEHNS O BO3MOXHbIX MeToZAax aTaku. [lpyroli cnoco6 aHannsa yrpos -
BM3yann3MpoBaTh UX B BUAE pacyeTa:

y2po3a = HamepeHus '8 310ymeiwineHHUKO8 X Ux 803MoxcHoCcmu18°

187 [lenapTameHT oxpaHbl 1 6e3onacHocT OOH (2017 r.), Cucmema ynpaeseHusi 6ezonacHocmesro Op2aHU3ayuu
O6veduHeHHbIx Hayuli: Pykogodcmeo no nonumuke 6ezonacHocmu. [locTynHo no agpecy: https://b2315f08-09cf-4a7a-
b224-5b9df6403e51.usrfiles.com/ugd/b2315f 59d25533484d4430aedebad4558aeab6.pdf [gaTa obpalieHns: 21
nons 2025 r..

188 OnpepfeneHo Kak «<MOTUBALMS NN CKIOHHOCTb CybbeKTa yrpo3bl Bbi3BaTbk COObITME YrPO3bl, KAK ONMCAHO» B:
[JlenapTameHT oxpaHbl 1 6e3onacHocT OpraHmsaumm ObbeanHeHHbIX Hauwmii (2017 r.), Pykogodcmeo no noaumuke
6e3onacHocmu cucmemsl ynpagsaeHus 6ezonacHocmeto OpeaHu3ayuu O6veduHeHHbIx Hayul. JocTynHo no agpecy:

https://b2315f08-09cf-4a7a-b224-5b9df6403e51.usrfiles.com/ugd/b2315f 59d25533484d4430aedebad4558aeab6.
pdf [gaTa obpaweHuns: 21 nons 2025 r.].

189 OnpeaenseTcsa Kak «CNoCoOBHOCTE NIW BO3MOXHOCTL CYyOBHEKTOB Yrpo3bl Bbi3BaTh COOLITUE Yrpo3bl, Kak ONUCAHO» B:
[JlenapTameHT oxpaHbl 1 6e3onacHocT OpraHmsaumm O6beanHeHHbIX Hauwmii (2017 r.), Pykogodcmeo no noaumuke
6e3onacHocmu cucmemsl ynpagseHus 6ezonacHocmesro OpeaHusayuu O6veduHeHHbIx Hayul. JocTynHo no agpecy:

https://b2315f08-09cf-4a7a-b224-5b9df6403e51.usrfiles.com/ugd/b2315f_59d25533484d4430aede6ad4558aeab6.
pdf [gaTa obpaweHuns: 21 nona 2025 r.].
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MNpoBeseHVe OLEHKM Yyrpo3 No3BOASET NNLLAM, OTBETCTBEHHBLIM 33 6€30MacHOCTb
ob6bekTa KBW, MOHATB 1 OLeHNTb NOTEHUMANbHbIX MICTOYHWKOB YrPo3 1 CLEeHapUn 1X
BO3HWKHOBEHMUS], a TakXe co3aTb HaZeXHYH OCHOBY ANs 3P PeKTUBHOM OLLEeHKN PUCKOB.
KpaliHe BaXxHO, 4TO6bI OLleHKa yrpo3 NpoBoAnAack 00 MPOBeAeHS OLLeHKM PUCKOB,
MOCKOJIbKY Yrpo3a SBASETCS KAHUYeBbIM KOMMOHEHTOM purcka (Kkak MokasaHo B pacuyeTe

prcka HXe).

Puck: Puck onpegensetcs OpraHusauneri O6beanHeHHbIX Haumii Kak «<BEPOATHOCTb
BO3HVKHOBEHMS OMacHOro CobbITUS U MOCNEACTBUSA 3TOr0 COBLITUS B C/lyYae ero
BO3HVKHOBeHMs».1%% Puck Takxke MOXHO BU3yasM3npoBaTh B BUAE pacyeTta, HanpumMep:

puck = y2po3a x yszeumocms'! x nocredcmeus'?

[nga Toro utobbl cGopMMpPOBaTL MOHMMAaHME pUCKa A1 KOHKPeTHOro obbekTa KB n
CNocob0oB yrnpaBaeHNs MM, BaXHbl CneytoLlme BONpockl N GakTopsbl:

KoMnoHeHT

OnpegeneHve OOH'3

OcCHOBHOW BOMpoc

PakTophI

Yrposa

YA3BUMOCTb

Bo3gerictBue
(4acTto Ha3biBaemoe
rnocsieACTBUEM)

«MoTeHymanbHoe
npu4YnHeHe Bpeaa
npeAHaMepeHHbIMU
AEeNCTBUAMU»

«Cnabas cTopoHa,
KOTOpasi MOXeT
MO3BOJINTb yrpo3e
WA OMACHOCTU
HaHecTu Bpea»

«OueHka
noTeHLManbHOro Bpesa,
KOTOPbI COBbITME
MOXeT HaHecCTu (ecan
OHO NPOW30KAeT)
opraHusauum»

YTO MOXeT NocTaBUTb
nog yrposy
dYHKLMOHMpPOBaHMe?

Hackonbko nogsepxeH
06BeKT yrpose
HapyLleHs ero
GYHKLMOHMPOBaAHMNSA?

Ecamn
dYHKLMOHMPOBaHME
obbekTa byseT
HapyLUeHo, KakoBbl byayT
nocieAcTBUA?

MpoLuible cobbITUA yrpo3bl
Moaenn yrpos (nokanbHble,
pernoHanbHble, robanbHbIe)
MoaenvposaHue n
NPOrHO3MpoBaHMe yrpos

OueHKa TeKyLLUX YCA0BUIA
HepaBHMe ynyylleHns B
cucteme 6e30MacHOCTH
YpoKu, U3BneveHHble

13 NpeAblAyLmx c6oes
(nokanbHbIX, pervMoHanbHbIX,
rno6anbHbIX)

AHanv3 B3anM0o3aBVCYMOCTH
OueHKa Bo3encTBus
CTpaTeruv obecrneyeHus
YCTOVUYMBOCTL 1 MAaHbI
obecneyeHns HermpepbIBHOCTA
AesaTeNbHOCTY

190 AenapTameHT oxpaHbl 1 6e3onacHocT OOH (2017 r.), Cucmema ynpasaeHus 6e3onacHocmsto Op2aHu3ayuu
ObveduHeHHbIx Hayul. flocTynHo no agpecy: https://b2315f08-09cf-4a7a-b224-5b9df6403e51.usrfiles.com/ugd/
b2315f 59d25533484d4430aedebad4558aeab6.pdf [faTa o6patyeHns: 21 nons 2025 r.].

191 OnpegensieTcs Kak «cnaboe MecTo, KOTOPOe MOXeT MO3BO/INTb Yrpo3e UAM ONAaCHOCTU HaHeCTV Bpes» B:
[lenapTaMeHT oxpaHbl 1 6e3onacHocTV OpraHunsaymm ObbeanHeHHbIX Hauwnii (2017 r.), Pykogodcmeo no nosumuke
6e3onacHocmu cucmemsl ynpagaeHus 6ezonacHocmsto OpeaHusayuu O6veduHeHHbIx Hayul. JoCTynHO no agpecy:

https://b2315f08-09cf-4a7a-b224-5b9df6403e51.usrfiles.com/ugd/b2315f 59d25533484d4430aedebad4558aeab6.
pdf [gaTa obpaweHus: 21 nons 2025 r.].

192 YacTo Takxe MMeHyeTCsa «NocneAcTBrEM».

193 [lenapTameHT oxpaHbl 1 6e3onacHocT OOH (2017 r.), Cucmema ynpasseHus 6ezonacHocmsto Op2aHU3ayuu
06veduHeHHbIX Hayull. JocTynHo no agpecy: https://b2315f08-09cf-4a7a-b224-5b9df6403e51.usrfiles.com/ugd/

b2315f 59d25533484d4430aedebad4558aeab6.pdf [faTa obpaweHuns: 21 nons 2025 r.].
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5.3 Ba)>kKHOCTb «KOHLeNUUU, yUNTbIBalOLLLEN BCe
yrpo3bl 1 oNacHOCTU»

4YTO06bl MPOTUBOCTOATHL BbI30BaM, CBA3AHHbBIM Kak C TEKYLLUMMU, TaK 1 C ByAYyLLIMMUN YTPO3aMu,
B 2017 rogy CoseT besonacHocTn OOH npu3Ban CTpaHbl NMPUMEHSTE HaLMOHaNbHbIN
noAxo4 K 3awmTe KBU, y4nTbIBAOLWWIA LLMPOKNY CNEKTP Yrpo3 1 ONacHOCTEN, BANAIOLLNX
Ha Bnagenbues/onepatopoB KBV v 6onee wmpokme cnou HaceneHus. Kak ykasaHo B
Pesontouum CoseTta BesonacHocT OOH 2341 (2017 r.),'* nocBsaLueHHol 3awmTe KBU oT
TEPPOPUCTUYECKUX aTak, yUeT BCexX yrpo3 1 onacHocTei, ' kotopbim nogsepraetcsa KBY,
MMeeT peLlatoLLiee 3HavYeHe 419 ee 3alUTbl OT TEPPOPUCTUYHECKNX aTak:

«lpun3HaBas B 3TOM CBSA3M, YTO 3GDEKTUBHOCTL 3aLLNThI KPUTUYECKN BaXKHbIX
06EKTOB MHGPACTPYKTYpPbl 3HAUYNTENIbHO MOBbLILLAETCS, €C/IM 3aLMTa
OCYLLIeCTBASIETCA Ha OCHOBE KOHLEMNLUN, yUNTbIBaKOLLLEl BCe Yyrpo3bl 1 ONACHOCTY,
B YaCTHOCTW CBSI3aHHble C TEPPOPUCTUYECKUMMN HaNAJEHUSIMU, 1 KOTAa Npu

3TOM pPerynsipHo NPoBOASATCS NpeAMeTHbIe KOHCY/IbTaLumn 1 obecneyrBaeTcs
COTPYAHMNYECTBO C ONnepaTopamm KpUTUYECKM BaXHbIX 06BEKTOB MHGPACTPYKTYpPbI
N AONIXKHOCTHBIMU INLLAMW MPAaBOOXPAHUTENIbHBIX OPraHOB U C/Y>6 6€30MacHoCTH,
OTBEYAOLLMX 33 3aLUNUTY KPUTNYECKM BaXKHbIX 06BEKTOB MHPPACTPYKTYPbI, U,
CO006pa3HO 06CTOATENBCTBAM, C APYTMIMU 3aMHTEPECOBaHHbIMY CTOPOHAMM, B TOM
yncne ¢ BNagenbLaMm YacTHOro 61U3Heca.

Ha npakTuke 370 03Ha4aeT BKAKOYEHMe Teppopur3ma B Yncno yrpo3 KBU B gononHeHmne

K APYr1M Yrpo3aM 1 0nacHOCTAM, TakKUM Kak CTUXUIiHbIE 6eACTBUA (SKCTpeManbHas

Xapa, N3BepXXeHus BYKaHOB, 3eMIeTPSICEH WS, 3aCyXW), MHLUMAEHTbI B 061acTn
Knbepbe3onacHoCTH, TeXHUYeCcKne coou, pa3nnBbl XMMUYECKMX BELLLECTB, CIyYaiHble
B3PbIBbl, OTK/IKOUEHWSA 3N1€KTPOIHEPT UM, MPOMBILLNEHHbIV LUMWOHAX, NOXaphbl, MPecTynHas
AeATeNbHOCTb, FpaXaaHckme 6ecnopsiaku n T. 4.

5.4 OueHKa pucka
B Pesontoumm Cb OOH 2341 (2017 r.) CoeT besonacHocTtn OOH:

«MpU3bIBaeT rocyAapcTBa-UaeHbl pacCMOTPETb BO3MOXHOCTb Pa3paboTkn nau
JanbHelLero copepLUeHCTBOBAHMSA CBOUX CTPATErnin yMeHbLLEHUST PUCKOB
TEPPOPUCTUYHECKNX HAaMAAEHWIA Ha KPUTUYECKN BaXKHble 06BbeKTbl MHPPACTPYKTYpbl -
cTpaTeruii, KoTopble AOMXKHbI MpeaycMaTpyBaTh, B YaCTHOCTY, OLLeHKY U ynyudlueHune
NOHMMaHUA COOTBETCTBYHOLLMX PUCKOB, MPUHATNE Mep No o6ecneyeHmno
roTOBHOCTU, B TOM Ynce 3pPekTMBHOMO pearpoBaHuns Ha Takme HanajeHus, a Takxe
COAeNCTBYE NOBbLILIEHMIO ONepaTUBHOM COBMECTUMOCTIN B 06/1aCTV 6€30MacHOCTH

194 CE OOH (2017 r.), Pesontouns 2341 (S/RES/2341). focTynHo no aapecy: https://docs.un.org/ru/S/RES/2341(2017)
[pnaTa obpaweHms: 21 nong 2025 ..

195 OnacHoCTL onpegensaeTcs Kak «NoTeHUMaNbHOoe NPUYHeHne Bpe/a B pesynbTaTte HernpegHaMepeHHbIX A4eNCTBUA»
B JoKyMeHTe [lenapTaMmeHTa oxpaHbl 1 6e3onacHoct OOH (2017 r.), Pykogodcmeo no nosumuke 6e3onacHocmu
cucmemel ynpasaeHus 6eonacHocmetro OpeaHusayuu O6veduHeHHbIX Hayud. locTynHo no agpecy: https://b2315f08-

09cf-4a7a-b224-5b9df6403e51.usrfiles.com/ugd/b2315f_59d25533484d4430aedebad4558aea66.pdf [gaTa
obpaueHuns: 21 ntona 2025 r.].
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N NNKBUAAUMN NOCNEACTBUI U MOAAEPXKKY 3PDEeKTUBHOro B3aMMOLENCTBUS BCEX
3aUHTEPEeCOBAHHbIX CTOPOH».198

YunTblBas AeIMKaTHbIV XapakTep npouecca oLeHKN pUCKOB, B JaHHOM pasjene byseT
npuBeAeHO NNLLb HECKObKO NPYMEPOB NepesoBOol HaLMOHaNbHOM NPakTUKN. BmecTo
3TOr0 B HEM COZEPXaTCA PEKOMEHAALNM MO OLleHKe 06LLMX PUCKOB, KOTOPble MOTYT BbITb
NCMoJib30BaHbl AN NOAAEPXKKN CYLLECTBYOLMX NPOLLECCOB A1 rOCYAapPCTB-y4YaCTHNKOB

1 Bnagenbues/onepatopoB KBW. ins nony4veHus 6oiee NOAPOOHbIX U LieneBbIX
pekoMeHZAaLniA No ynpaBaeHno puckamm BnagenbLpbl/onepatopbl KB moryT obpatntbcs K
PYKOBOZCTBY MO yNpaBaeHnto puckaMmm MexayHapoHOM opraHn3aumy no ctaHaapTu3aumm
(ISO 31000:2018)."%7 BaxHO OTMETUTb, YTO OLLeHKa PUCKOB ABASETCSA NINLLL YacTbI NpoLiecca
ynpasfieHUs pnckamu. Nocsie oueHKY PUCKOB B PaMKax YeTKo ornpejesieHHOoro npouecca
CefyoLMM Warom seaseTca obpaboTtka puckos,'?® B xoge KoTopoit paspabaTeiBatoTcs U
peann3yoTca opraHn3aLoHHbIE Mepbl pearmnpoBaHNS Ha BbISBAEHHbIE PUCKM.

OueHKa pMCKOB, CBA3aHHbIX C TEPPOPUCTUYUECKMMYM aTakamu, He ABASETCSH TOUHOM HayKO.
KaxAblli, KTO y4acTBYyeT B TaKOW OLLeHKe, MOXeT MHTepnpeTMpoBaTh ee No-cBoeMy. BaxxHo
obecneyunTb, UTOOLI KOMaHAA, MPOBOASALLAS OLLEHKY PUCKa, MOlyYnaa KayeCTBeHHble
AaHHble (BKAtoYasa MHGopMaL Mo 06 cybbekTax yrposbl, X HAMEPEeHUAX 1 BO3MOXHOCTAX, a
Tak>Xe 0 NpeAblAYyLLMX NHUMNAEHTAX), a TakXKe CTPYKTYPUPOBAHHYH MOAeNb AN LWA6/oH.

HekoTopble NpaBUTeNbCTBA U CYy6BbEKTbl MPUBAEKAIOT LWMPOKNIA KPYT 3aUHTEpPeCcoBaHHbIX
CTOPOH K MpoLieccy oLleHKM puUckoB. Hanpumep, B BeNnKo6puTaHm B paMmKax exerofHol
OLueHKM pUCKOB HaumoHanbHoM 6e3onacHocTy (NSRA) oLeHMBatOTCA pUCKA (Takune

KaK TeppoOpun3M, aBapumn U CUCTEMHbIE COOU, MPUPOAHbLIE N 3KONOTMYeCcKe OMacHOCTH

N T.4.) 1O CEMU OCHOBHbIM HanpaB/ieHUAM: BO34eNCTBME Ha 61aroCoCToAHME NOAEN,
BO3/elCTBME Ha NOBeAeHMe, BO3AeNCTBME HA OCHOBHbIE YCYTY, 3KOHOMUYECKUIA yLepo,
BO3/eliCTBME Ha OKPY>KaKoLLLYIO Ccpesy, BO34eNCTBME Ha 6e30NacHOCTb, MeXAyHapoaHoe
BO3JelicTBMeE. DTa OLEeHKA UCMOJb3YyeTCs B Ka4eCTBe OCHOBbLI A1 Pa3paboTKy

nnaHoB obecneyeHNs YCTOMUMBOCTU CEKTOPOB, KOTOPbIe COCTABAATCHA KaXAbIM 13
NPaBUTeIbCTBEHHbIX BE4OMCTB, OTBEUYarLWMX 3@ 13 KPUTUYECKN BaXXHbIX CEKTOPOB
BenukobputaHum.'®®

Kpome TOro, yunTbiBasi BbICOKYH CTeNeHb MCMOIb30BaHWSA YaCTHbIX OXPaHHbIX

KomMnaHui ansa 3awmntel KBN, Hanbonee kauecTBEHHbIE OLLEHKM PUCKOB, KakK MpaBuio,
MONy4atoTCA B paMKax YacTHO-roCyAapCTBEHHOro NapTHePCTBA, HaNnpumep, Mexay
NpPaBoOOXPaHUTENbHbIMY OPraHaMu 1 OpraHmM3aumsaMmn, OTBETCTBEHHbIMU 3@ 6@30MacHOCTb
obbekTa KBW. MoagpobHee o co3pgaHnm 3¢PekTUBHOIro NapTHepCTBa CM. B rnase 4
«YacTHO-rocyjapCcTBeHHOE NapTHEPCTBOY.

196 Cb OOH (2017), Pe3ontounst 2341 (S/RES/2341). locTynHo no agpecy: https://docs.un.org/ru/S/RES/2341(2017) [aaTa
obpaueHuns: 21 nona 2025 r.].

197 I1SO (2018 1.), YnpasseHue puckamu - Pykogodaujue npuHyunsl (CtaHgapT ISO Ne 31000:2018). JlocTynHo no agpecy:
https://www.iso.org/standard/65694.html [gaTa obpalueHus: 21 nons 2025 r.].

198 1SO (2018 1.), YnpasaeHue puckamu - Pykogodsujue npuHyuns (CtaHgapT ISO Ne 31000:2018). [locTynHo no agpecy:
https://www.iso.org/standard/65694.html [gaTa obpalyeHus: 21 nons 2025 r.].

199 MpasuTtenbcTtBo Ee BennyecTsa (2023 r.), HayuoHaneHeIl peecmp puckos 2023 2. locTynHO no agpecy: https://
assets.publishing.service.gov.uk/media/64caldfe19f5622669f3c1b1/2023_NATIONAL_RISK_REGISTER_NRR.pdf [aaTa
obpatyeHns: 21 nonsg 2025 r.].
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5.5 YnpaBneHve puckamu

XoTa B pernoHe OBCE cyuecTByeT HECKONbKO PasNYHbIX MOAe el ynpaBaeHns puckamu,
B COOTBETCTBUM €O cTaHAapTom ISO 31000:2018 0HO 06LIUHO COCTOUT U3 CNEAYHLLNX
3TanoB, KOTOpPbIe JlyYyllle BCero pacCMaTprBaTh Kak UTEPATUBHbLIA N LUKANYECKNI NpoLecc:
BbICTPaVBaHVe NPoLecca, OLeHKa prcka, 06paboTka prcka, MOHUTOPUHT 1 0630p.2%0

AJANTALMA
MPOLIECCA

OLLEHKA
PLCKOB

YNPABJIEHNA

YMNPABNEHWNE
PUCKAMW

OBPABOTKA
PNCKOB

Linkn ynpaBneHuUst puckamu ydlle BCEro npoBOAUTb PEry/sipHO, UTobbl OTC/IeXNBaTb
MEHSIOLLMECs Yyrpo3bl, YaydLleHUst B cucTeme 6e30MacHOCTY U Apyrue cobbiTus,

KOTOpble MOTYT U3MEHUTb NPOGUIbL pUcKka AAHHOTO 06bekTa. B 60/bLUMHCTBE C/lyYaeB
OTBETCTBEHHOCTb 3a MPOLLeCC yNpaBAeHUs pUCKaMu BO31araeTcsi Ha BbiCLLee PyKOBOACTBO
KBW, mo3ToMy ero y4acTue Ha BCeX 3Tamnax npoLiecca ABAseTcst KpaiHe BaXXHbIM.

Mpouecc ynpaBneHnsa puckaMmun Bnagensua/onepatopa KBM gonxeH 6biTb JOKYMEHTUPOBAH
1N KOHTPOIMPOBATBLCS CreuanmcTamMmmy no 6e30nacHoOCTY, UMEKLLMMN OMbIT yNpaBAeHNs
pucKamMu 1 3HaKOMbIMU € 06bekToM KBW, mpu noazepxke KOMMeTeHTHbIX OPraHoB 1 APYTriX
YyMoSIHOMOYeHHbIX MapTHepoB.. CTaHaapT ISO 3100:2018 Tak>ke nooLupsaeT npejocTaBieHmne

200 1SO (2018 1.), YnpaeneHue puckamu - Pykogodaujue npuHyunel (CtaHAapT ISO Ne 31000:2018). locTynHo no agpecy:
https://www.iso.org/standard/65694.html [gaTa obpalyenus: 21 nons 2025 r.].
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OTYETHOCTW O NpoLecce yNpaBaeHUst PUCKaMU 1 ero pesynbTaTtax BCeM COTPYAHUKAM
OpPraH13aLunmy No Mepe HeEOBXOANMOCTH, @ TaKXKe APYrM 3aUHTEPECOBAaHHBIM CTOPOHAaM B
cucTemMe yrnpasfieHVs opraHmsagmnei.

HauvoHanbHasA NPaKTUKa: LWa6I0H OLLeHKU PUCKOB AN NpeAnpUATUNA,
paspa6oTaHHbI/ YnpaBaieHUEM MO oXpaHe TpyAa U TEXHUKe 6e30MacHOCTM

Bennko6putaHnn’!
OpraHusauus:
OueHky
rnposen:
Jata
cyiefyroLlero
ob3opa:
Jata
npoBejeHns
OLEeHKM:
Kakne KTo 1 Kakum YT0 BbI yXE Kakune KTo gonxeH Korga CpenaHo?
ornacHoCTu o6pasom Aenaete ANs  AaNbHelwne npeAnpuHATL  HEeO06XOANMO
CyLLecTBYyHOT? MoXeT KOHTPOASA LelicTBUS BaM  AeicTBue? NPeAnpuHATb
nocrpagaTb? pPUCKOB? HeobxoaMMOo AeNcTBuS?
npeanpuHATL
ANS KOHTpOASA
pUCKOB?

VMicmo4HuK: YnpaseneHue no oxpaHe mpyoa u mexHuke 6e3onacHocmu BeaukobpumaHuu

Adanmayus npoyecca ynpasaeHus puckamu: Kaxgomy BnagenbLy/onepatopy KB
HeobxoAMMO afanTNPOoBaTh NPOLECC YyrpaBaeHNA PUCKaMM K CBOEV YHUKaJIbHOM CUTYyaLmnn
N CBOMM MOTPe6HOCTAM. Ha 3TOM 3Tane NprHMMAatoTCA peLleHrs O COOTBETCTBYOLLNX
KpUTepuax prcka, obbeme MeponpuaTL No ynpasJ/ieHUIo pUckaMu, Liensx npowuecca
yrnpaB/ieHUs PUCKaMU U APYTX KJOYeBbIX NapameTpax.

OyeHka puckos; 3Tan OLLeHKM PUCKOB BKJIHOUAeT B Ce65 BbISB/IEHME U OLLEHKY
NOTeHLNaNbHbIX PUCKOB, KOTOPbIE MOFYT MOBAUATL Ha 06bekT KBU 1 ero
dyHKLMOHMpoBaHMe. OH BKIOYaET B cebsi cbop MHPOPMaL MM 060 BCEX BO3MOXHbIX
BHYTPEHHUX N BHELLUHWX Yrpo3ax, Taknx Kak onmcaHHble Bbille. MeTojbl, UCNoNb3yeMble
Ha 3TOM 3Tare, MOTyT BK/IIOUaTb B Ce6 NCCNeA0BaHNS B OTKPbITbIX UCTOUHMKAX,

ceccnun GOKYC-rpynn, MHTEPBbLHIO C KNOYEBbIMW 3aUHTEPECOBaHHbLIMU CTOPOHaMU,
aHaNM3 UCTOPUYECKUX JaHHbIX, OTPAC/eBbIe OTUETHI U KOHCYAbTAL MW C MECTHLIMU U
HauMoHanbHbIMK cnyXxb6ammn 6esonacHocTn. OgHa 13 Lene 3Toro 3Tana - CoOCTaBUTb

201 O70T 06pasey WabsoHa OLeHKM pUCKOB 6bln B3AT U3 AokyMeHTa Health and Safety Executive npaBuTenbcTBa
BennkobputaHum, paspaboTaHHOro Ansa npeAnpuaTtuii B BennkobputaHmn. Health and Safety Executive (2019), Risk

assessment template [Be6-cTpaHuual. JocTynHo no agpecy: https:/www.hse.gov.uk/simple-health-safety/risk/risk-
assessment-template-and-examples.html [gaTa o6palyeHuns: 16 gekabpsa 2024 r.].
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MOJIHBIN CANCOK YIrPo3 1 CLleHapueB Yrpo3, KoTopble MOryT MOBAUATbL Ha 06bekT KBU.
Mocsie BbIABNIEHVSA YIPO3 aHANN3NPYETCH BEPOATHOCTL peanmsaunm Kaxaoro cueHapus
Yyrpo3bl U CEPbe3HOCTb ero BO3AelCcTBUSA (MM NoCNeCTBUIA). 3aTeM PUCKU OLLEHMBAIOTCA
MO CYLLEeCTBYHOLLNM KPUTEPUSM PUCKA C YHETOM NPUHATUA PeLleHUA M TOTOBHOCTU K PUCKY
Bnasenbua/onepatopa KBW (1.e. ypoBHs pucka, KoTopblii Bnageneu/onepatop KBV rotos
MPUHATL). Takne NHCTPYMEHTbI, Kak MaTPULLbl PUCKOB, MOTYT MOMOYb MPUOPUTU3NPOBATL
PUCKN, YTOBbI BBIABUTL PUCKUK, TPEBYOLLME HEMEIEHHOIO BHUMAaHUS, a TakXXe puUcKu,
KOTOpPbIE€ MOXHO OTC/IeXMBaTb B AVHAMUKE.

Obpabomka puckos: 3aTeM pa3pabaTbiBaOTCA U BHEAPSAKOTCS CTPATErnmn 4151 CHUXKEHUS U
06paboTKM BbIABAEHHbIX PUCKOB. Mepbl MO CHUXEHWIO PUCKOB MOTYT ObITb NpeseHMUBHbIMU,
TakMMU Kak BHeApeHMe Mmep 6e30MacHOCTY UK MPUHATME HOBLIX CTPaTErnii, Uan
Koppekmupyrowumu, TaKUMN Kak pa3paboTka NJaHOB pearnpoBaHns Ha MHUMAEHTLI 1
nporpamMm oby4YeHuns 415 NoBbILWeHNA 3GPEKTUBHOCTY MOATOTOBKW NepcoHana K Takmm
NHUMAeHTaM. B KOHEYHOM cueTe, KNoYeBOl 3aja4elt BnagenoLa/onepatopa KBV asnsetca
NPUHATNE 0B6OCHOBAHHbIX PeLUeHUIA O AeNCTBUAX B OTHOLLEHNM KOHKPETHbIX PUCKOB C
NCMOb30BaHMEM NPAKTUYHbLIX 1 SKOHOMUYECKM 3O PEKTUBHBIX peLLeHUA.

MoHumopuHz u 0630p: 3TOT 3Tan LMK yNpaBAeHUsA pUCcKaMin BKJIloHaeT B €65 MOHUTOPUHT
PVCKOB 1 0630p peanmnsaumn cTpaTernii 06paboTky PUCKOB, YTOObI YA0CTOBEPUTLCH

B TOM, YUTO OHW COOTBETCTBYHOT MOCTaB/I€HHbIM 3aZa4aM. DTN Mepbl BKIHOYAIOT B

cebs oLeHKy ycneLwHOCTN Mep MO CHUXKEHWIO PUYCKOB, TOYUHOCTY OLLEHOK PUCKOB U

3¢ PeKTUBHOCTN NPOLLECCOB MOHUTOPUHTIA. IHCTPYMEeHTamMu MOHUTOPUHIA PUCKOB MOTYT
6bITb aYANTLI U MHCMEKLNW, MPOBOANMbIE BHELLHUMU/ 3KCNepTamMu. PerynapHble 0630pbl,
3a4acTyr NPOBOAMMbIE eXerofHO UAK Nocae cepbe3HblX NHUNAEHTOB, FapaHTUpyoT
aKTYaNbHOCTb 1 3$pPEeKTUBHOCTL Pe3y/ibTaToB YNpaBieHNsa pUCKaMun (HacTo B popme
naaHa ynpasfieHuns puckamu). lMonyyeHHble Ha 3TOM 3Tane 3aMeyaHusa 1 NpesaoxeHuns
NCNONBL3YHTCA AN YAYULLEHNSA U pa3paboTkn byayLLMX Mep Mo YNpaBAeHUo pUCKaMu,
YTO CO3JaeT HeMpepbIBHbIN LK1 06paTHOM CBA3M, 0becneymBatoLmMii MociegoBaTebHoe
COoBepLUeHCTBOBaHMe.
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Mepbl psnyeckom
6e30nacHoOCTU

PUBNYECKASA
BE3OMNACHOCTb




1{

OuesudHO, YMo meppopucmuyeckue
op2aHU3aAYUU pachoaa2arom yesnsim
psA00M Memo0do8 amak, HaYUHAA
0m 83pbl8YaMbIX gewjecms,
02HeCmpesibHO20 OPYXHCUS,
6ecnusnomHsIX 1emamesibHbIX
annapamoe, XuMu4ecKkux,
buosi02u4eckux, paduoso2udeckux
U 0epHbIX Mamepuasoe u
MpaHChOPMHbIX cpedcme 00
noxuweHus aArooel UauU 3axeama
30/10)(CHUKO8. MO 03Ha4Yaem,

umo pa3pabomka 3¢pekmueHbIX
Mep no obecneyeHuro pusuveckou
6e30nacHoCMu XCU3HEeHHO

8OXCHA 014 3aWjumesl 1106020
06Bekma Kpumu4ecku 8aMCHOU

UHPpacmpykmypel.
»



6 Mepbl pusmnyeckom
6e30MacHOCTW

CyLecTByeT MHOXECTBO 3/10yMbILLIEHHNKOB, BKIKOYas TEPPOPMCTOB, KOTOPbIE
npeacTaBAstoT usnyeckyto yrposy obbektam KBV c HamepeHnem BbIBECTU UX U3 CTPOS
(MONHOCTBLIO MM YACTUYHO) MYTEM UX YHUUTOXEHUS U NOBpeXAeHNs. ToHUMaHne
XapakTepa TeppopUCTUYECKOI Yrpo3bl 4151 KOHKPeTHOro obbekTa KBU Tpebyet
KOMMEKCHOM OLLeHKM HaMepeHWI 11 BO3MOXHOCTEN TePPOPUCTUYECKUX OpraHn3aLuni,

a Tak>Xe pUCKOB, KOTOpble OHW NMPeACTaBAAoT, Kak MOAPO6HO ONMCaHO Bbille B r1ase 5
«Yrpo3a Teppopu3ma 1 oLeHKa puckoB». O4eBUAHO, YTO TEPPOPUCTUNYECKME OpraHm3aL M

pacrnonaratoT LesibiM pagoM MeTOA0B aTak, Ha4uMHasA OT B3PbIBYATbIX BELLLECTB,
orHecTpesbHoro opyxus, BAC,292 XEPSA MaTepranos v TPaHCMOPTHBLIX CPEACTB A0
NOXULLLEHUS NHOAEN NN 3aXBaTa 3a/I0XKHMKOB. DTO 03Ha4YaeT, uTo pa3paboTka apPekTUBHbIX
Mep no obecneveHnto GU3nN4eckom 6e30MacHOCTY XXNM3HEHHO BaXKHa A1 3alUThl 06010
obbekTa KBW. B rnaBe 5 koHUenuus pucka 6bina npeactaBieHa B Buae pOpMynbl: yepo3a X
yA3sumocms x gosdelicmeue. B faHHO rnaBe paccMaTPMBAaOTCS NOTEHLMANbHbIE Mepbl MO
CHUXKEHUIO YA3BUMOCTN 06bekToB KBU € akLeHTOM Ha ¢dumsnyeckyro 6e30nacHoOCTb.

BaXXHOCTb MoBbILLEeHNSA 6e30MacHOCTN Ha 06bekTax KBW npunaHaHa kak OOH, Tak 1 OBCE.
B KoHconunanpoBaHHOM KoHLUenTyanbHol 6a3e OBCE ans 60pb6bl C TEppOPU3MOM,
NpUHATON B Aekabpe 2012 roaa, roopuTtcd, 4To OBCE AoMKHa yKpennaTh COTPYAHNYECTBO

202 lononHUTeNbHble pekoMeHAaL My B OTHOLLEHN Mep Mo NpejoTBpaLLeHNI0 NProbpeTeHNs TeppoprcTaMm OpyXIs,
TaKoro Kak B3pbIBHbIe yCTPOWCTBA, 6eCnNOTHLIe IeTaTe lbHble annapaThl U OTHeCTPeIbHOEe OPYXIMe, MOXHO HalTK
B TexHU4eCKUX pykogoodsaujux npuHyunax no cooelicmeuro 8elnosHeHuUto Pesoaoyuu 2370 (2017 2.) Coeema bezonacHocmu
U C8A3AHHbIX C Hell Mex0OyHapPOOHbIX CMAHAAPMO8 U nepedosoli NPaKmMuUKU no NpedomspawjeHuro npuobpemeHus
meppopucmamu opyxcus, onybankoaHHbix KTY OOH, cnonHnTenbHbIM AnpekTopaTtom KOHTPTEPpPOpUCTUYECKOro
ynpasneHuns Coseta besonacHocTn OOH, MHcTuTyTOM OOH no nccnegoBaHnto NpobaeM pasopyxeHus u
Tno6aneHbIM sorosopom OOH no KoopAnHaunm 60pbbbl C TEPPOPUIMOM.
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1 HapallMBaTb NOTEHLMaN AN NpeAoTBPaLLeHNsa TeppopmnsmMa 1 60pbbbl C HUM, B

TOM YMCe B OTHOLLEHNW NOBbILLEHWS «6e30MacHOCTN MeXAYHapPOAHbIX MepeBo30K U
APYroli KPUTUYECKM BaXHOM MHOPACTPYyKTYpbi».2%3 YTo kacaeTcs KpUTUyeckn BaxHoM
3HepreTnyeckon nHopacTpykTypbl, To B 2007 roay CoseT MnHucTpoB OBCE npu3sBan Bce
roCcyfapCTBa-y4yacTHUKM «PacCMOTPETb Ha HaLMOHaIbHOM YPOBHE BCe HEOOXOAMMbIe
Mepbl 415 0b6ecneyeHns afeKBaTHOM 3aLlLnTbl XM3HEHHO BaXXHOW 3HepreTnyeckom
VHOPACTPYKTYpbl OT TEPpOpUCTUYECcKrX akToB».2%4 A CoseT BesonacHoctu OOH B cBoeii
Pesontounn 2341 (2017 r.) Npr3HanN, UTO MHOTOUYNCIEHHbIE YCUAWS, HEOBXOAMMbIe 45
3awmnThl KBU, A0NXHbI BKOUATL B €65 «Mepbl pU3NYECKON 3aLimThl». 205

B AaHHOI rnaBe paccmMaTpuBatOTCA Pas3iNyHble CMocobbl NOBbILLEHWA PU3NYeCcKoin
6e30MacHOCTW 1 LWarm, HeobxoAMMble ANA Pa3paboTKy cMcTeMbl 6@€30MacHOCTH

(BKJIHOHAA NpUMepbl Pa3NNYHbIX HALMOHAAbHbIX MOAXOAOB 1 Mogenei). 3ateM 6yayT
pPaccMOTPeHbl pa3nnyHble Mepbl Mo obecnevyeHnto dmUsmyeckorh 6e3onacHoOCT, KOTopble
BXOAAT B COCTaB CMCTeMbl GU3NYeCcKolr 6e30MacHOCTN, BKIKOUYAA CUCTEMbl O6HapPYXeHUS
BTOPXXEHWIA, OCBELLeHMEe, CUCTEMbI BUAEOHAONI0AEeHNSA, OXpaHy NepuMeTpa, CUCTEMBbI
KOHTPOAA AOCTYyNa, JOCMOTP N NCMO/Ib30BaHMe 30H OrpaHnyYeHHOoro Aoctyna. HakoHed,
6yAyT pacCMOTPeHbl MeTOAbl MPOEKTUPOBAHWS U CTPOUTENIbCTBA, CMOCOOHbIE MOBLICUTB
dur3nyeckyro 6e30nacHOCTb 34aHN 06bekToB KBW, Bkatouasa cTponTebHble MaTepuansl,
YCTaHOBKY 3aLUMLLEHHOr0 YINYHOIro 060pys0BaHNnA, a Takxe GOpMbl U pacnonoxXeHne
Pas3NYHbIX Mep Mo obecneyeHnto 6e3onacHoOCTL.

Peanunsaumsa mep no obecneyeHumnto Grnsnyeckors 6e30nacHOCTU A0JKHA TakxXKe
NOAKPEnIsATbCA COOTBETCTBYOLMMM KaZAPOBbIMU pecypcaMu 1 NpoLeaypHbIMU Mepamu,
rapaHTUPYHLLVMU UX BbINOIHEHME YIONHOMOYEHHbBIMU INLLAMU U PEFYASPHYH MPOBepPKY.
Takne Mepbl AOMXKHbI OCYLLEeCTBAATLCSA MEPCOHAN0M, NPOLUeALLNM HaANEXAaLLYo
npoBepky 1 obyueHme. OHM TakXe AOXKHbI MOAKPENASATLCA KOMMAEKCHBIMU M1aHaMU
LeViCTBUIA B Ype3BblUaliHbIX CUTyaLMAX U N1aHamMm obecneyeHns 6e30MacHoOCTH,
pa3paboTaHHbIMKW Ha ypoBHe ornepatopa KBU, n 6bITb NPUrogHbIMU ANA NMPUMEHEHMS Ha
06bekTe KBW. 3TK naaHbl 4OIKHbLI perynspHo oTpabaTtbiBaTbCs M 0OHOBAATLCS MO Mepe
Heo6XoAMMOCTU (CM. rnaBy 9 «[10ArOTOBKA U yHEHUSA»).

203 OBCE (2012 r.), PeweHune MocTosiHHOro coBeTa Ne 1063: KoHconnanpoBaHHas KoHLenTyanbHas 6asza OBCE ana 60pb6bl

c Teppopusmom (PC.DEC/1063). locTynHo no agpecy: https:/www.osce.org/files/f/documents/f/3/98542.pdf [aaTta
ob6patueHus: 21 nons 2025 r.].

204 OBCE (2007 r.), PewweHune CoBeTa MUHUCTPOB Ne 6/07: 3aLLmTa BaxXHENLLINX 06 beKTOB SHepreTu4eckon
MHPPACTPYKTYpbl OT TeppopucTudeckmnx aktos (MC.DEC/6/07). JocTynHo no agpecy: https:/www.osce.org/files/f/
documents/e/2/29485.pdf [gaTa o6paLLeHus: 21 ntona 2025 r.].

205 Cb OOH (2017 r.), Pesontoumsa 2341 (S/RES/2341). flocTynHo no agpecy: https://docs.un.org/ru/S/RES/2341(2017)
[paTa obpaiweHms: 21 nonsa 2025 ..
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HauunoHanbHaa NpakTUKa: 06LMe Mepbl pearmpoBaHus Ha Ype3BblyaiiHble
CUTyaumm, peKoMeHayeMble KOMNaHUAM HauMoHanbHbIM areHTCTBOM
3KCTPEHHOro pearMpoBaHua PuHAsHAUM (2022 r.)?06

HaunoHanbHOe areHTCTBO MO 3KCTPEHHOMY pearnpoBaHno PUHAAHANN
npeAocTaBAsieT caeyroLlie peKoOMeHAaLMy Mo 3aLnTe KPUTUYECKN BaXHOM
NHOPACTPYKTYPbl KOMMAAHWIA:

» [lpoBepsliTe KOHTPO/b AOCTYMNA, 3aMKW, BUAEOHAbM0AeHE, U3NYECKYHO 3aLLUUTY U
Apyrve Mepbl B 3aBUCMMOCTM OT NOTPe6bHOCTeN pu3nyeckmx 06 beKTOB.

» B 4acTHOCTK, NepecMoTpuUTE Mepbl 3aLLUTLI OT KU6EPYTrPO3 1 METOAbI YyNpPaBieHNUS
NHUMAEHTaMN ANS BaXKHENLINX OCHOBHbIX 6U3HEeC-QYHKLMIA.

» ObecneybTe AOCTAaTOYHO HaAEXHbIE TENEKOMMYHUKALWOHHbIE COeANHEHUS ANS
KPUTUYECKN BaXHbIX OMepaLnii ¢ TOYKW 3peHUs SKCMAYaTaLMOHHOM YCTOMYNBOCTU.

» ObecneybTe 3HEProCHABXEHME KPUTUYECKM BaXXKHbIX ONepaLunii, T.e. obecrneybte
Hann4yme anbTePHATUBHbLIX MICTOYHUKOB SHEPTUM U OLLEHUTE CMOCOBHOCTL onepaLmii
BblZEPXMBATb Nepebon B 3HEProCcHaAGXeHUN.

» [lpoaHanu3npymTe Mepbl 1 NAaHbl OPraHM3aLnm No obecnevyeHno HeMpepbIBHOCTY
LeATeIbHOCTY OpraHu3aLnm, a TakXe Mepbl Mo 06ecrneyvyeHnto roTOBHOCTU.

»  TloowpsinTe 64MTeNbHOCTL MepCcoHana n obecneysTe NosyyYeHme COTPYAHMKaAMMU
aKTyanbHOV MHpOPMaL M.

> YBefOMSNTEe OpraHbl BNAcTW U CeTb HabNOAEHWA, He CO34aBas U3NULLHUX
OrpaHuYeHuni, YTobbl GopMMpOBanack 06LLLaA KapTUHA CUTYaLLIUK U, NP
HEeobX0AMMOCTHU, MHULIMMPOBAANCL BO3SMOXHbIE Mepbl MOAAEPXKKN.

YicmoyHuK: HayuoHasnbHoe a2eHmMCcmeo No 3KCMpPeHHOMY pea2upo8aHU0 PUHAAHOUU

6.1 KoHuentyanusaumnsa ¢pmnsmnyeckoun
6esonacHocTUn

Llenbto cnctem dpursmnyeckor 6€30nacHOCTY ABAAETCA 3almTa 06bekToB KBU,

BKJIlOUas 060pya0BaHME U COTPYAHMKOB, OT HECAHKLMOHNPOBAHHOTO GU3NYECKOro
NPOHUKHOBEHWSA, MOBPEXAEHUS, YHUUTOXEHWSA NN HapyLLUeHUS GYHKLNOHUPOBAHUS.
Mepbl No obecneyeHnto Grn3nUeckonn 6e30nacHOCTM MOryT BK/IHOUATb B Ce65 Kak
aKTVBHbIE, Tak 1 MACCUBHbIE MePbl, HaNpPaBeHHbIe Ha CAePXMBaAHME 3/10YMbILLNEHHMKOB
1 3aWmTy 06bekToB?%7 0T pasIMUHBIX Yrpo3, BKIHOYas HECAHKLIVIOHUPOBAHHbIV

[OCTYN, Kpaxy 1 noBpexzeHne. OTBETCTBEHHOCTL 3a OfnpejeseHre CocTaBa CUCTEM
du3nyeckor besonacHOCTN HecyT Kak Bnageneu/onepatop KBW, Tak 1 cooTBeTCTBYHOLME
HaLMOHa/bHble OpraHsbl.

206 HaumoHanbHOe areHTCTBO MO Ype3BblyaliHbiM cUTyauusam (12 okTabpsa 2023 r.): B pacnopsikeHUW KoMMnaHnim
€CTb MHOr0 CMOCO60B 3aLNTUTE KPUTUYECKIN BaXHY0 NHPPACTPYKTYpY [Beb6-cTpaHmual. JocTynHo no agpecy

https://www.huoltovarmuuskeskus.fi/en/a/companies-have-many-ways-of-protecting-critical-infrastructure [gaTa
obpateHuns: 21 ntona 2025 r.].

207 Hanpumep, nepcoHan, 06opyAoBaHue, yCTaHOBKMW, MaTepuanbl 1 UHGoOpMaLms.
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B n3gaHHoM OpraHunsaumein O6begmnHeHHbIX Hauwnii B 2022 roay CbopHuke nepedogoli
NPaKMUKU NO 3aujume Kpumu4ecku 8aXcHOU UHGpacmpykmypel om meppopucmu4eckux amak
nepeyncieHbl NpuMepsbl Mep nNo obecneveHnto GrUsn4eckon 6e30nacHoOCT, B TOM YuMcae:

» onpegeneHne nepumMeTpa 30Hbl KBW 1 ero 3awmta c nomoLubto pursmnyeckmnx 6apbepos;

> naTpynvpoBaHme 1 HaboeHVe cniaMn NpaBooOXPaHMTe IbHbIX OPraHoB 1 OnepaTopoB
KBW c Lenbto 66ICTPOro BbIABAEHWS MOA03PUTEIbHOM aKTUBHOCTU, MPOUCXOASLLEN
BOKPYT KPUTUYECKN BaXXHOro 06bekTa (HanpuMep, nposejieHne passeaku
3710yMblLUNEHHWKaMKW), U UHPOPMUPOBAHNSA O HEN COOTBETCTBYHOLLMX OPraHoB;

> KOHTPO/b JOCTYNa C UCMOJib30BaHWEM CpeiCcTB 6€30MNacHOCTN A1 MOBbILLEHNSA ero
30 PeKTUBHOCTM (HanpmMMep, KOto4asa NPOBOJIOKa Ha 3abopax, cMcTeMbl O6HapyXeHUs
BTOPXXEHUIA MO NepuMeTpy, OCBELLeHVe NN CUCTeMa BUAEOHAbOAeHS);

> 1CMNOJIb30BaHe TaknUX TEXHOIOMMIA, Kak JOCMOTP U Apyrue cpeAcTBa obecrneyeHuns
6e30MacHOCTU (HanpuMep, 06bIYHOE WJIN BbICOKOTOUHOE PeHTreHOBCKOe 060pyA0BaHuMe,
cobakn-aeTekTopbl 419 06HAPY>XeHNSA B3pbIBYATHIX BELLLECTB, PyYHble MeTaonckaTenm
VI TEXHOJIOTUS O6HAPYXEHWS CIe40B B3PbIBUATHLIX BelecTs).208

HauunoHanbHaa NpakTUKa: PyKoBoACTBO No o6ecrneyeHmnio Gn3nyecKo
6e30nacHOCTM YNpaBieHUs HaLMOHanbLHOM 6e3onacHocT Hopeervn (2020 r.)?%°

B 2020 rogy YnpaBneHue HauOHaAbHOM 6e3onacHocTy HopBernm onyb6a1koBano
ny6anyHble, Heobs3aTeNbHble OCHOBHbIE MPUHLMMNbLI 0becneyeHns dbusnyeckor
6e3onacHocT. OHWM NpeAHa3HayYeHbl AN NPeANPUATUIA BCEX CEKTOPOB, XKelaroLLmx
3aLMTUTb CBOW O6BbEKTLI OT Pa3INYHbIX MPpefHaMepeHHbIX N HernpegHaMepeHHbIX
Yrpos3. 3TN peKoOMeHAauuy He OrpaHnYMBarOTCH KPUTUYECKM BaXKHbBIMI
NHPPACTPYKTYPHBLIMN CEKTOPAMU UM KOMMAHUAMUW. YNpaBaeHe HaLMoHaNbHOM
6€e30MacHOCTV NPeACTaBASET YeTbipe OCHOBHbIX MPUHLMMNA obecneyeHns GrUsnyeckon
6e3onacHocTy: (1) nageHTUPUKALNA N KAPTUPOBaHWe, (2) 3aLnTa, (3) noagepXaHue

1 06Hapy>xeHne 1 (4) ynpaB/eHne 1 BOCCTAHOB/IEHWE. ITU MPUHLMMbI OXBaTbIBAOT
pasnnyHble Mepbl, TakMe Kak OCBeLLeHMe U BUANMbIE CPeACTBa CAEPXMBaHNSA (3a60pbl,
bapbepbl, BbIBECKM), A TAaKXKe peKkoMeHAYyeMble NpoLieyphbl, TakMe Kak 3BaKyaLms,
N3019UnA U MHGOPMUPOBAHME O HapPYLUEHUAX. YNpaBaeHne HalnoHaabHOWM
6€e30MacHOCTN PeEKOMEHAYET MPOBOANTL PerynspHblie y4ebHO-TPEHMPOBOYHbIE
3aHATUS ANS NepCOHana 06bEKTOB, a Tak>XXe yAeNsaTb 0C060e BHYUMaHME MOCTOAHHOMY
NoALEPXaHN MeXaHN3MOB 0becrneveHns 6e30MacHOCTY, BKIKOYasa Kak CpeaCcTBa
3aLUNTbI, TaK U CTpaTeruu.

VicmoyHuk: YnpasaeHue HayuoHansHolU 6ezonacHocmu Hopeeauu

208 UNOCT 1 NcnonHuTenbHbIN agnpekTopaT KoHTpTeppopucTuyeckoro kommteTa CoseTa besonacHocTn OOH (2022
r.), 3awuma kpumu4ecku 8axXHbIX 06beKmMo8 UHGPACMPYKMypel 0M meppopucmuyeckux amak: C6oOpHUK nepedo8o2o
oneima. [locTynHo no agpecy: https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/
files/documents/2021/Jan/compendium_of_good_practices_ru.pdf [gaTa obpaiieHuns: 21 nons 2025 r.].

209 YnpaBneHue HauMoHanbHoM 6esonacHocTn Hopeerun (NSM) (2 okTs6ps 2020 r.), Grunnprinsipper for fysisk

sikkerhet [Be6-cTpaHuual. loctynHo no agpecy: https://nsm.no/regelverk-og-hjelp/rad-og-anbefalinger/
grunnprinsipper-for-fysisk-sikkerhet/introduksjon [gaTa o6palyeHus: 21 nrons 2025 r.] HeoduLmanbHbI NepeBog,.
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Mporpamma obecneveHns dpusnyeckor besonacHocT MuHucTepcTBa o6opoHsbl CLUA
onpegensaet pusnyeckyro 6e30NacHOCTb Kak UCMONb30BaHNeE «MaTepUanbHbIX 3aLUTHBIX U
npoueaypHbix Mep 6e30NacHOCTY B COMETaHNM C aKTUBHbLIMU UM MACCUBHBIMU CUCTEMAMMU,
TEXHONOTNAMMW, YCTPOMCTBAMU U MEePCOHAIOM CNYX6bl 6€30MaCcHOCTH, NCMONb3yeMbIMU
ANS 3aLLMTbl 06bEKTOB OT BO3MOXHLIX yrpo3».21% Mporpamma onpegenset cieaytoLime
KNtoUeBble KOMMOHEHTbI CCcTeM 6e30MacHOCTL:

> CUbl 6€30MacHOCTY 1 MepcoHa, HaxoAsLMecs Mo KOHTponeM BaagensLua nin
nosb3oBaTens;

> Pusnyeckme bapbepbl, CUCTEMbI 3aLLNTbI 06 LEKTOB 1 aKTUBHbIE CUCTEMbI 3aAEePXKM NN
BOCMpPenATCTBOBaHMUS;

> HajeXHble CUCTeMbI 3anpaHus, KOHTeMHepPbl N XPaHUINLLA;

>  3/1eKTPOHHbIe CCTeMbl 6€30MacHOCTH, Takme Kak CMCTeMbl OBHApPYXXeHWA BTOPXEHWIA,
PaANOYaACTOTHbIE AETEKTOPbI UV AeTeKTOPbI 31eKTPOHHOr0 N31yYeHus;

> OLeHKa cncTeM HabaogeHns (Hanpumep, cncTeMbl BUAEOHABN04eHNSA, TeMIOBU30pbI,
pajapbl MUINVMETPOBOrO AManasoHa);

>  3alNTHOE OCBeLleHue;

> TeXHONorum naeHTUudmKaLumm, ycTpomcTea KOHTPONSA AOCTYNa, 6MOMETPUS, CUCTEMBI
MapKVpPOBKM MaTepmnasioB nanm o6bekToB, a Takxke 060pyAoBaHMe AN 06HaPYXeHUS
3anpeLyeHHbIX NpeAMeTOB 1 BeLLEeCTB;

> cobaKu C MNLEH3MPOBAHHBIMU KMHONOramMu (Hanprmep, cobakmn-geTekTopbl 414
06HapyXeHVs B3pbIBYATLIX BELLECTB, MaTPy/ibHble cobaku u T.4.).2""

210 MuHucTepcTBo o60opoHbl CLLUA (2007 r.), lpoepamma ¢usuyeckoli 6esonacHocmu: MuHUcmepcmeo 060poHbI
CLLUA, Pykosodcmeo DoD 5200.08-R (C yuemom usmeHeHuA 2, 19 okmabps 2020 2.) (BawmHrToH, okpyr Konyméus:
MwuHncTepcTBO 060pOoHbLI CLLA).

211 MuHucTepcTBo o6opoHbl CLLUA (2007 r.), llpoepamma ¢usuyeckoli 6esonacHocmu. MuHUCmepcmeo 060poHbI
CLUA, Pykosodcmeo DoD 5200.08-R (sknro4as uzmeHeHue 2, 19 okmabps 2020 2.) (BawwMHIToH, okpyr Konym6éus:
MwuHmcTepcTBO 060pOHbLI CLLIA).
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HauunoHanbHaa NpakTUKa: NpUMepbl Mep No o6ecnevyeHunio
$usmnyecKoiibesonacHOCTU, peKoMmeHAyeMbiX PegepaibHbIM BeJ0MCTBOM MO
rpa>kaaHckoii o6opoHe LUseiiuapum (2018 r.)>"?

depepanbHoOe BEJOMCTBO MO rpaxJaHckor obopoHe LLUsenuapun paspaboTano
PYKOBOZACTBO MO 3aLlnTe KPUTUYECKN BaXHOW NHGPACTPYKTYPbI, B KOTOPOM
cofiepxxaTcs MosIoXeHWs, KOTopble cneAyeT yYnTbiBaTh BaajebLam/onepatopam KBU
Nnpu CTPOUTENBCTBE U 3aLLnTe CBOUX O6EKTOB, B TOM YMCIE:

OxpaHa nepumMeTpa > OrpaxgeHue (CNAoLLHOoE, C 3aLUTON OT MPOPbIBA, C MUHMUMAaNbHbLIMU
TpeboBaHNSMU K BbICOTE, C 3aLLUTON OT MPOXOAa Yepe3 orpaxaeHune Uam nog
HUM [HanpuMep, Koao4Yas NMpoBoIoKal, BUAeoHabatoAeHe)

> [lBepu 1 BOpOTa, NPOYHbIe Ha Mpoboi

> TeXHNYeCKnin KOHTPOb AOCTYNa (AOMODOHbI, BUAEOTEXHMKA, CUCTEMbI MO3TANHOro
AOCTYyNa, CYMThIBaTENN UAEHTUPUKALIMOHHbBIX KapT, K1aBmaTypbl U T.4.)

> ABTOMaTM4yeckoe 3/1eKTPOHHOEe 0bHapyXeHe (OXpaHHbIe OrpaxaeHuns 1
BOPOTa, BUAEOTEXHMKA C JaTHMKaMU, 3aLLMLLEHHbBIE BEPXHIME YaCTu CTeH,
pajnonokaLoHHoe HabtaeHre, BbICOKOYACTOTHbIE CBETOBbIE bapbepsl,
TPEBOXHas CMrHaNN3aLns)

> HapyxHoe ocBeLleHue (Mo BOSMOXHOCTHU, 6e3 pe3Knx TeHe, C 3aLLnTo oT
B3/10Ma)

3awmTa 3gaHn > 3almMTa oXpaHseMblX 30H (3N1eKTPOHHas, MexaHnyeckas, KOHTPOIb A0CTYynNa,

cneumanbHoe HabnoaeHme)

> 3apelueyeHHble OKHa

> 3alUTHOe OCTeKJIeHVe B OXPaHSeMbIX 30Hax

> 3alumTa OKOH (ocTekeHMe, MPOYHOE Ha MPO6OIA, y4aponpoYHOe MHOroC/0HOe
6e30nacHoe CTeKk10, 3anMpaemble NeTan, PUKCMpyroLLe MNAaHKN Ha 60aTax)

> OrpaHuYeHHOe KOIMYEeCTBO HapYXXHbIX ABeperi

> 3awmTa rnaBHOro Bxoja (C4mTbiBaTeb KapT UM YNMOB, 3aMKW C aBTOMATNYECKOA
6/10KMPOBKOW, 31eKTPUYEecKme yCTPOCTBa OTKPbIBaHUSA ABEpel,
aBTOMaTuyeckune 3anvparoLme ycTporicTea, JOMODOH C BUAEOHAbNOAeHMEM,
CUCTEMbI MO3TaMHOro A0CTyMa, pasjefieHe BXOAA U BbIXOAA)

> 3almTa aBapuiiHbIX BEIXOAOB (CaMo3anupatoLmecs, aBToMaTnyecke 3aMmKku,
ABEpU C cUrHanmsauunei)

> Bbigaya KNtoyel ToNbKO YNONHOMOYEHHbBIM AMLaM

> be3onacHoe XxpaHeHMe 3anacHbIX KarYer

Mepbl no [na nepcoHana (BHYTPEHHEro 1 BHELLUHEro):

obecneyeHnto > [poBepka 6€30MacHOCTV BHYTPEHHWX 1 BHELLHWX COTPY/AHNKOB
6e30MacHoOCTK » CobntoseHne nepcoHanoM 3aKkOHOB, 0643aTeNbCTB, MONOXEHWI, BHYTPEHHUX
rnepcoHana npaBua U T. A.

> T[loBblleHNe 0CBEAOMNEHHOCTM NepCcoHana B BONpocax 6e3onacHocTu (Kypcbl,
yYeHUs, ceMUHapbl, KOMaHAHblE TPEHVNPOBKU U T.4.)
> [Mopbop nepcoHana c y4yetom TpeboBaHMn 6€30MacHOCTU: OMbIT, 3HaHWUS,
nposepka brorpaduyecknx AaHHbIX (Hannyme CyanMocTn U T. 4.), penyTauus,
nposepka pekomeHgaL i
» ObecrneyeHre 6€30MacHOCTY NPY YBOIbHEHWUN (BO3BPAT BCEX JOKYMEHTOB,
OQUCHBIX MPUHAANEXHOCTEN, K/I0Yel, maponei, 6enaxer n T.4.; COrnalleHns o
HepasrialeHnn 1 T.4.)
> 3awmTa nepcoHana (MMyHas 6e30nacHoOCTb U T.4.)
BHelwHW nepcoHan Pervctpauyus: xypHan BXoAa 1 BbiXxoza nocetmteneit
BbicTpasa naeHtTudumkauma noceTutener (Hanpumep, No 6engxam)
ObecneyeHne CONPOBOXAEHNA/KOHTPONA MoceTUTeNel
KoHTponb AoCTaBKkM 1 TOBapoB

VicmoyHuk: ®edepasnbHoe 8e00MCME0 no 2paxc0aHckol obopoHe Llgeliyapuu

212 depepanbHOe BeAOMCTBO MO rpaxgaHckoii obopoHe LLseliuapuu (BABS), Leitfaden Schutz kritischer Infrastrukturen
(BepH: BABS, 2018 1.). locTynHo no aapecy: https://backend.babs.admin.ch/fileservice/sdweb-docs-prod-

babsch-files/files/2023/12/12/27228b5a-2d7c-4c17-9df6-42e105197465.pdf [no cocTosiHMIO Ha 21 ntons 2025 1.]
HeoduVLManbHbI NepeBog,.
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6.2 JwesioHbl 3aLNTbl NN rNY60KO
JLlesIOHpPOBaHHaA 3aLlimTa

PUsnYeckyr 6€30MacHOCTb MOXHO 06eCrNeUnTh C MOMOLLbIO Pa3INUHbBIX MOAXOAOB

VI TEXHONOTWIA. OAHUM 13 3GGEKTUBHBIX MOAXOA0B ABNAETCA KOHLENUWs rMy60oKo
3LIeNOHNPOBAaHHON 3aLLMThI, KOTOPAs COCTOUT U3 HECKO/IbKMX MOC/e40BaTeIbHbIX YPOBHENA
Pa3/INUHbIX Mep 6€30MacHOCTM, 06Pa3yHOLLMX CUCTEMY 0BHAPYXeHUs BTOpxeHWii (IDS) v
OCHOBaHHbIX Ha OCHOBOMO/IAratoLLIEM NPUHLMIME, COFAacHO KOTOPOMY 06Las 6e30MacHOCTb
06BbEeKTa He CHIXAeTCs CyLLeCTBEHHO Mpu NnoTepe 160ro 0TAeNbHOrO 3LLE/IOHA 3aLLMUThI.
KntoueBoe NpenmMyLLecTBO 3TOro NOAX0AA C NOC/eA0BaTe IbHbIMY SLLEOHAMY 3aLLUThI,
KaXAbliA 13 KOTOPbIX BCE C/I0XKHee NPeoAo/eThb, 3aK/IYaeTCs B TOM, YTO OH NpejocTaBiseT
AOMONHUTENBHOE BPeMS /19 06HAPYXeHWs, OLLEHKUN 1 pearnpoBaHuns Ciyx60l
6€30MacHOCTH, a Takxke AaeT NepcoHany obbekTa Bpems 418 NepemeLleHns B 6e30nacHble
30Hbl Ha 06bEKTE B C/lyyae, eC/in 3BaKyauus HeBO3MoXHa.?3

BHewHuicnon

CpegHwia cnow

v

BHyTpeHHwWMiA cnoii

v

Ba)kHble akTuBbI/38aHNA /

SDLWeNoHbI 3aWMThl MOFYT HAUMHATBLCA C BHELLHEero neprumMeTpa obbekTa nam naowaakm KBU
M NPOABUraTbCA BHYTPb K 34aHUIO (34aHNSAM) C HanboJibLUel MOTPebHOCTLIO B 3aLmTe. B
KayecTBe afbTepPHaTUBbI 3LLEN0HbI MOXHO paccMaTpMBaTb B 06paTHOM nopsajke: HaurHas
C TOro, uTo TpebyeT HanbobLLIEN 3aLNThl, U NPOABUraschk Hapyxy.2' B uacTHocTu, ecan
TeppopucTUYecKMe OpraHn3aL M NCNONb3YHT «MHCalgepa» ANs COAeCTBUS aTake, OH
MOXeT MOMOYb M NPeosoeTb HEKOTOpPbIE UW BCe SLLUeJIOHbI 3aluThl U3HYTPW. bonee
NoApOo6HY NHGOPMALMIO MOXHO HalTK B rNaBe 8 «YrnpasfieHne BHYTPEHHUMY Yyrpo3amMm».

213 UNOCT 1 UcnonHnTenbHbIN grpekTopaT KoHTpTeppopucTuyeckoro kommteTta CoseTta besonacHocTr OOH (2022
r.), 3awuma kpumu4ecku 8aXHblX 06EKMOo8 UHPPACMPYKMypsl 0M meppopucmuyeckux amak: C6oOpHUK hepedo8o2o

oneima. flocTynHo no agpecy: https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/
i ments/2021/]Jan/compendium_of_ _practices_r f[aaTa obpalleHns: 21 nrong 2025 r.].

214 MVHWCTEPCTBO BHYTpeHHe 6e3onacHocTy CLUA (2011 r.), CnpasoyHoe pykog8oOcmeo no CHUxceHuUto 8o3delicmeusi
NOMeHYUabHbLIX MeppopucmuYyeckux amak Ha 30aHus: FEMA-426/BIPS-06/okmsabpe 2011 2. M30aHue 2. JoCTyNHO No
aapecy: https://www.dhs.gov/xlibrary/assets/st/st-bips-06.pdf [saTa obpatueHus: 21 nons 2025 r.].
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HaumnoHanbHaa NpakTUKa: KOHLENLUMA rMy60Ko3LWeNOHUPOBAHHOM 3aLLMThbl
3[,aHUIA OT TEPPOPUCTNUECKNX aTaK MUHUCTEPCTBA BHYTPEHHEN
6e3onacHocTu CLUA (2011 r.)?"

1. TepBbl NN BHELLUHW 3LLE/0H: eCTeCTBEHHbIE UIN NCKYCCTBEHHble bapbepsl,
06bIYHO PACMONIOKEHHbIE MO FPaHMLIe yYHacTka UM NepuMeTpy obbekTa.

2. Btopoii nnu cpeaHnr 3LenoH: 0bbl4HO OT NeprMeTpa A0 BHELLHEN MOBEPXHOCTH
06beKTa. 3alNTHbIE Mepbl MOTYT BK/HOUYaTb B Ce6A eCTeCTBEHHbIE NN
NCKYCCTBEHHble bapbepbl, a Tak>Ke CTPaTErnio MPOeKTUPOBaHMA 06beKTa,
HanpaB/eHHYO Ha NpeAoTBpPaLLeHne A40CTYNa 3/I0YMbILLNEHHUKOB K K/H0UeBbIM
obbekTam.

3. TpeTuri nam BHYTPEHHWIA SLLENIOH: OTHOCUTCA K pacady U/Mam BHYTPEHHEN YacTn
06beKkTa 1 OTAeNAeT He3allMLLEeHHble 30HbI OT 3aLuLleHHbIX. KaroyeBas KoHLenums
TPeTbero 3LesioHa - «yKperyieHe» UAK NoBblLleHMe 3aLNLLEHHOCTN 34aHNS.

YicmoyHuk: MuHucmepcmeo sHympeHHel 6e3onacHocmu CLUA

ANna ycnneHnsa swenoHOB 3alMThl 3aMHTEpPeCcoBaHHbIe CTOPOoHbI KBW Bce yalle npruMeHsaroT
KOHLeNuMn Tak Ha3biBaeMol «6e30MacHOCTM MO 3aMbICy» Ha 3Tane NpPoeKTUPOBaHUA U
CTPOUTENLCTBA (MU PEKOHCTPYKLMN) 34aHNM. DTO MOMOraeT MUHVMU3NPOBaTb byayLume
pacxoAbl, CBA3aHHbIe C obecneyeHreM Gpm3nyeckon 6eszonacHoCcTU. MNpuMepbl MPUMEHEHMS
TaKkoro noAxoja NpvBejeHbl B CNpaBoYHMKe «6e30nacHOCMb6 No 3aMbICay: 3auUma Mmecm
obuwjecmeeHH0O20 N0/63080HUA OM MEPPOPUCMUYECKUX aMak», onybanKoBaHHOM B 2022

rogy O6beAVHEHHbLIM CC/Ie0BaTeNbCKIM LieHTPpoM EBponeiickoi komuccnn.2® Xots

3TOT CNPaBOYHMK MOCBSILLEH 3aLMTe 06LLEeCTBEHHbIX MPOCTPAHCTB, MHOTVE NPUHLAMbI
6€30MacHOCTM MO NPOEKTUPOBAHUIO MOTYT NpUMeHATLCS 1 K KB,

6.3 Pa3spaboTka cucTtemMmbl 6€30MacHOCTUN

Peanmnsaumsa mep dusnyeckor 6e3onacHOCTN Ha obbekTe KB HaumHaeTcs ¢ pa3paboTku
cncTeMbl 6@30MNacHOCTU, afanTUPOBAHHOM K YHUKAaAbHOMY NPOGUII0 1 NOTPEBbHOCTAM
3Toro obbekTa. CncTeMbl 6€30MaCcHOCTM AOMKHbI BKIHOYATb B CE68 KOMMOHEHTbI, KOTOPbIe
3¢ PeKkTMBHO B3aMMOAENCTBYIOT APYT C APYroM, obecneynBas HeOOXOANMbIV YPOBEHb
3aWnThl 06beKTa 1 NO3BONSAA eMy NPOTUBOCTOSATL Yrpo3am, aAanTUpPoBaTbLCA K HAM
N/Nnn 6bICTPO BOCCTAHABANBATBLCS NOC/IE HUX, HANPUMep, NPU TePPOPUCTNYHECKON
aTake. MpakTnYeckn B KaXXA0M cyyae cuctema besonacHocTn obbekTa KBU byget
BKOYaTb B Ce65 He TO/IbKO Mepbl prsmnyeckon bezonacHocTn. Hanpumep, MoXeT 6bITb
nofie3Ho paccMaTpuBaTb 6€30MacHOCTb MepcoHana Kak Kato4eBori KOMMOHEHT CUCTEMB
6e30MacHOCTN, eCI OHa HanpaB/eHa Ha CHVKEHVEe pUCKa BHYTPEHHMX Yyrpo3 Ha AaHHOM
obbekTe (MogpobHee CM. rnaBy 8 «YNpaBaeHne BHYTPEHHVMN Yrpo3amm»).

215 MVHKCTEpCTBO BHYyTpeHHel 6e3onacHocTu CLUA (2011 1.), CnpasoyHoe pykog8odcmeo no CHUXeHUto 8o3delicmeusi
NomeHyuabHbLIX MeppopuCMuUYeckux amak Ha 30aHuA: FEMA-426/BIPS-06/okmabpe 2011 2. 30aHue 2. ;0CTYMHO Mo
aapecy: h //www.dh v/xlibrary/ /st/st-bips- f[aaTa obpatteHus: 21 nons 2025 ..

216 bropo nybnuvkauni EBponerickoro Coto3a (2024 r.), [lpoekmupyemas 6€30NaCHOCMb: 3aUUMa Mecm 0bujecmeeHHo20

nosb308aHUA OM Meppopucmuveckux amak. locTynHo no agpecy: https://publications.jrc.ec.europa.eu/repository/
handle/JRC131172 [paTa obpaLyeHuns: 21 nrond 2025 r.].
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HaumnoHanbHas npakTUKa: NITb KOMMNOHEHTOB CUCTEMbI 6€30MacHOCTU
MuHUCTepcTBa BHYTpeHHel 6e3onacHocTu CLUA (2011 r.)?"7

1. Monaumuka, nnaHel u npoyedypsl 6€30NaCHOCMU, BKAOYASA MNaHbl AeNCTBUIA B
ypesBblYaHbIX CUTYaLUSAX, NAaHbl 0becrneyeHns 6e30nacHOCTK, NpoLeaypbl
0by4eHMs N TeCTMPOBaHWS, a TakXKe Mepbl pearnpoBaHus, obLyme pekomeHgaumm
no npoueaypam, pekoMeHAaLmn No nToram npoueayp 1 pekomeHgaumm no
NpUBIEYEHNIO BHELLHWNX PeCypCOoB.

2. Onepayuu no obecneyeHuro 6e30NacHOCMU U COOpY onepamusHeiX OaHHSLIX,
onpegensatoLme NOTPebHOCTN B 0becneyeHn 6e30nacHoOCT 1 BKAOYaKoLme
B ce651 0643aHHOCTM OXPAHHMNKOB, COOP ONepaTUBHbLIX AAHHbIX 1 06MeH
nHPopmMaLmer.

3. @u3suyeckue bapbepsl, BKAOUAA OrPaxAeHns, BOpoTa v Lnarbaymbl Ans
TPaHCMOPTHBIX CPEACTB.

4. Cucmemsl u 0b6opydoegaHue 6e30NaCHOCMU, BKNHOUASA 3N1eKTPOHHbIE YCTPONCTBA,
KOMMbIOTEPHbIE CUCTEMbI U 3/IEKTPOHHbIE CUCTEMbI KOHTPOASA AOCTYMa.

5. KubepbesonacHocms, BKAKOYAS Mepbl MO 3aLLMTe OMepaLOHHbIX CUCTEM U AaHHbIX
KBW oT knbepyrpos 1 HeCaHKLMOHNPOBAaHHbIX BTOPXEHWIA.

YicmoyHuk: MuHucmepcmeo sHympeHHel 6e3onacHocmu CLUA

Mopenu cuctem 6e3onacHocTu
CyLLecTByeT MHOXECTBO Pa3/INYHbIX, HO CXOXUX MOAene cuctem 6e30nacHoOCTY,
Hanpumep:

VISR o1 i IR = g =MW  C/iepkmBaHMe, 06HapyXeHVie, 3aAepxKa, pearuposaHue
aTOMHOW 3Heprumn?1®

HauvoHanbHoe ynpaeneHue CaepxvBaHvie, o6HapyeH1e, 3a4epkKa, 0cnabneHve, pearvipoBaHue
Mo 3aLyuTe 1 6e30MacHOCTY
Benuko6putaHumn?'®

CaepxunBaHue, 0bHapyXeHue, 3ajep>xkKa, pearnpoBaHne, BOCCTaHOB/IEHNE
ABCTpaI’II/IﬂZZO Aep ’ Py ’ Aep P p ’

CMHranyp221 CaepxwvBaHue, 06Hapy>|<eH|/|e, 3ajepXka, HegonylleHne, pearnpoBaHue

217 MrHWCTepCcTBO BHYTPeHHel 6e3onacHocTu CLUA (2011 r.), Cnpago4yHoe pykogodcmeo no CHUXCEeHU NOMeHYUaNbHbIX
meppopucmuyeckux amak Ha 30aHuUs : FEMA-426/BIPS-06/okmsa6ps 2011 2. M30aHue 2. locTynHo no agpecy: https:/

www.dhs.gov/xlibrary/assets/st/st-bips-06.pdf [saTa obpaiyeHus: 21 nons 2025 r.].

218 MexayHapogzHoe areHTCTBO Mo aToMHol 3Heprin (MATAT3) (2021 r.), PekomeHoayuu no gusuyeckoli sdepHoli besonacHocmu,
Kacaroujuecs pusuyeckoli 3aujumesl I0EPHbIX MAMepUao8 U i0epHsIX ycmaHoeok. Cepus uzdaHuli MATATS no gusuveckol
s0epHoli 6esonacHocmu Ne 40-T. [locTynHo no agpecy: https://www.iaea.org/publications/13459/handbook-on-the-
design-of-physical-protection-systems-for-nuclear-material-and-nuclear-facilities [aaTa obpaiueHus: 21 nonsa 2025 r.].

219 HaumoHanbHoe ynpasfieHre No 3awmuTe n 6esonacHocTn BennkobputaHum (2021 r.), AKTBbI - MpuHUMnNbI [Be6-

CTpaHuLua, nocnegHee obHoBneHMe 18 mapTta 2021 r.]. locTynHo no agpecy: https://www.npsa.gov.uk/asset-0 [gaTa
obpaleHuns 12 aHBapsa 2024 r.].

220 MpaBuTeNnbCTBO ABCTPaNUM - MUHUCTEPCTBO BHYTPEHHUX Aen (2018 1.), OcHo8bl noaumuku 3aujumHol
6e3onacHocmu. Pazden 15: @uzuyeckas 6e3onacHocme pecypcos opeaHusayuu. V2018.3 (BenkoHHeH: MUHUCTEPCTBO
BHYTPEHHUX Aen).

221 O6beanHeHHas onepaTrBHas rpynna - MUHUCTEPCTBO BHYTPEHHUX Aen (6e3 AaTbl), PekomMeHOayuUU No N08bILEHUH
6esonacHocmu 30aHuli 8 CuHzanype. locTynHo no agpecy: https://www.police.gov.sg/Advisories/Infrastructure-Protection/
Building-Security [aaTa obpaLueHns: 21 nona 2025 r.]
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KntouoMm k paspaboTke 1 BHeAPEHWIO CUCTeMbl 6@30MacHOCTL 1 OMpeaeneHnto ee Mogenn
SIBNSIETCS OMNpesesieHne KaxAoro KOMNoHeHTa. MprMepbl onpegeneHnii Bollleyka3aHHbIX
TEPMUHOB NPUBEAEHBI HUXKE:

C,D,Ep)KVIBaHVIe Mepbl, KOTOpPbI€ MPUBOAAT K TOMY, UTO «MOTEHUMa/IbHbI€ 3/10YMbILLUIEHHNKN pacCMaTprBaroT
06BEKT KAk HenprBnekaTenbHyH Le/ib 1 peLllatoT He aTakoBaTb €ro, MOCKOJ/IbKY CHUATAKOT,
UTO BEPOATHOCTb yCnexXa CANLLKOM HU3Ka NN PUCKUN ANA HUX CaMUX CTLLIKOM BI::ICOKI/I».222

O6HapyxeHue Mepbl, KOTOpble «[HaUMHaTCS] C 06HapyXeHVA NOTeHLMaAbHO BPeAOHOCHOIO VAV MHOO
HeCaHKLMOHVIPOBaHHOrO AeCTBIS U KOTOpbIe [3aBepLUAtOTCS] OLIeHKOV MPUUMHBI CUrHana
Tpesoru».223
3agepxka Mepbl, KOTOpbIe «[HanpaBaeHbI] Ha 3aMeA/leHe MPOABMXEHNS 310yMbILLNeHHMKA K Lieu,
TeM caMbIM MpPeoCTaB/sA 60/blle BpeMeHu Ans 3GGeKTMBHOro pearupoBaHus». 24
HegonyueHue Mepel, koTopble «[06ecneynBatoT], YTO TOALKO YNONHOMOUEHHBIM IM1LLIaM pa3peLLeH BXO B
oxpaHsiemble 30HbI».22

OcnabneHune Mepbl, KOTOpble «[HanpaB/ieHbl] Ha MpepbiBaHNE 1 HENTPaNN3aLMI0 AeiCTBIUIA
3710y MbILLNEHHKA, YTO6bI MPeA0TBPaTUTL 3aBepLUeHe 310HaMepPeHHOro AelicTBrs».22°

ENI-EREM  Mepbl, HanpaBaeHHble Ha «NpeAoTBpaLleHVie, POT1BOAENCTBE MM OCNabieHe aTakm
VAV COBBLITUS MPY 1X 06HaPYXeH». 227

el Mephbl, HanpaB/ieHHbIe Ha «BOCCTAHOB/EHVIE PaGOThl 40 HOPMasIbHOTO YPOBHS (B
KpaTuaiillyie BO3MOXHbIE CPOKM) Moc/e CO6bITUA». 228

CTpyKTypa TOWM NAU MHOW CUCTeMbl 6€30MacHOCTY onpesensieTcss KOMMeTeHTHbIMN
opraHamu u/mnu BnagensLem/onepatopom KBU. Kak 66110 NpogeMOHCTPUPOBaHO,
CYLLLeCTBYHOT pasnnyHblie ¢opMbl 1 pa3mMepbl cucTem 6e30nacHOCTU. OHU AOMXKHbI ObITb
aflanTUPOBAaHbI K YPOBHIO Yrpo3 1 OLeHKe PUCKOB B CEKTOPE NN Ha 06bekTe. BaxHo
onpezennTb CTPYKTYPY CUCTeMbl 6@30MacHOCTU N MCNONb30BaTb €€ B Ka4eCTBe OCHOBbI
ANS HTerpaumm BceX KOMMNOHEHTOB CUCTEMBbI, YTOObI OHY paboTanm Ha O6LLYIO Lienb
obecrneueHNsa Hajiexalllero ypoBHs 3aLLnTbl 06bekTa.

222 MATATS (2021 r.), PekomeHdayuu no ¢usuyeckoli adepHol 6ezonacHocmu, Kacarowjuecs pusudeckoll 3aujumel A0epHeix
Mamepuaﬂoe u ﬂaepr/xycmaHOGOK Cepusi MATAT3 no ¢u3ut4ec:<ou 6e30nacr-/ocmu Ne 40- T JlocTynHo no agpecy:
/publi

matenal and nuclear facilities [aaTa o6patueHns: 21 nona 2025 r.].

223 MATAT3 (2021 r.), PekomeHOayuu no ¢usudeckoli adepHol 6e30nacHOCMU, Kacaroujuecs Gpuaudeckol 3aujumesl 0epHbIX
Mamepua/loe u ﬂdeprlxycmaHoeo;( Cepusa MATAT3 no ¢u3ut4ec1<ou 6e3onGCHocmu Ne 40- T JocTynHo no agpecy:

materlal and nuclear facilities [gaTa obpalyeHus: 21 nons 2025 r.].

224 MATATS (2021 r.), PekomeHdayuu no ¢usuyeckoli AdepHol 6ezonacHocmu, Kacarowjuecs pusudeckoll 3aujumel A0epHeix
Mamepuanos u AdepHsix ycmaHoeok. Cepus MATAT3 no gusuyeckoli 6ezonacHocmu Ne 40-T. locTynHO no agpecy:

https://www.iaea.org/publications/13459/handbook-on-the-design-of-physical-protection-systems-for-nuclear-
material-and-nuclear-facilities [gaTa o6paweHuns: 21 nrona 2025 r.].

225 CoBmecTHas onepaTtMBHas rpynna - MUMHUCTEPCTBO BHYTPEHHMX Aen (6e3 aaTbl), PYkosodcmeo No No8bIUEHUO

6e3onacHocmu 30aHuli 8 CuHeanype. locTynHo no agpecy: https://www.police.gov.sg/Advisories/Infrastructure-Protection/
Building-Security [gaTa obpaLieHums: 21 nonsa 2025 r.].

226 MATAT3 (2021 r.), PekomeHOayuu no ¢usudeckoli adepHol 6e3onacHocmu, Kacaroujuecs ¢puaudeckol 3aujumesl 0epHbIX
Mamepuaﬂoe u ﬂaepr/xycmaHoem( Cepusi MATAT3 no ¢>u3uqec1<ou 6e30na<:Hocmu Ne 40- T [JlocTynHo no agpecy:

rial-and-n |I| ies [aaTa obpaleHns: 21 nona 2025 r.].

227 I'IpaBMTeanTBo ABCTpa}'IVIVI - MnHUCTEepCTBO BHYTPEHHUX Aen (2018 1), OcHogbl nosumuku 3awumel U 6€30nacHoOCMu.
Pazden 15: Puzudeckas besonacHocme pecypcos opaaHuzayuu. V2018.3 (EenkoHHeH: MMHNCTePCTBO BHYTPEHHUX Aen).

228 MpaBUTeNbCTBO ABCTPannmM - MMHUCTEPCTBO BHYTPeHHUX gen (2018 r.), OcHOo8bI noAUMuUKU 3aujumel U 6e30nacHocmu.
Pazden 15: @uzuyeckas 6e3onacHocme pecypcog opeaHudayuu. V2018.3 (BenkoHHeH: MUHNCTEPCTBO BHYTPEHHUX Aen).
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6.4 CucTteMbl 06Hapy>KeHNA BTOPXKEHUMN

He3aBncKMO OT MOZenu cucTeMbl 6€30MacHOCTH, BbIGPaHHOM A8 06beKTa, KOHTPOJIb

N 0BHapy>XeHne CaHKLNOHNPOBAHHOIO 1N HECAHKLMOHNPOBAHHOIO MPOHNKHOBEHMS
BCerga byayT ee KNto4eBbIM KOMMOHEHTOM. Take Mepbl OCYLLECTBAAOTCSA C MOMOLLbHO
cncTeMbl 06HapyxxeHus BTopxeHul (IDS). Micnonb3ysa cpescTBa BUuAgeoHabngeHus, IDS
06HapyXnBaeT U3MEHEHVS B Lie/IeBOV cpeje, HanpuMmep, NosiBieHNe HapyLnTens, a 3atemM
onoseLLlaeT 0 HeCaHKLMOHNPOBAHHOM MPOHNKHOBEHU (C MOMOLLbIO CUTHAaNN3auunm).
NMomumo GyHKUNI BUAeOHAbAAeHNSA N curHanmsayuuy, addexktTneHas IDS gononHaeTcs
OYHKLMSAMN MOHUTOPUHIA U pearnpoBaHns Kak Ha 06beKkTe, Tak 1 3@ ero npegenamu.

O6bI4HO IDS BKIHOUaeT B cebs1 BHYTPEHHME 1 BHELLHME YCTPOMCTBA cpabaTbiBaHUSA
CUrHaNM3aunuy, Takme Kak Aatumkn ABUXEHNSA U ABEPHbIe KOHTaKTbl. B pamkax cBoux
OCHOBHbIX PyHKLWI IDS oTCnexmnBaeT Takme 4eNCTBUSA, Kak OTKpbITUE/3aKpbiTre

ABepelt JocTyna nan nepemMeLleHre nepcoHana B Liesesori 30He. CcTemMa MOXeT Takxe
OCYLLLeCTBASATE MOHUTOPUHI OKPY>XatoLLeln cpefibl LiesIeBO 30HbI, TAKOW Kak nepmumMeTpa
06beKTa NN APYrvX COOPYXeHWI. 3To nNo3sosseT IDS, HanprMep, 06HaPYXUTb MNOMbITKY
3/10yMbILLNIEHHMKA NPOPBaThb OrpaxjeHne neprumeTpa.

Mpu 06Hapy>XeHN HeCaHKLMOHNPOBAHHOIO MPOHUKHOBEHMS IDS nogacT cMrHan
TpeBory NM60 Ha NYHKT OXpaHbl Ha 06beKkTe, NM60 B yAANEHHbIN LEHTP MOHUTOPUHIA
ANS NOC/IeAyoLLEero pearmpoBaHuns CUaaMm YNOJHOMOUYEHHbIX COTPYAHUKOB CYX6bI
6€e30MacHOCTU. YUnTbIBas CeKPeTHOCTb 06bekToB KBW 1 nx 3awwuty, BnagensLbl/
onepatopbl KB/ MoryT paccMoTpeTb BO3MOXHOCTb CO34,aHUA pe3epBHbIX KaHaN0B CBA3N
[Ns ONOBeLLeHNs 0 TPeBore, a TakXXe pe3epBHbIX NCTOYHMKOB NMUTaHUA A5 obecneyeHuns
6ecnepeboliHol paboThbl CUCTEM, HANPUMeEp, B CyYae OTKAOUYEHNS 31eKTpo3Heprmn.22°

229 Accoumauma 6aHkos CuHranypa (2018 r.), Pykogodcmeo no ¢usudeckoli 6e3onacHocmu 048 GUHAHCOBbLIX yupexcoeHud.
[JlocTynHo no agpecy: https://abs.org.sg/docs/library/abs-scps-guidelines.pdf [saTa obpaiwieHuns: 21 nronsg 2025 r.].
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B pamkax cuctemMbl IDS 06BeKkTbl MOTYT MPUMEHSITL CTaHAAPTHbIE CPeACTBA B 0ObIUHbIE
nepuogbl paboTbl, a TakXe AONONHUTENbHbIE MePbl B MEPUO/ MOBbLILLIEHHONM Yrpo3bl.
Takvie Mepbl MOTYT BK/1HOYaTb B Ce65 AONONHUTEIbHbIE CPeACcTBa HABMOAEHUS 1 N1aHbl
no akTUBM3auum Mep, NHPopMUpyoLLMe NepCcoHan 06bekTa 0 HEOOXOAUMbIX AeNCTBUAX B

cnyyae 06Hapy>XeHUs yrpossbl.

TexHoNOrMm o6Hapy>keHUs BTOPXKEHU

Cuctembl IDS MOryT BKJIHOUATb B Ce65 pAf TEXHONOMMYECKUX CPeACTB AN 06HapYXeHNs
CaHKLIMOHMPOBAHHbLIX N HECaHKLIMOHNPOBAHHbIX NepeMeLLeHnii. Bo MHOrux cayyvasax
TeXHONorny, BelbpaHHble BnagensLamu/onepatopamu KB, MoryT ocHOBbIBaTbCS Ha
MeCTHbIX, HaLMOHabHbIX U OTPacAeBbIX CTaHAAPTaX 3PPeKTUBHOCTM NN peKOMeHAALINSAX
KOMMEeTEHTHbIX OPraHoB. TexHOoIornyeckie CpeacTBa, AOCTYMNHbIe Bnajensuam/
onepaTtopam KBW, pasnnyatotcs B pasHbix cTpaHax pernoHa OBCE. OgHako LieHTp no
3alMTe HaLUMOHANBHOW KPUTUYECKM BaXKHON MHGPaCcTPyKTypbl BennkobputaHnm (HelHe
HauwnoHanbHOe ynpaBneHuve no 3awute 1 6esonacHocty [NPSA]) npeacTaBua KpaTkuii
CMYCOK OCHOBHbIX KaTeropuin 4OCTYMNHbIX TEXHONOM A 06HapY>XeHNS B CBOVX 40H6POBO/bHbIX
pekoMeHAauni No cncTteMam 06Hapy>XeHNA BTOPXEHW ANS PyKOBOAUTENeN CyX6

6e3onacHoCcTV 06bekTOB KB, Kak MpescTaBaeHo B Tab/MLLE HAXKE:

230

rlpMHL"VIn pa6OTbI

MaccruBHOE
nHdpakpacHoe
0BHapy>xeHne ABUXEHNS

MvikpoBo/siHOBOE
0BHapy>xeHue ABUXEHNS

Komb6uHVpoBaHHbIe
AeTeKTopbl

JleTekTopbl pasbutus
cTekna

[JeTekTopbl BUbpaumm n
yAapoB

Celicmunyeckume
LeTeKTopbl

NHepunoHHbIe
[AeTeKTopbl

MaccrBHble MHbPaKpPacHble AaTUNKM 06HAPY>KMBAKOT MPUCYTCTBUE
3/10yMbILUNEHHWKA, Y1aBAUBas TeMNN0BOe (MHPpaKpacHOe) N3/lyUYeHne oT
YeNoBEeYeCKOoro Tena.

MUVKPOBONHOBbIE AATHUNKUN ABUXEHWS N31YyYatOT 3NEKTPOMarHUTHbIE
paanoBONHBI. MNPy KOHTaKTe C 06 bEKTOM HacTb BOJIH MOr/10LLaeTcs, YacTb
OTpaXkaeTcs 1 paccerBaeTcs BO BCEX HAMpPaBAeHUsIX, @ HaCTb OTpaxaeTcs
06paTHO K AeTeKkTopy.

JeTekTopbl, 06beanHsaLWMe ABe UK 60/1ee TEXHONOT N 06HAPYXEHWS B O4HOM
Koprnyce (Hanpumep, NaccBHOe MHGPaKpaCHOE B COYETAHUN C MUKPOBOIHOBLIM),
npro6penv MonynsipHOCTb 61arofaps NoBbILLEHHOV CTaBUNBLHOCTY B YC/IOBUAX
skcnayaTauuu. CovetaHvie pasNUHbIX TEXHOIOMUIA 06ecreyunBaeT NOBbILLEHHYHO
YCTOUYMBOCTb K IOXHbIM CpabaTbiBaHMSM MO CPABHEHWIO C AeTeKTopamu,
NCMO/b3YOLLUUMY TOIbKO OLHY TEXHOMOMUHO.

Mpv pasbuBaHny cCTeKNa FeHepUpyeTcs LUMPOKUIA AranasoH YacToT. B
3aBUCKMOCTM OT TVNA, AETEKTOPbI PAa36UTUS CTeK1a NCMO/b3YHT YacToThl B
OZHOM W HECKO/IbKMUX N3 3TUX AMANa3oHOB A/S 06HAPYXeHWs pa3buTus.

JeTekTopbl BUGPaLMN 1 yAapa NCMONb3YOTCSA B C/ly4YasXx, KOrga oxuvaaemas
MonbITKa MPOHVKHOBEHWSI MPUBEAET K MPOHVKHOBEHMIO Yepes MA0CKYH
NMOBEPXHOCTb (Hanpumep, CTeHy) Uau Apyroe npenstcreme. Cnocobbl
NMPOHNKHOBEHWSA MOTYT BKtOYATb B CE6SI CBEPNEHWE, yAaPbl KyBaAAoMi, KMPKOIA
WV @HANOTVYHBIM UHCTPYMEHTOM, Pe3Ky MU0, LWANGOBaAbHON MaLLIVHOM
WV KNCNOPOAHO-aLLeTUNIEHOBO rOpPeskoi/anekTpoAamMu, a TakKe NoApbIB C
NCMO/Ib30BaHNEM B3PbIBYATbIX BELLECTB.

CeicMmyeckme BUOPALIMOHHbIE JeTeKTOPbl COCOOHbLI 06HaPYXMBaTb LUNPOKUIA
CMeKTP CUNOBbIX BO3AENCTBUIA: OT MOLLHbIX YAAPHbIX MMMY/bCOB A0 MebYaLLmnX
BM6PALNOHHBIX TOTYKOB.

|/|HepLU/IOHHbIe AETEKTOPbI NpeaHa3Ha4YeHbl A4N14A obLero npMeHeHnA. OHU MOryT
CTaTb HAAEXHbIM N1 3KOHOMWYHbBIM peLlleHnem And O6Hapy)KeHVIFI 60NbLUNHCTBA
CrnocoboB C1I0BOrO NPOHNKHOBEHWA.

230 LeHTp 3aWnThl HAaUNOHaNbHOM MHpacTPyKTypbl (2013 1.), Cucmemsl 06Hapy#eHUs 8mopieHuUl: pykogodcmeo 015
MeHedxcepos no 6esonacHocmu, cTp. 59, 70, 75, 81, 86-88, 91, 96. locTynHo no agpecy: https://www.npsa.gov.uk/

resources/intrusion-detection-systems-guidance-security-managers [gaTa obpatieHus: 21 ntona 2025 r.].
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Jatunkn yaapa JaTyunkn yaapa obbIYHO pearnpytoT Ha BU6paLnu, Bbi3BaHHbIE CUI0BLIMMA
MeTOoZaMM NMPOHUKHOBEHWS, HAaNMPUMEp, NPV TapaHe ABEPU 1 CHATKM ee C NeTesb.

3alMTHbIE BIK/OUATENN  3aLUMTHbIE BLIK/OUYATENN UCMOb3YIOTCSA A/ 06HAPYXEHUS OTKPLITUS ABEPY,
OKHa WAW 4pYyroro npoema.

AKTVIBHble UHPpPaKpacHble AKTMBHblE MHPaKpaCHble AeTeKTOPb! U3/1y4atoT OAUH UV HECKOTbKO

AeTeKkTopbl NHdpPaKpaCcHbIX y4Yeid, KOTOPblE MOXHO HaCTPOWTL TaK, YTO6bI CO34aTb «6apbep
06HapyXeHs», HEBUAUMBI ANA YeN0BeYecKoro rnasa. Eciv nyuu npepbiBatoTcs,
HamnpviMep, KorAa Yepes H1UX MPOXOANT 3/10YMbILLNEHHWK, MPUEMHUK
o6HapyXVBaeT NoOTEPH MHPPAKPACHOrO CMrHaNa 1 akTUBUPYET CUTHaA TPEBOTU.

Trnbl cncTem o6HapyY>KeHNS BTOPXKEHUIA

[ns 06Hapy>XeHNs HeCaHKLIMOHNPOBAHHbIX MPOHUKHOBEHUM Ha 06bekTe KBU cnctemebl IDS
MOTYT MPUMEHATLCS ABYMS CNOCO6aMUN: ANA BHELLHErO 1 BHYTPEHHEr0 UCMO/Ib30BaHUS.
Kaxpoe Tmn npuMeHeHns nNpebsaBaseT CBOV CUCTEMHbIe TPe6OBaHWA N MMeeT pasnnyHble
TexHoJsiornyeckue peweHuns. Mpu NpoekTUpoBaHMn BHeLLHX cnctem IDS, koTopble
NoTeHLUMaAbHO MOTYT OCYLLEeCTBAATb HAbMOAeHVe 3a NMLLaMN, He ABASIOLLNMUNCA
coTpygHuKkamm obbekTa KB, BaXKHO yunThIBaTh BAUSHME TaKnX AeICTBUIA Ha NpaBa
yenoBeka, BKAOYasa c6op 1 XpaHeHWe AaHHbIX (NoApobHee cM. B rnase 3 «CoobpaxeHus

B 06/71aCTV NpaB YenoBeka»). O6LLenpUHATOM NPaKTUKOM 3awnTel obbekTa KBU aABnseTtca
NCMOJIb30BaHMe Kak BHELLHWX, Tak U BHYTPeHHMX 3n1eMeHToB IDS. Hnxe npeacTaBfiieHo
onrcaHve Kaxoro BapraHTa npuMeHeHs.

BHELUHWE IDS BHYTPEHHWUE IDS

=% a2 Nl ® %

MepumeTpanbHas Hapy>Hasi kamepa WNHdppakpacHblii AaTuvk ABUKEHN AaTuuk gBEepHOro BHyTpeHHss
orpaga BUAEOHa6N0AEHNS NyyeBoit AaTUMK KOHTaKTa KynonbHasi Kamepa
BUAEOHabnwaeHNs

BHelwlHUe cucTeMbl 06HapY>KeHUS BTOPXKEHUIA. BHeLLHVe SLLeoHbl CUCTEMBbI
6e30MacHOCTM YacTo ABAAIOTCA Hanboiee BaXHbIM KOMMIOHEHTOM, MOCKONbKY OHU
obecneyrBatoT camoe paHHee 0bHapyXeHe 1 pearnpoBaHue. Kak npaBnno, 4Yto yem
Janblue BHeLHWI 3wenoH IDS HaxoanTcsa oT uenuv (Hanpumep, BXo4a v nepumeTpa
o6bekTa KBW), Tem niydylle. 3To 03HayaeT, UTo BHelHWe IDS 06bl4HO NCMONb3YTCS AN
06Hapy>XXeHNs BTOPXEHW Ha NepuMeTpe ob6bekTa nan 3a ero npegenamun. OgHako B
JAunpektnee HATO no ¢usnyeckon 6esonacHocTn 2020 roga Npr3HaeTCs, YTO BHeLLIHMe
IDS «no cBoen Npupoje CKOHHbI K JIOXHbIM CpabaTbiBaHUAM 1 MO3TOMY OBbIYHO AOJIKHbI
NCMOJIb30BATLCA TOJIBKO C CUCTEMOW MPOBEPKM CUFHANOB TPeBOry, Takon kak CCTV
[cucTema BugeoHabnoaeHns]».23! Takm 06pasom, cucteMa 6e30MacHOCTY, BKTHOYAKOLLAs B
cebs BHewwHO0 IDS, gomxHa obecneynBaTh 6bICTPYHO MPOBEPKY cpabaTbiBaHWIA CUTHANOB
TpeBorv AN NOATBEPXAEHNSA HANNYNSA OMNACHOW NAW CAHKLMOHWPOBAHHOM aKTUBHOCTN.

BHyTpeHHUE cncTeMbl 06Hapy>KeHUA BTOPXKEHWIA. BHyTpeHHMe IDS 06bIYHO
npegnosiaratoT coyeTaHue JaTUMKOB N YCTPOMCTB BUAEOHAbMOAeHNSA, NpeHa3HAaYeHHbIX
4519 06Hapy>XeHNA HeCaHKLMOHMPOBAHHbBIX MPOHNKHOBEHUM Ha 06beKT. B oTanume ot

231 Kpuckyono, M. (2020 r.), AnpekTnea no ¢pusmyeckori 6esonacHocTn, gokymeHT HATO AC/35-D/2001-REV3 (Bptoccens:
OpraHusaumna CeBepoaTnaHTUYeCcKoro 4orosopa).
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BHeLwwHWX IDS, BHYyTpeHHMe IDS cunTatoTca meHee AOPOroCcToALLMMM, MOCKONbKY OHU
3a4acTyto nydlle 3alyLLeHbl, B TOM YKc/ie OT He61aronpusTHBIX MOrO4HbIX YC0BU.
Bbl60Op KOHKPETHbIX 4aTUYMKOB UM COMEeTaHWS AaTUNKOB ANs cucTeMbl IDS onpesensercs
PYKOBOANTENAMU CNYX6 6@30MacCHOCTU U KOMNETEeHTHLIMW OpraHaMn Ha OCHOBEe
COOTBETCTBYHOLLNX MHCTPYKLNIA 1 CTaHAAPTOB 3G PeKTUBHOCTU. BO MHOrMX ciayyasx
NCMONb3YHTCA AAaTUMKU MPOHUKHOBEHWS, KOTOPbIe 06HaPY>XMBAIOT YCreLHoe Uan
NpeAnpUHATOE MPOHUKHOBEHME Ha 06BLEKT Yepes ero nepumetp.232

HaumoHanbHas npakTuka: Mporpamma o6ecnevyeHns puUsnN4yeckom salmuThbl
MuHuncTepcTBa 3HepreTuku CLUA - 6a3oBble Tpe60BaHUSA K GU3NYECKON
3awuTe: BbI6OpOYHbIe Tpe60BaHNA ANA TECTUPOBAHNA BHYTPEHHEA CUCTEMbI
o06Hapy>KeHUsA BTOp)KeHUI (2021 r.)?33

PykoBogsLme npuHUmnbl MnuHucTepcTBa aHepreTukin CLUA paspaboTaHbl Ans
YCTaHOBNEHMS 6a30BbIX TPEH6OBAHUI K GU3NYECKON 3aLLMTE 0O6LEKTOB, HAXOAALLNXCS
noj KoHTposiem MuHuctepcTBa sHepreTuku CLUA. Huke npuBeaeHbl TpeboBaHWSA K
TECTUPOBAHMIO BHYTPEHHUX CUCTEM OBHAPY>XXEHUIA BTOPXKEHWIA:

> CucTemMa 06HapPY>XeHUS 1 OLLEeHKM BTOpXeHU no nepumeTtpy (PIDAS) gomkHa
6bITb CNOCOOHA 06HapPY>XXMBaTb YenoBeKa, NepecekaroLLero 30Hy 06Hapy>KeHns
nyTem XoAb6bl, MOA3aHWSA, MPbIXKa, 6era, nepekaTbiBaHUA U/UIN BOCXOXAEHUS HA
orpaxgeHue B /1060 TouKe 30Hbl OBHAPYXKEHWS, C BEPOATHOCTHLI0 06Hapy>KeHns 90
MPOLEHTOB 1 YPOBHEM JOCTOBEPHOCTM 95 MPOLIEHTOB.

» [loc/ie yCTaHOBKM 1 3aTeM eXerofHo (He pexe o4HOoro pasa B 12 mecsues)
HEeoHX0ANMO NMPOBOANTL MPOBEPKY PABOTOCMOCOHOHOCTU CUCTEMbI OBHAPYKEHNSA
BTOPXXEHWM, YTOObI MOATBEPAUTL €€ COOTBETCTBME TPE6OBaAHUAM K BEPOSATHOCTHN
06Hapy>XeHNS 1 YPOBHIO JOCTOBEPHOCTH.

» Ecnvm BepOATHOCTb 0BHAPY>XEHWS B CUCTEME OOHaPY>XXeHUIA BTOPXKEHWIA MajaeT HxXe
Tpebyemoli, ee HEO6XOANMO OTPEMOHTMPOBATHL M MOBTOPHO NPOTECTUPOBATh.

» [lpun pacyeTe BEPOATHOCTM O6HAPYXeHNUSA AN CUCTEM C HECKONbKMMW AaTUYMKaMun
npeAnosaraeTcs, YTo 06HapYy>KeHME NPOV30LLO0, EC/IN XOTSA 6bl OAVH U3 AATUMKOB
OMOBECTUA O BTOPXEHUN.

» HeobxoMMO NpOBECTU UCMbITaHWE MPOU3BOANTENBLHOCTY, UTOBLI ONpeAenTb
npaBuIbHble HACTPOWKK, 0becrneyrBatoLLme BbICOKMNA YPOBEHb O6HAaPYXXeHNS C
MUHVMaNbHbIM KOJINYECTBOM JIOXKHbIX CPabaTbIBaHUI CUTHAAN3aLNN.

> WcnbiTaHMs HEOH6XOANMMO NPOBOANTL Kak C Maso3aMeTHON LieNbto (MOoA3yLLeit), Tak 1
C bonee CKOPOCTHOM (MAyLLEeto, beryLLeit, 6bICTPO MON3AOLLEN, KaTALLENCS).

»  cnbiTaHns AOMXKHbI MPOBOAUTLCS B MOTOA4HbIX U CBETOBbIX YCI0BUAX, TUMNYHBIX ANS
AAHHOWV MECTHOCTMW.

YicmoyHuk: MuHucmepcmeo 3Hepeemuku CLLA

232 MUHMCTEpPCTBO HauMoHanbHol 6e3onacHoctr CLLUA (2011 r.), Cnpago4Hoe pyko8odcmeo no CHUMXEHUK NOMeHYUANbHbIX
meppopucmuyeckux amak Ha 30aHus : FEMA-426/BIPS-06/okms6pe 2011 2. M30aHue 2. JoCTynHO No agpecy: https:/www.
dhs.gov/xlibrary/assets/st/st-bips-06.pdf [gaTa o6paiieHus: 21 nrons 2025 r.].

233 MuHucTepcTBOo 3HepreTukn CLUA, Mporpamma ¢pusnyeckori 3awmtel 473.1A, MpunoxeHne 2: basosble TpeboBaHMsS

dunsmyeckoli 3awmnThl. locTynHo no agpecy: https://www.directives.doe.gov/directives-documents/400-
series/0473.1-BOrder-a/@@images/file [saTa obpaweHuns: 21 nons 2025 r.].
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6.5 OcBelleHue

OcBelyeHve Ha obbekTe KBU (kak BHyTpeHHee, Tak 1 BHeLUHee) ABNAeTCA OCHOBHbIM
KOMMOHEHTOM 3pdeKkTUBHOM cncTeMbl obecrneveHns ¢mnsnyeckon 6ezonacHocTn. Bonpocel
MNCMOJIb30BaHWA OCBeLLEeHNA B LiensiXx 6e30MacHOCTY KPAaTKO U3/10XeHbl B C60pHUKe
pykosodcme ObCE no say4well npakmuke 8 061acmu 06bi4HbIx 60enpunacos 2008 roja:

«OCBeLLeHne OXpaHAEMOi 30HbI MOMOraeT B 06HapyXeHU, OLieHKe 1 NpeceyeHuny
yrpo3bl 6esonacHocTn. OcBeLleHe MOXeT TakKe CYXUTb 418 MOCTOPOHHUX
AOMONHUTENBHLIM OTAYrMBAKOLLMM GpakTopoM. OCBeLLeHIe OXPaHAEMOro 06bekTa
MOBbILIAET Pe3y/bTaTVBHOCTb PaboThbl OxpaHbl 1 CCTV, ynyuluas BUAMMOCTb B TeMHOe
BPEeMS CyTOK UK OCBELLas yuacTok, KyAa He BCersa NPOHMKaeT ecTecTBeHHbIN CBeT.
CpeacTBa HapyXHOrO OCBELLEHUS OXPaHAEMOro 06bekTa, Kak NpasBuso, pasmMeLLarTcs
B/IO/Ib BHELLHEero neprMeTpa 06bekTa U NPOoMnyCcKHbIX MyHKTOB».234

KoHkpeTHble TpeboBaHMs K OCBeLLeHNI0 ByAyT pa3nnyatbcsa A8 Kaxaoro obbekta KBU

B 3aBUCUMOCTI OT MOTPeBHOCTEeN 1 OLeHEHHbIX YTPOo3, C KOTOPbLIMY OH CTankuBaeTcs. B
HEKOTOPbIX CIyYasax MexyHapoaHble NN HauMoHa lbHble CTaHA4apThl, Takue Kak 1ISO 8995-
1:2002 «OcBeLLeHMe pabounx mecT» U EguHele kputepnn MnHmncTepcTea 060poHsbl CLLIA
MO cMCTEMaM BHYTPEHHEro 1 Hapy>Horo ocgelleHuns (UFC 3-530-01 (C4-2019)),23° copepxar
LeHHble pekomMeHaaumn. CNcTeMbl OCBELLeHUSI He ciedyeT MPoeKTUPOBaTh OTAe/bHO OT
APYrux acnekToB C1UCTeMbl besonacHocTn obbekTa KBW. Hanpumep, B CLLUA MuHncTepcTBO
HaLMOHaIbHOV 6e30NacHOCTY NOAYEPKNBAET, UTO CUCTEMbI OCBELLIEHUS JOMKHbI ObITh

234 OBCE (2008 r.), CoopHuk pykogodcme OBCE no ny4weli npakmuke 8 061acmu 06bl4Hbix 6oenpunacos (BeHa: OBCE).
[JocTynHo no agpecy: https://www.osce.org/files/f/documents/5/6/33375.pdf [gaTa o6palieHus: 21 nona 2025 r.].

235 MuHncTepcTBo 060poHbl CLUA (2023 1), EQuHble kpumepuu o6bekmos (UFC): Cucmemsl 8HympeHHe20 U 8HeUIHe20
oceeuwjeHus. ocTynHo no agpecy: https:/www.wbdg.org/FEC/DOD/UFC/ufc_3_530_01_2023_c1.pdf [aaTa
obpalyeHns: 21 nong 2025 r.].
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CNPOEKTUPOBaHbI C y4eTOM pPaboTbl CUCTEM BUAEOHABNOAEHNS U MOCTOB OXPaHbl,
KOTOPbIM 06bI4HO TpebyeTcs 60/1ee BbICOKWI YPOBEHb OcBeLLeHns, 238

PaccMoTpeHVe pasnnyHbIX CTpaTeruin ocBeLleHns AN OTAe IbHbIX YacTel o6bekTa

KBW cumTtaetca xopolueri npakTUKon. O6LLecTBO MHXeHepOoB-CBETOTEXHKOB B CBOEM
Pykogodcmee no oxpaHHOMYy ocgewjeHuro 015 rodel, UuMywecmsa u Kpumu4ecku 8axHoU
uHppacmpykmypel 2016 roga yteepxaaet: «[1py NA1aHNPOBAaHUM UK OLleHKe OXPaHHOro
OCBeLLEeHA NPOeKTUPOBLLMKAM byeT NoNe3HO pas3Ae/inTb 06beKT Ha 30HbI, Takmne Kak
nepnmeTp, NewwexoAHas 30Ha, 34aHne, TPaHCMOPTHOe CPefCTBO, Cknaj, obopysoBaHMe
1 30HbI OrpaHNYeHHOro AocTyna. B npouecce naaHMpoBaHWA NPOEKTUPOBLLNKA MOTYT
onpejennTb N CNJIaHUPOBATL Pa3finyHble Jpyriie 30Hbl 4/ OLLeHKN KOHKPETHOro
OXPaHHOIo OCBELLEHNS B COOTBETCTBUN C TPE6OBaHWAMMU NpoekTa. g KaXKA0o 30HbI
MOXeT NoTpeboBaTbCs yUeT pas/inuHbix GakTOpPOB YA3BUMOCTM 1 pearnpoBaHus».23’

CTpaTeFVII/I ocBelleHnA Tak>Xe A0J1KHbI BK/1KOYaTb B cebs Mepbl 3alThl OT 3/TOHaMepPeHHbIX
AGMCTBMM, TaKNX KaK HECAHKLMOHMPOBaHHOE BMeLLaTE/IbCTBO NN NMOBPeEXAEHNE
CBETU/IbHNKOB. PyKOBOp,I/ITeI'II/I no 6e30MacHOCTA MOTYT yCTaHaB/IMBaTb CBETUIBHUKN
BbICOKO, BHE 4OCATaeMOCTM NOoTeHUNaNbHbIX 3/10YMbILLTEHHWKOB, U obecneumBaTb UX
3alnTy C NTOMOLUBK aHTUBaHAAa/IbHbIX MaTePMaaoB, TakKNX Kak MPOBO/IOYHAaA CeTka Uin
MeTannnyecknin/nnacTuKoBbIN KOXYX.

HakoHeL, xopoLuei NpakTUKOM cumMTaeTcst obecneyeHmne pe3epBHbIX UCTOYHUKOB MUTAHWSA
AN19 Hanbosiee BaXHbIX CUCTEM OXPaHHOMo ocBeLleHns Ha 0bbekTe KBW, npm sTom
naHenb ynpaBaeHWUst TaKUMK CUCTEMaMM JOIKHA pa3MeLLaTbcst B 6e30nacHOl 30He ¢
KOHTPOANPYEMbIM JOCTYMOM.

236 MVHUCTEePCTBO HaLMOHanbHoM 6esonacHocTu CLLUA (2011 r.), Cnpago4yHoe pyko8odCmeo No CHUMEHUI NOMEeHYUAAbHbIX
meppopucmuyeckux amak Ha 30aHus. FEMA-426/BIPS-06/okmsbps 2011 2. M3daHue 2. JjocTynHo no agpecy: https://www

dhs.gov/xlibrary/assets/st/st-bips-06.pdf [gaTa obpaweHns: 21 nona 2025 r.].

237 CBeTOTEXHMYECKOE NHXEeHepHOe 06LecTBO (2016 T.), Pykogodcmeo no 6e3onacHoMy ocgeujeHuto 014 nroded,
umywecmea u Kpumuyecku 8axcHol uHgpacmpykmypel. JocTynHo no agpecy: https://cdn.fedweb.org/fed-96/2/
IES%2520Security%2520Lightingn%2520G-1_web.pdf [gaTa obpalueHus: 21 ntons 2025 r.].
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Trnbl oXpaHHOro ocBeLleHUs

Kak yka3aHo BbliLLe, TpeboBaHMNSA K OCBeLLeHMto ByayT pa3nnyatbcs 418 KaXA0ro

ob6bekTa KBW B 3aBUCMMOCTY OT NOTPEBHOCTEN U OLLeHEHHbIX YrpO3, C KOTOPbLIMU OH
cTankmpaeTcs. OXpaHHOe OCBelleHe CyLLLeCTBYeT B HECKOIbKUX Pa3IYHbIX BApUaHTax,
Kak BKpaTLe On1caHo B pekoMeHaaumax MnHncTepcTBa BHyTpeHHel 6esonacHoctm CLLUA,
NpeACTaBNeHHbIX HMxe?38:

HenpepblBHOE HenpepbiBHOE OCBeLLeHe - Hanboiee pacNpoCTPaHeHHas CMCTEMa OXPaHHOMO
ocBelleHne OCBeLLeHNs. 9Ta cMcTemMa COCTOUT 13 psija CTalMOHapHbIX CBETUIBHUKOB,
pPacrnonoXeHHbIX TakUM 06pa3oM, YTO6bI HEMPepPbIBHO OCBELLATE ONMpe/esIeHHY0 30HY B
TEMHOe BpeMs CyTOK MepeKpbIBalLLNMUCA KOHYCamu CBeTa.

PesepBHOe Pe3epBHOE OCBeLLEHVE IMEET CXEMY, CXOXYH CO CXEMOW HEMPEPLIBHOTO OCBELLEeHNS;
ocBeLLeHMe 0fJHaKO CBET HE FOPUT MOCTOSIHHO, a BK/ILOYAETCS aBTOMATUUECKY I BPYUHYHO MpK
06HapY>XEeHNY UV MOAO3PEHU CO CTOPOHbBI COTPYAHUKOB CYX6bl 6€30MacHOCTN AN
CYCTEMAMK CUTHAIN3AL MM MOA03PUTEIbHON aKTUBHOCTM.

MepeaBUXHOE MepeABUXKHOE OCBELLEHNE COCTOUT U3 YrpaBasieMblX BPYYHYH NepesBuKHbIX
ocBelleHne NPOXeKTOPOB, KOTOPbIE MOy T BKOYATLCA B TEMHOE BPEMS CYyTOK MW MO Mepe
Heo6xoAMMocTU. CcTeMa 06bIYHO MCMONb3YeTCA B Ka4eCTBe JOMONHEHMS K
HenpepbIBHOMY U/ pe3epBHOMY OCBeLLEeHMIO. MepesBUXKHOE OCBELLIEHNE TakXe
MNCMoNb3yeTcst A5 06aervyeHns o0CMoTpa TPAHCMOPTHBIX CPEACTB BO BPEMEHHbIX U
MOCTOSAHHbIX 30HaX J0CMOTPa TPAHCMOPTHbIX CPEACTB.

ABapuiiHoe ABapuiiHOe OCBELLEeHMe - 3TO pe3epBHas CCTeMa NUTaHWs OCBELLEHNS, KOTOPas MOXeT
ocBelleHue AY6ANPOBATHL NtO6YIO UM BCE U3 BbILLEMepeUncaeHHbIX cuctem. Ee ncnonb3oBaHue
OrpaHMyeHo BpeMeHeM OTK/IHOYEHWS SNEKTPOIHEPT N U APYTMMU Ype3BblYaiHbIMM
CUTYaLMSIMU, NMPY KOTOPbIX OCHOBHas crcTeMa He paboTtaeT. OHa 3aBUCUT OT
aNbTEPHATUBHOMO MCTOYHMKA NMUTAHWUS, HANPUMEP, CTaLMOHAPHbIX UV MEePEHOCHbIX
reHepaTopoB UAN akKKyMyNATOPOB. /19 OXPAaHHOTO OCBELLEeHNWS CefyeT pacCMOTpPeTb
BO3MOXHOCTb aBapUAHOrO Pe3epPBHOro NMUTAHUS.

6.6 Cuctembl BUAeoHabnwaeHus

OfHWM 13 KOMMOHEHTOB CUCTEMbI O6HaPYXXeHUsT BTOPXEHW ABASIETCSH CUCTeMa OXPaHHOro
BugeoHabntogeHms (VSS), koTopas 06bIYHO CcTpaTernyeckn y406Ho pasmeLlaeTcs

no Bcemy 06bekTy KB/ ana oTcnexvnBaHms NOA403pUTENIbHOMO MOBeAEeHNS U APYTUX
dakTopoB. EBpOMEicknii MHCMEeKTOP MO 3aluMTe AaHHbIX onpejenseT BuAeoHabnogeHne
KakK «MOHUTOPWVHF OnpeseneHHO 30Hbl, COBbITUSA, AeATeNbHOCTU UIN INLLA C MOMOLLbIO
31eKTPOHHOrO0 YCTPOMCTBA UV CUCTEMbI BU3YaNbHOro HabaeHns».239 Accoumnaums
6aHkoB CHranypa onuceiBaeT VSS Kak «HeOTbeMAeMyo YacTb MOHUTOPUHIA
6e30nNacHOCTY, MOCKObKY OHa NpejocTaBnseT MHGopMaLnto ANA NPpoBeseHNS
pacciefoBaHW, KOraa 3To Heobxogumo. Cuctema BugeoHabntogeHmna CCTV Takxe MoxeT
OTNYrHYTb 3/10YMbILLUIEHHWKOB, €CN OHW CYNTALOT, YTO UX AECTBUSA OTCIEXMBAIOTCA U
3anuceiBatoTCcs»?4%, Cuctema VSS 4on1kHa COOTBETCTBOBATL MECTHLIM 3aKOHaM 0 c6ope,
XPaHeHUN 1 3aLL1Te JaHHbIX, a TakXKe 6blTb HEOH6XOAMMOM 1 COpa3MepHOV (CM. rnaBy

3 «CoobpaxeHnsa B 061acTn NpaB YenoBekar). Kak 1 B Apyrux pasgenax HacTosLLero
TexHU4ecko20 pykogoodcmea, B HEKOTOPbIX CTyHasxX MeXAYHapOoAHble NN HaLuNOHaNbHble

238 MUHUCTEePCTBO HaLMOHanbHoM 6esonacHocTu CLLUA (2011 r.), CnpagoyHoe pyko8odcmeo No CHUMEHUI NOMEeHYUAAbHbIX
meppopucmu4eckux amak Ha 30aHus : FEMA-426/BIPS-06/okmsa6pe 2011 2. M30aHue 2. locTynHO no agpecy: https://www.
dhs.gov/xlibrary/assets/st/st-bips-06.pdf [gaTa obpaweHns: 21 nona 2025 r.].

239 EBponericknii HCNEKTOP MO 3alunTe AaHHbIX (6e3 AaTbl), BuageoHabntogeHre [Be6-cTpaHumual. locTynHO No agpecy:

https://www.edps.europa.eu/data-protection/data-protection/glossary/v_en#video_surveillance [faTa obpalyeHuns:
30 HoAbpsA 2024 1.].

240 Accoumauma 6aHkos CuHranypa (2018 r.), Pykogodcmeo no ¢usudeckoli 6e3onacHocmu 048 GUHAHCOBbLIX yupexcoeHud.
[JlocTynHo no agpecy: https://abs.org.sg/docs/library/abs-scps-guidelines.pdf [saTa obpaiwieHuns: 21 nronsg 2025 r.].
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CTaHAApPTbI COAEPXaT LeHHble pekoMeHaaluny, Hanpumep, EBponelickuiia ctaHaapT
50132-1 «CncTeMbl TPEBOXHOW CUrHanm3aumm - Cuctemsl BugeoHabntogeHna CCTV ana
NCMOIb30BaHWA B Lenax 6esonacHocTn - Yactb 1: TpeboBaHMA K cucTemes.

Mpv NpaBMIBHOM NCNOAB30BaHMN VSS 0KasbiBatOT LIeHHYH0 MOMOLLb COTPYAHMKaM CyXObl
6e30MacHOCTM B MPOBEpPKe UHLMAEHTOB U akTUBaLWU Kak BHYTPEHHUX, Tak U BHELLHWNX
cncTeM obHapyxxeHns BTopxXeHun. OgHako 3¢ dekTUBHOCTL VSS 3aBUCUT OT TUMOB
NCMOJib3yeMbIX Kamep N NX YCTaHOBKMW, a Tak>Xe npoLecca MOHUTOPWHIra BUAeO4aHHbIX VSS.

T p—

&

[

MecTa ycTaHOBKU Kamep

Cuctema VSS Bk/toUaeT B cebsd HeCKObKO KaMep, CTpaTernyeckn yq06Ho pasmeLleHHbIX
ANa obecneyeHNs BOSMOXHOCTEV BUAEOHAbA0AeHNA B 3a4aHHOM MecTe. OHM MOTyT
6bITb YCTAHOB/EHbI B TOUKax A0OCTyna Kk 06bekTy KBW, Ha nepnmeTpe, 30Hax KpUTUYeckn
BaXHbIX 6U3Hec-onepaumnin /Mnm 30Hax, cofepXaLlmx LeHHoe NN KPUTUYECKN BaxXHoe

NMyLLLeCTBO. [paBunbHOE pasmeLleHme KaMmep A0KHO OCHOBLIBATbCS Ha 3apaHee
onpeseneHHom GyHKLNN.
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HauvoHanbHas NpakTUKa: NpUuMepbl PYHKUMUA CMCTEMbI BUAEOHA6GNI0AEHWS,
pekoMeHgyemble HaumMoHanbHbIM ynipaBaeHUeM no 3awmTe U 6e30NacHOCTY
Benmko6putaHumn?+'

>  MnpeAoTBpaLleHVe NOoMbITK/ BTOPXEHWS, 3aCTaBAss 3/10yMblLLUIEHHMKA
nepecMoTpeTb CBOE peLleHe B OTHOLLEHMN 06beKTa 13-3a MOBbILLEHHOV
BEPOATHOCTU O6HAPYXeHUS;

> 0b6Hapy>eHue NoMbITKM BTOPXEHUS Ha 06BEKT C MOMOLLbIO BUAEOAHANTUTUKY;

» MpoBepKa W paccsieoBaHMeE TPEBOXHOIO COOLITUS OT CUCTEMbI O6HAPYXEHUS
BTOPXXEHW Ha NepUMeTpE;

> OTC/IeXUBaHWe HapyLLUUTeNs Npu NepeceyeHn UM NepumMeTpa;

> 3anuncb LNPPOBbLIX N306paXXeHUN, MPUTOAHBIX ANS MCMONb30BaHWS B Ka4ecTBe
£,0Ka3aTeNbCTB B XOA4e paccnefoBaHNs Uan cyfebHoro pasbmnparenscrBa;

> HabnrAeHue 3a 30HaMU KOHTPOAS AOCTyna.

MicmoYHuUK: HaqUOHa/leoeynpaeﬂeHue no sawume u 6e3onacHocmu BEﬂUKO6pumGHUU

HauwnoHanbHasA npakTMKa: KaTeropmm noJseil o63opa cTaHAapPTHON CNCTEMBI
BUAEOHa6MI0AeHVA ANs 34aHUNIA, YCTaHOBJIEHHbIE nonvumeii CnHranypa (2022 .

)242

KaTteropusa nons OnuncaHne

0630pa

O6Hapy>xeHue ®urypa 3aHnmaeT He MeHee 10% AOCTYMNMHON BbICOTbI 3KpaHa (unv 6onee 40 Mm
Ha NuKcenb), a nsobpaxaemas 061acTb He neperpyxeHa. Mocne cpabaTeiBaHMA
CUrHana TPeBorv COTPYAHUK MOXET, MPOBeAs MOUCK, C BbICOKOW CTEMEHbIO
YyBEPEeHHOCTN YyCTaHOBUTb, BUAEH /1N YeI0BEK Ha 0TO6PaxaeMbIX M306paxKeHMsAX.

Ha6bntoaeHne Purypa fonkHa 3aHMMaThb oT 25% 0 30% BbICOThI 3KpaHa (Man 6onee 16 MM Ha
nukcens). Npu Takom MacliTabe MOXHO PasINYnTb OTAE/IbHble XapaKTepHble
JeTanu YenoBeka, HanpuMep, OTANYUTENbHbIE YepTbl O4eXAbl, NP1 3TOM 0630p
OCTaeTcs A0CTAaTOYHO LUMPOKUM, YTODbI OTCAEXMBATh HEKOTOPbIE COBObLITUS,
NPONCXOASLLMe BOKPYT MHUMAEHTA.

Pacno3HaBaHue Korga ¢urypa 3aHMmaeT He meHee 50% BbICOTbI 3KpaHa (Man 6onee 8 MM Ha
MUKCenb), COTPYAHUK MOXET C BbICOKOW CTeNeHbH YBEPEHHOCTN CKa3aTb,
ABNAETCA /I NOKA3aHHbIV YeSIOBEK TEM Xe CaMbIM Ye/I0BEKOM, KOTOPOro OH BUAEN
paHbLue.?43

NaeHTndunkaymsa MockonbKy Tenepb ¢purypa 3aHnmaeT He MeHee 120% BbICOTbI 3KpaHa (1an
60/1ee 4 MM Ha MMKCeb), KA4eCTBO U306PaxXeHNs 1 geTannsaumsa AoaXKHbI 6bITb
[OCTAaTOYHBLIMU 4151 TOTO, YTOObI NAEHTUPULIMPOBATL IMYHOCTL YenoBeka 6e3
060CHOBaHHbLIX COMHEHWIA.

YicmoyHuk: Moauyus CuHeanypa

241 HauymoHanbHoe yrnpasaeHue no 3awuTe 1 6esonacHocTn BennkobputaHum (6e3 gatol), CCTV. O630p [Be6-cTpaHmua).
JocTtynHo no agpecy: https:/www.npsa.gov.uk/cctv [aaTa obpalleHns: 30 Hosi6ps 2024 r.].

242 Monuuwnsi CuHranypa (2022 r.), CmaHdapm cucmemel 8udeoHabat0deHuUs (VSS) daa 30aHull, sepcus 2.0. locTynHO Mno
agpecy: https://www.police.gov.sg/Advisories/Infrastructure-Protection/Building-Security [aaTa o6paLieHus: 21
nronga 2025 r..

243 Monnuymna CnHranypa genaeT AONONAHUTENbHbIA KOMMeHTapuid: «CnegyeT OTMETUTb, YTO Ha JaHHOM 3Tane, Korga
3TN pyKOBOASALLME NPUHLMNBI 6bIN BNepBblie pa3paboTaHbl, BCe CUCTEMbI UCMOJIb30BaN 06LLLYHO MOHOCTLIO
aHanorosyto cuctemy [Phase Alternate Line] ¢ prkcMpoBaHHbIM paspelueHemM 576 CTpok A5 3axBaTta U
oTobpaxeHns Buaeo. C Npuxof0oM LIMGpPOBbIX CUCTEM Ha PbIHOK [VSS]y Hac MOABMNOCH 60/bLLe BO3MOXHOCTEIA
ANA 3axBaTa, 3anncKn 1 oTobpaxeHnsa B 6onee BLICOKOM paspelueHunm. [losToMy TpeboBaHue «PacnosHaBaHMA»
6o/blLLe He NprpaBHUBAaETCH K pazmepy ¢urypol B 50% BbICOTbI 3kpaHa. Hanpumep, 6naroaps UCNob30BaHNUIO
MeranuKkcenbHbIX KaMmep 1 4UCnnees C BbICOKMM paspeLleHriemM Ternepb MOXHO 06ecneynTb TO Xe paspeLleHne
1N306paxeHNs, YTO 1 paHblLe, UCMOAb3Yys ropasAo MeHbLUNA GpU3NYECKUA MPOLEHT 3KpaHa».
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Tunbl Kamep

Cuctema VSS cocTouT 13 psfia KaMep, pasMeLLieHHbIX B CTPaTernyeckmnx Toukax aas
BbINO/IHEHNS 3apaHee onpegefieHHON GyHKLUMKL. B 3aBUCMMOCTI OT GYHKLUN MOTYT
1NCM0JIb30BaTLCA Pa3fiyHble KaMepbl. Hanprmep, kKamepbl MOTYT 6bITb CTaLMOHAPHBIMU
(HEMOABVXXHBIMU) UAN TUBKMMU (C BO3MOXHOCTbLHO HanpaB/ieHWsi B PasHble CTOPOHbI).

Kamepbl MOTyT nMeTb QYHKLMIO MacLITabnpoBaHKs, 06ecneurBatoLLLyto KPYMHbIV NaaH amn
LLIMPOKOYrONbHbIM 0630P, @ TakXe MOryT 6bITb OCHALLEHbl A0NOHNTENbHBIMU TEXHOJIOTAMN,
NO3BONSOLLMMMN, HAMPUMEP, 3aN1CbIBaTb HOMepPHbIe 3HakW 1 ApYryro MHGopMaLmio. B pamkax
KOMMIEKCHOW CUCTeMbl 6@30MacHOCTY KpaliHe BaXKHO YYMUTbIBaTb B3aMOAEICTBNE MeXAY
oCBeLlleHMeM, pa3MeLleHneM KaMmep 1 BbIbopom Kamep.

MoOHMTOpPUHI cUCTEeMbI BUAEeOHabnoaeHns

Mom1MO Kamep, eLLe O4HVM KNKUEBbLIM KOMMOHEHTOM cnucTeMbl VSS sBasieTcs ee GyHKLNSA
MOHUTOPWHra. ECin BUAEOCUTHANbI C KAMEP He OTC/IEXMBAETCH COTPYAHMKAMY CNTY>KObI
6e30MacHOCTY, MpeALLecTBYOLLEee HanaAeHNIo NOA03pUTeIbHOE NOBeAEHWSA UM NPecTynHas
[AesaTeNnbHOCTb MOTyT OCTaTbCs He3aMeUeHHbIMU, NN Mepbl PpearnpoBaHna Ha UHLUUAEHT 6yayT
NPUHATBI C 3a4E€PXKKOA.

MOHUTOPUHT BUAeOCUrHana VSS 06bIYHO OCYyLLLeCTBASETCH B AUCMETHEPCKOM Ha o6bekTe KBU,
rAe paboTaroT COTPYAHMKM CNyX6bl 6@30MacHOCTK, MPOoLLEe/LLIe NOArOTOBKY MO pearvpoBaHmIo
Ha pa3/IyHble NHLMAEHTbI, BK/0UYas BOOPYXXEHHbIE BTOPXEHWS, yrpO3bl B3pbIBa, B3PbIBbI

1 T.4. Takas NoAroToBKa A0/KHA COMPOBOXAATLCS MUCbMEHHbIMU NHCTPYKLMAMY, KOTOpbIe
MOMOrYT 3TVM COTPYAHMKAM B Ype3BblYaHbIX CUTYaLMAX 1 MO3BONSAT UM OMOBECTUTL BCe
HeobXxoAMble 3aMHTepeCcoBaHHbIe CTOPOHbI Ha 06beKTe 1 3a ero npeAenamu, BKIHOYas
MeCTHble NPaBOOXPaHUTE/NbHbIE OPraHbl 1 CTyX6bl BbICTPOro pearnpoBaHuUs.
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HauuvoHanbHaa NpakTMKa: CTAaHAAPT CUCTEMbI BUAEOHAGIOAEHNA ANS 38aHUIA,
peKkoMeHA0BaHHbIN nonuumeil CuHranypa (2022 r.)*44

> OnepaTopsbl B ANCMETYEPCKOW CTy>XObl 6€30MacHOCTU, MOXXapHOM KOMaHAHOM
LleHTpe Uan Apyrmx Mectax (MyHKTax npocMoTpa curHana VSS) B 34aHUN AOKHbI
KOHTPOJIMPOBaTh 1M306paxeHus VSS B pexnme peasbHOro BpeMeH!.

» B nyHKTe npocMoTpa curHana VSS onepatop AO/IKEH MMETb BO3MOXHOCTb Bbl6paTh
n3o6paxeHne C 16O Kamepbl 415 0TOHBPaXKeHWs Ha TFOH6OM MOHUTOpPE B toboe
BpPeMSs UM HaCTPOUTb MOC/IeA0BaTeIbHOCTb CKAHMPOBAHWS C XXeaeMbiM BPEMEHEM
3aJepXKK.

» Cuctema yrnpasaeHus BbI6OPOM KaMepbl JOIKHaA obecrneynBaTth 6bICTPLIN BbI6OP
n306paxeHuns C MO0 Kamepbl C MUHUMANBHBIMY PYYHBIMU YCUANAMU 1 ObITb
efJMHO0bpa3Ho Bo BCel ceTn VSS.

> B cayyae 11060ro MHUMAEHTA KaX bl MOHUTOP B ANCNETYEPCKON A0JIKEH NUMETb
BO3MOXHOCTb BbIBOAA M306paXxeHnst C Nt0b6o kaMepebl B cucTeme VSS 3aaHus. Cuctema
[LO/KHA obecneyrBaTh MHOFOOKOHHBIN PEXVM 0TObpaXKeHns Ha MoHMTopax VSS.

> Bblbop 04HVM N0b30BaTeENEM N300PaXEHNS B peXMe peasibHOro BpeMeHu (MoToka)
He J0/XKeH MeLlaTb APYrMM NOAb30BaTeNAM BblOpaTh TO Xe n30bpaxeHue B pexrme
peasibHOro BpeMeHu (MoToKa) Uan Ntobble Apyrne n3o06paxxeHuns B TOM Xe cucTeme.

> Bce n3obpaxeHus c kamep, 0OTobpakaemMble Ha MOHUTOPAX, AO/KHbI NPeACTaBASATb
coboi eNHOE HaTIOXEHME C UAEHTUDUKALMOHHBIMU KOAAaMW KaMep, 4aTOV 1 BpeMeHEeM.

>  Ana obneryeHms obLero HabaoAeHMs 3a 6e30MacHOCTbIO VI COXPAHHOCTBLIO 34aHNS, a
TaK>Xe yrnpaBAeHusa NHLMAEHTaMU HEOOX0AMMO TLLATEebHO CNIaHMPOBAaTb MapKNUPOBKY
1N HyMepaLmio Kamep, a Tak>ke COOTBETCTBYHOLLLYHO MOC/IeZ0BaTe/IbHOCTb 3anncK, YTobbl
obecrneunTb HBbICTPLIA MOMCK 3aMMCaHHbIX M306PaXXeHN.

YicmoyHuk: lMoauyusa CuHeanypa

MoHuTOpuHT VSS npeanonaraeT 3anucb faHHbIX, BKOYaaA aHHbIE O NMepcoHane u
noceTuTesiax o6bekTa. Mo3TOMy C60p, XpaHeHMe, NCNONb30BaHME 1 packpbiTVie 3anncei
VSS A0/KHBI OCYLLECTB/IATLCA B COOTBETCTBUYM C COOTBETCTBYHOLMMY HALMOHANbHbLIMY
3aKOHaMV 1 NONUTUKOM B 06J1aCTW 3aLLUNThI AAHHbIX.

Buaeosanucb U XxpaHeHUe 3anuvcei

MOHUTOPVIHT BUAEOHABNOAEHNS BaXeH A58 HEMEANIEHHOMO pearnpoBaHus, B TO BPeEMS

KaK 3aMncb 1 XpaHeHne MaTepranoB BUAEOHAONOAEHNS MOAAEPXKNBAIOT C/IeACTBEHHbIE U
Apyrvie AeicTBMS MPaBOOXPaHUTEIbHbIX OPraHOB. BaXHO MMeTb BO3MOXHOCTbL COXPaHSATb
3anuncy BUAeoHabnAeHs B Lensx 6e3onacHocT. Mepbl MO XpaHEHMIO 3anmncein fOMKHbI
COOTBETCTBOBATb HAaLMOHAa/IbHbIM 3aKOHaM U MpoLieaypaM, B TOM Unc/ie B 061acTy 3aLLUThI
JaHHBIX 11 KOHOUAEHUMNANBHOCTY (419 MONYYEHUS JOMONHUTENBbHON MHDOPMaLMK CM. raBy 3
«CoobpaxeHusa B 061acTM NMpae YesioBeka»). Bce kamephl, BxogsLme B cuctemy VSS, LOMXKHBbI
NMeTb BO3MOXHOCTb 3aMNNCbIBaTb U XPaHUTb N306paXxKeHNs B TeUeHe CpoKa, yCTaHOB/IEHHOTO
HaLMOHaNbHBIMW 3aKOHaMW U nMpoLeaypamMu. He cyllecTByeT MeXAyHapoAHOro CTaHAapTa,
YCTAHOB/IEHHOIO A/191 CPOKa XpaHeH s 3anucein VSS; 3TOT CPOK B 3HAUUTENbHOV CTeneHu
3aBUCUT OT HALMOHANbHOIO KOHTEKCTa. HanpuMep, HauyoHanbHoe yrpaBaeHme no 3alimnTe n

244 Nonvumsa CnHranypa (2022 r.), CmaHdapm cucmemsl sudeoHabntodeHuA (VSS) 014 30aHull, Bepcua 2.0. JOCTyNHO No
aapecy: https://www.police.gov.sg/Advisories/Infrastructure-Protection/Building-Security [aaTa o6paLueHns: 21
nonsa 2025 r..

Mepbl ¢pusnyeckon 6esonacHoCTA 125


https://www.police.gov.sg/Advisories/Infrastructure-Protection/Building-Security

6€30MacHOCTV BennmkobpuTaHnm pekoMeHayeT XpaHUTb 3anncK B TedeHue 30 gHeid, 24> 246

BpeMs Kak nonnums CrHranypa pekomeHayet 31 geHb 1 6onee.?4

B TO

6.7 OxpaHa nepumeTpa

OnpegeneHuvie rpaHnL, U NoaaepxXaHre 6e30nNacHOCTY NepuMeTpa BOKpyr obbekTa KBU
MMeLoT peLlatoLee 3HaveHe 45 ero 3¢dekTUBHOM 3amThl. MNepuMeTp npeacTaBnseT
Co60 BHELLHIOW NVHMNI0 060POHbI CMCTeMbl 6€30MacHOCTN 06bekTa. OH CAYyXUT AN
KOHTPOAS AOCTYMNa TPAHCMOPTHbIX CPEACTB U N0Ael, 3a4ePXKN HeCaHKLMOHNPOBAHHOIO
NPOHVNKHOBEHUSA U CAePXMBaHWA NOTEHLMANBHbBIX 3/10yMbILLNEHHWKOB. MNeprMeTpbl
MOrYT COCTOATb 13 3a60pOB, bapbepoB (eCTeCTBEHHbIX AN NCKYCCTBEHHbIX), FYCTOM
PacCTUTENBHOCTU NN APYTNX COOPYXEHN.

HaunoHanbHaa NpakTUKa: GYHKLMMN NPaBUIbLHO CNPOEKTUPOBAHHOI0O
nepumMeTpa, pekoMmeHayemble HauMoHanbHbIM yNpaBaeHUEeM No 3almTe 1
6esonacHocTy Benuko6putanum (2011 r.)?*8

npaBI/I}'IbHO CI'IpoeKTI/IpOBaHHbII7I n CO3AaHHbII7I nepmMeTp AO0JIKEH:

» CnocobCTBOBAaTb NPeAOoTBPALLEHMIO MOTEHLMAbHbIX aTak;

» ObecrneymBaTb CaHKLMOHMPOBAHHBIA AOCTYM Ha 0OBbEKT KakK neLuexojam, Tak U
TPaHCNOPTHbLIM CPeACTBaM Yepes npesyCcMOTPEeHHbIe TOUKUM AOCTYNa;

» [pegoTBpalyaTb HECAHKLIMOHMPOBAHHBI AOCTYN Yepe3 npeAyCcMOTPEHHbIE TOUKM
LOCTYNa;

» O6ecneuymBaTb KOHTPOJNPYEMOE PACCTOAHME ANSA CHUXEHNSA 3P DEKTUBHOCTH
YrpO3, PacnonoXeHHbIX M0 NepUMeTpPY, TakMX Kak CaMOZeNbHble B3PbIBHbIE
YCTPOMCTBA, YCTAaHOB/IEHHbIE HAa TPAHCMOPTHbLIX CPeACTBAX;

» CnocobCTBOBATbL 3aJepXKe, 06HapY>XXEeHUIO 1 NpeceveHnto HeCaHKLMOHNPOBAaHHbIX
MOMbITOK HapyLLeHVs 6e30MacHOCTV 06beKTa;

» O6ecneymBaTb COOTBETCTBYHOLLME YCIOBUSA ANS BbIMOJHEHUS COTPYAHMKAMMU
CNy>K6bl 6€30MaCHOCTM CBOMX 0693aHHOCTEN, BK/IHoUasi obecrneyeHue 3aLnThl B
cnydae HanageHus;

» CnocobCTBOBaTb MUHUMM3ALIMN PUCKa COMYTCTBYIOLLIErO yilepba ANs ogel,
06BHEKTOB 1N MHPPACTPYKTYpPBI;

>  DbdeKTUBHO B3aMMOAENCTBOBATL C APYrMU CUCTEMaMM 6€30MacHOCTY Ha
06BbeKkTe N BOKPYF Hero.

McmoyHuk: HayuoHaneHoe ynpaesneHue no 3aujume u 6e3onacHocmu Beauko6pumaHuu

245 LleHTp 3aWwmTbl HaLWOHANBHOW NHGPACTPYKTYpbl (2020 r.), XpaHeHue u CoXpaHeHUe 3aNUCaHHbIX U306paxceHul
sudeoHab00eHus. Bepcus 2.0. locTynHo no agpecy: https:/www.npsa.gov.uk/resources/storage-and-retention-
recorded-cctv-images-2020 [aaTa obpateHus: 21 nona 2025 r.].

246 Cnyxba Tropem 1 npobauunm Ee Bennvectsa (6e3 gaTbl), CoxpaHeHme 3anuceii BUaeoHabnwgeHns [Beb-cTpaHmual.
[JocTynHo no agpecy: https://assets.publishing.service.gov.uk/media/619b92788fa8f503780c1b5f/annex-f-at-compliant-
version-retention-cctv-footage.pdf [aaTa obpatieHuns: 21 nona 2025 r.].

247 Nonunumsa CuHranypa (2022 r.), CmaHdapm cucmemsl sudeoHabarodeHus (VSS) 05 30aHul, Bepcust 2.0. ,ocTynHO no
agpecy: https://www.police.gov.sg/Advisories/Infrastructure-Protection/Building-Security [aaTa obpatueHns: 21 nons
2025r].

248 HaumoHanbHoe ynpas/ieHue rno 3awnte n 6esonacHocty BennkobputaHum (2021 r.): CTponTensCcTBo U

NHppacTpykTypa [Beb-cTpaHumual. JocTynHo no agpecy: https://www.npsa.gov.uk/building-infrastructure [aaTa
obpatueHus: 30 HoAbps 2024 1.].
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Ecnn B xoze oLeHkU pucka ana obbekTa KBV npesnonaraeTca BepoATHOCTb Yrpo3bl

CO CTOPOHbI BPaXeCKMX TPaHCMOPTHLIX CPEACTB, C/ieflyeT pacCMOTPeTb BO3MOXHOCTb
YCTaHOBKMW CEPTUPULIMPOBAHHbBIX MPOTUBOTAPAHHbIX 3arpaxAeHunri No Bcemy nepumeTpy.
BaXXHO OTMETUTb, YTO CTOMMOCTb CEPTUPULIMPOBAHHBIX CUCTEM 3aLLNTLI OT BPaXKeCKMX
TPaHCNOPTHbLIX CPEACTB, PACCYUUTAHHBIX HA CTOJIKHOBEHME, HAMHOTO BblIlLe, YeM CTOMMOCTb
06bIYHbBIX CUCTEM OrpaxaeHus (MogpobHee cM. B rnaBe 7 «[TnaHMpoBaHme 6e30MacHOCTU U
yKperneHne obbekTa).

OrpaxxaeHus v 6apbepbl

MepumeTpasibHble OrpaxAeHuns nam bapbepsbl, XOTS 1 HEO6XOANMbI, MOFYT INLLb Ha
BpeMms 3a0epiame peLunTensLHOro Hapywmtens. B CéopHuke pykoeodcme OBCE no

Ay4wel npakmuke 8 061acmu 06bI4HbIX 60enpuUNaco8 roOBOPUTCS, YTO «OrpaxaeHus (Tak

CO CpeACTBaMU, Tak 1 6e3 CPeACTB YCUIEHNS) 3a4acTy MO3BOASOT BbINTPaTh MeHee
OZAHOV MUHYTbI MPY NPOTUBOAENCTBUM YIPO3aM HU3KOFO YPOBHS 1 BCero 3-8 cekyHZA npu
NPOTMBOAENCTBNM MOMNbITKAM MPOHNKHOBEHUS CO CTOPOHbI OMbITHLIX 1 MOTUBUPOBAHHbIX
FPyMmn BbICOKOMPOGECCOoHaNbHbIX 3/10YMbILLIEHHUKOB», 24

B 6onbLINHCTBE CnyyvaeB nepuMeTp obbekTa KBU BkatovaeT B cebs 0OXpaHHOE orpaxcaeHue,
npejgHasHauyeHHoe /1A pasjefieHns 3alMLULEeHHOro NpoCcTpaHcTBa OT He3aLUMLLEeHHOrO.
Takoe orpaxaeHvie MOXeT BKIOYaTb B Cebs MeTanInyeckyro ceTky-pabuLly, cetuaTble
naHenu Unu Apyrue TUnbl OrpaxK4eHuin U MOXeT 6bITb AOMOJHEHO KONtOUen MPOBOIOKON
NAN APYTUMKN GU3NYECKMMU CPeACcTBaMN CAepXMBaHUS. BaxHO, UTOObI HeCyLLleCTBEHHbIe
KOHCTPYKLMW, TakMe Kak poHapHble CTONOb! N TenedoHHbIe CTONObI, pacnonaranncb
BZAaNM OT OXPAHHOTO OrpakKAeH s, MOCKOIbKY OHU MOTYT C/IY>XNTb CPeACTBOM ANA
npeozoneHns 3a6opa 310yMblLLIEHHVKOM. B naeane HUXHAA YacTb OrpaxAeHnsa Jo/KHa
6bITb PACMONOXEHA HMXKE YPOBHSA 3eMn. CncTema obHapyeHust BTopxeHuia (IDS) Takxke
MOXeT 6bITb MHTErprYPOBaHAa B OXPaHHOE OrpaxjeHue, Hanpumep, 419 BKAOYEHUS
CUrHaIM3aLMn NPU HECaHKLMOHVUPOBAHHOM OCTYMeE K OrpaXAeHunto.

249 OBCE (2008 r.), CbopHUK pykogodcme OBCE no ayyweli npakmuke 8 061acmu 06bl4HbIX 60enpunacos. ,oCTynHO No
aapecy: https://www.osce.org/files/f/documents/5/6/33375.pdf [aaTa obpalyeHuns: 21 nona 2025 r.].
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Bapbepbl Tak)Xe MOryT MCMOJIb30BaTbCS BMECTO OXPaHHbIX OrpaXAeHU B 0COBbIX Cyyask,
B COOTBETCTBMM C NOTPEBOHOCTAMM 06bEKTA 1 OKpYKatoLLeli cpeaoit. bBapbepbl MoryT
COCTOSATb U3 3eMJISIHbIX HaCbIMelr, IMTOro 6eTOHa UK APYTrUX UCKYCCTBEHHbIX MaTepnanos,
TaKWUX Kak CTalb.

Mpn HanM4YMK akTyasbHOW Yrpo3bl UCNoJib30BaHWA BAC ciegyeT paccMoOTpeTh
BO3MOXHOCTb MCMO/Ib30BaHWA ceTel Uan orpaxaeHuin npoTtns BAC B cocTaBe 3aHnl
VW NepUMEeTPabHbIX KOHCTPYKLMIA.2SO B Takux ciyuasix Takxke MOryT 6biTb pacCMOTPEHbI
BO3MOXHOCTW UCMONb30BaHUA TEXHOOM MM npoTuBogenctemnsa bAC.

BopoTa B nepyMeTpasibHOM Orpa>kAeHnun

Be3onacHocTb BopoT o6bekTa KBW oka3sbiBaeT 3HaUUTeIbHOE BANSHNE HA OBLLLYHO
6e30MacHOCTb ero NeprMeTpa, NOCKOIbKY BOPOTa, Kak MPaBmIo, CYNTAOTCS CaMbIM C1abbIM
3BEHOM NepuMeTpa C TOYKN 3PEHNS HECAHKLIMOHNPOBAHHOIO A0CTyMna. BopoTa A0NXHbI
6bITb CKOHCTPYMPOBAaHbI B COOTBETCTBUM C TEMU Xe CTaHAapTaMmy 6e30MacHOCTY, YTO 1 cam
nepuMeTp, 1 AOJIXKHbI UMeTb CUCTEMY KOHTPOAS fOCTyna.

Kak npaBunno, Konn4ecTBo BOPOT B NepumMeTpe ob6bekTa KBW f0nXHO 6bITh CBEAEHO

K MUHUMYMY, YTObbI COKPATUTb PeCypCbl, HEOOXOANMbIE A5 UX NaTPYINPOBAHUA U
MOHUTOPUHIa. 3TO 0COBEHHO aKTyanbHO A9 YHaCTKOB MepuMeTpa, PacnoioXeHHbIX BAaAn
OT OCHOBHOW TOYKW AOCTYNa, rAe MOXeT HaXoAUTbCS NOCTOAHHAs rpynra oxXpaHbl.

BaXXHO OCyLLLeCTBASATb MOCTOSAHHbBIA MOHUTOPUHT NepUMeTPa 1 ero BOpoT C MOMOLLbIO
cncTembl VSS 419 06HapyXXeHWsa onacHOM akTUBHOCTMW.

6.8 CucTembl KOHTpOA AOCTYyNa

YunTbIBast, UTO KJHOUEBbLIM KOMAOHEHTOM Gr3nUeckon 6e30NacHOCTM ABASETCS
npeAoTBpaLleHne HeCaHKLIMOHMPOBAHHOMO 4OCTYNa Ha 06BbEeKT, Bnaje bl bl/onepaTopsl
KB/ npumeHsaoT paj cpefCcTB KOHTPOA AocTyna. OHM MOTYT BbiTb PaclooXeHbl

Kak CHapy>Xwu (Mo neprMeTpy o6bekTa), Tak 1 BHYTpU (4159 obecneveHms 4oCTyna K
onpejesieHHbIM YacTAM 06beKTa TO/IbKO aBTOPM30BaHHbLIM AnLam). OHM MOTYT BKAKOUATb
B Ce65 3N1eKTPOHHbIEe CUCTEMbI OCTYMNa C onpejefieHHbIMW Npoueaypamu Ans AocTyna

K UyBCTBUTE/IbHbIM 30HaM 06beKTa. BaxHO, UTo6bl BCe CMCTEMbI KOHTPOIA JOCTYNa
COOTBETCTBOBAaNN AeNCTBYHOLLMM HOPMaM OXpPaHbl TPyAa U TEXHUKN 6e30macHoCTH,
BKJIHOUas MPOTMBOMNOXAaPHYH 6e30MacHOCTb, 415 obecneyveHns 6e30MacHOCTY NepcoHana
ob6bekTa KBU.

250 Cm. Takxe: O6veduHeHHsbIl uccaedosamensckuli yeHmp Egponelickoli komuccuu (2023 2.), 3awyuma om 6ecnunomHeix
flemamessHbIX annapamos: Pykogodcmeo no oyeHKe pucka 6ecnusomHeix 1emamessHbIX aNNApamos u npuHyunam

Pu3suyeckoz0 ykpenaeHus 30aHuli U 06vekmos. JocTynHo No agpecy: https://publications.jrc.ec.europa.eu/repository/
handle/|RC132967 [aaTa obpalleHns: 21 nona 2025 r.].
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Haqwouaanaa npaKTI/IKa: I/IHCprKLI,I/II/I no o6ecnevyeHuo 6e3onacHoOCTU Aans
BnagenbueB/ onepaTopoB KPUTUYECKN BaXKHOW MHPPACTPYKTYpbl B Pecny6nvke
KasaxcTaH (1999/2023 rr.)?>"

Ha ocHoBaHWK 3akoHa Pecny6amkun KazaxctaH «O NpoT1BOAECTBUN TEPPOPU3MY»
1999 roga?>? oTaeNbHbIE MUHWCTEPCTBA BbIMYCTUAN UHCTPYKLMMI MO OpraHmM3aumnm
AHTUTEPPOPUCTUYECKON 3aLLMThI CTPATErMYecKX 06BEKTOB, HAXOAALLMXCS B UX
BefeHun. B 2023 rofly MUHUCTP UHAYCTPUN U UHPPACTPYKTYPHOrO PasBUTUS U3aan
Mpurka3 Ne 508 0 3aLLmMTe 06BEKTOB MUTLEBOrO BOAOCHAbXeHMS. VIHCTpyKLUnmn
pa3zeneHbl Ha Pas3/iNyHbIe TeMaTUYeCKMe KaTeropumn 1 rnasbl, B TOM YnCIe:

> MPOMYCKHOW pexunm;

>  npodunakTuyeckne n obpasoBaTenbHbIe MEPOMPUATUS;

> VIHXEHepHOo-TeEXHMYeckoe 060pyAoBaHMe (BOPOTA, OrpaxXAeHns, CUCTEMBI
BUAEOHAbNOAEHNSA, KOHTPOIbHO-MPOMYCKHbIE MYHKTbI, ZOCMOTP TPAHCMOPTHbIX
CPeacTB);

>  npeaMeThbl 1 BellecTBa, 3arnpeLleHHbIe K MPOHOCY Ha TEPPUTOPUID
COOTBETCTBYHLLMX 06BEKTOB;

»  [OKYMEHTbI, KOTOPbIE AOMKHbI XPaHUTLCSA Y PYKOBOAUTENE 06LEKTOB (Hanpumep,
MaaHbl OXpaHbl, LOMXKHOCTHbIE MHCTPYKLIUN COTPYAHWKOB NOAPa3eneHnss OXpaHbl);

» yyebHble MporpamMmMbl Mo BOMpPocaM 6e30MmacHOCTY, CBA3aHHbLIM C 60pb60I €
Teppopr3MOM;

» KOHTPOJIbHbIE CIUCKW AEACTBUI MPUY Pa3NNUYHbIX CLLIeHapUsaX yrpo3 (Hanpumep,
06Hapy>XeHMe NoA03PUTENbHbLIX MPeAMETOB, Yrpo3a 3axBaTa 3a/10)KHMKOB,
noayyYeHre aHOHUMHbIX COOBLLIEHWNIA O B3PLIBHOM YCTPOWCTBE).

VicmoyYHuk: [Tpasumenscmeao Pecnybauku KasaxcmaH

BHeLIHWA KOHTPOb AOCTYNa

Mepbl BHELLHEero KOHTPO/IA 40CTYyNa Nno neprumMeTpy ob6bekTa MCNOoNb3YHTCA AN
npeAoTBpaLLeHNs 40CTyrna HeaBTOPN30BaHHbIX ML, U A5t obaeryeHns goctyna
aKKpeAMTOBAHHOIO NepcoHana 1 aBTopM3oBaHHbIX noceTuTene. OHM Takxe
npegoTBpaLLatT npoHoc CBY nnu Apyrnx onacHbiXx MaTepranos U yCTPOMCTB Ha 06bekT
NoTeHLUMaNbHbIMWN 310yMbILLIEHHVKaMW. BxogsLume nocbiKN 1 INYHbIEe BELLM MOTYT
KOHTPONMPOBATLCSA 1 MPOBEPATHCS Ha BXoge B 06bekT KBU (HanpumMep, ¢ MOMOLL b
PEeHTreHOBCKMX annapaToB). YPOBeHb BHELLHEro KOHTPOas 40CTyna, TpebyeMblli 4ns
KOHKpeTHoro obbekTa KBW, 6yseT BapbMpoBaTbCS B 3aBUCUMOCTY OT YPOBHS yrpo3

N OLLeHKM PUCKOB. TeM He MeHee, ciedyeT pacCMOTPeTb BO3MOXHOCTb Pa3paboTku
CTaHAAPTHbIX Mep BHELUHEero KOHTPOIS AOCTyNa B MepuoAbl HOPMaabHON PaboTbl 1
YCUNEHHbIX Mep B Nepurojbl MOBbILLEHHOW yrpo3bl (NogpobHee 06 3TOM cM. rnasy 10
«BapunaHTbl CyLLleCTBEHHOM 3CKanaLmm yrpos»).

251 06 ymeepxdeHUU UHCMPYK{UU N0 OP2aHU3AYUU QHMUMepPopuCMuYeckoli 3auums! 06veKmoe NUMeeg020
8000CHAb}CEHUS HOCE/IEHHbIX NYHKMOB8, YA38UMbIX 8 meppopucmuyeckom omHoweHuu (20 nona 2023 r., KazaxcTaH).

JocTtynHo no agpecy: https://adilet.zan.kz/rus/docs/V2300033119 [gaTa obpaweHns: 21 nonsa 2025 ]

HeobuVLManbHbI NepeBos,.

252 3akoH Pecnybauku Kazaxcmax om 13 utona 1999 2oda Ne 416-M1O npomueodelicmsus meppopusmy (13 nrona 1999 .,
KasaxcTtaH). floctynHo no agpecy: https://online.zakon.kz/Document/?doc_id=1013957&pos=3;-106#pos=3;-106 [faTa
obpateHns: 21 nonga 2025 r.] HeopuuManbHbIA Nepesos.
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B 60/1bLUMHCTBE CMCTEM BHELLHEero KOHTPOAsA A40CTyna AOCTYN NpeAoCTaBAseTcs
COTPYAHMKAM CNy>X6bl 6€30MacHOCTM 06BEKTA Yepes LeHTPaIM30BaHHYIO ANCMETUEPCKYHO
NN aBTOMATU3NPOBAHHYO cMCTeMy. BHelLHMe NponycKHble MYHKTbl MOTYT 6bITb
060pyAOBaHbI CMCTEMaMU BUAEOHABOAEHMA, MeTalIoMCcKaTeNaAMM, LJOCMOTPOBbLIMU
cKaHepaMu U/unu cpeAcTBaMm CBSI3W B 3aBUCUMOCTM OT OLLeHEHHbIX MOTpebHOoCTe
ob6BbekTa KBU (CM. puCyHOK HUXe).

A\\\\\\Y
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B 6onee KpUTUYECKMN BaXKHbIX NN OXPaHSAEMbIX MOMELLLEHMAX MOXeT NoTpeboBaThCS
NCNONb30BaHMe HeCKOIbKMX $OPM KOHTPONS AoCTyna. Hanpumep, Accoumauns 6aHKoB
CuHranypa pekoMeHayeT NCNOoAb30BaTb A5 3TOV Lenv psj CMCTEM KOHTPOIA AOCTyna
C ABYxpakTopHOU ayTeHTUdMKaumen.2>> OgHUM 13 NPYIMEepPOB NepeaoBol NPaKTUKK
ABNAETCH 30HNPOBAaHMeE MO YPOBHAM 6€30MacHOCTN C CUCTEMON yNpaBaeHUs 4OCTYNOM
Ha OCHOBe ponei. HuXe npuBeAeH NpuMep NPakTUKM 30HMPOBAHMS MO YPOBHAM
6e30MacHOCTH, MprYMeHsieMoii B CuHranype.?>4

Het 30HbI 06LLero Noib30BaHNSA Bce coTpyAHUKN 1 06LLIeCTBEHHOCTb

OrpaHuYeHHbIl 30HbI N5t noceTuTenel Bce cOTPYAHVKN 1 mOCeTUTENN, YbL MeHa
npe/ABapuUTe/IbHO 3aPerncTpupoBaHbl B
cnyxbe 6e3onacHOCTU

YMepeHHbIi Ob6Lme nomeLeHNA/odurchl Bce coTpyaHUKM
ANS COTPYAHVKOB U T.A.

Bbicokuii 30HbI OrpaHNYeHHOro ABTOPUV30BaHHbIE COTPYAHMNKN
Aoctyna

253 Accoumauns 6aHkos CuHranypa (2018 r.), Pykogodcmeo no ¢usuyeckoli 6e3onacHocmu 0418 GUHAHCOBbIX yupexcoeHud.
JlocTynHo no agpecy: h W/ rg.sg/ /library/abs- -guidelin f [paTa obpalueHus: 21 nona 2025 r.].

254 Accoumaums 6aHkoB CuHranypa (2018 r.), Pykogodcmeo no ¢usuyeckoli 6esonacHocmu 0415 UHAHCOBbIX y4pexcoeHul.
JlocTynHo no agpecy: https://abs.org.sg/docs/library/abs-scps-guidelines.pdf [saTa obpalieHus: 21 nons 2025 r.].
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ELe oagHOV NepefoBO NPaKTUKOW iBASeTCs TpeboBaHMe 3a61aroBpemMeHHoro
yBEeAOMEHUS O MJaHVPYyeMOM MoceLeHnn obbekTa KBU, npm 3TOM KOIMYECTBO AHEN,
HEeobX0AMMbIX 419 06PaBOTKN NNYHBLIX JaHHbIX NOCeTUTENEN, OKHO BbITh YETKO

yKa3aHO COOTBETCTBYOLLEMY MEPCOHaNy. DTO NO3BOSET 3apaHee NPOBEPUTL INYHOCTb
noceTuTenein, B TOM Yncae nytTem npeabsaBiieHNs y40CTOBEPEHUS TNYHOCTY € doTorpaduei
[0 V1 MO NPUBLITUN. ITO TakXKe YCKOPSIeT MPOoLLecC BXOAA U CHMXAET PUCK HanaAeHWi Ha
noceTuTenen, OXMAAKLLMX BXOAA 3a NpejeniaMmn neprmMeTpa obbekTa KBU.

BHYTpPEeHHUIA KOHTPONb AoCTyna

Mocne TOro, Kak NLLO NOAYUYMUIO AOCTYN Ha 06bekT KBU, nprMeHAoTCa BHYTPeHHWe
CpeaCcTBa KOHTPOASA JOCTYNa, rapaHTupyoLne, YTo AOCTYN K Pa3/IMYHbIM 30HaM o6bekTa
Nony4aT TOJIbKO aBTOpU30BaHHbIe nnua. B AnpekTnee HATO no obecneyveHnto ¢prnsnyeckom
6e3omacHOCTM 6onee NOAPOOHO ONVCLIBAETCS 3TOT acMeKT:

«KOHTpONb AOCTYNa MOXET OCYLLEeCTBASATLCSA BHYTPW 06BbEKTA, Ha NpeAnpuaTAY,
PacnosioXXeHHOM BHYTPW 06BbeKTa, @ Takxe B 30HaX UM NMOMeLLeHNAX

BHYTPW NpeAnpusaTrs. MexaHn3M KOHTPOAS MOXET 6bITb 3N1EKTPOHHbIM,
3N1eKTpoMeXaHNYeckM nam usndeckM. OH Takxke MOXeT KOHTPOANPOBATHLCS
OXPaHHUKOM UV aAMUHUCTPATOPOM. [N KOHTPO/IA BXOZA B OXPaHAeMble 30Hbl U
30Hbl OFPAHNYEHHOr0 AOCTYMNa MOXEeT MCMOAb30BaTbCA CUCTEMa NPOMYCKOB NN
Pacno3HaBaHWS IMYHOCTM LUTATHOrO NepcoHana. B cnyyasx, korga B yupexaeHunm
AeicTByeT cMcTemMa pacno3HaBaHWSA NPOMYCKOB, MPOMNycKa cieAyeT HOCUTb Ha BUAHOM
MecTe NMOCTOAHHO, YTObbl 06ecneyunTb pacrno3HaBaHne, NAeHTUOUKaALMIO N MPOBEPKY,
eC/IV COTPYAHUK He YBEPEH B MONHOMOUMAX NLA Ha AOCTYM». 253
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Bce BHYTpeHHMe ToUKM A0CTYNa AOMXKHbI 6bITb CNPOEKTVUPOBAHbI C YY4ETOM YPOBHS
6e30MacHOCTK, COOTBETCTBYHOLLLErO CEKPETHOCTM 30HbI. Kak 1 BHeLIHMe TOUKM J0CTyna,
BHYTPEHHME TOUKM AOCTYMa JOKHbI 6bITb 4OMOHEHb! APYTMMW CPeACTBaAMM, TAKUMU
Kak ocBelLeHVe, BUAeoHabnogeHe 1 06opysoBaHMe A8 KOHTPOS JOCTYNa K ABEPSIM,
BKJ/IHOUAst HAaZeXHble 3anMpatoLLne MexaH3Mbl.

255 Kpuckyono, M. (2020 r.), inpekTnsa no obecneyeHumto Gprsnyeckor 6esonacHoctu. JokymeHt HATO AC/35-D/2001-
REV3 (bptoccenb: HATO).
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ABTOMaTM3NPOBaHHbIE 3/IEKTPOHHbIE CUCTEMbI KOHTPOJIA fl0CTYyNa

DNneKTPOHHbIE CUCTEeMbl KOHTPOIS AOCTYMNa MCNONb3YIOTCS A9 0becrneyeHns Bxoja

B KOHTPO/IMPYEMYHIO 30HY U BbIXOAa 13 Hee TOJIbKO aBTOPU30BaHHbIX 1L, OHK
bYHKLUNOHMPYIOT Kak aBTOMaTU3MPOBaHHAsa cucTemMa. B Takux ciyyasix aBTopuM30BaHHble
NMLA akKpeaUTYHTCA 1 NOAYy4atoT KoA, 6eiaxX am pyroe ycTPOMCTBO, CoAepxallee
ayTeHTUPUKALMOHHYIO MHPOPMaLMIO U pacrno3HaBaeMoe aBTOMaTU3NPOBAHHOM CUCTEMOV.
Mpn NCNoNb30BaHNN BUOMETPUYECKMX CUCTEM KOHTPOIA JOCTYNa aBTOPM30BaHHbIe

nvua NpeAocTaBSOT HEOBXO0AMMble BMOMeTpUYecKme AaHHble 415 NONYYeHWsa 4oCTyna.
MWHNCTEePCTBO BHYTpeHHel 6e3onacHocTy CLUA BbigensieT Kak MUHVMMYM TPU KaTeropum
aBTOMATV3VPOBAHHOIO KOHTPOJIA AOCTYNMa, NMPeACTaBAeHHbIE B CeAytoLeii Tabimue?®e:

Kateropus OnucaHne

aBTOMaTU3MPOBAHHOTIO
KOHTpOAS A0oCTyna

KogoBble ycTpoiicTBa KogoBble ycTpoiicTBa TpebyoT OT NMo/b30BaTesi BBECTU U3BECTHbI eMy
KOZ ANSt AOCTYMNa Yepes yCTPONCTBO KOHTPOISA gocTyna. s KOHTpons
A0CTyna B 60/1ee BaxHble 30Hbl 06bIYHO TPEBYOTCA UHAMBUAYaNbHbIE
KoAbl. KofoBble yCTpOCTBA MPOBEPSHOT MOANNHHOCTL BBEAEHHOT0 KOAQ;
YCTPOVCTBA C 3/1eKTPOHHbBIM KOAMPOBaHNEM BK/IOYAIOT B CE65 3NE€KTPOHHbIE 1
yrnpaB/isieMble KOMMbIOTEPOM KNaBUaTypbl.

YcTpolicTBa ynpaBieHus YcTpolicTBa ynpaBieHNs YHeTHbIMU AaHHBIMU UAEHTUGULMPYIOT UL,

YYETHbIMU AaHHbIMN ncnonb3ytollee yyeTHble JaHHbIE (HaMprMep, MEIOLLYIOCS Yy Hero
MiacTUKOBYH KapTy WY K/KOY), KOTOPbIE COAEPXaT NpeABapUTENbHO
3anycaHHbIN Kog, paspeLuatoLLnii BXo4 B KOHTPONIMPYEMYIO 30HY. TU
YCTPOMCTBa ayTEHTUPULMPYIOT YYETHbIE AaHHbIe TOABKO NPU YCI0BUK,
YTO MOJIb30BaTE/Nb YUETHbIX JaHHbIX MeeT NpaBo BxoAa. K Hanbonee
pacnpocTpaHeHHbIM KapTaM J0CTyMna OTHOCATCS KapTbl C MarHUTHOM
Mos0Ccoli, 6€CKOHTaKTHbIE KapTbl, CMapT-KapTbl U MMMAAHTUPOBAaHHbIE YNMbI.

BriomeTpuyeckme BriomeTpuyeckme ycTporicTBa OCHOBaHbI Ha U3MEPEHUY OAHOI 1K

ycTpolicTBa HeCKONbKUX GU3NYECKUX UV TMYHOCTHBIX XapakTePUCTUK AnLLa (ero
0COBEeHHOCTEN NN AeACTBIUIA). N5 KOHTPOIA 4OCTYNa UCMONb3YTCS
YCTPOIiCTBA, pacno3HatoLme Takme xapakTepmncTukm, Kak oTrneyaTky nanbLes,
reoMeTpus PyKu, FON10COBOW OTNeYaTok, MoYepk U PUCYHOK KPOBEHOCHbIX
COCYZ0B ceTyaTku rnasa. Hanbosnee pacnpocTpaHeHHbIMY 6B1OMETPUYECKMY
YCTPOLCTBaMM SABASIOTCS YCTPOCTBA MPOBEPKM OTMEYaTKOB NasbLes,
ceTyaTKM rn1asa, reoOMeTpumM PyKn 1 yCTPOMCTBA Pacno3HaBaHNA KL,

256 MVHMCTEPCTBO HaumMoHanbHo 6e3onacHocTu CLLA (2011 r.), CnpasoyHoe pykogodcmeo no cMseyeHur nocaedcmeudi
nomeHyuan6HbIX meppopucmu4eckux amak Ha 30aHus: FEMA-426/BIPS-06/okmsabpe 2011 2. M30aHue 2. JOCTyNHO Nno
agpecy: https://www.dhs.gov/xlibrary/assets/st/st-bips-06.pdf [faTa 06patueHus: 21 nons 2025 r.].
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6.9 Mpoueaypbl socMoTpa

CTporve Mepbl JOCMOTPa TOBApPOB U JIL0Ae UMEeLOT peLlatoLlee 3HadeHme Ha BXOJe Ha
06bekT KBW. HeaBTOpM30BaHHbIe /11LL@ MOTYT MOMNbITaTbCA MPOHUKHYTb Ha 06BEKT OTKPbITO,
MNCNOJIb3YSA B CBOUX Lie/ISIX 3aKOHHbIe npoLuesypbl, yCTaHOB/EHHbIe A5 noceTuTenei
(BKNHOYUASA TaMHbIN MPOHOC OPYXNSA UAW B3PbIBHbBIX YCTPOWCTB), AW 3an1aHNPOBaTb
HanaZeHue yaaiieHHo, Hanpumep, 40CTaBMB B3PbIBHOE YCTPOICTBO MO noyTe.

[locmoTp nepcoHana v rpysos

B soknage EBponerickoin komuccmm 3a 2020 roj o 3almTe neprumMeTpa 34aHuni
NnoAYepKNBAETCHA BaXHOCTb JOCMOTPA KakK /tojel, Tak 1 rpy30B nepej BXOAOM Ha

06BbEKT 13-3a PUCKa HAIMYKNA Y TNLE OTHECTPESIbHOro OPYXUS NN B3PbIBHOIO
ycTporicTea.2%” [1na KpUTUYECKN BaXHbIX 06bEKTOB B 40K/1aje peKoMeHAyeTcs
NCMONb30BaTb MOJIHOMACLUTabHbIE CKaHepbl Tenla 419 OBHapY>XXeHWA MeTalInyeCckmnx

NN HemMeTanINYecknx NpeAmMeToB, CNPATAaHHbIX Ha YenoBeKe, UM paMOYHble U pyYHble
MeTannounckatenun. na JocMoTpa rpy3oB MOryT UCMOJb30BaTbCA PEHTFeHOBCKNe
annapaTbl, MO3BOJIAKOLLME COTPYAHMKAM CyXb6bl 6@30MacHOCTM BU3yalbHO OCMaTpuBaTh
NX COAEPXMMOE C MOMOLLbI MPOrpaMMHOro obecneveHns Ang 06paboTKy N306paxeHniA,
a leTeKTOpbl B3pbIBYATbIX BELLLECTB MOTMYT MCMO/b30BaThCA B KaYeCTBe AOMNOJHNTEIbHOro
WHCTPYMEHTa ANSA NOBbIWEHNS obLweit 3G PeKTUBHOCTN.

Ecnvi 3TO BO3MOXHO, peKOMeHAYeTCsl OpraHn30BaTh OTAEN KOPPECMOHAEHLMN UK
nomeLLeHne Anst JOCMOTPa NOCbIIOK 3a Npejenamy 06bekTa. DTO MOXET CHU3UTb Nepeboun
B paboTe o6bekTa KBU B ciyyae o6Hapy>XeHWs Noj03puTeIbHOro oTnpasneHus. Ecam

3TO HEBO3MOXHO W1 OTAEN KOPPECNOHAEHLUN UV NMOMELLEeHVe ANst JOCMOTPA NOCbIJIOK
HaxoAMTCS Ha 06bekTe KBU, obecrnevyeHne He3aBUCUMOWN LMPKYASLMM BO3AYXa B 3TOM

257 Bacuauc, K.; Napuep, M. (2020 r.), PekomeHOayuu, 3aujuma nepumempa 30aHUs: PekomeHOayuu no Npoekmupo8aHU0
0151 nosbIWeHUs 6e30nacHocmu om meppopucmuyeckux amak, bropo nybnnkauunii Eeponeiickoro Cotosa. locTynHo no

aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [aaTa obpatyeHuns: 21 nrona 2025 r.].
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NoMeLLeH M OT OCTaNlbHOW YacTn obbekTa KBV momoxeT cH13uTbL nepeboun B paboTte B
cyyae A0CTaBKM HEOMO3HAHHOrO NOPOLLKa NN BeLyecTBa.

[JocmoTp noceTuTeneii

JocTyn noceTuTeneli kK o6bekTam KBV MoxeT KOHTPOAMPOBATHCS C MOMOLLIbIO 6enaxel,
3NEKTPOHHbLIX TYPHUKETOB WAV APYTUX CPeACTB. MYyHKTbI 4OCTYNa noceTuTenen JonxHsbl
pacnonaratbCst pAAoM C COTPYAHUKAMU CNTyXX6bl 6€30MacHOCTK, YTO 06ecneyumnT um
XOPOLUYH BUAMMOCTb MOMbITOK 06X0Aa TYPHUKETOB UIN APYTrX YCTAHOBJIEHHbIX CPEACTB
6e30MacHOCTW.

XoTs nNpoLesypbl KOHTPOA NoceTuTenei Ha o6bekTe KB MoryT pasnnyaTtses B
3aBUCMMOCTM OT MEeCTHbIX TPeboBaHMI 6e30MacHOCTY (T.e. MOCETUTENU MOTYT BbITh
KaK COMPOBOXAAeMbIMU, TaK M HECOMPOBOXAAEMbIMU), HEOBXOANMO MOAAEPXKMBATL
COOTBETCTBYIOLLNIM yPOBEHb KOHTPOSA 3a NOCeTUTENAMN. B Kax oM cnyyae K
COMPOBOXAaeMbIM 1 HECOMPOBOXAaeMbIM MOCETUTENAM AO/IKHbI MPUMEHATLCSH
cneayouie MUHUManbHble TpeboBaHUS:

» Conposoxdaemele nocemumeu AOMKHbI MOCTOAHHO COMPOBOXAATLCA MePCOHANOM C
COOTBETCTBYHOLLVM YPOBHEM aBTOPM30BaHHOIMO A0CTYNa. OHM J0KHBI HOCUTb MPOMYCK,
KOTOPbIN NAEHTUOULMPYET X KaK MOCETUTENS, N HE JOMXKHbI OCTaBaTbCs OAHM Ha
Tepputopun obbeKTa.

» HeconposoxodaembiM hocemumenam MOXeT 6bITb MPefOCTaBAEeHO BpeEMEHHOe
paspeLueHVe Ha BXoj Ha 06bekT KB nam ero yactm 6e3 conpoBoxaeHus. Tem He
MeHee, noceTuTenn 6e3 CoNPoBOXAEHNSA AO/IKHbI IMEeTb NMpu cebe NPonyck, KOTOPbIN
NAEHTUOULMPYET X Kak MOCeTUTEeNs, U CAaTb ero cpasy no 3aBepLUeHn CBOUX feN Ha
obbekTe.

CoTpyaHMKam cnyxbbl 6e30MacHOCTV PeKOMEHAYEeTCA PerncTprupoBaTh Bpems

BXO/a W BbIXOAa NoceTuTeNeil, Kak CONpoBOXAaeMblX, Tak 1 HECONMPOBOXAAEMbIX,
doTorpadumpoBaThb UX U XpPaHUTb 3TY MHGOPMALMIO B TEUEHVe onpesesleHHOro neproaa
BPeMeHW B COOTBETCTBUM C MECTHbIMM 3aKOHaMW 1 NPaBUAaMn 3aLlMTbl AAaHHBbIX.

B pamkax MeponpuATMiA MO NOBLILLIEHVIO OCBEAOMIEHHOCTN NepcoHana obbekTa KBV B
BOMpocax 6e30MacHOCTM caefyeT NOOLLPATL CPeAn NepcoHana Kys1emypy mpeboeaHus
nosicHeHut, 4TO6bI K NHO6OMY NoceTUTeNt0 Ha 06bekTe KBW, He HocsLLLeMy CBOM NPOMycK Ha
BUAHOM MecCTe, MpeAbsaBAANNCE TpeboBaHNSA MOACHEHNS MPUYNHBI OTCYTCTBMA Nponycka
Ha BUAHOM MecTe.

[AocMoTp TPaHCNOPTHbIX CpeACTB

MyHKTbI 4OCMOTPA TPAHCNOPTHbLIX CPeACTB NMO3BONAIOT COTPYAHWKAM CNYXObl 6€30MacHOCTH
NPOBepPATb U paspeLlaTb AOCTYMN TPAHCMOPTHLIX CPeACTB Ha Tepputoputo KBU, uto
CHMXaeT BePOATHOCTb HECaHKLMOHVPOBAHHOIO AOCTYMa KL, NPeACTaB/IALWMX yrposy,

1N nx opyxuns. C KOHTPOJIBHO-MPOMYCKHOrO MYHKTa COTPYAHUKM CYyX6bl 6@30MacHOCTH
MOTYT KOHTPOJINPOBAaTL MNOAbE3] W HarnpasBieHne ABVXEHUSA TPAHCMOPTHbLIX CPeACTB,
peryimpoBaTb ovepeamn (BKIOYas Noaocy 418 pa3sBopoTa) U 0KasbiBaTb NOALEPXKY APYTUM
COTPYAHMKAM CNyXb6bl 6€30MacHOCTH.
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OfHUM 13 3¢ PeKTUBHbBIX METOA0B 6€30MacHOro ynpaBaeHus 4OCTYNOM TPaHCMOPTHbIX
CpeAcTB Ha TeppuToputo KB aBnseTca KOHTPOMpyeMblid Bbess C Tak Ha3biBaeMbIMU
«TUFPOBbLIMU JIOBYLLKaAMMU» (CM. PUCYHOK BbiLLle). OHM 06bIYHO MCMOMBb3YHTCS B 30HAX
MOBbLILLEHHOrO PUCKa 1 NPeACTaBAAT CO60I OrpaxjeHue ¢ ABYMS 3/1eKTPONPUBOAHbLIMY
wnaréaymamm, n3 KOTOpbIX O4HOBPEMEHHO MOXET OTKPbIBaTbCS TONbKO OAVH. MepBbIl
lwiaréaymM oTKpbIBaeTCA TONbKO MOC/e NoNyyYeHUs paspeLleHns Ha Bbe3] 1 3aKpblBaeTCs
nocJie Bbe3/a TPaHCNOPTHOrO cpeAcTBa. BTopoli wnarbaym oTkpbiBaeTcs nocne
3aBepLUeHA NPOBEPKN KOMMNETEHTHbLIMU COTPYAHUKAaMU CyX6bl 6e30MacHOCTY 1
3aKpblBaeTCs nocJsie Bble3ja TPaHCMOPTHOrO CpeACcTBa. ITO rapaHTUPYeT, YTo ceaytoLlee
TPaHCNOPTHOE CPeACTBO He CMOXET «NoAbexaTb BAPUTLIK» K AYLLLEMY Biepein
TPaHCMOPTHOMY CPeACTBY U MPOHUKHYTb Ha TEPPUTOPUIO 6€3 MPOBEPKN.

6.10 30HbI OrpaHMNYeHHoOro AocTtyna

B nononHeHue K 06LLel cucteMe 6e30macHOCTY NepuMeTpa obbekTa KB n cncteme
KOHTpOAS AoCTyna, N11060i 06bekT KBU, BEpOATHO, MMeeT TakXe 30Hbl C NOBbILLIEHHbIM
YPOBHEM OrpaHUYeHniA, 4OCTYMN K KOTOPbIM JOMNOJHUTEIbHO OrPaHNYeH 1 paspeLleH
TO/IbKO YMONHOMOYEHHOMY NMepcoHasy. 30Hbl OrpaHNYeHHOro JocTyna 06bl4HO
NCNONb3yrTCA AN obecneyeHns 6e30MacHOCTY AN COXPAHHOCTU LEHHOrO MMYyLLLecTBa
NN MaTepuranoB, pasMeLleHnsa cpeicTB yrnpaBaeHNs CUCTEMON OXPaHHOIoO
BUAEOHAbNOAEHNA N APYTX CpescTB 6e3onacHoCTU. OfHAKO 3TO MOXeT 6bITb Jitoboe
NPOCTPaHCTBO, 0603HaYeHHOe BnagensbLuammn/onepatopamu KBW. Takme 30Hbl TpebytoT
JOMONHUTENbHOW 3aLLNTbI, MOCKOJIBKY OHU MOTYT CTaTb Lie/Ibio TEPPOPUCTOB, €C/IN OHU
npeogonetoT neprmMeTtp obvekta KBU 1 gpyrme swenoHbl 3amnTbl. JonofHUTEIbHblE Mepbl
3alLNTbI BKAKOYAKOT B Ceb5, MOMMMO NpoYero, cnegyroLee:

> OrpaHu4YeHe KONMYeCTBa BXOA0B U BbIXOL0B 10 HEO6XOANMOTO MUHVMYMA;

> MUHUMMU3ALUS KONMYECTBA ABepeil, MoCKobKY ABepW, Kak MPaBuio, MeHee NpoyHbl,
YeM KOHCTPYKLUUS 34aHUS, UTO AeNaeT NX MeHee yCTOMUMBLIMU K aTakam;

> 3anpeT f0CTyna ANs BCeX BHELLUHWX TPAHCMOPTHbLIX CPeACTB U UCMO/Ib30BaHMe
crneuranbHOro napka TPaHCMOPTHbLIX CPEACTB;

> yCTaHOBKa ABepeli, OTKPbIBAOLLMXCSH HAPYXKY, Tak Kak OHW 60/1ee NPOoYHbI U lydlle
3alUMLLEeHbl OT BHELLHMX aTak.
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MpeaynpexaatoLe 3Hakn C HAAMNCbIO «30HA OFPAHNYEHHOMO AOCTYMNax» UAN ApYroli
AHANOrMYHOIM HaAMWCbIO TakXe AOXKHbI OblTh pa3MeLLleHbl Ha rpaHuLLe Kax Ao 30Hbl
OrpaHNYeHHOro A0CTyNa, YTO6bI UX MOV IErKO MPOYMTATb NOAN, NPUBAXKatOLLMeCcs
MeLKOM UM Ha TPAHCMOPTHOM CpeacTBe.

6.11 KoHcTpyKkuMA 3AaHUA

Ha o06bekTe KB/ KOHCTPYKLMA 1 LeNOCTHOCTb 34aHNSA UMET OCHOBOMOaratLLlee
3HaueHue ana pusmnyeckon 6e30NacHOCTM 3aLMThl 06BEKTa OT Pa3INYHbBIX Yrpo3

1 OMAaCHOCTEN, BKAKOUas TeppopucTMyeckme aTakm. OTO BaXKHO Kak C TOYKM 3peHns
MPOEKTHbIX peLleHiA, Tak U C TOUKYM 3peHNsA CTPOUTENbHbIX MaTePNanoB, YTOObI NCKTOUYNTD
BO3MOXHOCTb UCMO/Ib30BaHNA YA3BMMOCTEN.

OkHa MoTonku

Monbl

CTeHbl

>

Bxoga Bbixoa

Bxopabl 1 BbIXoAbl

[Bepu ABNAKOTCA BaXKHEVLLMM 3n1eMeHTOM dur3nyeckor 6e3onacHoCTM obbekTa. Kak
yKa3aHo B pekoMeHaumnsax HaumoHanbHOoro yrnpasaeHvs no 3amTe n 6e3onacHocTu
BennkobputaHun, ABepy BbIMONAHSIOT PSj KH0UYeBbIX PYHKLNIA, B TOM Ymce:

»  KOHTPOJIb CAHKLIMOHNPOBAHHOMO A0CTYMa 1 NpeAoTBpaLLeHe HeCaHKLMOHMPOBAHHOIO
[0CTYyNa;

> COofencTBME MOTOKY NtoAeln 6e3 Co34aHNS Y3KUX MecT ANs AoCTyNa;

» obecrneyeHye 3aLWMTbl OT B3PbIBHOW BOJIHbI WX 6aNINCTUYECKNX YTPo3 (Mpw
NCMONb30BaHNK ABepel MoBbILLEHHOW 6e30MacHOCTY);

> 3alMTa OT MPOHUKHOBEHWS OTHSA U/UW AbIM3;

> COo3ZaHuve bapbepa, 3a4epPKMBAOLLEro NPOABMXEHME 310YMbILLIEHHWKA;
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» obecneyeHVe BO3MOXHOCTM 3BaKyaLnm B Upe3BblvaliHOW CUTyauum (Hanpumep, B
CUTYaLMAX C aKTUBHBLIM NMPUMEHEHNEM OrHECTPENIbHOIo opyXxus).2>8

ABepu, BeayLme HapyXy 34aHNS, AONXKHbI 6bITb OCHALLLEHbI HAAEXHbBIMM 3aMKaMU, HO Mpu
3TOM AOJIXKHbI 1IerKO OTKPbIBAaTbCA B C/1y4ae 3BaKkyalunn. Bce ABepn un q>aca,qb| OOJIXKHbI ObITb
YCTOMUMBbI K GU3NUYECKOMY BO3AENCTBUIO. B 0COBbIX C1yUasix MOXeT 6bITb YCTaHOB/IEHO
nyneHenpobrBaemoe ocTekaeHe 419 NpeAoTBpaLLeH s onpeaeneHHbIX yrpo3. HesaBncnmo
0T cnoco6a 3alnTbl ABEpeli, OHN AO/IXKHbLI COOTBETCTBOBATbL AECTBYOLLMM HOPMaMm
NOXapHOM 6€30MacHOCTN.

MWUHWCTEPCTBO BHYTPeHHYX geni CYHranypa pa3paboTano AoNoNHNUTE IbHbIE YKa3aHNS:
«BHelLHWe ABepy A0MKHbI OTKPbIBATLCS HapYXY, B CTOPOHY BO3MOXHOW yrpo3bl. B 3ToM
cnyyae ABepHas paMa MOXeT 3aLUMTUTL ABepb OT B3/10Ma UV B3PbIBHOM BOJTHbI CHAPYXM.
OAHaKo B 3TOM C/lyuae NeT/n AOMKHbI 6bITb YKpenieHbl OT B3/10Ma, MOCKONbKY OHV ByayT
PaCroNOXeHbl CHAPYXW 34aHUSA. TOUKN KperaeHUs pambl K CTEHE J0/XKHbI 6bITb yKpernieHbl
Ha TOM Xe YPOBHe, UTO 1 iBepb».2>?

CTeHbl, MOTOJIKA U NOJIbl

CTeHbl - 3T0 pU3MYeckmne bapbepbl, OTAENAIOLLME OAHY YaCTb 34aHUS OT APYTro (Unu
BHYTPEHHIOH YaCTb 34aHNSA OT BHeLlHen). OHM UrpatoT BaXKHYHO PO/b B 06LLel dr3mnyeckor
6e30MacHOCTM 34aHuUs. BHelWwHAs yacTb Bcex 34aHniN Ha o6bekTe KB fomkHa 6bITb
3alUMLLeHa OT HeCaHKLMOHMPOBAHHOIO A0CTYMa, 0COHEHHO B C/1yYasix OTCYTCTBUSA
OKpY>karoLLero nepmumMeTpa/sabopa nnuv B Ciydae noBpexaeHns 3abopa. B pykoBoacTee
MuHucTepcTBa sHepreTnky CLUA nogyepkiBaeTcs, YTO CTeHbl, MOJibl U MOTOKM MO
NepPUMETPY «AO0/IKHbI UMETb KannTaJibHYH KOHCTPYKLNIO 1 BbiTb COeANHEHBI APYT C APYTrOM»,
N YTO «BCE CTPOUTE IbHbIE PAabOThI AO/IXKHbI ObITh BbIMOJHEHbI TAKMM 06pa3oM, UTO6bI
obecneunTb BU3yaNbHOe NOATBEPXAeHVe HECAHKLIVOHVPOBAHHOMO NPOHUKHOBEHMS», 260

MpoyYHbIe, yKpenaeHHble CTeHbl 3aLUMLLAIOT OT B3PbIBOB, OFHSI U3 CTPEIKOBOIO OPYXUS,
NMPOHVKHOBEHWS C MPUMEHEHVEM CUMbI U APYTUX yrpo3 6e3onacHocTn. BnagenbLbl/
onepaTopbl KBV Takxe MOryT pacCMOTpeTb BO3MOXHOCTb YCTaHOBKM B3PbIBO3aLLMTHOW
CTEHbl NN YCUNEHUS CTEKNSHHBIX GacafoB 1N KOHCTPYKLMIA B onpeAeneHHbIX YacTsx
COOTBETCTBYHOLUMX 343aHUIA B 3aBUCMMOCTI OT Yrpo3, KOTOPbLIM OHW MOABEPratoTCs.

Ecnv B 3gaHMe MOXHO nonacTb yepes CTeHY, MOXHO YCTaHOBUTb CUCTEMY O6Hapy)KEHVIFI
BTOp)KeHVIVI, UTO6bI UCKAHUYNTL BO3MOXHOCTb NMPOHNKHOBEHNA HapPYyLLNTENA
Heé3aMe4eHHbIM.

[ToToNKW 1 Mokl OOJIKHbBI ObITb U3roTOBNEHbI U3 MaTepunanos, o6ecneq|/|Barou.|,|/|x CTOWKOCTb
K MPOHNKHOBEHWIO, yTObbI 3a/epXaTb HeCaHKUMOHNPOBAHHOE MPOHNKHOBEHWE B 3JdHNE N
obecneunTb Hanuuve A40Ka3aTeNbCTB NoMNbITOK HECAHKUMOHNPOBAHHOIO NPOHMKHOBEHWA
(HaI'IpI/IMep, cnepoB nNpUMeHeHWA CUbl TN I'IOBpe)KAEHVII‘/’I MOoTOJ/IKa NN KOHCTPYKLUNNA rnona).

258 HaumoHanbHoe ynpaBfieHre No 3awmuTe n 6esonacHocTn BennkobputaHum (2021 r.), besonacHocTb ABepeli.
JloctynHo no agpecy: https://www.npsa.gov.uk/door-security [gaTa obpalyeHuns: 3 mapTta 2024 r.].

259 CoBMecTHas onepaTtuBHas rpynna — MUHUCTEPCTBO BHYTPEHHUX Aen (6e3 faTbl), PekoMeHOayuU No N08bILIEHU
6e3onacHocmu 30aHul 8 CuHzanype. locTynHo no agpecy: https://www.police.gov.sg/Advisories/Infrastructure-
Protection/Building-Security [gaTa o6paweHuns: 21 nona 2025 r.].

260 MuHuncTepcTBo aHepreTukm CLUA (2021 r.), Mporpamma ¢pusnyeckoi 3awmntsl, DOE O 473.1A, MpunoxeHune 2:

ba3oBble TpeboBaHUs K dM3myeckoli 3awmTe. locTynHo no agpecy: https://www.directives.doe.gov/directives-
documents/400-series/0473.1-BOrder-a/@@images/file [saTa obpaweHuns: 21 nons 2025 r.].
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OKHa

OKHa nNpeAcTaBastoT coboli 6osiee nerkyto BO3SMOXHOCTb MPOHUKHOBEHUSA Ha 0OBbEKT, YeM
ABEpU AN CTeHbI, MOCKOAbKY OHM 3a4acTyto He 06/1a4at0T TEM Xe YPOBHEM PU3NYEeCKO
NPOYHOCTU. NO3TOMY OKHaM HEOBXOAMMbI NHTErpUPOBaHHbIe PyHKLIMM 6e30MacHOCTU:

> OKHa JO/KHbI 0becrneymBaTh 3aUTy OT HECAHKLMOHNPOBAHHOMO MPOHUKHOBEHUS U
durKcmpoBaTh GaKT HECAHKLMOHNPOBAHHOIO MPOHUKHOBEHMS.

»  OKOHHble pambl JOMKHbI ObITb HAAEXHO 3aKpernieHbl B CTeHaX, @ OKHa A0JIXKHbI

6bITb 3aNepTbl U3HYTPW NN YCTAHOBAEHbI B HEMOABUXHbIE PaMbl, YTO NCKAOYaAET

BO3MOXHOCTb BbIHOCA OKOHHbIX CTEKO/T CHaPY>XU.

Ecnm BU3yanbHbIA 4oCTyn ABASeTcs GpakTopoM, onpeAensitoLiiM BO3IMOXHOCTb

BM3yaNbHOro KOHTPOJISA, CnejyeT UCMob30BaTh BM3yanbHble bapbepbl. Hanpumep, Bce

OKHa, Yepes KOTopble MOXHO BM3ya/ibHO Habto4aTh 3@ CEKPETHOM AeATeNIbHOCTbIO,

AOJIKHBI 6bITb HEMPO3PaYHBIMU UM CHabXEeHbI Xantko3u, LUTOpaMu UAu ApYrumm

NOKPbITUAMMU.
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Mpw OLEHKE 3aLLMLLEHHOCTW OKHa OT BOOPYXEHHOr0 MPOHUKHOBEHMWS NN HanaZeHNs ¢
NCMOMb30BaHNEM B3PbIBUATLIX BELLECTB HEOBXOAMMO OLLeHUTb BCHO OKOHHYIO CUCTEMY (a He
TONIbKO OCTEKNEeHMe) Ana obecneyeHns ee HagexHocTn. 28!

OkHa Ha YPOBHE 3eMJIN NN ApYyTe Nerko40CTyMNHble OKHA A0JTKHbI 6bITb M3rOTOB/EHbI
M3 MaTepranos, O6ECI'IE‘-II/IBEIFOLL|,VIX 3alnTy OT B3/10Ma. ypOBEHb 3alLNTbl OKOH A0JI>KEH
COOTBETCTBOBATb NPOYHOCTU NpUNerarnlLnNX K HUM CTEH, a Tak>Xe NPOYHOCTU KpenaeHna
OKOH K CTEHE, KOTOPOE AO0JIKHO BbIAEPXKMBATL TaKyH Xe npuiaraemMyto cuny.

OKHa: ocTeKNneHue

MoM1MO TOro, UTO OKHa 061eryaroT MPOHUKHOBEHME 3/10YMbILLTEHHWKA, OHU TakKXe
npeAcTaBASOT yrpo3y 6€30MacHOCTM B Cy4ae HanageHus C UCMOoJIb30BaHVEM B3PbIBYAThIX
BeLLecTB. [0 gaHHbIM MuHMcTepcTBa 060poHbI CLUA, «[B] MpOLWALIX MHLMAEHTAX C
NCMOIb30BaHMEM B3PbIBYAThLIX BELLECTB, KOr4a 34aHNsA He 06pyLLInBannChb, 60abLLOe
KOMINYeCTBO TPaBM Obl/I0 BbI3BAHO Pa3/ieTaloLWMMMCS OCKOKAMUM CTeK1a U 06/10MKaMU

261 AOEB (6e3 gaTbl), 3awyuma okoH om 83psiga. locTynHo no agpecy: https://www.unicef.org/jordan/media/5951/file/
LRFP-2021-9166373-Annex_4-Blast_Protection_for Windows.pdf [gaTa obpalueHus: 21 ntons 2025 r.].
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CTeH, NOTOJ/IKOB 1 apMaTypbl (HEKOHCTPYKTUBHbBIMY 31eMeHTaMm)».262 Mo gaHHbIM
[JenaptameHTa OOH no Bonpocam oxpaHbl 1 6e3onacHocTu (40B), Ao 80 npoueHTOB XepTB
KPYMHbIX TEPAKTOB C NOAPbLIBOM B3PbIBHOIO YCTPOMCTBA MOrM6atoT UAK MOay4varoT paHeHuns
13-3a OCKOJIKOB CTek/1a.2%3 Mpu oLieHKe pacnonoXeHns OKOH Ha NpeaMeT YA3BUMOCTY AN1s
noApbiBa B3PbIBHOMO ycTpoincTBa JOb oTMeuyaeT, UTo YeM MeHbLLe OCTeK/IeHME, TEM HIXe
PUCK MonaAaHns OCKOJIKOB B C/lyyae B3pblBa.?%* McnbiTaHne okoH Ha B3pbIBOCTOMKOCTL
pernaMmeHTUpyrTCsa ctaHAapTom ISO 16933:2007 «CTekno B CTPOUTENbCTBE: B3PbIBOCTOMKOE
6e3onacHoe ocTekNeHne», 25>

CyLuecTByeT HeCko/IbKO OCHOBHbIX TUMOB OCTEKJIEH WS, KOTOPble 06bIYHO NCNONb3YOTCA

B CMCTEMAX 3aLMTHOrO OCTEKNEHNA: TEPMUYECKN YNPOYHEHHOE CTEK0, MOJIHOCTHHO
TepMUYecKy 3aKasleHHOe CTeK0 U MHOrOC/IOHOe CTekJ/10. Bce oHW obnagatoT pa3Hol
CTeneHb0 YCTONUMBOCTIU K paspyLLUeHuto Npu B3pbiBe. [o3Tomy Bnagensuam/onepatopam KB
1 KOMMETEHTHbLIM OpraHaMm ciefyeT BblIonpaTh UX CXOAA U3 MOTPEOHOCTEN 1 OLEHKW PUCKOB.

LAMINATED GLASS
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scratches)
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High-cost Demanding Frame might fly Requires frame
installation inside the room anchoring and
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SppexmusHoCMb U 0COGEHHOCMU UCNO/NL308AHUA MHO20CA0UHO20 CMeKAa NPomMue amak ¢ ucnons3o8aHuem bAC.
Micnonb30eaHo ¢ paspeueHus O6beduHeHH020 Ucciedosamensckozo yeHmpa Esponetickoii komuccuu.?6®

262 MuHncTepcTBo 060poHbl CLUA (2018 1), EQuHble kpumepuu 06vekmos (UFC): MuHuUMasbHsle aHmumeppopucmu4yeckue
cmaHoapmel MuHucmepcmea 060poHs! 045 30aHud, cTp. 18. JocTynHo no agpecy: https:/www.wbdg.org/FFC/DOD/
UFC/ARCHIVES/ufc_4_010_01_2018_c1.pdf [saTa obpaweHuns: 21 nons 2025 r.].

263 AOE (6e3 gaTbl), 3awyuma okoH om 83psiga. locTynHo no agpecy: https://www.unicef.org/jordan/media/5951/file/
LRFP-2021-9166373-Annex_4-Blast_Protection_for Windows.pdf [gaTa obpalueHus: 21 ntons 2025 r.].

264 [O6 (6e3 faTbl), 3awjuma okoH om 83psiga. locTynHO no agpecy: h //www.unicef.org/jordan/media/ 1/file/
LRFP-2021-9166373-Annex_4-Blast_Protection_for_Windows.pdf [aaTa o6patieHus: 21 ntonsa 2025 r.].

265 ISO (2007 r.), Ctekn0 B cTpouTenbCTBe — B3pbiBOCTOMKOE 6e3onacHoe ocTekneHne — McnblTaHMA 1 Knaccudukaums
NPV MONTOHHBIX UCMbITAHNAX Ha YCTOMYNBOCTb K ;@ NCTBMIO BO3AYLIHOWN YAApHOW BOHbI (MCMbITAHUS «apeHa»)
(CraHaapT ISO Ne 16933:2007). locTynHo no agpecy: https://www.iso.org/standard/38166.html [aaTa obpalLeHNs:
16 mas 2025 r.]. lns nonyyeHns JOMOAHUTENbHOU MHGOPMALMK O PA3INYHBIX TUMAX OCTEKNEHWSA U CTaHAapTax
OKOH CM., HanpuMep, EBponeiickasa cnpaBoYHas ceTb MO 3aLUUTe KPUTUYECKUN BaXHOM MHGpacTpykTypbl (2014 1),
CpaeHeHue cywecmeyrowjux cmaHdapmoe aﬂﬂ ucnb/maHuﬂ e3pb/eocmou1<oeo 0CMeK/NeHUs U OKOH. [JOCTyNHO no aapecy:

%20for%2 °/2

%20r 0/2 lazin 0/2 0/2 win f[paTa obpalwieHns: 21 nona

2025 r.].

266 O6beanHeHHbIV nccnefoBaTeNnbCknii LeHTp EBponeickoii komuccum (2023 r.), 3awyuma om 6ecnunomHsix
aBUAYUOHHbIX cucmem: CnpagoYHUK No oyeHke pucka bAC u npuHyunam ¢u3uyeckozo ykpenaeHus 30aHUl U 06vekmos.

JlocTynHo no agpecy: https://publications.jrc.ec.europa.eu/repository/handle/|JRC132967 [aaTa obpaLieHus: 21 nons
2025r].
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XoTAa ANA OCTeKNeHMA Yalle BCero UCMosb3yT OTOXXKEHHOE 1 TePMUYECKN YNTPOYHEHHOE
CTeKN0, No6OV TMM OCTEKTIEHNS MOXHO MOKPbITh MPOTVUBOOCKONOUYHON NAEHKOW, YTObbI
CHU3UTb PUCK pa3neTa 0CKONKOB CTeK/a 1, TaKMM 06pa3oM, CHU3UTb PUCK MONYYEHUS TPABM.

ANTI SHATTER FILMS

o @ @(U

Non-armed Intrusion
disruption
0
o O =
i o )
Benefits 000
Easy installation Relatively Protection against Invisible protection
economical UV radiation coating
\\,‘A\Jf & @ Ep
Concerns e
Limited effectiveness  Might require Vulnerable Glass sheet might fly
against large anchoring/edge (aging, scratches, inside the room as a whole
explosive charges retention chemical agents) (daylight application)

SppexmueHocms U 0CO6EHHOCMU UCNOAb30BAHUS NPOMUBOOCKONO0YHOU NAeHKU NPOoMuUe amak ¢ ucnoae3oeaHuem bAC.
Yicnons308aHO ¢ paspeweHus O6beduHeHH020 Uccaedosamenbckozo yeHmpa Egponetickoli komuccuu. 287

OKHa: nyneHenpo6uBaemMoe CTEKJI0

O6bluHOE NyneHenpobrBaeMoe CTEK/IO U3roTaBAMBAETCS NyTEM TAMUHUPOBAHUS C/I0eB
cTekna NONUBUMHUNGYTUPaneM. B HeKOTOPbIX Cly4Yasx Myan OCTaHaBMBAKTCS CTEK/IOM, HO
OCKOJIKM MOTYT pa3fieTatbCsi. XOTsi OHU BPSIA 1V HAHECYT Cepbe3HY TPaBMY, OHU BCE Xe
MOryT MOBPeANUTb rNasa nam Koxy. No3TomMy MoxeT noTpeboBaTbCs 6o1ee TONCToe CTeKO.

Ana naeHTnoukaumn nsgennia, KoTopble JOCTUrAKOT COOTBETCTBYHOLLMX YPOBHEN
NynecTorKoCcTK, cnesyeTt obpaTnUTbLCA K eBponenckoMy ctaHaapTy (EN) 1522:2000, koTopbli
yCTaHaBAMBaeT TPebOoBaHNSA K MyNeCTOMKOCTY U KnaccudrKaLmo oKoH, ABepeit, CTaBHeN 1
Xasosn.

B3pbiBO3aLNTHbIE LUTOPbI

Ana 06beKToB, KOTOPbIe CYMNTATCA NOABEPXKEHHbLIMY NMOBbILLEHHOMY PUCKY
TEPPOPUCTMYECKMX aTak, NN A5t OKOH 06 bEKTOB, KOTOPble OLIeHNBAtOTCA Kak 6onee
noZBepXeHHble B3PbIBOOMACHbLIM CO6bITUAM (HanpuMep, OKHa, BbIXOASALLME Ha yaunLy),
cnesyeT pacCMOTPeTb AOMONHUTENIbHbIE MePbI MO NPejOTBPALLEHMIO Pa3/ieTa OCKOKOB
cTekna v Apyrux o6nomMKoB B ciydae B3pbiBa. Of4HUM U3 peLleHNn ABNAeTCs yCTaHOBKA
B3PbIBO3aLLMTHbIX LUTOP. M0 faHHbIM O6beAMHEeHHOro Nccef0BaTeNbCKOro LeHTpa
EBponericko KOMUCCUK, OCHOBHAA LieNb TakMX Mep - «yN0BUTb pasneTatoLmecs 0CKOAKY,
obpasytoLymecs Npu paspyLUeHnr OKOH B pe3y/bTaTe PacnpoCcTpaHeHUs B3PbIBHOW BOJHbI,

267 O6beanHeHHbI nccnefoBaTeNnbCkunii LeHTp EBponeickoii komuccnm (2023 r.), 3awyuma om 6ecnunomHsix
a8UAYUOHHbIX cucmem: CnpasoYHUK No oyeHke pucka bAC u npuHyunam ¢u3uyeckozo ykpenaeHus 30aHUl U 06vekmos.

JlocTynHo no agpecy: https://publications.jrc.ec.europa.eu/repository/handle/JRC132967 [aaTa obpalieHus: 21 nons
2025r].
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1 06bIYHO OHY YCTaHaBAMBAOTCA 3a dacagoM 34aHus». 268 XoTa Bce ele coxpaHaeTcs
BO3MOXHOCTb MOMaAaHus 0CKOKOB BHYTPb MOMELLEHUS U MPUYMHEHNSA TPABM,
B3pbIBO3aLLVTHAsA LUTOPA 3HAYMTE/IbHO COKpaLLaeT 4asbHOCTb passieTa GparMeHToB.

B3pbiBO3aLLMTHbIE LUTOPbI MOTYT 6bITb M3rOTOB/IEHbI 13 MOANIGUPHBLIX MaTepManoB
nan ctann. Kaxablin MaTepuran no-pasHomy BejeT cebs BO BpeMs B3pbiBa 1 6onee
nnn meHee 3G PeKTNBHO yaBANBAET OCKOJKM cTekna. [To3ToMy He06X0ANMO
NPOBECTN COOTBETCTBYHOLLME UCMBITAHWUS 1 BbIOpaTb MaTepman Ha OCHOBE OLLeHKN
pUCKa ANA KOHKPETHOro OKHa. B3pbIBO3aLWMTHbIE LUTOPbLI MOTYT MCMOAb30BaTbCA Kak
CaMOCTOsITe/IbHAs Mepa, Tak U B COYeTaHNM C MPOTUBOOCKONOUYHbLIMM NAEHKaMN NAn
MHOFOCAOMHbBIMU 3aLMUTHLIMK cTeknamm,.26?

OTAenbl KOppecnoHAeHLUN

||IF||

S

|

gL -

OTaenbl KOppecrnoHAeHUUM MOTYT NPeACcTaBAATE COO0M 3HaUNTENbHYH YA3BMMOCTb 06bekTa
KBW, ecnv OHW HeyZauyHO pPacnosioXeHbl U HeKavyeCTBEHHO NMOCTPOEHbI 1 CPOeKTNPOBaHbI
ANS NpefoTBPaLLEeHNsA NOTEHLMAJbHbBIX YTPO3, CBA3aHHbIX, Hanpumep, ¢ CBY,
JocTaBnseMbiMUM Mo noyte. CnefyeT y4nUTbIBaTb PAaCcnosiOXeHMe OTAe/10B KOPPeCcrnoHAeHL N
AN9 BHOBb CTpodALLMXCca 06bekToB KBW, oTAaBas npegnoyTeHme Ux pasmeLleHunto B6amsm
neprmMeTpa obbekTa KBU, uTobbl n3bexats TpaHCcnopTUpoBky CBY, AoCTaBASEMbIX MO
nouTe, uepes 06bekT KBV ans nocneaytolleil 06paboTku B oTaene koppecrnoHaeHummn. 2’0
[ns cywecTByromx 06bekToB KBY co cTaumoHapHbIMU OTAeNaMK KOPPEeCMOHAEHLNN,

268 Bacunuc, K.; Napuep, M. (2020 r.), PekomeHdayuu, 3awuma nepumempa 30aHUs: PekoMeHOayuu N0 NPpoeKmMupo8aHUto 015
noesiweHus 6ezonacHocmu om meppopucmuquKux amak, bropo ny6nvu<a unii EBponeiickoro Coto3a, CTp 45. locTynHo
no agpecy: https: / li publi 1
en[aaTa o6pauJ,eH|/|;| 21 nrona 2025 r]

269 Bacunug, K.; Nlapuep, M. (2020 r.), PekomeHOayuu, 3aujuma nepumempa 30aHUs: PekoMeHAayuu no npoekmupo8aHuUo 05
nossiweHus besonacHocmu om meppopucmuyeckux amak, bropo nybnvkauunii EBponerickoro Cotosa, cTp. 45. JlocTynHo

no agpecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [aata obpaweHuns: 21 nons 2025 r.

270 MuHncTepcTBO 060poHbI CLUA (2018 1), EQuHble kpumepuu 06bekmoe (UFC): MuHUManeHsle aHmumeppopucmuyeckue
cmaHdapmel MuHUucmepcmea 060poHs! 014 30aHul, CTp. 27. locTynHo no agpecy: https://www.wbdg.org/FFC/DOD/
UFC/ARCHIVES/ufc_4_010_01_2018_c1.pdf [saTa obpaweHuns: 21 nons 2025 r.].
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PacrnonoXeHHbIMU He B6IM3M NepuMeTpa 34aHuns, cneayeT NpUHATE Mepbl 418 obecneyeHus
HaZ/iexalllero ypoBHs B3pbiBO6€30MacHOCTM MOMELLEHUS U OTAeNbHOM CUCTEMBbI
BEHTUASALNM Ha CayYal XMMUYECKON AN BUOIOrMYECcKOo aTakn. ITU MONOXKEHNS MOAPOOHO
pa3bsiCHEHbI B CIeAYOLLMX pekoMeHgaumax Accoumaumm 6aHkoB CuHranypa:

«Ecnn nomelleHmna otaenoB KOPpPeCcnoHAEHL NN He CNPOEeKTUPOBaHbI N He
PacnosioXeHbl AO/KHLIM 06Pa30oM, OHW MOTYT MPeACTaBAATb Yrpo3y 34aHNI0 U

ero obmTaTenam nNpm NCNoJib30BaHUK MNOYThI B Ka4eCTBe CPeACTBa XUMUYECKOW,
61010rNYeCcKom, PagMoNOrMyeckon atakm UM atakm C UCMOJIb30BaHNEM B3PbIBYAThIX
BewecTB (XbPB). B naeane otaensl KoppecnoHAeHLUMUN AOMXKHBI pacrnoniaratbCca pagom
CO BXOZOM B 3JaHWe AN B OTAENIbHOM YacTu 34aHNS BAANAN OT KPUTUYUECKM BaXKHbIX
30H U KNHOYEBbIX KOHCTPYKTVBHbIX 3/IeMEeHTOB 34aHn4. [lng npefoTepalleHus

yrpos, nepejatoLLnxca N0 BO34YXY, OTAEeNbl KOPPECMOHAEHL MW TakXe JO0/KHbI ObITh
060pyAOBaHbl OTAE/IbHOW/HE3aBUCMMOV CUCTEMOWN KOHANLMOHNPOBAaHWS BO34YyXa
WA BEHTUASLMN C y4eTOM 0COBEHHOCTENM KOHCTPYKLMIN 1 3aTpaT. 30Ha NMPoOBepKU
BXOAALWEN NOYTbI 1 MOCIIOK A0/IKHA ObITh CMPOEKTUPOBaHa TakM 06pa3oMm, UToObI
MWHUMU3MPOBATL NOC/IEACTBUA B3PbIBa».

«[OCKONbKY OTAENbl KOPPECMOHAEHLUN ABASIKOTCA 30HaMU MOBLILLEHHOTO PUCKa,

OHU A0/KHbI B6bITb 060pYA0BaHbI HaANeXallMMKU cpeCcTBaMuy obecrneyeHus
6e30nNacHOCTY, TAKUMU KaK CUCTEMbI BUAEOHABONOAEHMS N KOHTPONA AOCTYNa K
ABepsiM. Kpome Toro, 4OCTyN B OTAE/bl KOPPECMOHAEHLMN JOKEH OblTb OrpaHnyeH
TONIbKO YNONHOMOYEHHbIM NePCcoOHaNoM. B HEKOTOpPbIX CAyYasix 06bekTbl KPUTNYECKN
BaXXHOV MHPPACTPYKTYpPbl MOTYT HE MeTb COGCTBEHHOIO OTAe/1a KOPPEeCNoHAeHLUN 1
MOTyT NOMy4aTb MNOYTY OT CTOPOHHMX MOCTABLUMKOB YCNYT UAN KYPbePCKUX CAYyX6. DTn
MOCTaBLUMKN N Kypbepckue Cy>K6bl MOryT MoABepraTbCs TaKOMY e YPOBHHIO yrpo3bl OT
BXOASLLEN NOYThbI, M NH060e COOTBETCTBYIOLLEee 0byUeHVe Mo BoNpocamM 6e30MmacHoCTH
B3aVIMOZEVICTBYIOLLLEro C MOYTONM NepcoHaa JOKHO 6biTh YaCTbIO YMPeXAatoLLmx
LeViCTBUI ANS BbIABNEHWSA 1 06HAPYXEHUS TaK1UX Yrpo3 AN MOocaeyHoLLe 3ckanaumm
Mep 1 pearmposaHus».2’!

MepcoHan, obpabaTbiBaroLLMii NOUTY Ha 06bekTe KBU, gomkeH 6bITb 06yyeH npouesypam
paboTbl C MOUTOM, BKAKOUAA COOTBETCTBYOLLME AEACTBNSA B C/ly4vae NoyyeHns
NOAO3PUTENbHBIX MNCEM UAN MOCLIIOK. Takoe obyueHne J0MKHO BKIOYaTb B cebs
perynsapHyro akTyann3aLmio 3HaHNM 1 HaBbIKOB, YTOObI COTPYAHMKN 6bII OCBEAOMIIEHbI
0 TeKYLLUMX MeTojax AeCTBUIA CybbekToB yrpo3bl. [115 3TOro MoXeT noTpeboBaThCs
TecHoe COTPYAHNYECTBO 1 B3aMMOAENCTBME C MECTHBIMU U HaLMOHANbHbIMMN
NpPaBOOXPaHNTENbHbIMU OpraHamu 1 Apyrumu ciyxb6amm 6e30nacHoCTu.

Takxxe AoXHa 6bITb pa3paboTaHa opraHM3auMoHHaA NOANTUKA ANA 06beKTa,
NO3BONSAOLWAA NPUHUMATb pa3inyHblie OTBETHbIE Mepbl Kak BHYTpu obbekTa KBU
(BKAKOUAA OTUETHI ANKA CNYXK6 6e3onacHOCTN obbekTa KBU), Tak 1 3a ero npegenamu
(HanmpumMep, KOHTaKTbl C MPAaBOOXPAHNTENIbHLIMU OPraHaMm Uav NoApasaeieHNaMN Mo
06e3BpeXMBaHNI0 B3PbIBHbIX YCTPOWCTB).

271 Accoumaumsa 6aHkos CuHranypa (2018 r.), Pykogeodcmeo no ¢usuyeckoli 6e3onacHocmu 015 UHAHCOBbIX y4pexcoeHud.
[JlocTynHo no agpecy: https://abs.org.sg/docs/library/abs-scps-guidelines.pdf [aaTa obpaiieHuns: 21 nrong 2025 r.].
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[NnaHnpoBaHuMe
7 6e30MnacHOCTM
n ykpenneHume
obbeKTa

YKPEMJEHWE
OBBEKTA




1{

A CHUXceHUA pucka,
C85A3AHHO20 C PA3/AUYHbIMU
gudaMu meppopucmuyeckux
amak, Heo6xo0umsl obwue mepol
du3uyeckou bezonacHocmu,
NnodobHbIe meM, YmoOo ONUCAHbI 8
npeodsioyuwux 2/10680X, a MaKiHe
KOHKpemHsie naaHsl U waeu. B
daHHoU 2/s1a8e npedcmaesieHsl
pekomeHOayuu No MakKum
n/AAGHAM u deucmeusim.

»



7 NMnaHnpoBaHwue
6e3onacHOCTU U
yKpenneHvie obbekTa

O6bekTbl KBU cTankmBaroTCsa € pasnMUHbIMU Yyrpo3amu CO CTOPOHbI CyObEeKTOB yrpos,
BKOYaa TeppopuncToB. CybbekTbl Yrpo3 MOryT ObITb TEPAENnBbLIMU, TMOKUMU U, B
HEKOTOPbIX C/1yYasix, XOpoLlo obecneyeHHbIMU pecypcamn. Ecam oHn peluat atakoBaTb
06BbekT KBW, yunTbiBasg BEPOATHOCTb CEPbE3HbIX NOCNeACTBUIA, OHW, BEPOATHO, TLLATENbHO
CNAAHUPYIOT CBOLO aTaky. YTobbl MOHATL Yrpo3bl, UCXOAsLLME OT CYyObeKkTOB yrpos,
Bnageneu/onepatop KBV fosikeH cHayvana OLLeHUTL OKPYXatoLLYo Cpeay Yyrpos, a 3aTemM
puUCK(n) ANa paccMaTpmBaeMoro obbekTa (mogpobHee cM. rnaBy 5 «Yrposa Teppopusma

1 OLeHKa PUCKOB»). DTOT NPOLLECC MO3BOINT My6XKe MOHATL YA3BUMOCTN O6BEKTOB

KBW, a Tak>e onpeaennTb BEPOATHbIE CLLeHapUy Yrpo3, C y4eTOM KOTOPbIX MOXHO

6yAeT NOAroTOBUTL MNAaH AeNCTBUN. XOTA MHOrMe Cy6bekThl yrpo3 MOryT MMeTb CXOXKe
HamepeHus (Hanpumep, NoBpeAnTb 06bekT KB nan cHM3nTL ero pabotocnocobHOCTL),
X BO3MOXHOCTW MOTYT CyLLLIeCTBEHHO Pa3nyaTbCsa. HeKoTopble U3 HX B COCTOAHUN
NPOBOAUTL C/IOXHbIE N CKOOPANHNPOBAHHbLIE aTakn C UCMOJIb30BaHNEM COBPEMEHHOTO
OpY>XW$, B TO BPEMS KaK Apyriie MOryT OCyLLeCcTBASATb TO/IbKO 60Jiee NpoCTble aTakuy,
Hanpumep, C NCMONb30BaHNEM TPAHCMOPTHbLIX CPEACTB. 1A CHNXEHNA pUCKa,

CBSA3@HHOTO C KaXXAbIM TUMOM aTakK, HEOBXOAMMO NPUHATL 0bLLMe Mepbl 0becneveHns
busnueckori besonacHOCTH, NOAOHOHbIE TEM, YTO OMMCAHbI B NpebiAyLLel rnaBe, a Takxke
pa3paboTaTb NAaHbl N KOHKPETHbIE AeNCTBUA AN Pa3/INYHbLIX TUMOB atak. B faHHON rnase
npeacTaBaeHbl peKOMeHAaLMN N0 TaKUM NAaHaM 1 AeliCTBUAM.

B faHHOW rnaBe cHavana bygeT paccMOTpPeH BOMPOC MOArOTOBKM TEPPOPUCTNYHECKMX
opraHu3aLmnii K atakam, C akLLleHTOM Ha UX pa3Be/blBaTe/ibHble JeNCTBUA. 3aTeM ByAyT
paccMOTpeHbl PasfinyHble TUMblI TEPPOPUCTNYECKUX aTakK, BKIKOYAA UCMONb30BaHme
TPaHCNOPTHbLIX CPEeACTB, B3pbiBYaTLIX BelecTs, X6P MaTepranos, orHecTpenLHoro
OpYXWs 1 3aXBaT 3a/10XKHNKOB, a TakXXe Mepbl, KOTopble BnajebLbl/onepatopbl KBU
MOTYT NPeANPUHATL ANA COOTBETCTBYOLLEN MOAIOTOBKN CBOVX 06BbEKTOB. B 3akntoueHme
rnaBbl PacCMaTPUBAKOTCA NPaKTUYECKME METOAbI 3BaKyaLun, YKPbITAA 1N N3018LMN
nepcoHana, HeobxoAMMble B KPU3UCHBIX CUTYaLMAX. Takxe byaeT nogvepKHYTa BaXXHOCTb
BHEJpPEeHUSA CUCTEeMbI YIPaBIeHNA HEMPepbIBHOCTLIO AeATEe/IbHOCTU N CUCTEMbI KPU3UCHbIX
KOMMYHWKaLNTA.
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71 NnaHvpoBaHWeE TEPPOPUCTUYECKON
aTaku nocpeacTBOM pasBebiBaTe/IbHOM
AeATeNbHOCTU

XoTs nocnefoBaTeNbHOCTb AeNCTBUM He ABNAETCA CTPOrow, CyLLecTBYOT 06LLMe 3Tansbl,
KOTOpble TePPOPUCT AOIKEH NPOUTU A4S YCMELUHOro OCyLeCcTB/IeHUS aTaku. ITW 3Tanbl
BKJIHOHUAIOT B Ce65 psij, MeponpuaTUiA MO NNAHNPOBAHUIO U MOAFOTOBKE, 0OCOH6EHHO B
CAyyasx, Koraa Liesib XOpoLUo ykpernaeHa (HanpumMep, o6bekT KBN) nnu korga byaet
MCMONb30BaTbCs C/IOXKHAA METOA0MOMMsA aTakm.?’? CyllecTByeT MHOXECTBO Pa3/IvUHbIX
KOHLENUMn LnKaa nAaHNpoBaHNA TEPPOPUCTUNYECKOW aTaku, NPy 3TOM BCe OHU, Kak
NpaBW/O, peLLatoT caeaytoLLlne KatoYeBble 3ajaun (He 06s3aTeNbHO B yKa3aHHOM NOpsAKe):

» TloncK HeEOBXOANMbIX MaTEPUAOB 1N CPEACTB (BOOPYXKeHME, PUHAHCHI, 04N U T.A4.);

» OnpegeneHve NoTeHUMaNbHbIX Lenew;

»  C6op nHPopMaL MM 0 NOTEHLMANBbHbIX Lensax ANS NAaHUPOBAHWS aTak 1 BbIiBNEHUS
YA3BMMOCTEN, KOTOPbIE MOXHO MCMOAb30BaTh (Kak OHAaWH, Tak 1 oddnat);

» Bblbop uenu;

» OnpegeneHne MeTOLONOMN aTaky;

» OcyLlecTB/IeHVEe aTaky (BKJIKOUaA BapuaHTbl OTCTYMNNEHNSA, eC/IN 3TO He aTaka
CMepTHUKaA);

» OnpegeneHne BO3MOXHOCTEWN 4151 OCBELLEHMS B Mpecce 1 nponaraHAbl Nocse aTaku.

Kak nokasaHo BblLLe, CyLLLeCTBYeT MHOXECTBO 3ajay, NpeALLlecTBYOLMX aTake, AN peLleHns
KOTOPbIX 3/10yMbILLUNEHHNKY MOTpebyeTcs MHOPMALIMA, KacaroLLasacs HenocpeaCcTBEHHO
npeAnonaraemMor uenm unm uenei. B Takmx cnyydasx emy MoxeT NoTpeboBaTbCs NPoBeCcTy
pa3BejblBaTe/IbHble onepaunn. PassejbiBaTelbHasa AeATeNbHOCTb, Kak MPaBuao, BKAOYaeT
B cebs AeNCTBMSA, NpeAnpUHUMaEMble 3/10yMbILLIEHHVKOM AN MoAyyYeHusa nHbopmaumm B
pamKax NoAroToBUTeNbHONM pa3bl aTakm Ha onpeAeneHHyto Lenb. B ciyyae atakm Ha o6bekT
KBW T1n nHdopmMaumm, KOTOPYHO 3/10yMbILLIEHHMK MOXET 3aX0TeTb NOJy4MTb MNOCPeACTBOM
COBCTBEHHbIX pa3BeblBaTe/IbHbIX AENCTBUI, MOXET BK/IOUATb, Cpedu npoyezo, CneayroLLee:

272 CmuT, b. N.; Aamdycc, K. P.; MakcToH, P. (2006 r.), [lpedeapumesibHble nokazamenu meppopucmuyeckux UHYuoeHmos:
udeHMu@uUKayus hogedeH4eckux, 2e02paduyeckux u epeMeHHbIX Modeseli nosedeHus npu nodzomoske, cTp. 7
(BalMHITOH, okpyr Konym6us: HaumMoHanbHbIi UHCTUTYT LCTULUN, MUHUCTEPCTBO OCTULUNK). lOCTYNHO No agpecy:
https://www.ncjrs.gov/pdffiles1/nij/grants/214217.pdf [aaTa obpaweHuns: 21 ntona 2025 r.].
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»  VIHpopmMaLms, KacaroLascsa KOHKPEeTHOro 06beKTa (HanprmMep, cXeMbl ABUXEHUSA
neLuexofoB 1 TPaHCNopPTa, TOUKM BXOAa U BbIXOAA, MOyYeHHbIe C MOMOLLIbIO
doTorpadunin/Bnaeo, MO3TaXKHbLIX MNAAHOB, M1aHOB obecneveHmst 6e30MacHOCTY, N1aHOB
3BaKyauuw);

»  WNHdopmauma o 6e3onacHoOCTM (HanpumMep, NpUMeHsieMble Mepbl 6€30MacHoCTH,
MeCTOMO/I0XeHMe COTPYAHMKOB CyXbbl 6€30MacHOCTH, MpoLesypbl Bbe3aa, rpadu u
NopsA0K NaTpyINPOBaHUS);

» YcTaHOB/IEHME MOJHOMOYMIA MepcoHana UM TPaHCMOPTHLIX CPeACTB (Hanpumep, Yepes
N306paxkeHs Ha Beb-calTax, B COLMANbHbIX CETSAX);

» KopnopaTtuBHas MHGopMauus (Hanprumep, opraHn3aLnoHHble CTPYKTYPbl, KOHTAKTHbIE
AAHHble MepCcoHasia, MecTononoxeHve oprcos);

»  VIHpopmaLms o mnaHUpoBaHUK (HamprMep, NaaHbl HOBOIO CTPOUTENbCTBA/pacLUNpeHNS,
Mepbl MO MOAePHM3aLNM cMCTeM 6€30MacHOCTA U T.4.).

B npouecce ocyLLecTBIEHWA 3TNX pa3BebiBaTe/IbHbIX AEVCTBU 3/10yMbILLIEHHNK
CTPEMUTCA MPOBEPUTB YXKe COBPaHHY NMHPOPMALIMIO O MOTEHLMANBHON Lenn, cobpaTs
HOBYO MHPOPMALMIO, NCKIOYNTD LIeIN U3 CBOETO CMCKa U, B KOHEYHOM UTOTe, OnpeaenTb
OKOHYaTesIbHY1O Lie/ib. PasBejbiBaTe/IbHbIe AeliCTBUSA 3/10yMbILLIEHHVKOB Ha 06bekTe KBU
MOrYT MPOBOAMTBLCA Ha MeCTe AW BUPTYanbHO. BupTyanbHble feiCTBUS MOTYT BKAOYaTb B
cebs nocelleHne Beb-carita obbekTa KBU ans nonyveHns nHpopmMaumm o0 ero nepnumeTpe,
dr3nyecknx Mepax 6e30MacHOCT UK NpoLiecce BXoga 1 akkpeamTaumm. OHM Takxe MoryT
BKJIHOUATb B Ce65 BbIABNEHME KPUTUYECKM BaXHbIX C1YX6 3a Npeenamu neprmeTtpa obbekTa
KBW, Takmnx Kak anekTpmyeckmne NoACTaHUMK, TMHUN 3neKTponepesay 1 Tpy6onpoBoab,
KOTOpble MOTYT 6bITb 60J1ee YyA3BMMbI A/18 aTak, YeM caM 06bekT KBU. Pa3sejbiBaTebHble
AeCcTBNS, NPOBOANMbIE Ha MeCTe, MPeAoCTaBASOT 3/10YMbILLNEHHNKY BO3SMOXHOCTb
HernocpeACcTBEHHOro 03HaKOMIEHUS C BHELLHVMY MepaMin 6e30nacHoCTU (Hanpumep,
MoCTaMm OXpaHbl 1 NATPYAAMN) NN KOHTPMepPaMU (HanprMep, MPOBEePKOM yAOCTOBEPEHNIA
JINYHOCTM WA CYMOK), YTO MOXKET NMOMOYb eMy OMnpeseiiTb OCYLLLeCTBMMOCTb aTaku Ha
paccmaTpvBaemyto Lesb (am uenn).?’3

Pa3BesbiBaTebHasA AeATe/IbHOCTb 3/10yMbILLIEHHMKOB MOXET BK/1OUaTb B Cebsi BUAeO-
nnn GoToChLEMKY 06beKTa UK BeJeHne 3aMeTOK. B HEeKOTOPbIX Cy4asix 310YMbILLNEHHMK
MOXeT paccrpallnBaTb nepcoHan obbekTa KB 0 Mepax 6e30MacHOCTY, MPUMEHSIEMbIX Ha
obbeKTe, UK Aaxe NPoBepsiTb Mepbl 6e30MacHOCTW, OCTaBASAA MOA03PUTENbHbIE NpeaMeThbl
6e3 NpPUCMOTPA, NbITAsiCb MPOHECTY 3anpeLLeHHble NPeAMEeTbl Ha TEPPUTOPUID NN
NapKyscb B 3anpeLleHHbIX 30HaX. 310yMblLUNEHHMK TakXXe MOXeT NPOBOAUTL pPerneTuLuIo
aTaku. Takasi peneTnLmsa MOXeT BK/IHOUaTb B Ce65 MPOXOXAEHME Yepes TOUKM BXoja U
BbIX0Aa, TPAHCMOPTUPOBKY NPeAMeTOB, KOTOPbIe IMUTUPYHOT OpyXue nan 60M6bl, nan
0TpaboTKy BPEMEHW 1 MOCNe0BaTe/IbHOCTY COBLITUIA. PeneTuLmns aTaku, CKopee BCero,
6yneT NPOBOANTLCS AN1S aTakW Ha CNabo3aLUnLLEHHYHO Lenb UM MecTo 0bLLeCTBEHHOro
Nnosb30BaHWA. O4HAKO BO3MOXHO, YTO 3/10YMbILL/IEHHVIK MOXET 3aX0TeTb MPoBecTu
peneTnumio Ha o6bekTe KB, faxe eciv 3TO OCYLLIeCTBUMO NNLLb YaCTUYHO (Hanpumep,
peneTnums ataku BMIOTb A0 TOUKM BXOAA Ha 06bEeKT).

273 NayHaep, A. (2018 r.), «B3rnsa: umkn atak BpaxAebHbIX COBbITUIA HaUMHaETCH C BbIbopa Lienn 1 HabnogeHNs»,
Homeland Security Today [Be6-cTpaHnual. locTynHo no agpecy: https:/www.hstoday.us/subject-matter-areas/

counterterrorism/perspective-picking-target-surveillance-begins-the-hostile-events-attack-cycle [saTa obpalleHus:
10 pekabpsa 2024 r.].
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B xoze npoBeseHNs pa3BeabiBaTeIbHON AeATeNbHOCTY 3/10YMbILLIEHHUKW MOTYT

CTaTb YA3BUMbIMU ANA OBHapYXeHWsa cayxbamum 6e3onacHoOCTV UAK BhagenbLamun/
onepaTtopamu KBW. Hanpumep, OHW MOTryT HenpegHaMepeHHO PackpbiTb MHGOPMAaLINIO

0 CBOMX MOTEHLMaNbHbIX HAMEPEHNAX UV BbI6Ope Lenn, oCyLLecTBAAS MOUCK
nHdopmMaumm B IHTepHeTe, TMYHO NoceLlasd npenoaaraeMyto Lenb Uav 3agaBas BONpochl
nepcoHany obbekTa. [103TOMY KpaiHe BaXHO, YTObbI BnagenbLibi/onepaTtopbl KBU
NOBbILLIANN OCBEOM/IEHHOCTb NMepCcoHasa 0bbekTa 0 pasBe/biBaTe/IbHOW AeATeNbHOCTH
3/10YMbILLJIEHHNKOB KaK O iIBIEHUW, NpejLlecTBYHOLLLEM aTake, U 06ecrneymBanm Haamume
aleKBaTHbIX MEXaHN3MOB A5 Nepesayun coobLLeHNr 1 MHGOpMaL M COOTBETCTBY LM
KoopAMHaTopam no Bonpocam 6e30nacHOCTI.

O6Hapy>keHue pa3BeblBaTeNbHOW AEeATE/IbHOCTY U NOA03PUNTENbHOM
aKTUBHOCTW 3/10yMbILUIEHHUKOB

YunTblBas, YTO pa3BeblBaTesibHble AeCTBUA ABASIOTCS K/IHOYEBOW 3ajayeli, KOTOpPYHo
60NbLINHCTBO 3/10YMbILLIEHHNKOB, BKJIHOUas TEPPOPUCTOB, BLIMOJHAIT MNepes
CoBepLUEHVEM TEPPOPUCTNYECKON aTakn, KpaiHe BaXHO obecnednTb Hannyme mep no
0BHapY>XXeHUIO TakoW AesaTeNbHOCTU Ha 06bekTe KBV, Pa3BesbiBaTebHbIE AeACTBUSA
peAKo yAaeTcs pacrno3HaTb Kak TakoBble B MOMEHT UX NpoBeseHUs. bonee BepOATHO UX
BbISIBUTb MO MHOIMOUYMCEHHbLIM MOA03PUTESTIbHBIM, HEOOLIYHBIM AN HECOOTBETCTBY LM
06CTOATENBCTBAM VHLUMAEHTAM, MPOUCXOASLLNM B TeHYeHWe onpejesieHHOro nepmnoaa
BpemeHU. MNpun aHann3e KOMMNeTEHTHLIMU COTPYAHUKAMU CNTyX6bl 6@€30MacHOCTY 3T
WHUMAEHTBI MOTYT 6bITh pacLieHeHbl Kak YacTb pa3Be/blBaTeIbHON KaMMaHWW, MPOBOAVNMOW
3/10YMbILLUNIEHHWKOM. TakMM 06pa3om, BbiBAEHE NOAO3PUTENBLHON AeATENbHOCTH
HaNpPsAMYO CBA3aHO C 06HapyXeHneM pasBeblBaTeNbHbIX 4eNCTBUIA 3/10YMbILLIEHHUNKOB.

AN BbIABNEHWA NOAO3PUTENBHONM aKTUBHOCTUW, KOTOPas MOXeT NpeAcTaBAATb

coboi pa3BegbiBaTe/ibHbIe AeliCTBMA 3/T0YMbILLNEHHMKOB, Bnageneu/onepatop KBU
MOXeT PacCMOTPEeTb BO3MOXHOCTb BHeAPeHWs LileNeBO MHOTOrPaHHOM NporpaMmeil,
no3sonftoLLeri nepcoHany obbekta KB BbIABAATE MOAO3PUTENBHYIO AeATe/IbHOCTb U
coob6LLaTb 0 Heli. B cBOtO oUepe/b, KOMMETeHTHbIE COTPYAHWKN CNY>X6bl 6€30NnacHOCTH
MOTYT pearmpoBaTb MO Mepe HeO6XOANMOCTU. B HEKOTOPBIX C1yYasix 3TO MOXeT 6bITb
YacTbto 6o1ee MaclTabHOV MporpaMmbl, HanpaBAeHHOV Ha dopMUpoBaHue Kya6mypel
6e3onacHocmu cpeaun nepcoHana obvekta KBU.

NpakTuKa: PykoBoacTBO MeXXAyHapoAHO opraHM3aumm rpaXx 4aHcKoi aBuaymm
no GopMUpPOBaHUIO KYNbLTYpbl 6e3onacHocTy (2022 r.)%74

«KynbTypa 6€30nacHOCTM - 3TO OpPraHmn3aLoOHHas KynbTypa, CNocobCTBYOLLLASA
onTMManbHOMYy obecreyveHunto 6e3onacHoCcTU. KynbTypa 6e30MacHOCTY 06bI4HO
NMOHMMAEeTCH 3TO HAboP CBA3AHHbLIX C 6€30MacHOCTLH HOPM, LIeHHOCTEN, B3rNS408
1 MPeANOoIOXEHWI, KOTOpPble MPUCYLL NOBCeAHEBHOM paboTe opraHmn3aLmm 1
OTPaXKarTcsa B AeViCTBMAX U NMOBEAEHNN BCeX MNOAPA3AENEeHN N NepCoHana BHyTpU
opraHusaunn. Kynbtypy 6€30nacHOCTU HeNb3a paccMaTpmBaTh N30JMPOBAHHO OT
OpPraHM3aLUMOHHON KYNbTYpbl B LEe10OM».

274 Mex ayHapoAHas opraHmsaumsa rpaxgaHckor asnaumn (MKAO) (2022 r.), Matepuansl pykosoactea MKAO no

KynbType 6e3onacHocTu. locTynHo no agpecy: https://www.icao.int/Security/Security-Culture/Documents/ICA0%20
-%20Security%20Culture%20Guidance%20Material.pdf [aaTa o6paLieHns: 21 nona 2025 r.].
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«Anst opMMPOBAHNSA NN MOBLILLEHNS KY/IbTYpbl 6€30MacHOCT B OPraHu3aLmsx
cnepyet paspaboTaTb Mepbl N0 YKPEMIEHWIO 3TUX HOPM, YOeXAeHW, LLleHHOCTeN!,
YCTaHOBOK 1 MPEeAMNOIOKEHNA. DTN Mepbl AOKHbI 6bITb HaNpPaBAeHbl Ha MPOABUXEHME
cneayroLmx NPUHLXMOB:

1. MOCTOSIHHOE MOBbILLEHME YPOBHS 6€30MacHOCTW, MPU3HaBas, YTo Ky/bTypa
6€30MacHOCTM B OpraHn3aLm ABASeTCS BaXKHENLIM KOMMOHEHTOM 3G PEeKTUBHOrO,
yNpexAatoLLero 1 peakTUBHOIO pexunma 6e30nacHOCTY, KOTOPbIV MoALepXMBaET U
COXPAHSAET YCTONUMBYHO K PUCKaM CTPYKTYpPY, MOMOrarLLy 3¢GeKTUBHO yNpaBaaTh
Kak BHYTPEHHVMMW, TaK 1 BHELUHVUMUW pUCKaMU;

2. MOOLLpeHME OCBEAOMIEHHOCTY 1N BANTENLHOCTY B OTHOLLEHWIN PUCKOB
6e30MacHOCTM CO CTOPOHbI BCEro NepcoHasna 1 To pPon, KOTOPYH OHWU INYHO
WUTrPatoT B BbIABAEHUM, YCTPAHEHUN NN CHUXEHUN STUX PUCKOB;

3. MnooLLlpeHme 03HaKOMIEHNS C BOMpocamy 6e3o0nacHOCTY, MpoLeAypamm
MeXaHV3MaMu pearpoBaHus (HanprmMep, KOMy 3BOHUTb UM O KaKUX MpoLeccax
coobLuaTh B c/lyyae NoAo3pUTebHOM akTUBHOCTN);

4. npu3HaHMe BaXHOCTM 6€30MacHOCTM Ha BCEX YPOBHAX OpraHn3aLmm, BKaovas
PYKOBOACTBO, 1 OTpaXKeHue 3TOro NocpeAcTBOM HabAAEHUS 1 yYacTUs BO BCeX
Mepax 6e30macHoOCTY;

5. npegocTaB/ieHe HEO6XOANMOro BpEMEHN U MPUIOXKEHE HEOBXOANMBIX YCUANIA ANS
cobntogeHnss mep 6e30MacHOCTL Jaxe B CTPECCOBOV CUTYaLUW;

6. MOOLLpeHMe FOTOBHOCTY BpaTh Ha cebsi OTBETCTBEHHOCTb, MPOSIBASATL MHULMATUBY
N CAMOCTOATE/IbHO NMPUHVMAaTb PELLEHNS B C/lyYae BO3HUKHOBEHMWS Npobaem
6e30MacHOCTY, BKIOYast MHLUMAEHTbI, HeAOCTaTKN U HapyLUEHNS;

7. noABepratb KPUTUKE AECTBUS APYTUX COTPYAHWKOB B C/lyYae HapyLLIEeHN
1 JONycKaTb KPUTUKY B CBOW aApec (T.e. MOOLLPSITb BbiCKa3blBaHNE MHEHUS,
NMPU3HaBaTb Pa3/INYHbIe TOYKWN 3PEHNS);

8. HemejneHHO CO06LLAaTh O MPOUCLLECTBUAX UIW NHOBbLIX MOA03PUTENbHbIX B MAaHe
6€e30MacHOCTN AeNCTBUAX — HE3aBMCUMO OT TOFO, KTO COBEpPLLAET yKa3aHHble
AencTBUS;

9. pasBUTUE KPUTNYECKOTO MbILLIEHUS B OTHOLLUEHNM aBMALIMOHHOW 6€30MacHOCTU 1
NHTepeca K BbISIB/IEHVIO MOTEHLMANbHbBIX NCTOYHUKOB YS3BUMOCTY 6€30MacHOCTH,
OTKJIOHEHW OT MPUMEHUMbIX MPOLeyp N peLueHni; 1

10. Hagnexallee obpalleHue ¢ KOHPUAEHLMAaNbHOW MHPOPMaLIMEN, KacatoLLerics
aBMALMOHHOW 6€30MacHOCTU.

YicmoyHuK: MexOyHapoOHAA 0p2aHU3AYUS 2pAaXOAHCKOU aguayuu

KntoueBble coobpaxkeHNss OTHOCUTENBHO NPOrpamMMel Bnagenslia/onepatopa KBU,
HanpaBAeHHOW Ha 0BHapyXeHWe pasBe/blBaTeNbHbIX 4eNCTBUN 310YMbILLIEHHWKOB U
NOA03PUTEIbHOM aKTUBHOCTU, BKJTKOUAIOT B CEOS:

> BblaBneHVe NOA03pUTENBHON aKTUBHOCTY;

» CoobLeHne 0 MOA03PUTENbHON aKTUBHOCTY;

> AHanms nHopmMaumnmv AN BbISBAEHUS 3aKOHOMEPHOCTEN U APYTX BaXHbIX CBEAEHWI;
» TpepocTaBneHme MHPOPMALMN COOTBETCTBYHOLLMM 3aNHTEPECOBAHHbLIM CTOPOHAM.
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BeisigneHue nodospumensHol akmusHocmu: MepcoHan obbekTa KB fosmkeH nmets
HaZ/exaLlyto MOArOTOBKY, YTOObI OTCAEXMBaTb OKPY>KakoLLyt 06CTaHOBKY Ha npeamMeT
NoA03PUTENIbHOM aKTUBHOCTU U, NP HEOBXOANMOCTU, HEMEAIEHHO CoobLLaTh O

Hel COOTBETCTBYHOLLEMY KOOPAMHATOPY Mo 6e30nacHoCTW. Takast NoAroToBKa MOXeT
BK/HOUaTb B Ce65 06yYeHMe MeTofaM NoBeJeHYeCcKoro aHaan3a Ans BelaBAEHNSA AL, C
BPaxAe6HbIMN HaMEPEHUAMY MyTeM HabNOAEHVS 3@ UX NOBeAeHNEM U geicTBuamn.2’>
Mepbl MO MOBLILLEHNIO YPOBHS 0CBEA0OM/IEHHOCTU NepcoHana obbekTa KBV B Bonpocax
6e30MacHOCTM MOFYT BK/tOYaTb B cebsi MpoBejeHMe NHCTPYKTaxel no yrpo3am 4N
6o/1ee LUMPOKOIro Kpyra COTPYAHNKOB M pacnpocTpaHeHne MaTepmnasioB 0 CybbekTax yrpos
1 OBLLENPUHATBIX MeToAax AeCTBUNA. VIHCTPYKTaXM BaXHbIl 4151 TOro, YTOObl MOMOYb
nepcoHany pacrno3HaBaTb MOAe/N NoBeAeHNs 1 POPMUPOBATH LIeIOCTHOE NpescTaBeHne
0 CreKTpe BO3MOXHbIX MOAO3PUTENbHbIX AeiCTBUIA.

HaumoHanbHas npakTMKa: pekomeHaauum degepanbHOro ynpasieHus
rpaxkgaHckoii asnaumum LLiselitapyum no paspa6oTke KaMNaHWU N0 NOBbLILLEHWUIO
0CBElOM/IEHHOCTM C Lie/IbI0 YKPenieHns KyNbTypbl 6€30MacHOCTA B CEKTOpe
rpa>aaHckoii asmaumm (2020 r.)>’¢

»  «KamnaHmsi Mo NOBbILLEHNIO OCBEAOMNEHHOCTU ABASETCS O4HMM 13 BO3MOXHbIX
CNocoboB 06ecrneynTb 3HaHWe NN MOHUMaHWe KybTypbl 6€30MacHOCTY NN
ee 31eMeHTOoB. 119 TOro YTobbl KaMMaHWs 6b11a NA0AOTBOPHOW, OHA AOMXKHA
6bITb KOHKPETHOM, 3P deKTUBHON 1 LieneHanpaBaeHHON. KaMnaHWsa fOMKHa He
TO/IbKO MHPOPMMPOBATL 06 Yrpo3ax 1 pMckax, HO 1 obecrneyrBaTb MOHUMaHMe
ee CoZlep>XaHUs TeMU, KOMY OHa afpecoBaHa, Y MOTUBALMIO K JOCTUXKEHWIO
MOCTaBNEHHbIX Lienen.

> ELle 04HVM BaXHbBIM GaKTOPOM SBASETCA CNOCO6 KOMMYHMKaLMN. KOMMYHMKaLNS,
HanpaB/ieHHas Ha co3jaHne aTMochepbl CTpaxa UaM 3anyrBaHne, 4acto
KOHTPMNPOAYKTNBHA, MOCKO/IbKY OHa CKOpee HaryraeT B TeX, K KOMY OHa aZipecoBaHa,
yeM MOTUBMPYET NX. PUCKK B naeane cnefyet NpeacTaBAATb Ha MpUMepax 13
NPaKTUKK, a HGOpMaLMA, Kak NPaBuo, OMKHA 6bITb MPOCTOM U KPATKOWA.

»  KamnaHus AOAXHa COMPOBOXAATLCSA COOTBETCTBYHOLLMMU COMYTCTBYHOLLMU
Mepamu. CpeAn NpoYero, 3To MOryT BbIThb NaaKaTbl U INCTOBKW, 3N1€KTPOHHbIE
PacChINKM AN CreynaibHble MePONPUSATUS, Takme Kak TeMaTUYeckre Uaun uenesble
BCTpeuun.

»  Tak>Xe NoJIe3HO YCTaHOBUTb SMOLIMOHA/IbHYO CBA3b C KaMMAaHWen. 3To MOXHO
cAenatb, Harnpumep, C MOMOLLbIO 6peHANVHra. Micnonb30BaHMe BreyaTasatoLwero
Ha3BaHWSA 6peHaa U/UAK NOroTUMNa CO3A4aeT MONOXKUTEIbHbIE SMOLMY, MOTUBALUIO U
foBepue».

YicmoyHuk: ®edepansHoe ynpasaeHue 2paxcdaHckol asuayuu Liiseliyapuu

275 HaumoHanbHoe ynpasfieHune no 3awmTe n 6esonacHocTn Bennkobputanum (27 ¢espansa 2023 r.), lMoBegeH4eckoe

BbIiBNeHMe [Beb-cTpaHmLual. locTynHo no agpecy: https://www.npsa.gov.uk/behavioural-detection-0 [aaTa
obpateHns: 10 gekabps 2024 r.].

276 LlBenuapckoe pegepanbHoOe yrnipaBaeHne rpaxaaHckon asmaumnm (2020 r.), Kysemypa 6esonacHocmu:
Pykog00dcmeo no pazeumuro U pacwupeHuro Kyabmypsl 6e30nacHOCMU U NOMeHYuaa6Hol KAIMNAHUU NO NOBbIWEHUIO
ocsedomaeHHocmu. locTynHo no agpecy: https://www.icao.int/Security/Security-Culture/Documents/Switzerland%20

FOCA%20-%20Guidance%200n%20development%20and%20expansion%200f%20SC%20and%20awareness%20
raising.pdf [aaTa obpaweHuns: 21 nons 2025 r.].
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MoMVMO NOBLILLEHUSI OCBEAOMIEHHOCTW, MePCOHaN TakXe Ao/KeH BbiTb YNOJHOMOYEH
BbISIBNSITb MOAO3PUTENBbHYH aKTUBHOCTL M CO0BLLLATL O Helr KOOPAMHATOPY Mo 6e30MacHoCTU
Ha ob6bekTe. CoobLLasn 0 NOAO3PUTENBHON aKTUBHOCTW, MEPCOHAN AOKEH MOHVMAaTb, Kakue
K/tOU€eBble CBeAEHNSA ByAyT Nofe3Hbl 415 NOCNeAYOLWMX AeNCTBUIA, HAaNpUMep:

> YTO 6bIJI0 HEHOPMaJIbHbIM/MOA03PUTENIbHBEIM/HEOOLIYHBLIM B MOBEeAeHUN AnLa/nunL,;

> OTKyAa nvuo/nnua Npubbinn 1 Kyaa ywam nocae obHapyxXeHus nogo3puTebHON
aKTVMBHOCTWY;

> KOMNYECTBO NMOAO3PUTENbHbIX INLL;

>  NoApobHOe onuncaHme NULa/NunL, Hanpumep, Noa, BO3pacT, POCT, BEC, CTPUXKa/ LiBeT
BOJIOC, LLUpaMbl, TaTYMPOBKW 1 3STHMYECKAA NPUHAANEXHOCTb;

> onmcaHve ofexabl MoA03PUTESbHBLIX JINLL;

> OnucaHue npegMeToB, HaXo4ALLMXCA Npu anue/nnuax (MPUMeHNMO);

> OnmcaHve TPaHCMOPTHOro CpeACTBa (TWM TPAaHCMOPTHOIO CPeACTBA, LiBET, OT/INYNTESIbHbIe
yepTbl, PErNCTPaLVOHHbLIA HOMeEP, MeCTOHAXOXAeHWe) (eCnV NPUMEHKVMO);

> peakumsa nnua/nny Ha Bonpockl (€M NPUMEHNMO).

MepcoHany o6bekTa KBU (BKkAtOUas nepcoHan cny>bbl 6e30nacHOCTH) cnegyet
pekoMeHAOBaTb 06paLlaThCs K HE3HAaKOMbIM NMLLAM Ha TepPUTOPUM 06BbEKTA, eCaN NX
nosejeHye KaXeTcs NoLO3PUTENbHBIM, BEXIVBO CNPaLUVBaTb O MPUUYMHAX NX MPUCYTCTBUA
” 3a/laBaTb OTKPbITbIE BOMPOCHI, Hanpumep: «Mory i 4 BaM NoMoub?» Unn «K KoMy Bbl
CerofHa naete?». 3To eMOHCTPUPYET, YTO MNepCcoHas 06beKTa He TO/IbKO yMeeT 3aMeyaTtb
He3HaKoMble 1La, HO 1 CMoCobeH pearpoBaTh Ha HEOObIUHYH akTUBHOCTb. OAHAKO
06paLLaTbCA K HE3HAKOMbIM NINLIAM CefyeT C OCTOPOXHOCTBIO U TONLKO MPW OTCYTCTBUN
HernocpeACTBEHHOM UM 0YEeBUAHON yrpo3bl. ECin onaceHns nepcoHana obbekTa He byayT
pa3BesiHbl B pe3ynbTaTe 3TUX feNCTBUIA, OH JO/IKeH C/iefloBaTb Npoueaype yBeAoMAeHNs O
NOAO3PUTENBHOWN aKTUBHOCTM.

BaxxHO, UTOObI BeCb MepcoHan Takxe 3Haa MeCTHble 3aKOHbl. Hanpumep, CoTpyaHUKN
cny>6bbl 6esonacHocT 06bekTa KBV He Bcerga MMerT 3aKOHHbIE MOIHOMOU KIS
KOH)MCKOBaTb Kamepy y MOAO3PUTENbHOIO 1L, 3anNpeTnTb emy poTorpadprpoBaTth UK
noTpeboBaTb yaanuTb dpotorpadun.

CoobuweHue o nodospumenvHol akmusHocmu: Ecnn coTpyaHukmn obbekTa KBU ocTannch He
YAOBNETBOPEHbI MOCNe 06paLLeHNs K HeU3BECTHOMY INLY Ha TePpPUTOPUN AU BOAN3K
06beKTa, N OHW He YyBCTBYIOT Cebs B 6@30MacHOCTU, OHW AOJKHbI MO NOPYYEHUIO
PYyKOBOACTBa BlagenbLa/onepatopa KB/ 06patuTbCs K KOOPANHATOPY MO 6e30nacHoCTH

N COOBLLMTE eMy K/toUeBble CBefeHNs O Hen3BeCTHOM e, [ns KoopAnHaTopa no
6e30NacHOCTM TakxXe AO/IKHa 6blTb NpeAyCcMOTPeHa YeTkas npoLeaypa cocTaBieHuns
oTyeTa 06 NHUMAEHTE NOoC/ae NoNyyYeHnsa yBeJoMAeHMsA OT nepcoHana. OT4yeT o
NoA03pUTENbHON aKTUBHOCTW JO/IKEH COAepXaTb NepeyncieHHble Bbille KAtoYeBble
CBefeHs N Ao/KeH 6biTb COCTaBAEH KOOPAMHATOPOM Mo 6@30MacHOCTY Kak MOXHO CKopee,
4YTOObI 06ecneynTb akTyanbHOCTb N TOYHOCTb 3TUX CBEAEHWIA.

SddekTnBHAS NporpaMma Takoro poZa MOXeT Takxe npejycMaTpuBaTh cbop Bcex
CO0bLLEeHN 0 NOA03PUTENBLHOW aKTUBHOCTU (BKOUAs JIlobble COOTBETCTBYHOLLME
n306paxeHns 1 4pyryo nHGopmaL o) B eAUHOM XPaHWUIULLLE ANS NOCAe Yy oLLero
NCMO/Ib30BAaHUSA. DTO NO3BOAAET co34aTb «MHCTUTYLMNOHANTbHYH NaMATb» (BK)‘II-O‘—IaFI
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N3BAEYEHHbIe YPOKW) M MPOBECTU AaibHENLNIA aHanus. MNpu paboTe C NnepcoHanbHbIMK
AAHHBIMU HEO6X0AMMO COBM0AATb MECTHbIE U HaLMOHaJIbHble 3aKOHbI, @ TakXke
MeXAYHapoAHble cTaHAapThl. [ogpobHee 06 3TOM cM. B rnaBe 3 «CoobpaxeHuns B 061acTu
npaBs YesioBeka».

AHOAU3 UHPOPMAYUU 015 8bIIBAEHUSA 30KOHOMEPHOCMeU U Opy2uX 8aXCHbIX c8e0eHUl:
KoopavnHaTop no Bonpocam 6e3onacHocTu obbekTa KB gonxeH nmets obuee
npejcTaB/ieHe 0 NOA03PUTENBHON akTUBHOCTI Ha 06beKTe NN CBA3AHHOM C
06BEKTOM 3a OnpejesieHHbIV Nepuoj BpemMeHn. 3Ty MHGOPMaL Mo ciesyeT peryispHo
aHaNM3npoBaTb A9 BbIIBNEHNSA 3aKOHOMEPHOCTeN B MHLUNAEHTaX NOAO3PUTENbHO
aKTUBHOCTM, onpejeneHuns MacluTabom NoA03pUTeNbHOM aKTUBHOCTU Ha AaHHOM
06BbeKTe N YCTaHOBJIEHWS NH0ObIX CBSA3€E C peanbHO yrpo30Vi.

[pedocmaeneHue UHGOPMAYUU COOMBEMCMBYHOUWUM 3AUHMePeCco8aHHbIM CMOPOHAM:
NHbopMaLmsi 0 NOAO3PUTENBHON aKTUBHOCTM TakXe A0JIKHA NPeoCcTaBAATLCSA
COOTBETCTBYHLLINM 3aMHTEPECOBAHHbIM CTOPOHAaM B chepe 6e3onacHocTL. PellieHne o
TOM, KTO J0JIXKEH UMETb JOCTYN K 3TON MHGOPMaL MM, MOXET MPUHMMATLCSA OTAENbHBIMU
BnagenbLammu/onepatopamu KBU, npeAnncbiBaTbCs rOCYyAapCTBEHHLIMU PEFYAVPYHOLLUMNA
opraHamu Uam onpezensiTbCsi CrelranbHbIMU COrNaLleHNaIMU MeXAY BnajenbLammn/
onepaTtopamu KBV 1 rocyAapcTBEHHbIMUN 3aUHTEPEeCOBaHHbLIMU CTOPOHAMMU.

Mepbl pearnpoBaHuns Ha pa3BeAblBaTes/IbHYIO AeATE/IbHOCTb 3/10YMbILUJIEHHNKOB U
NnoAo03puUTENbHYI0 aKTUBHOCTb

MoMnmMo pa3paboTky 1 BHeAPEHUSI MPOrpaMMbl, CNOCOBCTBYHOLLEN BbISIBAEHUIO
pa3BejblBaTeNbHbIX JEACTBUIA AU MOAO3PUTENBHON aKTUBHOCTU 1 YBEAOMIEHWIO

0 HWX, Bnagenoubl/onepatopbl KB MoryT npegnpuHaTs pag Mep 4N8 CAePXMBaHUA
pa3BejbliBaTeNbHOM AeATeNbHOCTY 3/10yMbILLAEHHNKOB. OAWH 13 MOAX0L0B

3aK/r0YaeTCa B opraHn3aumnm MHGOpPMaLMOHHO-Pa3bACHNTENBHOM paboThbl MO BONpOCam
6esonacHocTu. Takas paboTa HanpaB/ieHa Ha CAepPXVBaHVe 3/10YyMbILUNEHHMKOB Ha 3Tare
pa3BeAblBaTeNbHOV AeATeNbHOCTY NYyTeM yOeX4eHNs ero B TOM, YTO 06beKT CAAULLKOM
XOPOLLO YKpenaeH, CANLLKOM XOPOLUO OXPaHAeTCs UAn MHbIM 06pa3oM npeAcTaBaseT
CO60V CANLLKOM CNIOXHYI0 AN aTaku Lenb.

MoMMMO MHPOPMALIMOHHO-PAa3bACHUTENBLHOM paboThl MO Bonpocam 6e30MacHOCTW, 3TOM
LeI MOXHO AOCTUYb NOCPeACTBOM 3GPEKTUBHBIX U BUAMMBIX Mep Mo 0becneyeHnto
dur3myeckori 6€30MacHOCTM 1 YCUNEHWA 3aLLnTbI (BKIKOUAs ONMCaHHble B rnase 6 «Mepbl
dusnueckori besonacHoCTU» 1 3TOW rnaBse). Bnagenewu/onepatop KBU moxeT caepxnBaTh
310yMbILUIEHHVKOB, Harnpumep, MUHUMU3NPYS 06beM 06LLeA0CTyNHON MHOopMaLmn 06
obbekTe (BK/IIoYaa Mepbl 6€30MacHOCTI, OPraHn3aLnOHHYO CTPYKTYPY 1 U306paxeHns
06beKTa 1 ero okpecTHocTen B VIHTepHeTe).
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HauwnoHanbHas NpakTUKa: NnpyMepbl MHGOPMALMOHHO-Pa3bACHNTE/IbHOM
pa6oThbl N0 Bonpocam 6e30nacHOCTU, peKomMmeHAyeMble HauoHaibHbIM
ynpas/ieHMeM Mo 3awmTe 1 6esonacHocT Bennko6pntaHmnz’’

»  «YbeauTech, YTO Ha BalleM Beb-caliTe feNCTBYeT HajeXHas 1 akTyanbHas
NONUTMKA B OTHOLLEHNW dalinoB cookie 1 KOHPUAEHLMANBHOCTH, YTOObI
310yMbILUEHHVKN 3HaNAW, YTO Bbl 3aMMcbiBaeTe AaHHble 06 MCMOb30BaHUW VM
Ballero Beb-calrita, Hanpumep nx IP-agpec.

»  Yb6eauTechb, YTO Ha BalleM Beb-caliTe eCTb OTAe/IbHAA CTPaHMLA, NOCBALLEHHAas
6e30MacHOCTK, Ha KOTOPOW NOAPOBHO OMNNCLIBAETCSA CNEKTP Mep 6e30MacHOCTH,

NPUHVMAaeMbIX B BalleM yuYpexaeHnn (He packpbiBas Npu 3TOM geTaneli, KoTopble
MOryT 6bITb NONE3HbI A5 3/I0YMbILLIEHHVKOB). BaM cneayeT ocBeLlaTb TONLKO Te

Mepbl 6e30MacHOCTU, KOTOPble AeACTBUTENIbHO MPUMEHSIHOTCS.

» [lpoBepbTe CBOM COOBLLEHNS 1 y6eanTeck, YTO Bbl C/ly4aliHO He pa3riallaeTe
NHPOPMaLNIO, KOTOPasi MOXET 6bITb MOJIe3HA 3/10YMbILLIEHHMKAM, Hanpumep,
TOYHbIEe KapTbl/MAaHbl 3TaXel, TOYHOEe KONNYECTBO MOoCeTUTeNer Nan Yacbl NUK U
TULLWHBI.

> V|CI']O}'Ib3yIZTe coumnanbHble CeTU, MPpecc-pen3sbl N Apyrne KaHaslbl KOMMYHUKaLnK,

UTO6LI COO6LLATHL O TOM, YTO Ha BalLeM 06beKTe MPUHATLI Mepbl 6€30MacHOCTY,
HO He packpblBaliTe MOAPOBHOCTN, KOTOPbIE MOFYT BbITb MOAE3HbI
3/10YMbILLIEHHNKAM.

> Topgymaiite 06 UCNONb3yeMblx U306paxeHUsX. He cogepxaT v OHM MHGOPMaLNO

0 MeCTOMOJIOXEHUN U TUME CUCTEMbI BUAEOHABNOAEHUS, YCTAHOBAEHHOM Ha
BalleM 06bekTe, UK O BHELLUHEM BUAE N COAEPXKAHUN MPOMYCKOB COTPYAHNKOB?
Ecnv aa, yaanute nam oTpesakTupynTe n3obpaxeHues.

VicmoyHuk: HayuoHaa6HOe ynpasaeHue no 3auume u 6e3onacHocmu BeaukobpumaHuu

ELLle ofHO None3HOo Mepoi, KOTOpYHo Biadensupsl/onepatopbl KB/ MoryT ncnonb3osaTb
415 pa3paboTKm Mep B OTBET Ha pasBe/blBaTe/lbHble AeCTBUNS 3/10yMbILLIEHHNKOB

NI NOLAO3PUTENbHYH aKTUBHOCTb, IBASETCS OpraHmM3auns y4eHn, B X04e KOTOPbIX
BHYTPEHHe KOMaHAbl UMUTUPYHOT POJib 3/10YMbILLIEHHMKOB, CTPEMSALLMXCA NPOBEPUTb
COCTOsIHVE 6e30MacHOCTV 06bekTa. Pe3ynbTaThl STUX YUEHMIA 3aTeM MOXHO OLIeHWUTb,
npoaHann3npoBaTh 1 UCNONBb30BaTb ANIA ONpejeneHns Mep, KOTopble NO3BONAT MOBbICUTL
ypOBeHb 6e30MacHOCTM 06beKTa UK cenaTb pearnpoBaHue 6onee 3GHGeKTUBHBIM U
JeNCTBEHHbIM.

277 HaumoHanbHoe ynpaBs/ieHre no 3awmTe n 6esonacHocTn Bennkobputannm (2024 r.), KommyHuUkayus ¢ yyemom

gonpocoe 6e3onacHocmMu. 5-MuHymHoe pestome. JocTynHo no agpecy: https://www.npsa.gov.uk/resources/security-

minded-communications-5-minute-read [gaTa obpatieHus: 10 gekabps 2024 r.].

nﬂaHVIpOBaHI/Ie 6e3onacHoOCTN 1 yKpenneHue o6beKkTa

153


https://www.npsa.gov.uk/resources/security-minded-communications-5-minute-read
https://www.npsa.gov.uk/resources/security-minded-communications-5-minute-read

7.2 NnaHnpoBaHue Mmep 6e30NacHOCTY Ha cay4dam
HanageHus Cc UCNOJIb30BaHMUEM TPAHCMOPTHbIX
cpeAacTB

PacnpocTpaHeHHbIM 11 0COBEHHO pa3pyLUMTebHbBIM METOAOM aTak, MCMob3yeMbiM
TeppopucTamMu 4NN YA3BMMbIX Lieneit 1 06LLeCTBEHHbIX MeCT, ABNSeTCA TapaH Lenei
KpYMHOrabapuUTHbIMW TPAHCMOPTHBIMW CPeACTBaMM Ha BbICOKOW CKOPOCTU ANs
MaKCMMaNbHOr0 yBeIMYEeHNs YenoBeYeCkmX XepTB 1 yLlepba. TeppopmncTbl Takxe
NCMOb3YHT TPAHCMOPTHbIE CpeACTBa A/ MOAB03a B3PbIBHbIX YCTPOMCTB 6mxe K
nnowaske nav o6bekTy. XoTs 3Ta yrpo3a MCTOPUYECKM OrpaHnyBanack aTakamm Ha
ys3BMMbIe Lienu, ee MoTeHLManbHY0 yrpo3y ans 06bekToB KBW, 8 mom yucse B kavecTBe
cnocoba NpeojoneHns neprmeTpa obbekTa Uan 40CTaBKW B3PbIBHOMO YCTPOMCTBA UK
rPynMbl BOOPY>XEHHbIX 3/10yMbILLIEHHWKOB K HAME@UEHHO Lienn, Heb3si HeoOoLeHBaThb.

HauuoHanbHas NPaKkTUKa: BONPockl ATEHTCTBA N0 KN6ep6e3onacHoCTM M 3almuTe
nHbpacTpykTypbi CLLUA ANS OLLEHKN PUCKOB MCNO0J/Ib30BaHNS TPAHCMNOPTHBIX
CpeAcTB B KayecTBe TapaHa (2024 r.)%’8

«[epBbIM LLAroM B MaHMPOBaHUN Mep MO CHUXEHWIO PUCKOB ABISETCA NpoBeeHne
OLUEHKN PNCKOB, CBA3aHHbIX C NCMOJIb30BaHMEM TPAHCMNOPTHOIO CpeACTBa B KayecTBe
TapaHa. Ta OLeHKa NMOMOraeT BAagenbLamM KpUTUYECKN BadXKHOW NHGPaCTPYKTYpbI,
ornepartopam, Ux NepcoHany 1N opraHM3aTopam MacCoOBbIX MEPOMPUATUIN BbIABASATb
YSI3BMIMOCTW, PAcCTaBASATb MPUOPUTETLI B YCUJIUSX MO CHUXEHUIO PUCKOB U BHEAPSTH
Mepbl Mo obecrneyeHmo 6€30MacHOCTY NeLLexoa0B 1 34aHui. [...] OueHka yrpos,
NCXOAALLMX OT TPAHCMOPTHbIX CPEACTB, YHUKANbHa TeM, YTO NO/Ib30BaTe b OLEHNBAET,
MOXET N1 TePPUTOPUS, HEMOCPEACTBEHHO OKPY>XatoLLias, MpuaeratoLlas U rpaHnyallas
C ero 06 bLeKTOM WU MHPPACTPYKTYPOIA, CTaTb NyTeM A5 COBEPLUEHNS HanaZeHNs C
NCMONb30BaHVeM TPAHCMOPTHOrO CpeAcTBa. Bonpockl, KoTopkle c/iefyeT 3a4aTb BO
BpeMs OLeHKN, MOTyT 6bITb C/IeAYOLLNMN:

> MOXHO 11 MpoexaThb MO MOeV TepPUTOPUK, MPUJIeratoLLein TeppuTopun Nau
OKpYy>KaroLLen TeppuTopmnmn?

> Kakue T1nbl TPaHCMOPTHBIX CPEACTB MOMYT NepeABUraTbCs Mo 3TON TeppuTopmrn?

> Kakyro MakcMMasibHYH CKOPOCTb MOXET Pa3BUTb TPAHCMOPTHOE CPEACTBO MNpu
ABVIXXEHWNW MO 3TONM TeppuUTopumn?

> ECTb 11 KOHTPOJIBHO-MPOMYCKHOW MYHKT A1 TPAHCMOPTHbLIX CpescTB? Ecn Aa, To Kak
[,a1eKo OH PacronoXeH OT 06bEKTOB NHPPACTPYKTYPbI?

» ECTb M 0XpaHa Ha KOHTPO/IbHO-MPOMYCKHbIX MYHKTaX?

> [fe HaxoAATCsA NapKOBOYHbIE MECTa, CTOSHKN WM rapaxiu A TPAHCMOPTHBIX CPeACTB?

> KmetroTcsa num nogbesgHble NyTn ANdA TPAHCNOPTHbLIX CPEACTB ,CI,OCTaBKI/I?

> meroTca v Kakne-nmbo ectecTBeHHbIe bapbepbl 418 TPAaHCNOPTHbLIX CPeACTB?

> Tlog KakuMU yriamm ataky TPAHCMOPTHOE CPeACTBO MOXKET HaHeCTu yLepb moeli

NHpaCTpyKType?

278 AreHTCTBO KMbepbesonacHOCTU 1 3awmnTe nHpacTpykTypbl CLUA (2024 1.), [IpedomepawjeHue u cmaz4eHue
nocnedcmeuli UHYUOEHMOB C UCN0/6308aHUEM MPAHCNOPMHbIX CpedCMe: pykogodcmeo no 6esonacHocmu. [JocTynHo

no agpecy: https://www.cisa.gov/sites/default/files/2024-04/Vehicle_Incident_Prevention_and_Mitigation_Security_
Guide_508_20240418.pdf [gaTa obpawyeHus: 21 nons 2025 r.].
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» ECTb /11 30HbI, NO3BOAAOLLNE 3aMeANINTb BUXEHNE?

> VIMetoTcs 1 KaMepbl BUAEOHA6IOAEHWS, OXBATbIBANOLLIVE TEPPUTOPUM, TAE HAXOASTCS
nnv 6yayT/MOryT npoe3xaTb TPAaHCMOPTHbIE CPeACTBa?

> OTAeNeHO N HaANeXaLlMM 06pa3oM MeLlexoAHOe ABUXEHWE, BYb TO C MAapKOBOK UM
B6/1131 Bbe3/0B/Bble340B Ha 06BHEKThI, OT ABUKEHWS TPAHCMOPTHBIX CPEACTB?»

YicmoyHuk: MuHucmepcmeo eHympeHHel 6e3onacHocmu CLUA, AzeHmcmeo no
KubepbezonacHocmu u 3awjume UHpacmpykmypel

MHorume BapuaHTbl OrpaxeHus, Nogpo6bHO ONMMUCaHHbIE B 3TOM pasjene, MMetoT

«PEeNTUHT Yy4apOnpPOYHOCTM», YTO O3HAYaEeT X CNOCOBHOCTbL A0 OnpeAeneHHON cTeneHn
BblAEPXWNBaTb YAap ABMXYLLErocs TPaHCMOPTHOIo CPeACTBA, OLEHEeHHYHO MOCTaBLLMKOM.
CywiecTByeT MHOXeCTBO GpaKkTOpPOB, KOTOPble BANAIOT Ha 3TOT PENTUHI TOro UAK NHOTO
BapmaHTa orpaxJzeHus, BKatouasa BeC NoTeHLManbHO ONacHOro TPaHCMopTHOro cpecTaa
(HanpuMep, MOTOLMKAA U 6OBLLIONO rPy30BKKa), @ Tak>Ke CKOPOCTb M Yron, Noj KOTOPbIM
OHO yAapseTca 06 orpaxjeHune nnv obbekT. [oaTomy Bnajensuam/onepatopam KBU
peKoOMeHAYeTCsa YUYNTbIBaTb 3TOT Anana3oH ¢pakToOpoB Npu Bbibope NpeanoyuTUTeNbHOro
MeToAa UM MeTOAO0B 3aLlnTbl 06beKkTa KBV OT TpaHCNOPTHLIX CPeACTB 3/10yMbILLIEHHWKOB.
Huxe npreefeHbl HEKOTOPbIE MPYMeEPbl HaLMOHabHbIX N MeXAyHapoAHbIX CTaHAaPTOB,
NCNONb3yeMblX AN onpejesieHNs PeNTUHIOB YAAPONPOYHOCTN:

» 1SO 22343-1:2023 «be30nacHOCTb 1 YyCTONUMBOCTb. bapbepbl 6e30nacHOCTH
TPaHCMOPTHbIX CpeAcTB. YacTb 1. TpeboBaHUS K IKCMAyaTaLMOHHbIM XapaKTepucTukam,
MEeTOZ UCMbITAHNA TPAHCMOPTHOrO CPEACTBA Ha YAap 1 OLeHKa 3KCnayaTauMOHHbIX
xapakTepucTumk»;2’°

» AMepuKaHCKoe 06LecTBO MO UCMbITAHUAM 1 MaTepuanam F2656: CTaHAapTHbIV MeToj,
NCMBITAHVIA METOAOM «KpaLl-TeCTa» C yHacTMeM 3aLLUNTHBIX TPAaHCMOPTHBIX CPeACTB U
3aLLUTHBIX OrpaxaeHuii; 280

> My6anuHo goctynHasa Cneundurkaumsa 68 BpUTaHCKOro MHCTUTYTa cTaHAapToB. 28!

279 I1SO (2023 r.) besonacHocmes u ycmolidusocme. 3awumHsle 6apbepsl 0m mpaHcnopmHsix cpedcms, Yacme 1: TpebogaHus
K 3KCNAYyamayuoHHbIM XapakKmepucmukam, Memood UcnslMaHusA Ha yoap mpaHCNopmHo20 cpedcmea U oyeHKa
xapakmepucmuk. locTynHO no agpecy: https:/www.iso.org/standard/50080.html [aaTa obpaLleHuns: 21 nona 2025 r.].

280 ASTM International (Hos6pb 2023 r.), CmaHOapmHsIli Memoo ucnsIMaHuli MemoodoM «Kpawi-mecma» 3aUUMmMHbIX
ozpaxcdeHuli om mpaHcnopmHsix cpedcme, ASTM F2656/F2656M-23.

281 BpUTAHCKMIA UHCTUTYT CTaHAAPTOB (@Bryct 2013 1.), TexHuYeckue yca08usi Ha yoapHsle UCN6IMAaHUs cucmem o2paxcdeHuli om
MpaHcNopmHeix cpedcma, mpemese U30aHUe.
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KOHTpPONb CKOPOCTM TPAHCMOPTHOIO CpeAcTBa

Yrposy ataku ¢ UCNoJib30BaHMEM TPAHCMOPTHOrO CPeACTBa MOXHO 3HAUUTE/IbHO

CHUV3UTb, KOHTPOINPYSA CKOPOCTb TPAHCMOPTHOrO CPeACTBa NPY NPUBANXKEHNN K O6BEKTY
KBU 1 ncknrovaa BO3MOXHOCTb MPSAMOro CTO/IKHOBEHUS TPAaHCMOPTHOrO CpeCcTBa Co
3gaHnem KBU. NMpoekTpoBaHme NoAgbe3Hbix nyTer kK 06bekTy KB 6e3 npsamoro nan
NPSAMONNHENHOro 4OCTyNa AenaeT HeBO3MOXHbIM Habop CKOPOCTN TPAHCMOPTHBIM
CPesCcTBOM NpU NPUBAMXKeHNN. Takoe NPoeKTUPOBaHMe, B COHETaHNN C COOTBETCTBYOLLNM
naHAWadTHLIM AN3aNHOM, CHUXAET 3¢deKTUBHOCTL NH060N NOTEHLMAIBHON aTtakn
310yMblLUNEHHMKA C NCMONb30BaHNEM TPAHCMOPTHOrO CPpeACTBa.

B cnyuasnx, korga Ha Bbesge Ha 06bekT KBU rcnonb3yeTca J0poxXHOe orpaxzieHue,
TpeboBaHWs K y4apOnpoOUYHOCTI ONpesenstoTca TakuMu pakTopamm, kak CKOpocCTb
TPaAHCMOPTHOIO CPeACTBA NPV NPUBIVXKEHUM 1 YTroN ero yaapa o6 orpaxaeHuve. Paamep
TPaAHCMOPTHOIO CPEACTBA TakXXe MMeeT 3HaUYeHne He TONbKO 1N3-3a CUbI, C KOTOpoi 6onee
KpyrnHOe TPaHCMopPTHOE CPeACTBO MOXET yAapUTh MO LIeNW, HO 1 MOTOMY, UTo 6onee
KpyrnHble TPaHCMOPTHbIE CPeACTBA, ABUXYLLUMECS C TOV e CKOPOCThH, MOTYT COAepXaTb
60/bllie B3pbIBYATOrO BELLECTBA U, C/Ie0BaTe/IbHO, Bbi3BaTh 60/1ee MOLLHbI B3pbIB,
KOTOPbI MOBpeanT 6ansnexalume 3ganus. Ans 06bekToB KB/ MOXHO MOTyT paccMOTpeTb
BO3MOXHOCTb UCMO/Ib30BaHWNS OTAENbHbIX MOALE3AHbIX NyTel Ans 6onee KPYnHbIX
TPAHCMOPTHbIX CPEACTB C AOMONHUTENBbHBIMU MEPAMUN CHUXEHWNS CKOPOCTMU.

K A

A A

Pa3/uYHble Mepbl N0 02PAHUYEHUD CKOPOCMU 8UXEHUS MPAHCNOPMHbIX Cpedcme, 8KAYaAs Henpsmoli docmyn K 06vekmy.
Micnonb308aHo ¢ paspeweHus O6beduHeHH020 ucciedosamensckozo yeHmpa Eeponelickoii komuccuu.?8?

ﬂ,pyl'l/IMI/I noTeHUaibHbIM BapaHTaMW CHNXEHNA CKOPOCTU TPAHCMNOPTHBLIX CpeacTB
nocpeacTBOM MPOEKTUPOBaHMA AOPOT ABNAKOTCA NCMNOJIb30BaHMe KpI/IBOIII/IHeIZHbIX
Y4aCTKOB AOpPOru, NapannieyibHbiX NO4be34HbIX I'IyT6I7I N WWNKaH:

> KpueonuHeliHble yyacmku dopoeu. Mpsmble 1 NnepneHANKYNSPHbIe MOAbe3AHbIe
nyTn K 06bekTy KB/ No3BOASAKT TPAHCMOPTHOMY CPeACTBY HabupaTb CKOPOCTb
N NOTeHUMaNbHO NPOHNKATb Ha 06bekT KBW nan 3a ero nepumetp. OgHako, npu
ABVKEHU MO KPUBOAMHEMHOMY YYaCTKy Joporn K o6bekTy KBU TpaHcnopTHOe

282 bropo nybnukaunii EBponerickoro Coto3a (2024 r.), be3onacHocme N0 NPoekmMupo8aAHUK: 3aUUMa 06ujecmeeHHbIX

npocmpaHcme om meppopucmuyeckux amak. /locTynHo no agpecy: https://publications.jrc.ec.europa.eu/repository/
handle/JRC131172 [paTa obpatueHuns: 21 nrong 2025 r.].
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CPeACTBO 3/10YMbILLJIEHHNKA, ABUXYLLEeCsA C BbICOKON CKOPOCTBIO, MOXET 3aHecCTu
NV NepeBepHYTbCA. YTO6bI CHU3UTL PUCK MOTEPU YNpaBaeHNs, BOAUTENSM NMPUAeTCs
CHU3WTb CKOPOCTh,283

» [lapannensHsie no0vbe3o0Hsle nymu. NapannenbHble JOPOrn BAONb MNeprMeTpa 06bekTa
MOTYT NOMeLLaTb TPAHCNOPTHOMY CPeACTBY HabpaTb JOCTAaTOUHYHO CKOPOCTb ANSA
NPAMOVi aTaku UK NPeoAoNeHNs neprMeTpa obbekTa, 284

> UlukaHel. LLUnkKaHa - 3TO ABOMHOV MU3rnb Joporn, Co3AaHHbIn HAMEPeHHO AN CHUKEHNS
CKOPOCTU TPAHCMOPTHOTO CPeACTBa U KOHTPOISA ero Bbesza v Bble3za (CM. PUCYHOK
H1Xe). NMOoCTOAHHbIE LINKAaHbI MOFYT COCTOATb U3 JOPOXKHbIX 6apbepoB, pasMeLLeHHbIX
Mo KpasiM AOPOru, YTO6bI BbIHYANTb TPAHCMOPTHOE CPeACTBO CNef0BaTh TPAaeKToOpUn
LWMKaHbI. BpeMeHHble LWKaHbl MOMYT COCTOSATb 13 601bLLUNX 6E@TOHHbIX 6/10K0B,
cny>XaLmx To xe uenn. O6bekTbl KB/ MoryT ycTaHaB/IMBaTb Kak BpeMEHHbIE, TakK U
NOCTOAAHHbIE LUNKAHbI HA OCHOBE CBOEW OLLeHKU CTeMeHN yrpo3sbl.28

AKTUBHBIN 6apbep 6e30nacHoCcTH
TPaHCMOPTHOro cpeAcTBa
(Hanpumep, Wwnarbaym)

MaccrBHbIV Bapbep
6e30MacHOCTV TPAHCMOPTHOTO

' ' cpeacTBa

LLnkaHa
bapbep KoHTpons

[0CTyna B KMOCKe
6e3onacHoCcT

N
el

Q.

[opo>xHble 6apbepbl: NacCMBHbIE N aKTUBHbIE 6apbepbl

JlopoxHble 6apbepbl, NCNOb3yeMble AN CHUXEHNS YrPO3 CO CTOPOHbI TPAHCMOPTHbIX
CPeACTB 3/I0YMbILLIEHHUKOB, MOTYT ObITb (CTaLMOHAPHBLIMM) AN aKTUBHBIMA
(ynpasnsembiMun). PelleHvie 0 TOM, Kakoi 6apbep Hanbosiee NOAXOAUT AN KOHKPETHOro
o6bekTa KBU, A0IKHO OCHOBBIBATHCS Ha OLleHKe PUCKOB, B PaMKax KOTOPOW OTAeNbHO
paccMaTPUBAIOTCH Yrpo3bl CO CTOPOHbI TPAHCMOPTHBIX CPEACTB M NOTeHLMaNbHble

283 belikep, MN.; beHHwn, 4. 4. (2013 1.), [losHoe pykogodcmeo no ¢usuyeckoli 6esonacHocmu (boka-PatoH: CRC Press).
284 belikep, MN.; beHHwn, Ax. 4. (2013 1.), [losHoe pykogodcmeo no ¢usuyeckoli 6esonacHocmu (boka-PaToH: CRC Press).

285 Kompw, fI., Metic, I, CvuT, 1. (2009 1) «Yrpo3bl, CXOASALLME OT TPAHCMOPTHbLIX CPEACTB, M MPUHLMUMbLI CMATYEHNS
nocieACTBUIA BO3AeCTBUS BpaXAebHbIX TPAHCMOPTHLIX CPeACTB», B kHUre Kompw, 4.; Melic, I.; Cmur, T1.,
Bo3delicmeue 83pbigHOU 80/1HbI HO 30aHUS (2-€ n3paHue) (JlongoH: ICE Publishing).
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cueHapuu yrpos. B nto6om cnyyae 6apbepbl JO/KHbBI 6bITb Ha1exXalm 06pa3om
CNPOEKTMPOBaHbI, M3roTOBEHbI U PErYASPHO 06CYXMBATLCA AN 0becneveHns nx
KOpPeKTHOV paboTbl. 3TO 0COBEHHO aKTyalbHO AJ1 aKTUBHbIX 6apbepoB C NOABUXHBIMN
YacTAMMU.

TpeboBaHUS K 3KCMAYyaTaLMOHHbIM XapakTePUCTUKAM OTrpaXKAeHNI i TPaHCMOPTHbLIX CPeAcTB
n3noxeHbl B cTaHgapTe ISO 22343:1:2023 «be3onacHOCTb 1 YCTONMUYMBOCTb. bapbepsbl
6e30MacHOCTM TPAHCMOPTHbIX CPeAcTB, YacTb 1: TpeboBaHMUS K 3KCNNyaTaLMOHHbBIM
XapakTepucTnkaM, MeToA NCMbITaHNS TPAHCMOPTHOrO CPeACTBA Ha yAap W OLeHKa
3KCM/IyaTaUMOHHbIX XapakTepPUCTmK»,288

N

Risk

Recent attacks
Modus operandi
Propaganda
magazines etc.

Vehicle size
Vehicle speed
Road geometry etc.

Attack Barrier
scenarios selection

assessment

Attack routes Bollards

Site geometry Fences

Vulnerabilities etc. Security by
design etc.

TexHo/102UYeCKas CXeMa 86160pa NPOMUBOMAPAHHbIX 3a2paXcdeHuli. Micnonb308aHO ¢ paspeweHuss 06be0UHeHH020
uccnedosamensckozo yeHmpa Eeponelickoli komuccuu.?8?

286 I1SO (2023 r.) besonacHocme u ycmoli4ugocme. 3awumHsele 6apbepsl 0M MpPaHCNopmHsix cpedcms, Yacme 1: TpebosaHusA
K 3KCNAYamayuoHHbIM Xapakmepucmukam, Memoo UcnsIMaHuUs Ha yoap mpaHCNopmHo20 cpedcmed U oyeHKa
Xxapakmepucmuk. JocTynHo no agpecy: https://www.iso.org/standard/50080.html [gaTa obpatyeHus: 21 nons 2025 r.].

287 Bacunuc, K.; Nlapuep, M. (2020 r.), Pykogodcmeo no 3awume nepuMmempa 30aHuUs: PekomeHOayuu no npoekmupo8aHuto
0715 nosblWeHUs 6e30NaCHOCMU 0m meppopucmuyeckux amak, bropo ny6aunkaunii EBponerickoro Cotosa. JocTymnHo rno

aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [paTa obpaweHuns: 21 nona 2025 r.].
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NaccMBHbIE 4OPOXHbIE 6apbepbl

MaccBHble 6apbepbl MPeACTaBAAIT CO60I LieNIbHble KOHCTPYKLMM, KOTOpble GakTnyeckn
6N1OKVPYIOT B3/, TPAHCMOPTHBLIX CPEACTB U TeM CaMbIM 3alLyLLaT NepuMeTp obbekTa
v niowaakn.?88 OHM NpegHasHayeHbl 4NS NOMOLEHUS yaapa TPaHCMOPTHOrO CpeacTBa
3a CYeT MPOYHOr0 OCHOBAHUS UK COYeTaHUSA BeCa KOHCTPYKLIMM U TPEHWS, BO3HUKAIOLLLEro
MpW ee ABVXEHNN MO AOPOXHOMY NOKPbITWH.289 MprMepamm NaccMBHbIX 6apbepoB
SBNAIOTCS CTALMOHAPHbIE CTONBLI, UCKYCCTBEHHbIE KNyMBbl, TXe ble NpeAMeTsl, Jepesbs,
CTeHbl, BOAHbIe Nperpagsl 1 3a6opbl.29% 291

@

Easy manufacturing/installation
Effecti inst h / di hicl Monotonous (long rows)
ective against heavy/speeding vehicies Require deep foundations (not always)

Plenty of shapes/decorations o s
Allow pedestrian/bicycle access G~-?) Conflict with underground utilities

Bollards

Quick & easy manufacturing/installation _— ‘l;l:l:iilfzctlve against heavy/speeding
Plenty of shapes/decorations Require pinning to the ground or linking
Cost-efficient to each other
Deterrence potential Temporary Sense of false security
barriers

Effective against heavy/speeding vehicles Increased cost
Plenty configurations/dual-use character Challenging design
Sypplemental;y use May require deep foundations
Visually pleasing Streetscape

elements
Viualhe plasin Increased space requirements
Reduc:dpcost fo? long perimeter o e s e

: 9P Require careful design for guaranteeing

No foundation required performance

Landscape

Mpeumywecmaa u HEAOCMAMKU NACCUBHbIX AOPOIHBIX 6aPbLEPOB. MCN0Ab308aHO C paspeweHuUs O6bedUHeHH020
uccedosamensckozo yeHmpa Eeponelickoii komuccuu.?%?

288 US DHS FEMA (2007 r.), [TpoekmuposaHue meppumopuli u 20p0dos 015 obecnedeHus 6e3onacHocmu: Pykogodcmeo
no 6opbbe c NomeHYuUAAb6HbIMU meppopucmudyeckumMu amakamu. locTynHo no agpecy: https://www.fema.gov/sites/
default/files/2020-08/fema430.pdf [aaTa 06paLyeHns: 21 nons 2025 r.].
289 Bacunuc, K.; Nlapuep, M. (2020), Pykosodcmeo no 3aujume nepumempa 30aHUA: PekomeHOayuu no nNpoekmuposaHuro 014
noeslweHus 6e3onacHocmu om meppopucmudyeckux amax, Bropo nybaukayuli Esponelicko2o Cow3a ,CI,OCTynHo no agpecy:
/publi ail/-/publi

oGpau.Leva 21 nona 2025 r.].

290 MrHMNCTepCcTBO HaunoHanbHol 6esonacHocTy CLUA (2011 r.), CnpagoyHoe pykogoodcmeo no CHUXCEHUH
NnomeHYyuanbHLIX MeppopuCmMuYeckux amak Ha 30aHus: FEMA-426/BIPS-06/okms6bpe 2011 2. M30aHue 2. loCTyMNHO no
agpecy: https://www.dhs.gov/xlibrary/assets/st/st-bips-06.pdf [saTa obpaleHus: 21 nons 2025 r.].

291 US DHS FEMA (2007 r.), [TpoekmuposaHue naowadok u 20podoe 0415 obecneyeHus 6€30nacHOCMuU: pykogodcmeo no
npedomspauwjeHur NOMeHYUAAbHbIX Meppopucmuyeckux amak. JocTynHo no agpecy: https:/www.fema.gov/sites/
default/files/2020-08/fema430.pdf [gaTa o6paLyerns: 21 nong 2025 r.].

292 Bacuauc, K.; Nlapuep, M. (2020), Pykogodcmeo no 3awume nepumempa 30aHuUs: PekomeHOayuu no npoekmupo8aHuto
0715 nosblWeHUs 6e30NaCHOCMU 0m meppopucmuyeckux amak, bropo nyénunkaumii EBponeiickoro Cotosa. JocTyrnHo rno

aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [gaTa obpaweHuns: 21 nona 2025 r.].
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PasnunyHble BapMaHTbl NaccMBHOro 6apbepa (HenmcyepnbiBaloLMA CNUNCOK)

NckyccmeeHHbl1e KAymG6bI: [PaMOTHO CNPOeKTUPOBaHHasA Kiymba MoxeT
cTaTb 3¢ PeKTUBHBLIM 6apbEPOM AN TPAHCMOPTHBIX CPEACTB U 3CTETUYHBIM
AONoHeHVeM K nepumeTpy obbekTa KBU. Knymbbl MoryT 6b1Tb 1160
3aKpenieHbl Ha 3eM1e, IM60 BbITb JOCTAaTOYHO TAXENbIMU, YTOObI 3a

CYeT TPEHMSA OCTaHOBUTL UV 3aJepXaTb TPAHCMOPTHOE CPesCTBO
310yMbILLIEHHMKA. B nociegHeM ciyyae K1ymMbbl MOTyT 6bITb OTOPOLLEHbI
B CTOPOHY TSXENbIMU UM BbICTPO ABVXYLLUMUNCA TPAHCMOPTHBLIMI
cpeacTBamu. Knymbebl, 3akpenieHHble Ha 3eMJ/1e C MOMOLLbO JOCTaTOUHOMO
KoNM4ecTBa NOA3eMHbIX YKpenaeHWn, MoryT obecnevntb 6os1ee HafexHyro
3aLMTY OT TPAHCMOPTHBIX CPEACTB Pa3NNUHbLIX pa3MepoB 1 ckopocTeit.29

YcuneHHasa ynuyHasa me6ens U UHBEHMAPL: DNEMEHTbI YIYHOTO
naHzwadTa, Takme Kak ckaMerkm 1 yinyHble GoHapu, MOXHO YKPENUTb
VIV YCUANTL, YTOBBI OHW CNYXUAW NacCUBHbIMU 6apbepamu. Mpu
HaZnexallem NpoekTUPOBAHUN OHM MOTYT CNYXUTb OAHOBPEMEHHO

1 3n1emMeHTaMu 61aroycTpoicTBa, U 3SNeMeHTaMu NepuMeTpanbHoA
6e3onacHocTn.2%* CtpaTernueckoe pasmelleHve Vx o nepumeTpy
o6bekTa KBW, rae npucyTCTBYHOT TPAHCMOPTHbIE CPEACTBA, MOXET Takxe
CNYXWTb 3CTETUYECKUM LIENSIM.

Taxcenvie npedmemel: Taxesble NpeaMeThl, Takme Kak CKyAbMTypbl 1
BaJlyHbl, Tak)Xe MOTYT BbIMOHATb ABOMHYI QYHKLMIO: 3CTETUYECKNX
31eMeHTOB M NacCcMBHbIX 6bapbepoB. YTobbl obecneynTs NX 3GPeKTUBHOCTL
B CHVXEHMWM BbISIBJIEHHOW Yrpo3bl, HEO6XOANMO MHXEHepHoe = ]
NpoeKTUpOBaHwe U/Mnu oLeHka.?%>

3nemeHmel naHdwagpma, depeebs: B 3aBUCMMOCTI OT MECTOMOOXEHNS
o6bekTa KB, anemMeHTbl naHAaLwadTa, Takve Kak ckasibHble
06pa3oBaHns, BOAHbIE 06bEKTbI, BO3BLILLEHHOCTU UV AePEBbS,

Takxe MOryT UCMOJ/Ib30BaThCA A5 3aLLMThI OT TPAHCMOPTHbIX CPEACTB
3M10yMbILLNEHHIKOB. 2% B HeKOTOpbIX CTyuasx Takue 31eMeHTbl Takxe
MOTYT 6bITb YCUEHbI 4715 06eCreveHns JOMOAHNTENBHON 3aLMThI.

P e

CneyuansHo paspabomaHHsle 6apbepsl 015 CMA24YeHUs hocaedcmeuii

go30eiicmeus mpaHCNOPMHbIx cpedcma: [JopoxHble CTONObI ABNAOTCA
OZHUM 113 CaMblX NMOMYASPHBIX PeLleHWi ANs NpejoTBPaLLeHNs
HeCcaHKLMOHUPOBAHHOIO A0CTYMNa TPAHCMOPTHbIX cpescTB. OBbIYHO OHU .

M3roTaBAVIBAKOTCS 13 CTa/U, XeNe306eTOHa VAV X COUeTaHWs (6eTOHHI
cepAeyUHUK B CTaNbHOM KOXYyXe). VX y3Kkasi opMa v KOMMaKTHBIV pasmep
JenatoT ux 6oiee NpuBeKkaTeNbHLIMU AN UCNONb30BaHUS, HanpuMep, B
MecTax 06LLeCcTBEHHOrO NOb30BaHUS, YeM Apyrie pelleHus. Kak npasuno,
30 bEKTUBHOCTb JOPOXKHOrO CTON6A 3aBUCKT OT MY6VHBI 3a/1eraHs ero
GyHAaMeHTa Nog 3emneit 1 ero 06X pasmepos.2??

293 US DHS FEMA (2007 r.), [lpoekmupogaHue naoujadok u 20p00oe 014 obecneyeHus 6€30nacHocmu: pykoeodcmeo no 6opsbe
€ NOMeHYUanbHLIMU meppopucmudeckumu amakamu. Cepus «YnpaessaeHue puckamu». JocTynHo no agpecy: https:/www.
fema.gov/sites/default/files/2020-08/fema430.pdf [aaTa obpawieHns: 21 nona 2025 r.].

294 US DHS FEMA (2007 r.), [lpoekmupogaHue naoujadok u 20p00oe 0414 obecneyeHus 6€30nacHoCcmu: pykoeodcmeo no 6opsbe
C NOMeHYUanbHLIMU meppopucmudeckumu amakamu. Cepus «YnpasaeHue puckamu». JocTynHo no agpecy: https://www.
fema.gov/sites/default/files/2020-08/fema430.pdf [aaTa ob6paweHuns: 21 ntona 2025 r.].

295 US DHS FEMA (2007 r.), [lpoekmupogaHue naoujadok u 20podoe 0414 obecneyeHus 6€30nacHoCmu: pykoeodcmeo no 6opsbe
C NOMeHYUanbHLIMU meppopucmuyeckumu amakamu. Cepusi «YnpasaeHue puckamu». JocTyrnHo no agpecy: https:/www.
fema.gov/sites/default/files/2020-08/fema430.pdf [gaaTa ob6pawieHus: 21 ntona 2025 r.].

296 Bacunuc, K.; Nlapuep, M. (2020 r.), PekomeHdayuu, 3awjuma nepumempa 30aHuUs: PekoMeHOayuu no Npoekmupo8aHuto
07151 NogbIWEHUS 6e3onacHoCmMu om meppopucmu4eckux amak, bropo ny6nunkaunin EBponeiickoro Coto3a. locTynHo no

aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [paTa obpaweHuns: 21 nona 2025 r.].

297 US DHS FEMA (2007 r.), [TpoekmuposaHue meppumopuli u 20podoe 015 obecneyeHus 6e30nacHocmu: pykogoocmeo no
6opbbe c nomeHYyUaAbHLIMU Mmeppopucmudeckumu amakamu. Cepus «YnpasaeHue puckamu». JocTynHO No agpecy:
https://www.fema.gov/sites/default/files/2020-08/fema430.pdf [aaTa obpalieHus: 21 nona 2025 r.].
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AKTUBHbIE 3arpa>xgeHus

AKTVBHbIE 3arpaxAeHunst MOryT UCMOJIb30BaTbCs B MyHKTaX KOHTPOSA A4OCTyrNa
TPAHCMOPTHbIX CPEACTB MO NepumeTpy ob6bekTa KBV nnv Ha Bbesze B onpeseneHHoe
3/laHNe Ha TeppuUTOpuUIM 06bEeKTA. B mociegHeM ciyyae OHU MOTYT CYXUTb
3arpaxzeHunem Ans NpoBepkun UM 0CMOTPA TPAHCMOPTHBIX CPEACTB. VX OTKPbITUE MOXEeT
KOHTPONIMPOBATLCSA Pa3IMYHbIMU criocobamu, Hanpumep, BOAMTENeM TPAHCMOPTHOMO
CPeACTBa C paspeLleHHbIM AOCTYNOM, aBTOMATU3NPOBAHHOW 3N1€KTPOHHO CMCTEMOV
NN COTPYAHMKAMM Cy>X6bl 6€30MacHOCTI, OTBETCTBEHHBLIMM 3a JOCMOTP Bbe3XatoLLero
TpaHcrnopTa. CMCTeMbI aKTUBHBIX 3arpaxgeHunii UMeroT Kak MPpenMyLLecTBa, Tak 1
HeZoCTaTKM, Kak MOKa3aHo HUXe. V13-3a Hanumnsi B X KOHCTPYKLMN NOABUXKHbIX YacTei
MeXaHWNYecKne CUCTEMbI aKTUBHbIX 3arpaXAeHWNii TPebyoT TEXHNYECKOro 06CyXNBaHNSA
Ans obecrieveHms nx paboTocnoco6HOCT.

Immediate availability
Plenty of shapes/decorations Expensive solutions

Allow pedestrian/bicycle access s SW Problematic in case of high groundwater level
bollards

Require deep and wide foundations

Visually obtrusive
Shallow foundations May block pedestrian/bicycle access
High protection level Ro;(i bloc';ers Expensive solutions

Effective against heavy/speeding vehicles

Shallow or no foundations Block pedestrian/bicycle access
High protection level Drop-arm barriers [ad operating speed

Effective against heavy/speeding vehicles Enm Visually obtrusive

Part of perimeter fence Visually obtrusive

Plenty of designs Low operating speed
Deterrence effect Expensive solution

lpeumywecmsa u Hedocmamku aKmugHblx 3azpa)fc6eHud. Vicnos16308aHO € paspeweHus 06beduHeHH020
uccnedosamenbCko2o yeHmpa EGpOI?eL‘iCKOCII KOMUCCLIU.298

298 Kapnoc, B.; lapuep, M. (2020 r.), Pykoeodcmeo no 3awjume nepuMempa 30aHus: PekomeHOayuu no npoekmupo8aHuto
0715 nogblWeHUs 6e3onacHocmu om meppopucmu4eckux amak, bropo ny6nunkaunin EBponeiickoro Coto3a. locTyrnHo no

aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [gaTa obpaweHus: 21 nons 2025 r.].
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Pa3nunuHble BapuaHTbl aKTUBHBIX 3arpaxx aeHmiiz®?

Be1dgudicHbIe cmoa6el: CiCTeMa BbIBVKHbBIX CTONGOB COCTOMT U3 OAHOIO UMW HECKObKIX
NOAHMMAIOLLMXCA CTONGOB, PabOTalOWMX HE3aBMCMMO VAW Fpynnamm no asa uawm 6onee.300
OHW OCTaKTCS B MOAHATOM MOAOXEHWW, 6/10KMPYSA NPOe3/ TPaHCMOPTHbIX CPeaCTs, U
OMyCKaoTCA TONBKO A5 MPOe3/a paspeLleHHbIX TPaHCMOPTHLIX CPeacTB. OBbIUHO 1X
CUMTaIOT AOPOrOCTOALLMM BapUAHTOM aKTUBHOMO 6apbepa, yUnTbIBash BbICOKYHO CTOMMOCTL
X yCTaHOBKM 1 HEO6XOAMMOCTL 06eCreyeHs 40CTaTOUHO ry60Koro dyHAaMeHTa Ans
NpeAoTBPALLEHNA TPAHCMOPTHBIX yrpo3.39!

Maxdycel unu dopoxcHele 6s10KUpamopsi: lopoxHble 610KMPaToOpbl NPeACTaBAAOT
060 ycneHHbI 6apbep, 06bIYHO N3rOTaBANBAEMbIA U3 CTaNW, KOTOPbIN
yCTaHaBNMBAaeTCs B MOAHATOM MOMOXEHWN ANs 6NOKUPOBKY Npoe3za TPaHCMOPTHbIX
cpeAcTB. Mpy HEOBXOANMOCTM UX MOXHO OMYCTUTbL C MOMOLLbIO TMAPABANYECKON NN
3/1eKTPUYECKOW CMCTEMBI, YTOBbI OHW MOMHOCTLIO MpUAeranu K 3emie, obecneynsas
npoesz TpaHcnopTHbIX cpeacTs.3%% B nogHATOM NOAOXEHNIN HEKOTOPbIE 0POXHbIe
6/10KMPaTOPbI MOXHO AOMONHUTENBHO YCUANTL LUXNAaMK 4SS MPOKOAA LUWH
TPaAHCMOPTHbBIX CPEACTB, MbITAOLMXCH NPeosoneTb 6apbep.

LWnaz6aymer: LLinar6ayMbl 06bI4HO YCTaHABAMBAKOTCA Ha KOHTPOIbHO-MPOMYCKHbIX -7
NYHKTaX NN Bbe3ax Ha OXPaHSEMYH TEPPUTOPUIO 1 YACTO MCMOb3YHTCS 47
nepcoHanoM cilyx6bl 6€30MacHOCTY NV YNPaBAsoTCS aBTOMaTU3MPOBAHHOM
CUCTEMOI KOHTPOASt A0CTyna. Takoli 6apbep COCTOUT U3 MeTaINYeckol LUTaHry,
KOTOpasi HAXOAWTCS B rOPU30HTaNbHOM MOIOXEHUN, BNOKMPYS MPOe3/ TPaHCMOPTHbIX
cpeacTs,?% 1 3aTem NoAHMMaeTca, NO3B0IAA TPAHCMOPTHLIM CPEACTBaM NpoexaTh.

L 4 YcunenHsle wina26aymel: YcvineHHble Lwiar6aymbl 06bIYHO paccMaTpMBaOTCS Kak
/,/F # > 6onee npouHas BepCVs NPOCTLIX LUNAr6ayMoB. OHI 06bIYHO CEPTUGNLIMPOBaHDI
e B COOTBETCTBUM C ONpeseNeHHbIMY CTaHAapTaMm 6€30MacHOCTM TPaHCMOPTHBIX
‘ CPeACTB M M3roTaB/VBAKOTCA U3 CTaM C JOCTAaTOYHbIM apMUPOBaHNEM U APYTX
maTtepuanos.3%4 3ta cuctema pa6oTaeT aHaNOrMUHO 06bIYHBLIM WAAr6aymMam, HO
06bIYHO MMeET 6ETOHHbIE WY MHbIE aPMUPOBAHHbIE KOHCTPYKLMM MO 06€ CTOPOHbI

MeTananmyeckor banku Ana obecneyeHnsa 6onee BbICOKON YAAPOMPOYHOCTU.

Bopoma: BopoTa 06bI4HO SBASIOTCA YacTbH 60/1€€ KPYMHOro NepUMEeTPasbHOro orpaxeHus
1 MCMOAb3YIOT KONleca UM NeTAN ANt OTKPbIBAHUS 1 MPOMYCcKa TPAHCMOPTHbIX CPeACTB. HH'
CyLLiecTByeT Hecko/bko TUMOB BOPOT C Pa3NYHLIMU peiiTiHramm yaaponpourocti.30° H‘HHHH |

B 3aBucMMOCTM OT TUNA BOpPOT, 6bICTpO ABrXyLleecd TpaHCNOPTHOE CPeACTBO MOXET
npopBaTbCA CKBO3b HUX, pa36paCb|Baﬂ OnacHbI€ OCKOJIKM B Ppa3HbIX HaMnpaB/eHUAX.

299 Tunbl «pa3nNYHbIX BapMaHTOB akTUBHOIo 6bapbepa» B3ATbl 13: Kapnoc, B.; flapuep, M. (2020 r.), Pykosodcmeo no
3aujume nepumempa 30aHUS: PekoMeHOayUU N0 NPOeKMUPOBAHUI 04151 N0BbIWEHUS 6e30NACHOCMU OM MeppopUCMUYecKuUX
amak, bropo nybeankauni EBponeickoro Cotosa. JocTynHoO no agpecy: h 21/ r /en/publication- il/-/
publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-en [aaTa o6paLyeHuns: 21 nonsa 2025 r.].

300 US DHS FEMA (2007 r.), [IpoekmuposaHue meppumoputi u 20p0doe 014 obecneyeHus 6e30nacHOCMU: pykogoocmeo
no 6opsbe c NoMeHYUaAb6HbIMU Meppopucmuyeckumu amakamu. locTynHo no agpecy: https://www.fema.gov/sites/
default/files/2020-08/fema430.pdf [gaTa 06paLyerns: 21 nons 2025 r.].

301 Kapnoc, B.; lapuep, M. (2020 r.), Pykogodcmeo no 3awjume nepumempa 30aHus: PekomMeHOayuu no npoekmupo8aHuto
07151 nosbIWEHUs 6e3onacHocmu om meppopucmu4eckux amak, bropo ny6nunkaunii EBponeiickoro Coto3a. locTyrnHo no
aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [gaTa obpaweHuns: 21 nona 2025 r.].

302 Kapnoc, B.; lapuep, M. (2020 r.), Pykogodcmeo no 3aujume nepumempa 30aHUsA: PekomeHOayuu no npoekmuposaHuro
015 no8bIWEHUSA 6e3onacHoCmMu om meppopucmu4eckux amak, bropo nyé6nmnkaunin EBponeiickoro Cotosa. locTynHo no
aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [paTa obpalyeHns: 21 nonsa 2025 r.].

303 Kapnoc, B.; lapuep, M. (2020 r.), Pykosodcmeo no 3awjume nepumempa 30aHuUs: PekomMeHOayuu no npoekmupo8aHuUto
0/19 nosblweHUs 6e3onacHocmu om meppopucmuyeckux amak, bropo ny6ankaunin Esponerickoro Cotosa. [locTynHo no
aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [paTa obpaweHuns: 21 nona 2025 r.].

304 US DHS FEMA (2007 r.), [lpoekmupogaHue meppumopuli u 20p0008 015 0becne4eHuUss 6e30NacHOCMU: PyKo8oocmaeo
no 6opsbe C NOMeHYUaNbHbIMU MeppopUCMUYeckUMU amakamu. JocTynHo no agpecy: https:/www.fema.gov/sites/
default/files/2020-08/fema430.pdf [aaTa ob6paLieHuns: 21 nona 2025 r.].

305 US DHS FEMA (2007 r.), [lpoekmupogaHue meppumopuli u 20p0008 0415 obecneveHuUss 6e30NacHOCMU: pyKo8oocmaeo
no 6opebe c NomeHYUaA6HbIMU Meppopucmuyeckumu amakamu. JocTynHo no agpecy: h J//www.fem v/sites/
default/files/2020-08/fema430.pdf [gaTa o6palieHuns: 21 nona 2025 r.].
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BpeMeHHble 3arpakgeHus

B nepro noBbILLeHHO yrpo3bl Ha 06bekTe KBY BpeMeHHble 3arpaxaeHuns MoryT
o6ecneynTb JOMNONHNTENbHYH 3aLUMTY OT TPAHCMOPTHBIX CPEACTB 3/10YMbILLNEHHNKOB.

X MOXHO pa3BepHyTb B KOPOTKME CPOKUN 1 NEPEOPUEHTNPOBATL ANt KOHTPOS UK
nepeHanpaBieHNs ABUXEHWNS MO Mepe HE0BX0ANMOCTU. OHU He KPensTcs K 3eM1e, Mo3ToMy
YaCcTo pacyeT AenaeTcsl Ha Maccy BPeMeHHbIX 3arpaxaeHunii 419 NoCcTeneHHOro 3aMe1eHns
1 OCTaHOBKM ABUXYLLErocst TPaHCMOPTHOro CpeacTBa. ITo 3a4acTyto Hanbonee 3ddekTUBHO,
KOrAa TPaHCMOPTHOE CPEACTBO ABUXETCSH C OTHOCUTENIbHO HN3KOW CKOPOCTLI. TO AenaeTt
BpPEeMeHHbIe 3arpaxeHnst HECKOIbKO MeHee MPakTUYHbIMU AN AONTOCPOYHOM 3aLUmMThI
YYBCTBMTE/IbHbIX y4aCTKOB UM NeprMeTpoB 06bekTa KBW. OHM MOTYT ClyXXMTb BU3YyanbHbIM
caepXnBatoLLMM GakTOpPOM A/1s MOTeHLMaNbHbIX arpeccopoB, HO TakXXe MOryT CO3/aTb
NOXHOEe YyBCTBO 6€30MacHOCTY. NprMepamMmn BPeMEHHbIX 3arpaxaeHWnii sBNSOTCS 6ETOHHbIe
VAW 3aM0/IHEHHble BOAOM 6apbepbl TUNa «Xepcu» UAn KpynHble kaym6bl.3%6

MapkoBKa TpaHCMOPTHbLIX CpeAcTB

TpaHCNOpPTHbIE CPesCTBAa 3/T0YMbILLIEHHUKOB He 06A3aTeIbHO AO/IKHbI HAXOAUTLCH

B ABVIXEHUN, YTOObI NpeaCTaBNATb yrpo3y ob6bekTy KBW. Hanpumep, oH1 MoryT 6biTh
nNprnapkoBaHbl N HAYNHEHbI B3PbIBYATKO. B 3TOI CBA3M BO3HMKAIOT C/IOXKHbIE BOMPOCHI,
CBSi3aHHbIe C MapKOBKOV TPAHCMOPTHBIX CPeACcTB CHapyXu obbekTa KB nan pagom c

HUM. B KauecTBe 06LLeli Mepbl MapKkoBOYHble MecTa 3a npegenamu obbekTa KBV A0MXHbI
pacnonaratbCs BAANW OT NeprMeTpa 06bekTa UM KpUTUYECKN BaXKHbIX 31eMeHTOB. TouHoe
PaccTosHVe A0 06beKTa AO0/KHO ONpeAensTbCs KOMNeTEHTHbIMW OpraHaMu 1 Bnagenbuamu/
onepatopamu KB/ Ha ocHOBe OL,eHOYHOI B3PbIBHO CUJTbl B3PbIBHOIO YCTPOICTBA,
pasMeLLeHHOro BHYTPU TPAHCMOPTHOMO CPeACTBa, MPUMNapKoBaHHOIO Ha obbeKkTe.

306 Kapnoc, B.; lapuep, M. (2020 r.), Pykogodcmeo no 3awjume nepumempa 30aHus: PekomMeHOayuu no npoekmupo8aHuto
0715 nogblWeHUs 6e3onacHocmu om meppopucmu4eckux amak, bropo ny6nunkaunin EBponeiickoro Coto3a. locTyrnHo no
aapecy: https://op.europa.eu/en/publication-detail/-/publication/6d7e5311-f7c3-11ea-991b-01aa75ed71al/language-
en [gaTa obpaweHus: 21 nons 2025 r.].
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7.3 NnaHnpoBaHue mMmep 6e30NacHOCTM Ha cay4yamn
HanageHus c UCNOJiIb30BaHMUEM B3PbIBHbIX
YyCTPOMNCTB

TeppopuCTbl 1 ApYyrue HaCUAbCTBEHHbIE CyObeKTbl MOTYT CTPEMUTHLCS COBEPLUUTL
HanageHue Ha 06bekT KBV ¢ ncnonb3oBaHMeM B3pbIBHOMO YCTPOMCTBA. B AaHHOM
pasjene npeAcTaB/ieH paj nepesoBbiX MOAXOAOB U peKOMeHAaUNli 415 MOATOTOBKM
06bekToB KBV Kk 3TuM yrpo3am.3%” B HekoTopbIx C/lyvasx pekoMeHAaumnm B JaHHOM
pasjene ckopee CBA3aHbl C peaauposaHuUemM Ha NHLUNAEHT C UCNO/Ib30BaHNEM B3PbIBHOIO
YCTPOWCTBA, a He C NoBblleHeM GU3nNYeckori 6e3onacHOCTM 06beKTa OT 3TUX Yrpos.
XOTA 3TO MOXeT BbIXOAUTb 3@ PaMKn BONPOCOB Gur3nyeckoin 6e3onacHoCcTu, 3To, TeEM He
MeHee, YacTb 3QdeKTUBHOM cncTeMbl bezonacHocTn ntoboro obvekTa KBU.

e Asset definition (building type, open area, people, etc.)
RISK o Vulnerabilities identification (absence of security measures, etc.)
ANALYSIS e Likelihood/consequence assessment (accessibility, importance, attendance, etc.)
o Risk evaluation (attack scenario prioritisation, acceptable/intolerable risk, etc.)

o Existing perimeter protective measures (fences, detection systems, etc.)

STAND-OFF o Site geometry (inclination, natural or artificial barriers, etc.)

DISTANCE (R) o Deterrence measures (surveillance systems, security guards, etc.)
CHARGE e Possible transportation means (bags, cars, trucks, etc.)
o Accessibility of explosive materials (regional safety characteristics, past events, etc)
WEIGHT (W) o Charge types (TNT, ANFO, TATP, etc.)
BLAST o Calculation of scaled distance (Z)

ANALYSIS e Determination of blast parameters (peak overpressure, positive impulse, etc.)
MITIGATION o Calculation of scaled distance (Z)

SOLUTION o Determination of blast parameters (peak overpressure, positive impulse, etc.)

- o

Lllazu, Komopele MOXHO NPeONPUHAMEb 0415 NPUHAMUS peweHus 0 COOM8emcmeayuux Mepax 3awWumsl om
amak c ucnons3osaHuem CBY. Micnoas3oeaHo ¢ paspeweHus O6be0uHeHH020 UCC/1e0080MeNbCKO20
yenmpa Eeponelickoli komuccuu.3%8

307 Cm. Takxe: TexHUYeckue pykogoosujue npuHyunel no codelicmeutro ocywjecmsneHuro Pesoaroyuu 2370 (2017 2.) Cosema
be3onacHocmu u c8A3aHHbIX C Hell MeXOyHapOOHbLIX CMaHOapmMoes u nepedosoli npakmMuKku no npedomepaujeHuro
npuobpemeHus opyxus meppopucmamu, onybennkosaHHble KTY OOH, icnonHUTeNbHbIM ANPEKTOPaTOM
KoHTpTeppopucTuyeckoro kommteta CoseTa besonacHoctt OOH, MHcTuTyToM OOH no nccneposaHunto npobiem
pasopyxeHus n fobanebHeiM gorosopoM OOH 0 KOOPANHALMN KOHTPTEPPOPUCTUYECKON AeATENbHOCTH.

308 bropo nybankaumin EBponerickoro Coto3a (2024 r.), 6e30nacHOCmMb N0 NPOEKMUPOBAHUI: 3aU4UMA 06LECMBEHHbIX

npocmpaHcms om meppopucmu4eckux amak. JocTynHo no agpecy: https:/publications.jrc.ec.europa.eu/repository/
handle/JRC131172 [aaTa obpalieHus: 21 nona 2025 r.].
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**Vehicle borne improvised explosive device (VBIED)

BepxHue npedens Maccel 3apA3a no 8udaM mparcnopma. Mcnos308aHo ¢ paspewenus 06beduHeHH020
uccnedosamensckozo yeHmpa Eeponelickoii komuccuu.30°

Yrpo3sbl npyMeHeH s B3pbIBHbIX YCTPOWCTB

Yrpo3bl NprMeHeH s B3PbIBHbIX YCTPOWCTB ABAAOTCH 06bIYHBIM METOAOM AeACTBUIA A5
Pa3/INUHbIX CYy6BEKTOB Yrpo3, MOCKOJIbKY OHM MOTYT Bbi3bIBaTb CyLLEeCTBEHHbIE Nepeboun, HO rnpu
3TOM TPeBYIOT MUHMMANbHBIX YCUANIA. B HEKOTOPBIX ClTyYasx TeppopucTUYecKe opraHmnsanmn
Co0b6LLIaM 06 Yrpo3ax B3pblBa COTPYAHMKAM NPaBOOXPaHUTE/IbHbIX OPraHOB UV NepcoHasy
06bekToB KBW, UTO6bI MpeaynpeanTb 0 peanbHON yrpo3e B3pbiBa. B Apyrx cnyyasx yrposbl
B3PbIBa 6bINV NINLLL 03BYYeEHbI, HO B3pbIBYaTble BELLECTBa He bbINn 06HapyXeHbl. TeM He MeHee,
3TV yrpo3bl BbI3bIBaAN Cepbe3Hble Mepebon B paboTe 06bekTa. Yrpo3bl B3pbiBa MOTYT Takxe
NCXOANTL OT CNYyYaliHbIX FrPaxaaH, HeloBONbHbIX AeNCTBYHOLLMX VN ObIBLUVX COTPYAHNKOB
ob6bekTa KBU nam gpyrmnx avu, CTPEMSALLMXCS MPOBEPUTb peakLmio mepcoHaa obbekTa

KBW nnun npaBooxpaHuTeIbHbIX OPraHoB. He3aBnCMMO OT 06CTOATENLCTB, YIPo3bl B3pbiBa

Ha o6bekTax KBV gonkHbI BOCMPUHUMATBCSA Cepbe3HO, U A0/MKHbI 6bIThb MpesyCcMOTPeHbI
npoLeaypbl, 06ecneynBaroLLme 6bICTPOE NPUHATNE peLLeHNIA KOMMETEHTHBLIMW ILIAMU Ha
obbekTe 1 3a ero npegenamm (HanprmMep, MeCTHbIMY MPaBOOXPaHUTETbHBIMY OpraHamm).
MpakTnyeckme pekomeHAaLMKM Mo obecneyeHuo Haanexaller 3amTbl 06 beKTOB OT Yyrpo3
B3PbIBa, HaNpuUmep, NyTeM yKperniaeHns 34aH1i 1 nepyuMeTpanbHbIX KOHCTPYKLMIA, MOAPOBHO
N3N10XKeHbI B raBe 6 «Mepbl pr3nyeckoin 6e3omnacHoCT». B 3TOM pasgene NpUBOASATCA NPUMepsbI
nepeAoBOV MPaKTUKW pearnpoBaHNns Ha Yrpo3bl B3pbiBa Ha 06bekTax KBU.

MepcoHan o6bekTa KBW, KOTOpbIV MOXeET Mofy4aTb COOBLLIEHNS C yrpO3amim B3pbIBa,
HanpuMep, aAMUHUCTPATOPbI UAN COTPYAHUKIN CNY>KObl 6€30MacHOCTH, JOIKEH ObITb 06yYeH
pearnpoBaHMIO Ha Takme yrpo3bl. YTobbl 0ka3aTb NOAAEPXKKY MepcoHany, obbekTam KBU
peKkoMeHAyeTCst UMeTb NMNCbMeHHbIe MHCTPYKLNK, K KOTOPbIM MOXHO 06paTUTbLCA B Cydae
NoJlyYeHN s 3BOHKa C yrpO30MA.

309 bropo nybankaumin EBponerickoro Coto3a (2024 r.), 6e30nacHOCMb N0 NPOEKMUPOBAHUI: 3AU4UMA 06WECMBEHHbIX

npocmpaHcms om meppopucmu4eckux amak. JocTynHo no agpecy: https:/publications.jrc.ec.europa.eu/repository/
handle/JRC131172 [aaTa obpalieHus: 21 nona 2025 r.].
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HaumMoHanbHasa NPaKTUKA: KOHTPO/bHbIA CANCOK, COCTAB/IEHHbIA AreHTCTBOM
no Kn6ep6esonacHOCTY U 3aLimTe MHPpacTpPyKTypbl CLUA ansa pearnpoBaHus Ha
coo6LieHmre 06 yrpose B3pbiBa (no TenedoHy)>'°

Aata

Bpewms

Bpems, korga 3BOHSALLNIA
noBecun TpyoKy

Homep TenedoHa, c kKoToporo
6b171 MONYyYeH 3BOHOK

CnpocuTe 3BOHSALLErO:

» [pe HaxoanTcs B3pbiBHOE
YCTPOWCTBO? (34aHKe, 3Tax,
KOMHaTa 1 T.4.)

» Kak OHO BbIrSANT?

» YT0 370 3a B3pbIBHOE
yCTPOWCTBO?

» Yto BbI3OBET
CpabaTbiBaHMe B3PbIBHOIO
ycTpolricTBa?

» ITO Bbl 3aJI0XUAN
B3PbIBHOE YCTPOMCTBO?

» lNouemy?

» Kak Bac 30ByT?

CoobLueHue 06 yrpose
AOC/NI0BHO

NHdopmaumsa o 3BOHUBLLEM:

» [ie HaXOANTCS 3BOHSALLNIA?
(poH/ypoBeHb Lyma)

» [peanonaraemslin BO3pacT

» 3HaKOM /11 BaM ronoc?
Ecaw ga, To Ha Yeli rosioc
OH MOXOX?

» [lpyrne MOMeHThI

YicmoyHuk: MuHucmepcmeo eHympeHHel 6e3onacHocmu CLUA, A2eHmcmeo no
KubepbezonacHocmu u 3awyume UHpacmpykmypel

310 AreHTCTBO NO KnbepbesonacHOCTK 1 3awmTe MHPpacTpykTypbl CLUA (6e3 gaTbl), KOHMpPoabHeIl CNUCOK 8 CAy4ae y2po3

e3peiga. locTynHo no aapecy: https:/www.cisa.gov/sites/default/files/2025-03/Bomb%20Threat%20Checklist%20
v3.0%20508.pdf [saTa obpaLueHums: 18 mas 2025 r.].
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NMpakTuka: PykoBoacTBo Accoumaummv 6aHkoB CUHranypa no geiAcTBMsm npu

yrposax B3pbiBa, NOsy4eHHbIX nNo TenedoHy (2018 r.)>"

Mpwv nony4eHUn coobLleHnst 06 yrpo3se B3pbiBa:

1. He naHukyinTe. CoxpaHsarite CMNOKOMCTBME.

2. Tloparite cMrHan KOMy-HUBYAb, YUTOHbI OH MO3BOHWA B MOANLMIO. 3aiMUTe
3BOHSLLEro pa3aroBOPOM Kak MOXHO A0/ibLLe, MOKa NOANLNSA OTC/IEXNBAET
3BOHOK.

3. CoTpyAHVK, MONYYMBLLNIA TaKOW 3BOHOK, A0/IKEH [OTHOCUTLCSA] K HM CEPbe3HO U
HemeZ/IeHHO MOoMbITaTbCs YCTaHOBUTE:

» TOYHOE MEeCTOHAXOXAEHWE B3PbIBHOMO YCTPOMCTBA U €ro TOYHbIA BHELLHUY BUA;
» BpeMs AeTOHaLMN 1 YTO ee BbI3OBET;

> KOJINYECTBO U TUM UCMOJIb30BAaHHOIO B3PbIBYATOrO BELLECTBa; U

> MPUYVHY TaKOro AeNCTBUS.

4. Tak>e BaXHO MPUHATbL BO BHUMaHVe ciejytoLiiee:

» FON0C 3BOHSLLErO 1 FOI0COBbIE XapakTepuCTUKK (Hanpumep, BbiCOTa ro1oca,
MY>KCKOI/ XXE€HCKWIA, B3pOCAbI/pebeHoK);
> ICMOMb3YEeMbI A3bIK U aKLEHT (HanpuMep, MeCTHbIV UAW MHOCTPaHHBbIN);
» MaHepa peyn (Hanpumep, bbiCTpas, 064yMaHHas, SMOLMOHAabHAsA, THEBHAS);
» GOHOBbIE LUYMbl (HampUMep, LWyM TPaHCMopTa, My3bika, My6AnYHbIe
06BABNEHNSA, KPUKNY);
> INLLO0 U OpPraH, KOTOPOMY AOJIXHO 6bITb MepefaHo 3TO COObLLEeHME;
> He MPOBOLMPYITE N He APa3HUTE 3BOHSLLEro; U
» By/ibTe BEXJIMBbI I COXPaHANTE COKOMCTBUE.
5. He pacnpocTtpaHsrite cnyxu.
6. B 3aBMCMOCTM OT CUTyaLUM NPUCTYMIUTE K 3BaKyaLnW.

McmoyHuk: Accoyuayusi 6aHkos CuHzanypa

311 Accoumaumsa 6aHkoB CuHranypa (2018 r.), Pykoeodcmeo no ¢usuyeckoli 6e30nacHOCMU 015 UHAHCOBbIX yupexcoeHud.
[JlocTynHo no agpecy: https://abs.org.sg/docs/library/abs-scps-guidelines.pdf [saTa obpaiwieHuns: 21 nronsg 2025 r.].
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HaunoHanbHas npakTuKa: PykoBoACcTBO AreHTCTBa No Kn6ep6esonacHoCcTU U
3awmTe uHPpacTpykTypbl CLLIA no pearnpoBaHuio Ha coo6LieHUe 06 yrpose
B3pbiBa (B COLMANIbHbIX CETAX, NOJyYEHHOE MO0 3JIEKTPOHHOW NoYTe NN B
nucbMeHHoii popme)3'?

Ecnv BbI Nnoayynnn yrposy B counanbHbIX CETAX NN MO 3I'IEKTpOHHOI7I rnoyre:

» He oTkatouaritecb 1 He BbIXOAMUTE 13 YYETHOI 3anmcu.

» OcTaBbTe COObLLEHVE OTKPLITLIM Ha YCTPOMCTBE.

» CpenanTe CHUMOK 3KpaHa UAM CKONUPYMTe COOBLLEHME N TEMY.

> 3anuwuTte AaTy U BpeMs.

> YBegoMuTe [COOTBETCTBYHOLLEEe] Anuo(numua), npuHnMaroLLlee (-1x) peLleHus.

Ecav Bbl NONYYUAN NMUCbMEHHYH YIpO3y:

> Kak MOXHO MeHbLlLe npukacanTecb K JOKYMEHTY.

» OTmMmeTbTe AaTy, BpemMs 1 MecTo 0BHapy>XeHWs AOKYMeHTa.

» ObecneybTe COXPAHHOCTbL AOKYMEHTA N HE U3MEHSANTE ero KakumM-1160 o6pa3om.
> YBegomuTe [COOTBETCTBYHOLLee] nnuo(numua), mnpuHnMatoLlee (-1x) peLleHus.

YicmoyHuk: MuHucmepcmeo sHympeHHel 6e3onacHocmu CLUA, A2eHmcmeo no
KubepbesonacHocmu u 3aujume UHGpacmpykmypel

B AononHeHve K onpeeneHnto HeMeJIeHHbIX LWaros, KOTopble JO/KEH MPeAnpUHATL
noJslyyatesib yrposbl B3pbiBa Ha 06bekTe KBW, Hanpumep, kakyto nHGopmaumio
perncTpmMpoBaTb 1 KOMY ee ciefyeT nepegaBaTb, Ha 06bekTe KB gomkHa 6biTb
ornpezjeneHa npolejypa 3KCTPeHHOro pearvpoBaHnsa. OHa J0JIKHa BKIOYaTb
orepaTvBHOE rNprBAeYeHe MECTHbIX MPaBOOXPaHNTENbHbIX OpraHoB. KOHKpeTHble
$YHKLUMN MPaBOOXPaHUTE/IbHBIX OPraHoB AOJIXHbI 6bITh ONpejesieHbl COBMECTHO C
NpaBOOXPaHNTeNIbHbIMM OpraHamu, 4Tobbl obecneunTb CObAtOAEHME 3TOV NpoLeAypbl B
upe3BbIYaNHOW CUTYaLNN.

312 AreHTCTBO No KnbepbesonacHocTH 1 3amTe nHGpacTpykTypbl CLLA (6e3 gaTbl), Yrpo3bl B3pbiBa [Beb-cTpaHMLal.
[locTynHo no agpecy: https://www.cisa.gov/bomb-threats [aaTa obpaiweHuns: 10 gekabps 2024 r.].
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HaymoHanbHas npakTuKa: PykoBoacTBO KaHaACKOro LeHTpa rmrmeHbl n
6€30MNacHOCTU TPYyAA NO AEMCTBMAM NPU NOCTYNAEHUN Yyrpo3bl B3pbiBa (2023 r.)3"3

CornacHo KaHazCKoMy 3aKOHOAATeNbCTBY, KaXas PUCANKLNS HeceT
OTBETCTBEHHOCTb 3a pa3paboTky NpoLesyp pearnpoBaHns Ha Upe3BblyaliHble
CUTYaLMKM B KOHCY/IbTaLMW C KOMUTETOM MO FUrMeHe 1 6e30nacHoCTX TpyAa (Mau
npeAcTaBUTeNEM MO FUrieHe 1 6e30MacHOCTY TpyAa) ANS BbISBNEHUS U YCTPaHEHWA
BCeX MPOrHO3MpyeMblX Ype3BblYaliHbIX CUTYaLMA, BK/IOUasi yrpo3bl B3pbIBa.
PaboTogaTenu fOMKHbI FapaHTMpPOBaTh, YTO:

» Pa3paboTaHa KOMMJIeKCHas NpoLiesypa pearnpoBaHns Ha Upe3BblUaliHble
CUTyauumm (COBMECTHO C MeCTHbLIMW OpraHaMu NoAnLMm) ANs pearmnpoBaHns Ha
Yyrpo3bl B3pbIBa.

» Tllpoueaypbl AOBefeHbl 10 CBeAEHUNS BCeX COTPYAHUKOB 1 onpeseneHbl KatoYeBble
bYyHKLNM B C/lyYae BO3HUKHOBEHWS Ype3BblYaHOM CUTYaL MK, CBA3aHHOW C
yrpo30i B3pbIBa.

» [poBOAATCA yUYeHMs NO OTPaboTKe AENCTBUIA B Upe3BbIYaMHbLIX CUTYaLMsX,
CBSI3@HHbIX C YrpO30I1 B3pbIBa.

» TlpakTu4yeckne yyeHUs A0KYMEHTUPYHOTCS.

» Tlpu HeOBXOANMOCTIN NPeAyCMOTPEeHbl NpoLeAypbl 9BaKyaLny.

YicmoyHuk: KaHadckul yeHmp 2u2ueHsl U 6esonacHocmu mpyoa

ECAV KOMNETEHTHbIe OpraHbl U OpraHbl BACTW COUTYT 06bICK Ha 06beKTe LieNecoobpasHbIM
M COpasMepHbIM, NpoLeAypa SKCTPEHHOrO pearvpoBaHNs A0XHa CNoco6CTBOBaThL
6bICTPOMY BbINONHEHWIO 3TOV 3aaun. BaxKHo, UTo6bI 3Ta NpoLieAypa oTpabaTsiBanach
perynsipHo, 4Tobbl rapaHTVPOBaTh, UYTO BeCh NepcoHan 06bekTa, a He TObKO COTPYAHUKM
CNy>X6bl 6€30MacHOCTW, BNaZetoT MHbopMaLveit o Hagnexallem NoBeAeHnn B Clydae
YrPO3bl B3PbIBA. YUEHNS A0MKHbI OCHOBBLIBATLCS Ha Pa3/INUHbIX CLIEHapUSX, BKIOYas
nolyuyeHune yrpos B3pbiBa B NMCbMEHHOI GpopMe B BUAe NCbMa, TelepOHHOr0 3B0HKa UK
ApyrvMu crnocobamm.31

313 KaHaACKWIA LeHTp rmrneHsl n 6esonacHocT Tpyaa (2023 r.), Yrposa B3pbiBa [Be6-cTpaHuMual. JoCTynHO No agpecy:
https://www.ccohs.ca/oshanswers/hsprograms/bomb-threat.html#section-3-hdr [gaTa obpatieHums: 10 gekabps
2024 r].

314 MonHoe pyKoBOACTBO MO yrpo3am B3pbiBa CM.: 