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POLAND 2022

Building societal resilience by
raising public awareness of cyber threats and
enhancing the role of cyber education

20-21 OCTOBER, tODZ

20 October (Thursday)

14:00 - 14:40 Registration
Refreshments

14:40 - 15:00 Opening Remarks:

e H.E. Zbigniew Rau, Minister of Foreign Affairs of Poland,
Chairman-in-Office of the OSCE

e H.E. Helga M. Schmid, Secretary General of OSCE

15:00 - 16:30 High-Level Segment:

Cyber resilience as an indispensable condition for political security and
economic development

The High-Level Segment will address aspects related to building cyber
resilience and its role as one of the foundations for political security and
economic development. The role of states, international organizations
and multi-stakeholders will be highlighted.

Speakers / Keynote:

e Mr. Mykhailo Fedorov, Vice Prime Minister, Minister of Digital
Transformation, Ukraine

e Ms. Anne Neuberger, Deputy National Security Advisor, USA

e Ms. Tarja Fernandez, Ambassador for Cyber Affairs, Finland

e Mr. Janusz Cieszynski, Secretary of State at the Chancellery of
Prime Minister and the Government Plenipotentiary for
Cybersecurity

Moderator:
Mr. Tadeusz Chomicki, Ambassador for Cyber and Tech Affairs, Ministry
of Foreign Affairs, Poland
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16:30 - 16:50

Coffee break

16:50 - 18:00

Session I:
OSCE confidence building measures (CBMs) — how to use/benefit from
them?

Having well established set of confidence building measures we need to
find ways of their further operationalization and practical use of them.

Panelists:

e Amb. Karoly Dan (moderator), Chair of the Informal Working
Group OSCE, Vienna

e Mr. John Reyels, Head of Cyberstaff, Foreign Office, Germany

e Mr. Daniel Klingele, Senior Advisor for Cybersecurity at Federal
Department of Foreign Affairs, Switzerland

e Mr. Tornike Parulava, Director, Security Policy and Euro-Atlantic
Integration Department, Ministry of Foreign Affairs, Georgia

18:00 - 19:30

Reception hosted by the Polish CiO -
H.E. Zbigniew Rau, Minister of Foreign Affairs, Poland

21 October (Friday)

8:30-9:00

Refreshments

9:00 - 10:00

Session Il:
Raising public awareness of cyber threats

In this Session, the role of raising public awareness will be highlighted.
Panelist will try to address following questions: How do we assess the
level of public awareness of cyber threats. What should be done in

order to enhance it? Who is responsible for raising public awareness?

Panelists:
e Ms. Maartje Peters, Head of Taskforce International Cyber
Policy, Ministry of Foreign Affairs of the Netherlands
e Dr. Zuzanna Polak, Head of Cybersecurity Awareness Raising
Unit, CSIRT NASK, Poland
e Mr. Carl Fredrik Wettermark, Coordinator for Cyber Affairs and
New Technologies, Ministry for Foreign Affairs, Sweden
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e Mr. Nebojsa Jokic, Executive Director of the Cybersecurity
Network Foundation; Serbia

Moderator: Mr. Klaus Iro, the European Union Delegation in Vienna

10:15-10:30

Coffee break

10:30-11:30

Session lll:
Building societal resilience

During this Session panelist should determine the most important
features of cyber resilience, how to build them and achieve them. What
is the role of the state and private sector? What are the main challenges
for future?

Panelists:

e Gen. Oleksandr Potij, Deputy Chairman of State Service of
Special Communications and Information Protection, Ukraine

e Gen. Karol Molenda, POL Cyber Commander

e Mr. Mathias Antonsson, Senior Program Manager at MSB
Swedish Civil Contingencies Agency, Sweden

e Ms. Eriola Sadiku, National Authority for Electronic Certification
and Cyber Security, Albania

Moderator: Lt. Col. (R) Robert Kosla, Member of the Board,
Cybersecurity Foundation

11:30 - 11:45

Coffee break

11:45-12:45

Session IV:

The role of private sector in enhancing cyber security

The goal of this particular session is to elaborate on private sector role
and responsibility in ensuring cyber security. The issues of public-
private partnership, state legislation, ICT critical infrastructure will be

addressed in this panel.

Panelists:
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e Mr. Nikolas Ott, Government Affairs Manager — Cybersecurity
and Digital Diplomacy European Government Affairs,
Representative of Microsoft

e Mr. Gyorgy Racz, President of Bluevoyant Europe, Hungary

e Mr. Marcin Krasuski, CEE Government Affairs and Public Policy
Lead, Google Cloud

e Mr. Krzysztof Paturej, President of the Board, International
Centre for Chemical Safety and Security, Poland

Moderator: Mr. Michat Kanownik, President of Digital Poland
Association

12:45 - 14:00 Lunch break
14:00 - 15:00 Session V:
Enhancing the role of cyber education
This Session will allow defining the role of cyber education in
contemporary societies. Its impact on the level of awareness and its
importance in building resilience.
Panelists:
e Ms. Chloe Blondeau, Awareness Raising & Education Team
Market, Certification and Standardization Unit, ENISA
e Dr. Claudia Natanson, UK Cyber Security Council
e Col. (ret.) dr. Robert Janczewski, Maritime Cybersecurity
Centre, Polish Naval Academy, Poland
Moderator: Dr. Joanna Kulesza, Lodz Cyber Hub, University of £tédz
15:00-15:30 Wrap-up and closure
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