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NOTE VERBALE

The Permanent Mission of the Republic o©f Estonia to the
Organization for Security and Co-operation in Europe presents its
compliments to all Missions/Delegations to the OSCE and to the
Conflict Prevention Centre and, 1in accordance with the Decision
4/03 of the Forum for Security Co-operation, has the honour to
transmit herewith the reply of the Republic of Estonia to the
Questionnaire on the Code of Conduct on Politico-Military Aspects

of Security.

The Permanent Mission of the Republic of Estonia to the
Organization for Security and Co-operation in Europe avails itself
of this opportunity to renew to all Missions/Delegations to the
OSCE and to the Conflict Prevention Centre the assurances of its

highest consideration.

Vienna, April 13, 2010 —
P 7 f?

To all Missions/Delegations to the OSCE
To the Conflict Prevention Centre
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“Information Exchange on the Code of Conduct on Palico-Military Aspects of
Security”

Submitted in April 2010 by

ESTONIA

SECTION | Inter-State elements

. Account of measures to prevent and combat terrorism
1.1. To which agreements and arrangements (universal, ggonal, sub-regional
and bilateral) related to preventing and combatingterrorism is your State

a party?
Opened for Ratified by
signature the Estonian | Referencesto
List of international (Location In effect in Parliament pertinent
agreements and date) Estoniasince | Riigikogu publications
. Convention on the
Prevention and
Punishment of Crimeg
: ) New York, +20.11.1991
against Internationally 14.12.1973 20.11.1991 26.09.1991 RT 11 1994/3/9
Protected Persons,
including Diplomatic
Agents
. International New York 07.04.2002
Convention against th 1712 197’9 07.04.2002 07.11.2001RT Il
Taking of Hostages T 2001/31/156
. International
Convention for the New York, 510.05.2002 RT
Suppression of 15.12.1997| 10052002 | 30.01.2002, 5555/g/25
Terrorist Bombings
. Internatlpnal 21.06.2002
Convention for the New York RT I
: , b
Sypprgssmn of the 09.12.1999 21.06.2002 20.03.2002 2002/12/45
Financing of
Terrorism
. Convention on
. 31.03.1994 RT
Offences and Certain Tokyo, )
Other Acts Committed 14.09 1963 03.03.1994 20.10.199311 1993/30-
. 31/104
on Board Aircraft
Sorveton o™ | the egue 21,01 1994 T
PP ! 9ue.| 51.01.1994 | 20.10.1993 11 1993/30-
Unlawful Seizure of 16.12.1970
. 31/104
Aircraft
e e
Unlawful Acts against| M€l | o8 051904 | 20.10.1993 R T Il 1993/30-
L2, 23.09.1971 31/104
the Safety of Civil
Aviation
. Convention on the Vienna, 08.06.1994
Physical Protection of| 28.10.1979 08.06.1994 06.04.1994 RT 11 1994/8-

! Riigi Teataja -State Gazette
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Nuclear Material

9/26

Protocol on the
Suppression of
Unlawful Acts of
Violence at Airports
Serving International
Civil Aviation,
supplementary to the
Convention for the
Suppression of
Unlawful Acts against
the Safety of Civil
Aviation

Montreal,
24.02.1988

21.01.1994

20.10.1991

21.01.1994 RT
Il 1993/30-

31/104

10.

Convention for the
Suppression of
Unlawful Acts against
the Safety of Maritime
Navigation

Rome,
10.03.1988

16.05.2002

24.10.2001

16.05.2002 RT
1 11 2001/28/142

11.

Protocol for the
Suppression of
Unlawful Acts against
the Safety of Fixed
Platforms Located on
the Continental Shelf

Rome,
10.03.1988

27.04.2004

12.11.2003

27.04.2004
3 RT 11 2003, 31,
155

12.

Convention on the
Marking of Plastic
Explosives for the

Purpose of Detection

Montreal,
01.03.1991

21.06.1998

22.11.1991

| 21.06.1998 RT
> 11 1995/41/172

Additionally, Estonia is a party to the followingmventions:

United Nations Convention against Transnationala@ized Crime, ratified by the
Estonian Parliament on 4 December 2002;

European Convention on the Suppression of Terroaischits amending Protocol,
ratified by the Estonian Parliament on 6 April 2005

Convention based on Article K.3 of the Treaty onrdpean Union, on the
Establishment of a European Police Office (Euro@dnvention) and its
additional protocols, ratified by the Estonian Remlent on 26 January 2005;
Convention between the Kingdom of Belgium, the FaldRepublic of Germany,
the Kingdom of Spain, the French Republic, the @ranchy of Luxembourg, the
Kingdom of the Netherlands and the Republic of Aasbn the stepping up of
cross border cooperation, particularly in combategorism, cross border crime
and illegal migrationtatified by the Estonian Parliament on 18 June 2008

the Council of Europe Convention on the PreventbrTerrorism, opened for
signature on 16 May 2005, ratified by the Estoriarliament on 25 February
2009.

Estonia has also signed and is preparing to r#tidyinternational Convention for the
Suppression of Acts of Nuclear Terrorism, openeadsignature in New York on 14
September 2005.
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Chapter 35 of the Estonian Code of Criminal Procedstipulates provisions for
international cooperation between countries. Eatbas concluded several international
agreements with other countries and has alsoedtifie criminal conventions of the
Council of Europe.

Opened for Ratified by
signaturein the Estonian | Referencesto
List of multilateral (Location In effect in Parliament pertinent
international agreements | and date) Estoniasince | Riigikogu publications
European Convention on 28.06.1997
Strasbourg,

the Suppression of

28.06.1997 29.01.1997 (RT Il

Terrorism 21.01.1977 1997/5/20)
Protocol amending the Has not yet

European Convention on| Strasbourg,| entered into 06.04.2005 28.04.2005 (RT
the Suppression of 15.05.2003 force T Il 2005, 13, 35)
Terrorism internationally

Convention on

Laundering, Search, | oo oh g 01.09.2000 (RT
Seizure and Confiscation 27 01.1990 01.09.2000 08.03.2000 Il 2000/7/41)

of the Proceeds from
Crime

List of bilateral international agreements:

1.
2.

10.

The Extradition Treaty between the United StateAragérica and Estonia;

Supplementary Treaty to the Extradition Treaty et the United States of
America and Estonia;

Agreement between the Government of the Republic Fofland and the
Government of the Republic of Estonia on Co-operatin Combating Crime;

Agreement between the Government of the RepublicHohgary and the
Government of the Republic of Estonia on Coopenatio Combating Terrorism,
lllicit Drug Trafficking and Organized Crime;

Agreement between the Republic of Estonia and tlwegdom of Spain on
Extradition;

Agreement between the Government of the Republistdnia and the Government
of the Republic of Moldova on Co-operation in Coniriiga Crime;

Agreement between the Government of the Republistdnia and the Government
of the Republic of Turkey on Fighting Against Imtational lllicit Trafficking of
Narcotic Drugs and Psychotropic Substances, Intiemal Terrorism and
Organized Crime;

Agreement between the Government of the Republistdnia and the Government
of the Kingdom of Thailand on the Transfer of Offens and on Co-operation in the
Enforcement of Penal Sentences;

Agreement between the Republic of Estonia and tbeogean Union on the
Participation of the Republic of Estonia in the &gan Union Police Mission in
Bosnia and Herzegovina;

Memorandum of Understanding between the Governwidahie Republic of Estonia
and the Government of the United Kingdom of Greataih and Northern Ireland
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on Co-operation in Combating lllicit Drug Traffielkg, Organized Crime, lllegal
Immigration, International Terrorism and Other $as Crime;

11. Agreement between the Republic of Latvia, Repudlitithuania and Republic of
Estonia on Rendering Legal Aid and on Legal Refetjo

12. Agreement between the Republic of Estonia and thessin Federation on
Rendering Legal Aid and on Legal Relations in CiF&mily and Criminal Matters;

13.Agreement between the Republic of Estonia and tkaibe on Rendering Legal
Aid and on Legal Relations in Civil, Family and @rhal Matters;

14.Treaty between the Government of the United StatesAmerica and the
Government of the Republic of Estonia on Mutual dlegssistance in Criminal
Matters;

15.Agreement between the Republic of Estonia and tlepuBlic of Poland on
Rendering Legal Aid and on Legal Relations in CiWlork and Criminal Matters;

16.The agreement between Estonia and the United Stateerning Co-operation for
the Prevention of the Proliferation of Weapons odigsl Destruction, and for the
Promotion of Defence and Military Relations;

17.Agreement between the Republic of Estonia and tlssian Federation for
Developing Co-operation between the Police Departsn®perating within the
Border Zone;

18. Agreement between the Government of the Republistdnia and the Government
of the Federal Republic of Germany on Co-operafanCombating Organized
Crime, Terrorism and Other Relevant Crimes;

19. Agreement between the Government of the Republistdnia and the Government
of the Republic of Slovenia concerning the Coopenatin the Fight Against
Organized Crime, lllicit Drug Trafficking and Terrsm,;

20. Agreement between the Government of the Republistdnia and the Government
of Israel on Fighting Against lllicit Traffickingfd\Narcotic Drugs and Psychotropic
Substances, Terrorism and Organized Crime.

21. Agreement between the Government of the Republistdnia and the Government
of the United States of America on Enhancing Coafpem in Preventing and
Combating Serious Crime

1.2. What national legislation has been adopted in youState to implement the
above-mentioned agreements and arrangements?
Estonia supports the initiatives of the UN, Norttiatic Treaty Organization (NATO),
the Council of Europe and the European Union (Ebnd other international
organizations with similar aims to prevent and cantlerrorism and to freeze the funds
and economic resources used by terrorists or peaviy their supporters.

Estonia has taken all necessary measures to comblyJN Security Council (UN SC)
resolutions 1333, 1373, 1390, 1624 and 1787.

Estonian legislation enables the full implementatiof the UN SC resolutions
concerning the fight against terrorism.

All relevant Estonian legislation is in full confaity with international law.
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The pertinent Estonian legislation
Estonia has taken all the necessary measures tfawraugh implementation and has
created effective legal framework, the main comptsief which are:

v’ the Penal Code;

v the Criminal Procedure Act;

v the Money Laundering and Terrorist Financing PréeenAct;

v International Sanctions Act.

According to the two Council of Europe conventiongentioned in the list of

multilateral international agreements and Sectit8 df the Criminal Procedure Act,
the Minister of Justice or a legal authority appethby the Minister can apply for the
arresting of a person’s assets in another country.

On 17 August 2006 the Government of the RepublicEstonia approved the
Fundamentals of Counter-terrorism in Estonia, which set goals for counter-terrorism
to be proceeded from in the prevention, combating detection of terrorism and
resolution of emergencies. The Fundamentals alsoayn overview of the roles of all of
the authorities associated with counter-terrorisradtivities against terrorism.

Estonia has aligned itself with theonclusions and plan of action of the
extraordinary European Council meeting of 21 Septetmer 2001, and withthe EU
common  positions 2001/930/CFSP, 2001/931/CFSP, 2002/340/CFSP and
2002/976/CFSP. These documents specify the metandsresources for combating
terrorism and terrorist financing. They also comtlsts of the persons, groups, and
organizations accused of furthering terrorism oafficing terrorism. Estonia has also
associated itself with the North Atlantic Counddtement of 12 September 2001.

The internationalConvention for the Suppression of the Financing offerrorism
was ratified by the Estonian ParliamerRi{gikogu) on 20 March 2002, and entered into
force in respect of Estonia on 21 June 2002.

The International Sanctions Act (which entered into force on 2 January 2003)
establishes a more precise legal basis for enantemsures necessary for the adoption
of international sanctions, thereby making it eafe Estonia to fulfil her international
obligations. This Act regulates the internal apgtiien of international sanctions where
UN Security Council, EU Council, some other int¢io@al organization or the
Government of the Republic at its own initiatives lteecided to impose such sanctions.
The Government is able to proscribe any financaigactions with persons and entities
associated with terrorism\ccording to Section 3 of the International Sérd Act, the
Government has powers to prohibit any commercitiViag lending activity, money
payments, transactions with securities, etc witlsques or entities suspected in any kind
of criminal activity on an international level. Th&overnment will implement
international sanctions with appropriate regulagioh new International Sanctions Act
Is in the process of Parliament readings and wililbplemented in 2010.

Legal provisions in accordance to the Penal Code:

As of 15 March 2007 the following amendments hagerbincluded in the Penal Code:
terrorist crimes and targets of such crimes hawn lefined in detail. According to

Section 237 of Penal Code, in addition to financamgl supporting terrorist activities

also belonging to a terrorist organisation, fougdar leading a terrorist organisation,
recruiting other people to a terrorist organisatmal preparation of a terrorist crime or
call for a perpetration of a terrorist crime aréjsat to criminal prosecution
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Terrorist financing is the allocation or raising fohds to plan or perform acts, which
are deemed to be acts of terrorism within the nmgaoi the Penal Code or to finance
the operation of terrorist organizations or in kmowledge that the funds allocated or
raised will be used for the aforementioned purposes

On the basis of a court warrant it is possiblepetiog to Section 83 of the Penal Code,
to confiscate objects used to commit an intenticoféénce and the assets acquired
through the offence if these belong to the offendiethe time of the court ruling.
Therefore, if a person is found guilty of suppagtierrorists or participating in a crime,
which has been committed to finance terrorisms ipossible to confiscate the guilty
person’s assets, which were meant for financingtism, or assets to the extent of the
financing of terrorism. This is reflected in Pe@alde Sections 83 and 84 (Confiscation
and the substitution of confiscation, respectively)

The Criminal Procedure Act, the Estonian Surved@aAct and the Security Authorities
Act provide wide enough powers to organize prosenudctivities in the framework of
combating terrorism.

1.3.What are the roles and missions of military, paraniitary and security
forces and the police in preventing and combatingetrorism in your State?

The competent authorities in Estonia (Ministry watiekior Affairs, Ministry of Defence,
Intelligence agencies) which deal with combatingaesm either directly or indirectly
have close contacts and relations with the relewastitutions of other countries and
international organizations in this field. Thereaisvell-functioning co-operation with
international organizations (Interpol, Europol) time framework of multilateral and
bilateral agreements and according to the UN SGlugsns, which are binding to
Estonia.

The Estonian Security Police Board (which is under the jurisdiction of Ministry of
Interior Affairs) is directly responsible for thegvention of terrorism and the hindrance
of terrorist acts, conducting also the pre-couvestigation of offences connected with
terrorism. Security Police acts in close cooperatidth the Financial Intelligence Unit
and financial institutions in order to detect pbksiransactions connected with terrorist
financing.

The Estonian Security Police Board has intensifiednvestigation process with the
purpose of cutting off the monetary means of tésteror persons connected to them,
utilizing all legal means for the capture of thgeesons and for bringing them to trial.
The Estonian Surveillance Act and the Security Atitles Act provide wide enough
powers to organize prosecution activities in tlamfework of combating terrorism. The
Estonian Security Police Board has also activated iacreased the use of covert
methods, provided by the Security Authorities A@br preventing international
terrorism in Estonia in view of all activities coed by Section 2 of Resolution 1390 —
the movement of terrorists and their groups, fil@rsupport, as well as the supply of
arms and explosives.

In addition to official institutions and enterprsséhe Security Police Board acts in co-
operation with relevant institutions of other caieg for the exchange of operational
information on the movement and activities of passsuspected of being connected to
terrorist groups.
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1.4.Provide any additional relevant information on national efforts to prevent
and combat terrorism, e.g. those pertainingnter alia to:

1.4.1. Financing of terrorism
Money Laundering
Estonian anti-money laundering system is in acawéawith international standards.
Estonia implements all of the UN SC financial sang as they are part of the relevant
EU policies, which are subject of direct implemdiotain the EU member states.

On 1 July 1999, the Money Laundering Prevention Actered into force and the
Estonian Financial Intelligence Unit (FIU) was dexh and it started to fulfil its
functions (receiving, analyzing and disseminatingspscious transaction reports).
Estonian FIU is a member of Egmont Group. On 1 dgn@004 the new redaction of
Money Laundering and Terrorist Financing Prevent#han entered into force and the
FIU was given the responsibility to supervise diliged entities except credit and
financial institutions (which are supervised by &fnial Supervision Authority). FIU is
also responsible for the supervision over implemigon of international sanctions over
financial and credit institutions. Also, startingpiin 1 January 2004 Estonian FIU is
responsible for receiving, analyzing and dissenmigasuspicious transaction reports on
terrorist financing. Further details can be foundh@ section describing the tasks and
responsibilities of FIU and Financial SupervisioatAority.

The new Money Laundering and Terrorist Financing Preveriion Act (MLTFPA)
entered into force on 28 January 2008. It introduttee principles of the EU 3rd
AML/CFT Directive in Estonian legislation. Implem@ation of the new Act means risk-
based accumulation of the strategic goals. The mgsdrtant goal is to encourage the
preventative system of AML/CFT. The DevelopmentnRd& Governmental Authorities
2008-2011 continues to specify prevention of molayndering and tracing criminal
proceeds as a national priority. Supervision olerdactivities of providers of services of
alternative means of payment is a priority in sugon. One of the priorities, for the
time being, in connection with the entry into foroEthe new MLTFPA is training
obliged persons. A twinning project which lasted 105 years and ended in February
2009 has been implemented in this context. Cooperabetween the police,
investigative bodies, competent state authorities abliged persons as well as
international cooperation remains a priority.

On 31 May 1999 (Regulation of the Minister of tmernal Affairs; Act Nr 63), the
Inter-Institutional Committee on Combating Money Laundering under the
responsibility of the Ministry of Internal Affairsand the Money Laundering
Committee /working group of the Estonian Banking Association were establish

In 2006, the responsibility of AML/CFT policy waskien over by the Ministry of
Finance A Government committee (hereinafter the Committeejor coordination of
Issues concerning prevention of money laundering anterrorist financing was
established in spring 2006 (Order No. 285 of thevgBoment of the Republic of
11 May 2006).The Advisory Committee of Market Participants was established at
the same time. All agencies engaged in the prementf money laundering are
represented in the Government Committee, includingpresentative of the Ministry of
Economic Affairs and Communications. The Governmgammittee meets regularly
and problems are solved as they come up, incletiposnted out by the risk analyses
conducted by agencies. The national strategy isdbasa the priorities of the agencies
and any problems are resolved operatively in then@Gitee.
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The Money Laundering and Terrorist Financing PréweenAct Section 4 defines
“money laundering” as:

1) Concealment or maintenance of the confidenyialitthe true nature, origin, location,
manner of disposal, relocation or right of owngostii other rights of property acquired
as a result of a criminal activity or property aicqd instead of such property;

2) Conversion, transfer, acquisition, possessiamserof property acquired as a result of
a criminal activity or property acquired insteadsoich property with the purpose of
concealing the illicit origin of the property orsisting a person who participated in the
criminal activity so that the person could escdpe legal consequences of his or her
actions.

(2) Money laundering also means a situation whegelsyiminal activity as a result of
which the property used in money laundering wasiiaed occurred in the territory of
another state.

This definition conforms to the EU Directive 2008/6U (EU 3rd AML/CFT
Directive) and to the 40 Recommendations of the FAT

The Money Laundering and Terrorist Financing PréweenAct Section 5 defines
Terrorist Financing in the following wayerrorist financing means financing acts of
terrorism for the purposes of Sectioir2 of the Penal Code.

Money laundering has been criminalized in Secti®4 ®f the Penal Code The
activities of persons obliged to fulfil the prowss of the Money Laundering and
Terrorist Financing Prevention Act are prescribed®ections 395 and 396 of the Penal
Code. According to these provisions, any assetsiamthrough criminal activityre
subject to confiscation, and the persons involvethese criminal activities are subject
to criminal prosecution (punishable with a finenoth imprisonment of up to ten years).
The acquisition, possession, use, conversion orsfiea of, or the performance of
transactions or operations with, property acquasd result of a criminal offence or in
return for participation in such an offence, thegmse or consequence of which is the
concealment of the actual owner or the illicit arigf the property is punishable with a
fine, or up to five years of imprisonment.

The MLTFPA Section 3 provides a comprehensiveftisthe persons and institutions,
which have to apply money laundering and terrdimstncing prevention measures:

1) credit institutions;

2) financial institutions;

3) organisers of games of chance;

4) persons who carry out or act as intermediandgsansactions with real estate;

5) traders for the purposes of the Trading Ach dash payment of no less than 200,000
Estonian kroons (EEK) or an equal amount in anotiuerency is made to the trader,
regardless of whether the financial obligation ésfprmed in the transaction in a lump
sum or in several related payments, unless othemisvided by law;

6) pawnbrokers;

7) auditors and providers of accounting services;

8) providers of accounting or tax advice services;

9) providers of trust and company services.

(2) This Act applies to notaries public, attorndyailiffs, trustees in bankruptcy, interim
trustees in bankruptcy and providers of other lesgavices if they act in the name and
on account of a customer in financial or real propgansactions. This Act also applies
to the specified persons if they guide planningaagaction or perform an official act,
which concerns:

1) the purchase or sale of stocks or shares of vables, enterprises or companies;
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2) the management of the customer’s money, seesioti other property;

3) the opening or managing of bank or security ants)

4) the acquisition of funds necessary for the faiimh, operation or management of
companies;

5) the foundation, operation or management of sfusbmpanies or other similar
entities.

In the event of suspicion of money laundering aratest financing, the Financial
Intelligence Unit may issue a precept to suspetrdresaction or to impose restrictions
on the disposal of an account or other propertystitaing the object of the transaction
for up to_thirty daysas of the delivery of the precept. On the basia pfecept of the
Financial Intelligence Unit may additionally restrithe use of property for up to 60
daysfor the purpose of ensuring its preservation if:

1) during verification of the source of the propgdrt the event that there is a suspicion
of money laundering, the owner or possessor ofptioperty fails to submit evidence
certifying the legality of the source of the prageto the Financial Intelligence Unit
within thirty days as of the suspension of the geamtion or as of the imposition of
restrictions on the use of the account;

2) there is suspicion that the property is useddoorist financing.

Property may be seized for longer periods onlyrimmal proceedings have been
commenced in the matter. In this case, propertyl df& seized pursuant to the
procedure provided by the Acts regulating crimipi@cedure.

The Estonian Financial Intelligence Unit (FIU) and Financial Supervision
Authority (FSA): at its 28th plenary meeting in Strasbourg on 8-&2dnber 2008 the
Committee of Experts on the Evaluation of Anti-Mgrleaundering Measures and the
Financing of Terrorism (MONEYVAL) adopted the thirdutual evaluation report of
Estonia. As stated in the executive summary ofrépert, MLTFPA, which transposes
the requirements of the 3rd EU AML Directive intordestic legislation, remedied a
large number of shortcomings in the Estonian AMLTGEgime. At the MONEYVAL
December 2009 plenary meeting Estonia presented-itisé Progress Report which
describes the progress of strengthening the AML/G&Jime in Estonia. Both the
mutual evaluation report and first progress re@wg published on the webpage of
MONEYVAL (http://www.coe.int/t/dghl/monitoring/morngal/).

The International Sanctions Act (mentioned in detaider the section describing
pertinent Estonian legislation) provides basis fomplementing the international
financial sanctions. A new International Sanctidws is in the process of Parliament
readings and will be implemented in 2010. Accordm® L TFPA and the International
Sanctions Act to be implemented, exercising supemiover the application of the
financial sanctions, unless otherwise providedavy br legislation of the European
Union, is the function of Financial Intelligence itUn

Under the Financial Supervision Authority Act th&A exercises supervision over
credit and financial institutions, regarding to qiance of internal procedures with
relevant legal acts, including the ability to implent international sanctions
(requirements for relevant internal procedureslate are enacted in Credit Institutions
Act, Insurance Activities Act, Investment Funds ASecurities Market Act, E-money
Institutions Act and Money Laundering and TerroriShancing Prevention Act).

According to the new act to be implemented in 2Qh6, supervision over compliance
of internal procedures concerning internationattans will also be exercised by FIU.
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In order to assist the obliged persons to fulfd gbligations arising from MLTFPA the
FSA has guidelines in the field of AML/CFT "Addihal Measures for Preventing
Money Laundering and Terrorist Financing in Creitl Financial Institutions”. These
advisory Guidelines establish for obligated persgusling and clarifying Guidelines
for the application of the due diligence measurtsosit in the MLTFPA — first and
foremost with respect to the establishment of aness relationship, assessment and
management of the risk of money laundering andnfiirey of terrorism, information
collection and action required in case of suspi@dmoney laundering and terrorism
financing (compliance with the duty to notify), alshe internal audit rules for the
review of the application of due diligence measures

FSA also notifies credit and financial institutioospublic statements issued by FATF
and MONEYVAL that draw attention to countries orri@ries where the AML/CFT
requirements do not meet international standardscoilingly, FSA recommends
paying higher attention to business relationshijirating from such countries.

In order to strengthen the efficiency of law entanent authorities, on 1 January 2010
Police Board, Citizenship and Migration Board amatd®r Guard Administration were
merged and a new authority — Estonian Police anddBdsuard Board — was created.

1.4.2. Border controls
At the European level thé&stonian Police and Border Guard Board mainly
cooperates with the European Agency for the Managemf Operational Cooperation
at the External Borders of the Member States ofEipean Union (FRONTEX) on
exchange of information about cross-border movenwnpersons who represent
specific categories, which forms the basis forsk analysis prepared by FRONTEX.
Risk analysis is one of the elements in planningrafive-tactical activities for checking
persons crossing the borders. Participation in aieral, training and other activities
coordinated by FRONTEX facilitates more efficientarmation exchange between the
Member States of the European Union in fight adairsss-border criminality.

As a regular procedure the Estonian Police and é@o@luardBoard has a monthly
information exchange in the framework of the Bordantrol Co-operation of the
Baltic Sea States. The information exchanged pextio events and occurrences that
have taken place on the borders of the cooperaiinmtries. Estonia together with
Latvia, Lithuania, Poland, Germany, Denmark, Norw&yeden, Finland and the
Russian Federation participates in the above-meadidormat. Since November 2001,
an information exchange has been in operationdials with the detention of terrorists
and persons connected with terrorist organizatimmshe borders of the Baltic Sea
states. As per agreement, the co-operation partm#rse immediately informed about
any and all extraordinary occurrences that may beinterest to the countries
participating in this format.

Cooperation between the Baltic States and actsvitiethe framework of the Border
Guarding sub-committee of Baltic Council of Ministefacilitates exchange of
information between the three neighbouring coustrié.g. under the aegis of the
aforementioned form of cooperation joint operatiansl different meetings of experts
for the discussion of border management issuedbasidpractices are carried out, and in
the fight against cross-border criminality, in goecation with Latvian and Lithuanian
Border Guard Services secondment of immigratiorsdia officers (ILO) of Baltic
States to Georgia and Belarus has been prepared.
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In the framework of agreement between the EstoRialice and Border Guard Board
and Security Police Board information has been amghd between the agencies. On a
regular basis the Security Police Board supplies Rblice and Border Guard Board
with lists of persons suspected of terrorism orpsufing terrorism in order to check,
and if need be hinder the border crossing of arch quersons. Pursuant to legal acts
shipping companies, offering passenger transpanicgs are obliged to transmit
electronic lists of passengers to the Police andi®oGuard Board officials. Analysis
of passenger information enables to fight againstinality and terrorism. Similarly,
the Police and Border Guard Board receives eleictists of passengers on board of
aircrafts arriving to Estonia directly from outsidethe European Union.

Border crossing points are equipped with AFIS (Awhbed Fingerprint Information
System) devices that enable identification of pesson the basis of their fingerprints.
Additionally, the border crossing points are egeigmvith devices enabling checking of
biometric data from e-passports.

In order to hinder the use of forged, lost or staecuments, and to prevent the border
crossing of persons wanted or persons, whose mrttryhe country has been restricted,
the border crosser’s information is checked agaandatabase on their arrival to and
departure from the country.

For the discovery of forged travel documents amddtrevention of their use, all border
points have been equipped with document controicdey and the major border points
are outfitted with the VSC-2000 and DIXI-05 systeimsdocument analysis.

The Commission of the control of the import, export andtransit of strategic goods
monitors and implements through the Estonian latii® system the sanctions,
boycotts and embargoes established by the UN, G8@Ehe EU.

The Estonian Tax and Customs Board in regular co-operation with the Estonian
Security Police Board has taken actions for morfficieft implementation of the

measures concerning the fulfilment of Resolutior@@3f the UN SC. Regular

information exchange and co-operation has beernedtdretween the Customs and
Security Police Board within the framework of theesial agreement. Customs and
Security Police Board are also changing controlipgant regularly within the

framework of this agreement.

To co-operate in conditions of and to fully implamheghe Schengen Agreement,
Estonian Tax and Customs Board and Police Boara ltawncluded a co-operation
protocol (addendum to general co-operation agregmdihe co-operation protocol
stipulates the conditions for the mutual use otveht technical equipment, joint
operations and training.

The Tax and Customs Board has established exchaingdgormation also with the
Estonian Police and Border Guard Board and hassacte the databases of
telecommunication companies. Risk analysis is edrout both on the central and
regional levels. Specific software tools (SAS) hdeen introduced. The automated
selectivity software SELECT for declaration progegssystem COMPLEX, NCTS,
ICS, ECS, etc is used for the purposes of operatiand tactical risk analysis in
customs declaration process. In the passengerctthéf Tax and Customs Board uses
passengers risk analysis tool Suspect2, which as lalso integrated with Interpol
wanted persons list. Also the risk profiles systB#HO has been implemented for
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dispreading information about risks and all sigrfit control-information. In autumn
2007 a system for intelligence purposes called ANT& implemented (automated
system for recognizing number plates) in Estoniast&n borders (road cross-border
points of Narva, Luhamaa and Koidula). In 2009, Tax and Customs Board signed a
contract to add five new recognition points to ANT&w recognition points will be
located in southeast and southwest region of Eatdkso, Estonia has in its Eastern
border a system called PIRE where all vehicles mmard is registered from Estonia to
Russia and vice versa. All the intelligence offigiare connected to the e-mail based
common communication network that ensures quicktridigion of essential
information.
In 2009, The Tax and Customs Board has establigteefibllowing risk analysis:
Import, export and transit risks related to chensicgrecursors) used in
chemical weapons (CWC, AG, WA);
— Passengers’ related risk analysis in the areaefllggal export and import of
the cut-and thrust weapons (prohibited for civilpmposes) in Estonia;
— Dual-use items (categories 3 - electronics, 5 -ectmhmunications and
“information security", 6 - sensors and laserd) asalysis;
— Weapons risk analysis on the basis of declaratiorder to identify possible
violations of embargos.

Close co-operation with the Commission of strategiods and the establishment of a
strategic goods control contact person networkar dnd Customs Board has had good
outcomes. Through several training events and sesiiGustoms personnel at border
points has achieved significant expertise in thiea®n of strategic goods or parts of
them.

In co-operation with the US Department of EnerggtoBian Public Service Academy
and Estonian Tax and Customs Board, in 2008, twaecarried through a training of

the trainers for the courses of strategic goodsa Aesult of this training, officials of the

Estonian Tax and Customs Board trained in 2009hergrounds of the program of US
Department of Energy, officials of border guard ahebents of Estonian Public Service
Academy on the topics of chemical, biological andgclear weapons and rocket
technology.

In 2009, the contact persons of Estonian Tax argtddus Board dealing with strategic

goods in co-operation with the Estonian Securitiid@doard and the Commission of

strategic goods visited eight companies in differeagions of Estonia engaged in

business with the strategic goods. The objectivibede visits was to strengthen the co-
operation with private sector, explain legal acbmaerning the strategic goods and
enhance compliance.

The Tax and Customs Board has introduced the Pidd(Rt Identification Tool)
system, which contains informational material abstuategic and dual use goods. The
PIT system is reachable in every customs/bordertt poiEstonia.

A comprehensive program to supply Estonian Custeitistechnical aid from the USA
has continued. For example, at this time almosbatter points have been equipped
with radiation detection technology (e.g. statignaadiation detectors and personal
radiation pagers for field officers). During 2006da2007, radiation detection systems
were renewed in border crossing points betweemizstind the Russian Federation.
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In 2009, additional radiation portal monitors werstalled to Luhamaa border crossing
point and that process will continue during 201&aidula and Narva border crossing
points.

The training events on fighting against terrorismainly delivered by US authorities —

FBI, Department of Defence, Customs Service, etk place on a regular basis and
cover topics such as detection of strategic goodsspecific intelligence analysis. The

purpose is to increase information exchange betweerEstonian Customs and other
relevant agencies.

Estonian Tax and Customs Board has also concludechdvinda of Understanding
(MOU) with DHL International Eesti AS AirCargo Estonia AS TNT Express
Worldwide Eesti AS, Schenker AS, Eesti Raudtee AS (Estonian Railway Company) and
AS Eesti Post (postal service). A co-operation agreement coredudbetween the
Customs Board and telephone companies providessacfor Customs to their
electronic databases. Customs already has accetbe tstonian Air (the Estonian
national airline) passengers’ database.

1.4.3. Travel document security
The Estonian Police and Border Guard Boardhas implemented various features to
maintain high level of security travel documenter Ehis purpose all travel document
types share the same high level of security andopatisation of travel documents is
centralized (documents are personalised only inl@cetion).

Travel documents of the Republic of Estonia meetrdquirements of ICAO and the
European Union incl. introduction of fingerprintobetrics as of June 29, 2009.
Mandatory uniformed verification procedures areursgfl for document application and
iIssuance. Fingerprint verification against imagaesdocument chip is introduced from
December 2009.

The additional measures to support the securityrasel documents include also the
following:

- validity of travel documents can be verified dre twebpage of Police and Border
Guard Board,;

- data on lost and stolen documents and blanksrisafded to Interpol and made
available on the Internet;

- Police and Border Guard Board provides the notargdit institutions and other
authorities entitled by law with the document hotdedata (facial image, signature,
personal code) for the purpose of the reliabletifleation of persons.

Estonia notes that in order to efficiently tackhe tproblem of terrorists’ travel by
administrative means, the question of security@fdl documents has to be viewed in
conjunction with the effective use of technologicapabilities of the Zicentury.

With that in mind, more attention should be paidhe ability of using technological
means and databases for both law enforcement argkrboontrol purposes. Thus
common standards on legal instruments, for instaagarding passenger name records
(PNR) have to be drawn up in the nearest possiited.

1.4.4. Container and supply chain security
The Estonian Tax and Customs Board does not hawmg ®Rrachines in the ports nor are
there carried out any trans-illuminations. Howevkere is carried out a risk evaluation
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and direction of goods and vehicles to be contilatle the basis of existing data. There
is access to the data-processing system of thaicentterminal of the port and it is

being used for risk analysis purposes and for sgndhiteresting and/or suspicious
containers to customs check.

1.4.5. Security of radioactive sources
The field of security of radioactive sources isulated by Radiation Actvhich is in
accordance with EU Council directive 2003/122/Bomatand other International
conventions and standards.

A working group has been formed to identify possilgaps in current legal and
administrative system. One of the primary questitnesworking group tries to answer
is how to improve the regulation on state’s autiyoto take into possession a
radioactive source that is either illegally ownadhas no owner. The outcome of the
work is expected to be enforced in legal acts leyetihd of 2010.

1.4.6. Use of the Internet and other information networks for terrorist
purposes
The vulnerability of cyberspace is a serious séguisk which affects all nations and
which must be confronted on a global level. It éz@ssary that the comprehensive use
of information technology solutions is supported ayhigh level of security for
information systems and general cyber security.

The aim of cyber security policies of countries amdrnational organisations should be
to reduce the vulnerability of cyberspace globalifis is accomplished through the
implementation of domestic action plans, but alsmugh active international co-

operation, which supports the enhancement of cyteurrity on a global level.

Since the volume of professional cyber attacksnisreasing and the likelihood of
a large-scale cyber attack against critical infradtires is growing it is vital that all

nations pay attention to their legal mechanisms apeérational capabilities on

fighting cybercrime and -terrorism, as well as emgucyber security within their

jurisdictions, which includes cooperation with atheountries on extradiction of

cybercriminals. For that purpose it will be usdfuldevelop national strategies or action
plans which will include all different aspects gber security, e.g. national security and
defence, internal security and law enforcement,uleggns on information and

telecommunications sector, international coopenadiod awareness.

Cornerstones of cyber security of nations:
1. A system of security measures and implementingsiwidespread application
is based on the acknowledgement that all membeso@éty rely on information
technology solutions. The owner of every informatgystem must understand the
risks that accompany the interruption or disturleaoicthe services he or she offers.
2. Raising the level of expertise in the area of bgr security. In order to achieve
the necessary level of expertise in cyber secutigse goals have been set forth for
training and research: standard requirements ferlaéliel of IT security expertise
possessed by IT specialists must be regulated,aandppropriate training and
certification system must be created. It is crutdagnsure that there is preparedness
for crisis situations in cyberspace.
3. Developing international co-operationln order to support the development of
international co-operation in the field of cybecweaty it is important to achieve a
global moral condemnation of cyber attacks thatughs people’s lives and the
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functioning of society. At the same time, it is iomfant that the fight against cyber
threats is not seen as an attempt to restrict hurgats or democratic freedoms. It
is vital to encourage widespread accession toriatamal conventions dealing with
cybercrime and cyber attacks, and making the cttfrthe conventions known to
the international public.

4. Media and raising awarenesslo create awareness of cyber security issues both
domestically and internationally, and to supporoperation networks with the help
of the media.

Estonian Government has approved the national Cybeurity Strategy on 8 May
2008. The Cyber Security Strategy offers a commisiow for all actors in society, how
to reduce the vulnerability of cyber space and eames the importance to protect
critical Internet infrastructure. The Strategy halso set a vision that information
technology solutions should be supported by a heyel of security standards for
information systems and general cyber securityucelt

Also, the Estonian government has approved an emeyglaw, which identifies vital
Internet services in detail, going beyond critigabas and describing in detail the
specific services which are essential to maintafmrectioning state in an emergency
situation.

Estonia signed the Council of Europe ConventionGyber Crime on 23 November
2001. The convention was ratified on 12 Februa§328nd entered into force on 1 July
2004. Estonia also signed the Additional Protoeolhis convention on 20 January
2003. From 2008-2010 Estonia has donated 60 000 teuthe Council of Europe’s

Global Project on Cybercrime.

Consequently there are relevant provisions alsthénPenal Code that penalize cyber
offenses: Section 206 makes it punishable to iaterfvith the computer data. This

includes illegal alteration, deletion, damagingtwcking of data or programmes within

computer systems, or illegal uploading of data mgpammes into computer systems.
This offence is punishable with either a pecunigiynishment or up to 3 year

imprisonment.

lllegal interference with or hindering of the opgwa of a computer system by way of
uploading, transmitting, deleting, damaging, attgror blocking of data is punishable
by a pecuniary punishment or up to three yearsngbrisonment (Section 207).
Dissemination of spyware, malware or computer @sus punishable by a pecuniary
punishment or up to 3 years’ imprisonment (Sect@d8). When aggravating
circumstance exist then the punishment for the alm@ntioned offences is up to 5-year
imprisonment.

Estonia held th€hairmanship of the OSCE Forum for Security Cooperdion in the
second session of 2008 (from the end of March dinéilbeginning of September) and
cyber security had a prominent place in the prognamThe aim was to promote
discussion which would lead not only to further ersfanding of cyber security but
would also produce new ideas and initiatives th&C& as a collective body could
further pursue.

Cyber security was the main topic at the 32nd joieeting of the Forum for Security
Cooperation and Permanent Council held on 4 Ju@&;2fccording to FSC decision
FSC.DD/10/08 of 29 October 2008 an OSCE workshop ed in Vienna on 17-18
March 2009 to discuss the comprehensive OSCE agptoeenhancing cyber security.
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Estonia is co-sponsoring the questionnaire “OSCIBeC\security Self Survey and
Assessment”, introduced by the United States detegat the OSCE in 2010.

On 6 July 2009, the UN Secretary-General invitetblia to nominate an expert to the
Group of Governmental Experts (GGE) on developmientise field of Information and
Telecommunications in the context of Internatio@dcurity. Estonian expert was
accepted and has started his assignment as a G@Bene order to study and tackle
existing and potential threats in the sphere okcyecurity.

Estonia co-sponsored the resolution “Creation gfodal culture of cyber security and
taking stock of national efforts to protect criticenformation infrastructures”
(A/RES/64/211), which was adopted by UNGA seconmumittee in December 2010.

In October 2008, th€ooperative Cyber Defence Centre of ExcellendeCCD CoE),
located in Tallinn, Estonia was granted full NAT@ceeditation by the North-Atlantic
Council and it obtained the status of Internatiohilitary Organization. There
are currently 7 Sponsoring Nations to the CCD {BE&onia, Germany, Italy, Latvia,
Lithuania, Slovak Republic, and Spain). The Cestraiission is to enhance the
capability, cooperation and information sharing aghndNATO, NATO nations and
Partners in cyber defence by virtue of educati@search and development, lessons
learned and consultation. The key areas of focusCfoD CoE include the following
aspects: legal and policy, concepts and strateggstical environment and critical
information infrastructure protection.

1.4.7. Legal co-operation including extradition
Estonia has not received or submitted any requestextradition or European arrest
warrants (EAW) with respect to terrorism chargese Burrender of people in order to
conduct criminal proceedings or to execute a cugdgiement which has entered into
force takes place within the EU on the basis of @meincil Framework Decision of
13 June 2002 on the European arrest warrant ansuthender procedures between the
Member States (2002/584/JHA). The procedure foraeiion with third countries
takes place on the basis of the European ConventioExtradition and the First and
Second Additional Protocol to the European Conweenton Extradition. Upon
conducting proceedings concerning the EAWS or rstguier extradition submitted to
Estonia with respect to terrorism charges therenarelifferences in comparison with
the proceedings conducted with respect to the EAM/Sequests for extradition
submitted in other criminal offences.

The surrender of a person arrested in Estonia @aisis of EAW shall be decided by
the court of first instance. The Government of fRepublic shall decide on the

extradition of an Estonian citizen; the MinisterJufstice shall decide on the extradition
of an alien.

1.4.8. Safe heavens and shelter to terrorists and terrorisorganisations
There are no safe havens or shelters to terramigstonia.

2. Stationing of armed forces on foreign territory
2.1.Provide information on stationing of your State’s amed forces on the
territory of other participating States in accordance with freely negotiated
agreements as well as in accordance with internatial law.
International Military Co-operation Act establishésses for simple and flexible
decision-making procedures for implementing Estonianternational military
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obligations (taking into account NATO membershipe Act also provides rules for
visiting forces on the territory of the RepublicEdtonia.

When stationing or receiving forces, the followipgnciples are applied in respect of

the legal status of the forces:

Unless otherwise agreed, the NATO/PfP SOFA is adpihen co-operating with other

countries that have signed this agreement (Agreebetween the Parties to the North

Atlantic Treaty and the Other States Participaimthe Partnership for Peace regarding

the status of their forces). In respect of the iBattilitary co-operation projects, NATO

SOFA governs the relationships

e between the Baltic states in respect of the statiise forces when stationed in the
territory of either of the Baltic states, suppleneehby trilateral agreements on the
status of joint units and implementory measuredé¢otaken in support of the
projects.

e When co-operating with states that are not sigregaio the NATO/PfP SOFA,
separate arrangements are concluded prior to #tiershg or receiving the forces,
with due respect to international law.

e |If forces are stationed abroad as a contributionatpeace support operation
mandated by the United Nations or by regional oigion in accordance with the
United Nations Charter, the status of the forcdtlvei determined by the Status of
Forces Agreement negotiated by Estonia, the regder@ganization or the leading
nation and the receiving state.

3. Implementation of other international commitments related to the Code of
Conduct
3.1.Provide information on how your State ensures thatommitments in the
field of arms control, disarmament and confidenceand security-building
as an element of indivisible security are implemeet in good faith.
Arms control, disarmament and non-proliferation argegral elements of Estonian
security policy. A lower level of armaments, condan with transparency and
verification mechanisms and stringent measuresewent proliferation are essential for
European security architecture.

Estonian main objectives for its disarmament effate: continuing contribution to

secure environment free of nuclear and other weapbmass destruction; seeking to
ensure security and stability at the lowest possildvel of armament through

agreements that are binding under internationaj Vaevking to eliminate conventional

weapons that cause unacceptable human sufferiagghrparticipation in international

agreements and conventions.

Estonia is working closely and constructively oarafnentioned issues with its partners
in several international forums, including NATO, evh Estonia is actively engaged in
forming Alliance’s emphasis on disarmament and aramgrol.

Estonia is a party to all major international trestprohibiting weapons of mass
destruction. Estonia shares the concerns and etmew of the international
community regarding disarmament and non-proliferatiGaining control over illicit
trafficking of small arms and light weapons is adesed of high importance. Estonia
has established a well-functioning export contygtem - the current export control
legislation and procedures are compatible with Egllations, the EU Code of Conduct
on Arms Exports and with international export cohémd non-proliferation regimes.
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According to the principles of the non-proliferatiagreements and conventions that
Estonia has ratified (BTWC, CWC, NPT, CCWC, Otta@anvention, CTBT), the
Government of Estonia has legal measures for efeeatnplementation of the export
control system based on the guidelines of the AliatrGroup, Nuclear Suppliers
Group, Missile Technology Control Regime and thes¥émaar Arrangement, aiming to
prevent the supplying, selling and transferringaohs, related materials, equipment,
paramilitary equipment, spare parts and technidalca, assistance or training.

3.2.Provide information on how your State pursues arms control,
disarmament and confidence- and security-building reasures with a view
to enhancing security and stability in the OSCE ara.
In the overall context of creating security andbsitiy, OSCE arms control and
confidence and security building measures (CSBMg) significant and effective
security policy instruments for a small countryeliEstonia.

In 2009, Estonia conducted a Vienna Document 188pdction to Belarus (including
one guest inspector from Poland and one guest étmpdrom Hungary) and an
evaluation visit to Azerbaijan (including one guespector from Poland and one guest
inspector from Slovakia). Estonian guest inspecpmadicipated in Canada’s Vienna
Document inspection to Ukraine, Slovakia’s inspattio Serbia, Hungary’'s inspection
to Georgia, Poland’s inspection to Sweden and t8&'8l Vienna Document evaluation
visit to the Russian Federation. Estonia hosted \Weena Document inspection and
one evaluation visit, both conducted by the RusBeateration.

In 2004 and from the year 2006 onwards, includimg2010, the Vienna Document
regional measure between Estonia and the Russaerdt®n was not prolonged by the
latter.

In 2009, Estonia received one Open Skies observétght (conducted by the Russian

Federation) and together with Germany shared aveagtiota for one observation flight

over the Russian Federation. In addition, Estohidyuania and Sweden conducted a
joint Open Skies training flight in Swedish air spa

Estonia is following the developments of the CFEaly as well as the fulfilling of
Treaty commitments, and is ready to start accessgotiations once the 1999 Adapted
CFE Treaty enters into force and accession of newlbers becomes legally possible.

SECTION ll: Intra-State elements

1. National planning and decision-making process
1.1.What is the national planning and decision-making pocess in
determining/approving military posture and defenceexpenditures in your
State?
The principles of defence management are definethenEstonian Constitution, the
Peacetime National Defence Act, the Wartime Nati@efence Act, the International
Military Co-operation Act, the Defence Forces Aand other relevant legal acts.

The Peacetime National Defence Act defines theoresipilities of main institutions on
the highest constitutional level responsible fotioreal defence, tasks of the Estonian
Defence Forces, rules related to preparedness &ional defence and general
principles of defence planning.
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The International Military Co-operation Act, adogten 2003, establishes procedures
for deploying forces beyond Estonia’s borders amosgantiates the status of visiting
forces. Parliamentary approval is required for tdeployment of Estonian forces for
operations other than operations of collective sgcurhere are no legal impediments
to the entry of visiting forces into Estonian ttry, provided that the appropriate
authority has given approval for entry.

The Defence Forces Act, which entered into forctatbeginning of 2009, defines the
legal status, functions and structure of the Dederorces, the bases for the
management of the Defence Forces and the basesifgy force by the Defence Forces.

The Riigikogu (Parliament) establishes the legal basis for natidefence (by adopting
laws and ratifying international agreements), gopraves the Security Concept. Acting
on proposals made by the President of the RepuRiligikogu declares state of war or
state of emergency, declares mobilization and @scile use of the Estonian Defence
Forces (EDF) in fulfilment of the international a#tions of the state. Prime Minister
and Chief of Defence (CHOD) are also appointed mwdlled byRiigikogu, acting
upon proposal from President.

The President of the Republic is the Supreme Corderaof National Defence. In case
of aggression against the state, the PresideffiteoRepublic will declare a state of war
and order mobilization, as well as appoint the Ca@mder-in-Chief of the EDF (CINC),
without waiting for the resolution to be adopted Riygikogu. President also appoints
and recalls the Higher Command of the EDF (ChigdhefHeadquarters of the Estonian
Defence Forces, Commanders of the three servicesCammander of the Defence
League) on proposals by Government and CHOD, amui@tes officers.

The National Defence Council functions as an adyidmwdy to the President of the
Republic in matters of national defence. The Natiobefence Council consists of
Chairman of theRiigikogu, Prime Minister, Minister of Defence, Minister bfternal
Affairs, Minister of Foreign Affairs, Minister ofiRance, Minister of Justice, Chairman
of the National Defence Committee, Chairman of Foeeign Relations Committee of
theRiigikogu and CHOD.

The Government has the executive power for ovecalordination of defence
management. Government tasks ministries and othggncees with defence
responsibilities, it also co-ordinates the fulfilmeof defence responsibilities by local
authorities and the Bank of Estonia. Governmertiait@s work on legislation related to
national defence; approves national defence pladsjsed by CHOD; presents
proposals on the appointment of the Higher Commahdhe EDF to President;
approves the structure of the EDF.

The Security Committee is a government committegansible for assessment of
security situation in the country. The Committegoatliscusses other national defence
matters and is chaired by Prime Minister. Membdrthe Committee are Minister of
Defence (Deputy Chair of the Committee), MinistérFmreign Affairs, Minister of
Internal Affairs, Minister of Finance and Ministef Justice.

The Ministry of Defence (MoD) is responsible forglementation of defence policy; by
the elaboration of several strategic documents Isb anakes proposals for the
formulation of defence policy principles. The Mitgs of Defence leads the MoD. The
Defence Forces and the Defence League are withiarda of government of the MoD.
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The Minister tasks CHOD and exercises supervisontrol over the Defence Forces
and the Defence League. The Minister also presaasunts tdRiigikogu and to Prime
Minister.

The CHOD (the CINC in wartime) in peacetime comnsatiee Defence Forces and the
Defence League. CHOD is the senior military adviseGovernment and Minister of
Defence. Force planning and management of the E®Ea responsibilities of CHOD.
CHOD, together with Minister of Defence, presentanwal reports on the
accomplishments of peacetime defence missionsedGitvernment of the Republic.
CHOD also presents accounts of the state and t&es$ivof the EDF to Government and
Minister of Defence. The Headquarters of the Estoridefence Forces is the working
body for the CHOD.

Defence budget forms a part of state budget, wisclannually approved byhe
Riigikogu and promulgated by the President.

The Ministry of Defence establishes the guidelines defence budget. The
Headquarters of the Estonian Defence Forces isonsgige for budgeting for the
expenditures of defence forces and responsibléh@r financial steering.

1.2.How does your State ensure that its military capalities take into account
the legitimate security concerns of other States awell as the need to
contribute to international security and stability?
Working balance of both can be obtained througtesatite to international law and to
Estonia’s international obligations. By being atpap different arms control treaties
Estonia accepts restraints on its military captédi and takes into consideration the
legitimate security concerns of other States anpkets reciprocity between the Parties
to such treaties. Estonia contributes actively #sage support operations in the
framework of the UN and NATO thus contributing totarnational security and
stability.

2. Existing structures and processes
2.1.What are the constitutionally established procedurs for ensuring

democratic political control of military, paramilit ary and internal security
forces, intelligence services and the police?

The Estonian Defence Forces (EDF) are subordinatexlvil and democratic control.

Estonia has established civil-military relationsagccordance with the traditions of other

democratic states. The principles of defence managt are defined in the Estonian

Constitution and other relevant legal acts.

Refer also to the information provided to questiohin Section II.

In addition to the above-mentioned, it is necessargnention the State Audit Office,
which is an independent state body exercising eoangontrol. The Auditor General
(AG), who is appointed and recalled Bigikogu upon proposal of President, leads
State Audit Office. The State Audit Office contratginly the economic activities of
public institutions, state enterprises, and otheblip organizations, the use and
preservation of public property. At the time whée report on the implementation of
state budget is debated, the AG is required toeptean overview on the use and
preservation of state assets during the previodgdtary year.
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The work of security institutions is regulated bsc8rity Authorities Act, which entered
into force in 2001 and was last amended in 2008s Mat established a new set of
functions and competence of Estonia’s securityitingins. Intelligence agencies have a
role in ensuring national security through gathgrand processing security-related
information.

All intelligence services are subordinated to tlspective Ministries (Ministry of
Interior Affairs, Ministry of Defence). Intelligemerelated tasks are divided between
two agencies - the Security Police Board and thanmation Board.

2.2.How is the fulfilment of these procedures ensured,and which
constitutionally established authorities/institutions are responsible for
exercising these procedures?
Please refer to the information provided to questib.1 and 2.1 in Section Il

2.3.What are the roles and missions of military, paranlitary and security
forces, and how does your State control that suctoifces act solely within
the constitutional framework?
The aim of Estonia’s national defence policy is goarantee the preservation of
independence and sovereignty of the state, injegfitts land area, territorial waters
and airspace, constitutional order, and safeth@fieople.

The main tasks of the Estonian Defence Forces are:

e to defend the territorial integrity of the state;

e to prepare for military defence of the state;

e to participate in implementation of internationdlitary obligations of the state;
to participate in disaster relief operations.

The main tasks of the Border Guard, which in acaocé with the Force Structure and
Development Plan of the Estonian Defence Force®,28dopted by the Government on
27 March 2004 is no longer included in either theerational or the training and

administrative structure of the Armed Forces, aredntrol and defend the border on
land and territorial waters, to conduct sea sulaile and limited air surveillance to

support those tasks, to prevent violent alteratmithe border, and to carry out search
and rescue operations.

Refer also to information provided to questionsdnd 2.1 of Section IlI.

3. Procedures related to different forces personnel
3.1.What kind of procedures for recruitment and call-up of personnel for

service in your military, paramilitary and internal security forces does
your State have?

As is stated in the Constitution, every citizenksitonia is required to participate in

national defence. Every male citizen of Estonieetguired to perform his duty to serve

in the Defence Forces. Performance of the dutyetwesin the Defence Forces is

divided into performance of the conscript servid#igation and performance of the

reserve service obligation.

Procedures for the recruitment are defined in tetaChapter 6 of the Defence Forces
Military Service Act.
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3.2.What kind of exemptions or alternatives to military service does your State
have?

Section 3 of the Defence Forces Service Act stifiaisevery male Estonian citizen is

required to serve in the Defence Forces. Refusaetwe in the Defence Forces on

religious or moral grounds does not release thegpmeconcerned from performance of
the duty to serve in the Defence Forces. Therefeeetion 4 states that a person, who
refuses to serve in the Defence Forces for relggiou moral reasons, is required to
perform alternative service pursuant to the procedarescribed by law. Persons in
alternative service will serve in units dealing lwitescue tasks in the area of
government of the Ministry of Interior Affairs omistate or local government
institutions offering social services or in educatl institutions for students with
special needs.

Sections 72 -78 define further details for alten@atservice. Section 59 states the

release from call-up for compulsory military seezid@he following persons eligible to

be drafted will not be called up for compulsoryitaily service:

e persons who are declared unfit for active servarehiealth reasons and who are
deleted from the register of persons liable toiserin the Defence Forces;

e persons who have served a sentence for an intalifiooommitted criminal
offence;

e persons who during the term of postponement otc#tleto service attain 28 years
of age;

e persons liable to service in the Defence Forces mdwe served in the army, navy
or air force of another state for at least twelvanths will be released from call-up
for compulsory military service, their compulsorylitary service is deemed to have
been performed and they will be assigned to therves

3.3.What are the legal and administrative procedures tgrotect the rights of
all forces personnel as well as conscripts?
All persons in Estonia have the right to the protecof the state and the law. The
guarantee of rights and freedoms is the duty oflélgeslative, executive and judicial
powers, as well as of local governments. All pessbave the right of recourse to the
courts if their rights or freedoms are violatedgakeChancellor acts as an ombudsman
to whom all persons can turn for the protectiotheir constitutional rights.

The Chief Inspector of Estonian Defence Forces, wghoominated by the Chief of

Defence, acts as ombudsman for military persortelreports directly to CHOD and

his main duties are involved with carrying out iespons but also checking the
applications and solving the problems raised incthraplaints made by the members of
the defence forces.

There are no military courts in Estonia and thewsfacases that involve military
personnel, are referred to civilian courts. Faialtstandards are provided to both
civilians as well as military.

Estonia is a party to the NATO/PfP SOFA and its #iddal and Further Additional
Protocols.

4. Implementation of other political norms, principles, decisions and international
humanitarian law
4.1.How does your State ensure that International Humaitarian Law and
Law of War are made widely available, e.g. throughmilitary training
programmes and regulations?
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Estonian Constitution states that generally recogghi principles and rules of
international law are an inseparable part of thieian legal system. According to the
Constitution, the treaties that have been ratifigdthe Parliament, become part and
parcel of the national legislation without any het delay. Estonian legal system is
monistic — ratified international treaties are pHrthe national legal system and directly
applicable. All the relevant legislative acts antérnational treaties are available to the
public on the State Gazette webpage.

Estonia has fully acceded to the Geneva Conventimasits Additional Protocols, to
the Convention on Prohibitions or Restrictions be tUse of Certain Conventional
Weapons Which May Be Deemed to Be Excessively ilmjisror to Have Indiscriminate
Effects and its five Annexed Protocols as well@shie Convention on the Prohibition
of the Use, Stockpiling, Production and TransfeAafi-personnel Mines and on their
Destruction.

International humanitarian law and public interoaéll law are being taught at the
Estonian National Defence College and at the B&edence College. Principles and
norms of international humanitarian law are beiagght also at unit level and during
conscription service. Legal seminars are held fditary lawyers and senior officers.
For the civilians there are programmes in place secondary school students that
explain international humanitarian law and coura@sprovided at the universities that
teach international humanitarian law.

Estonia follows the principles set out in the OSTifle of Conduct.

4.2.What has been done to ensure that armed forces persnel are aware of
being individually accountable under national and mternational law for
their actions?
The personnel of armed forces are aware of thaivitdual responsibility through
courses during the conscription and through theseowof international humanitarian
law taught at the unit level. Dissemination is pded also thorough military lawyers
and senior officers and commanders, the latter \ah® educated on their own
responsibility and responsibility of their ordensdafor the acts of their subordinates.
Units to be deployed abroad are also briefed oarmational humanitarian law, war
crimes and individual responsibility and commangpansibility.

4.3.How does your State ensure that armed forces are hased to limit the
peaceful and lawful exercise of human and civil rigts by persons as
individuals or as representatives of groups nor taleprive them of national,
religious, cultural, linguistic or ethnic identity?
The Defence Forces Act defines the functions of Dleéence Forces as follows: the
military defence of the state and participatiorcallective defence; preparation for the
military defence of the state and participationcwilective defence; participation in
international military co-operation pursuant to tpeocedure provided for in the
International Military Co-operation Act; participan in the resolution of state of
emergency or an emergency situation and providegursty pursuant to law and
performance of other functions imposed on the DedeRorces by law. Emergency
Preparedness Act sets a basis for using the Defémroes in state of emergency. The
use of the Defence Forces therefore to limit thecp@ul and lawful exercise of human
and civil rights is strictly limited by laws in foe.
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4.4.What has been done to provide for the individual s&ice member’s
exercise of his or her civil rights and how does yo State ensure that the
country’s armed forces are politically neutral?
To provide for a member of the Defence Forces #ezoese of his or her civil rights a
Service of a Chief Inspector has been implememedtie Headquarters of the Defence
Forces which is subject to Chief of Defence.

The Defence Forces Service Act sets out the pratribfor a regular member of the

Defence Forces to participate in political partidtso, that a member of the Defence
Forces shall not use his or her command or dis@pji authority in the interests of a

political party. Reservists participating in traigi exercises shall not participate in the
activities of political parties during active ser®i

4.5.How does your State ensure that its defence policgnd doctrine are
consistent with international law?
International law and international obligations ttithe Republic of Estonia has
undertook are to be obliged, therefore defencecpalnd doctrine is drafted taking into
account relevant international law and obligatitadeen on by the Republic of Estonia
(i.e. international humanitarian law, arms contrehties, human rights, the UN Charter
and customary international law).

Section IlI: Public access and contact information
1. Public access
1.1.How is the public informed about the provisions othe Code of Conduct?
The official internet website of the Ministry of @émce of Estonia has a link to the
website of the OSCE politico-military dimension wtiincludes information on all
OSCE arms control related activities and relevacudentation.

1.2. What additional information related to the Code ofConduct, e.g., replies to
the Questionnaire on the Code of Conduct, is madeuplicly available in
your State?

NA

1.3.How does your State ensure public access to informan related to your
State’s armed forces?

Public access to the information related to th@iianh Defence Forces is granted by the

Public Information Act. Access is accomplished tiglo:

e various publications and press-releases by the stiiniof Defence and the
Headquarters of the Estonian Defence Forces;

o Official statements in the Parliament by the Mierstf Defence;

o oOfficial internet websites of state authoritiegy(6sovernment, Parliament, Ministry
of Foreign Affairs, Ministry of Defence, the Headgters of the Estonian Defence
Forces).

2. Contact information
2.1.Provide information on the national point of conta¢ for the
implementation of the Code of Conduct.
Estonian national point of contact for the implema¢ion of the Code of Conduct is
Adviser to International Cooperation Departmentlef Ministry of Defence, Ms Kai-
Helin Kaldas (kai-helin.kaldas@kmin.ee).

3. Any other information
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3.1. Measures taken to aim at the implementation of th&JN Security Council
resolution 1325 (Women in Conflict Prevention, Criss Management and
Post-Conflict Rehabilitation).

Estonia supports the implementation of Resoluti@®251 and the subsequent SC
resolutions on women, peace and security at tlenational level, in the activities of
the UN, EU, NATO and OSCE, as well as the natides€l. Estonia supports the
systematic incorporation of the principles of UNSQ@B25 in relevant policies and
operational activities, including in the plannimgplementation and evaluation of crisis
management missions.

Estonia considers the rights of women and girlsaee both an intrinsic value and be an
instrument conducive to the attainment of importpalicy and operational goals in
conflict prevention, crisis management and peadkelibg. It considers the inclusion of
gender perspective, the involvement of women insilmt-making and protection of
women in conflict and post-conflict situations egsd for sustainable and
comprehensive peace. Gender equality is an undgrfyiinciple and one of the central
goals of Estonia’s multilateral and bilateral deypghent cooperation. It is also one of
the areas of priority in the field of the protectiand promotion of human rights.

Estonia has participated in the EU task-force oR 3325 since the adoption of the EU
Comprehensive Approach to the Implementation of 3GE5 and 1820.

Estonia considers the “lGanniversary of UNSCR 1325 a possibility to sigrfitly
advance the implementation of the resolution’s gJdat Member States and through
international organisations. Estonia has also edatthe formulation of an action plan
that would help systematise and enhance its desvaimed to implement UNSCR
1325.

In October 2009, Estonia organised in cooperatidh hatvia, Lithuania and Greece a
seminar “The Gender perspective to enhance thete#aess of the ESDP missions
and operations”. Estonia has also participatechénNATO ad hoc working group on
SCR 1325.

In 2010, Estonia will start working on National &#&gy for Civilian Crisis Management
with a particular focus on gender issues. Eston@3DP mission personnel have
usually pre-mission training covering gender aspeaganized by other member states.
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