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TOPICS

I – Some key figures  about the french railways
SNCF and key facts about its daily security
approach.

II – How SNCF is dealing with the security of the
channel tunnel crossing traffic.
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►►►►►►►► SNCF is an iconic
organisation: any
attack on it is of

national significance, 
make it an attractive 

target

How « public » is SNCF

: an "open" public 
transport enterprise with:
▪ 31000 km tracks of which 2000 of

High speed tracks

▪ 36 500 bridges, 14 000 tunnels
▪ 5 000 stations served
▪ 14000 trains per day …
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■ Offenses, insults

■ Delinquency
( thefts,  vandalism, graffitis, hooligans, 
physical attacks…)

■ Cyberdelinquency

■ protection of know how, projects

■ Terrorist threats
(suspicious packages, bomb alerts,
bombing attacks )

Per year

27 000 malicious acts

1200 unattended
packages

50 bomb alerts

requiring intervention

Every day …

160 calls handled by our
central security control 
room (PCNS)

15 victims of physical
attacks

€ 1 million security direct 
costs

35 H lost by trains

The daily security scope that SNCF has to manage permanent ly
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to conciliate:

▪ the interests of the enterprise SNCF (regularity of the trains, reputation, protection of
know how and properties

• the demand of the railway services users ( trains and stations easily accessible 
without disconfort - protection of staff , passengers and goods )
• the national government Autorities requirements (government anti-terrorism
plan, vital areas protection)

The daily SNCF security direction challenges

►The SNCF security direction develops the security on  
2 axis:

■ one axis of Prevention , , aiming to reduce the frequency of malicious
acts
■ one axis of Protection , , aiming to reduce the seriousness of the acts
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The daily SNCF security operational approach
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● 2 separate rail tunnels (7,6 in diameter) and a service tunnel (4,8 m in diameter)
● each 50 km long , bored at an average of 40m below the sea bed.
● from the outset , the UK and France governments have considered that the

channel tunnel link could be a target for terrorist actions and ever since then, the
rail traffic crossing by the channel tunnel link is bound by  specific security
prescriptions set up by the governments on the legal grounds of the treaty of
Canterbory, signed in 1986 .
● moreover, from the years 2000 , SNCF is confronted with the phenomena of illegal
immigration towards Great Britain (no Schengen) and so as to be exempted from
penalties by the application of the « immigration ans Asylum Act 1999 », has to respect 
the requirements dictated by « the code of practice » for rail traffic.

The particular context of The Channel Tunnel traffic
make it complex to manage and secure:

Caracteristics:
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7 Channel tunnel crossing passengers sites and 1  
Fret involved in France:

« Permanent » sites
(Freight Terminal in Calais-Frethun, Eurostar Terminal 

in Paris-Nord station, Eurostar maintenance centre 
in Le Landy) where specific security measures
are applied 24h.

« Non dedicated » sites
((Lille-Europe, Calais-Fréthun, Marne-La-Vallée, 

Moutiers, Bourg-St-Maurice, Avignon Terminals)
Where security measures are applied for each train 

destined to use the Channel Tunnel
« Punctual » sites for special Eurostar train

services
Requiring a specific security plan to be worked out in 

close collaboration with the local Authorities.

Eurostar passenger trains
● ● More than 9 million passenger trains 
per year
70% marketshare Paris/London
Rail freight trains
7to 10 trains per day

How SNCF has to ensure the upstream protection of the critica l
cross channel fixed link
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A shunting yard  highly impacted by 
illegal immigration at the
beginning of the years 2000s 

An investment of € 11Million to 
reinforce the protection of the
site perimeter .

Dual  fences divided into
compartments with: 

an outer detecting fence (at crossing
,unbolting , shearing or cutting),

an inner holding up fence dotted
with

« concertina » ( sort of razor blades)

Infrared barriers protecting all the
railwaytrack breachs. 

How SNCF has to secure the freight shunting yard of Calais -Fréthun
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Physical or technical arrangements  for 

protection and supervision (fences, detector

systems, CCTV, lightning, access control, …).

Creation of « a specific channel tunnel 

crossing area » with biometrics control 

access for the sterilization of the trains.

Strong focus on 

« Active » measures : 

security guarding, 

surveillance patrols. 
And specific procedures
reinforcing the passive and

active measures. 

SecuringSecuring thethe Eurostar Eurostar depotdepot andand maintenance centre maintenance centre atat Le Le LandyLandy
(near the Paris -Nord station)
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Protection of the « channel tunnel crossing » tracks at th e Paris-Nord station

■Railway track breach watching

out by:

● 6 cameras

● infrared barriers

● 2 watchmen located in a sentry

box at each end of 2 tracks

● 2 security agents in charge of

supervising the passing trough the

adjacent platforms

■Protection of 4 « channel tunnel 
crossing » dedicated tracks by a 
fence of 3,50 m high
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Measures for securing passengers and luggage at Paris Nord sta tion

4 successive controls for 
passengers

Passengers and luggage screenings

Specific access
control for the
company and
subcontractors
staff
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As an example:
• To- day : London – Avignon : 3 infrastructure managers- 1 rail operator
• To- morrow : London – Barcelona: 5 infrastructure managers- with 2/or X rail operato rs

The liberalization of the railway sector in Europe produces effects
on the railway security field
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By way of conclusion

▪ By the Act of the European Parliament and the Council - the ra il 
transport users have right to security from the origine to the end of their
journey.

▪ In most cases, the nations have different legislation s

▪ Special attention has to be paid to constraints which wo uld not allow
the international development of the railway transport

► So, a permanent dialogue between government Authorities an d the
railway undertakings and infrastructure security Expert s has to be

established and formalized
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Thank you for your attention !
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armelle.jouniaux@sncf.fr

SNCF security direction- Paris-
FRANCE
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