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INTRODUCTION

Dear Reader,

The document before you was first prepared in Spanish by the Legal Assistance Programme
for Latin America and the Caribbean (LAPLAC) of the United Nations Office on Drugs and
Crime (UNODC) in 2006, with support from the British Embassy in Bogota, Colombia. This,
the first English version, was made possible thanks to UNODC’s Global Programme against
Money Laundering (GPML) and the Government of the United States of America.

Credit for this publication is due to the main author Mr Luis Eduardo Daza Giraldo (a former
Deputy Director of Operation, FIU, Colombia) and the other experts from the private as well as
the public sector who collaborated on the document: Mrs. Ira Morales (Administrative Director,
Milersen Compliance & Consulting LLC, EEUU), Mr. Michel Diban (Lawyer, Chile), Professor
Isidoro Blanco (Universidad de Vigo, Spain) and Mr. Joaquin Giménez, Magistrate (Supreme
Court, Spain). The work of Ms. Ménica Jiménez (UNODC Financial Expert) also has to be
recognized. Without her, we would not have had an English edition. But now that we do, we
hope that the document will find much wider use across the world. So feel free to use it.

The document is of course intended to address the need expressed by our main beneficiary (i.e.
justice sector) of improving their economic, financial and accounting preparation to investigate,
prosecute and adjudicate money laundering cases. The brief description of the instruments,
their underlying documentation and red flags (451 in total) should become a reference guide
in day-to-day casework. Our experience does, however, indicate that others will find it relevant
too (e.g. regulatory bodies, Financial Intelligence Units and the private sector). UNODC is in
fact using this publication in cross-fertilization work between the public (justice) and private
(financial and commerce) sector, see www.negociosresponsablesyseguros.org.

A second Spanish version is expected to be ready in July 2010. It will contain new financial
and commercial instruments such as e-banking, loans and invoices. We also hope to make
the second edition available in English. We would welcome your comments and suggestions
at laplac@unodc.org in order to prepare the best possible product.

Kristian Hoélge

Regional Legal Advisor

Legal Assistance Program in Latin America and the Caribbean (LAPLAC)
United Nations Office on Drugs and Crime (UNODC)

E-mail: kristian.hoelge@unodc.org

May 2010
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PART I

KNOWN FINANCIAL INSTRUMENTS
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1. CHECKING ACCOUNT

A checking account is a financial product, typical of commercial banks.
Normally, checking accounts are opened in domestic currency; nevertheless,
in some countries they can be opened in foreign currency, most often in United
States Dollars.

1.1 Description

A checking account is a contract through which an individual or a company,
known as the account holder, deposits, withdraws or consigns money to a
bank in order to make use of its balance. The account holder, or owner of the
checking account, may dispose of the money in the account either partially
or in full through writing checks or through other instruments provided by the
bank, such as debit cards.

The bank gives the checking account holder a checkbook. The checking
account holder, or depositor, writes checks when he/she needs to make a
payment to a third party or withdraw cash. The checks then become payment
orders for the bank, payable to the beneficiary of the check.

In general, deposits to the checking account are made either in cash or through
checks, local and international transfers received, interest and other deposits
or credit notes.

Withdrawals or charges to the checking account are generally made
by checks payable in cash or through clearing’, ordering of local or
international wire transfers, cash withdrawals through automatic teller
machines, cash withdrawals through the use of a debit card, through the
purchase of cashier’s check?, charges for services or purchases paid for
through the debit card in commercial establishments, charges for electronic
transactions (payment of public services, loans, credit cards) commissions
or other debit notes.

1 The process that a bank carries out to collect from another party checks deposited in the checking accounts of
its clients. This process is known as clearing.

2 A check drawn by a bank on its own funds, signed by the bank’s cashier, and purchased by the client.

11
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Many people find it safer to tender or write a check than to carry cash to pay
bills. Moreover, it is more convenient when making purchases or payments to
third parties to use a debit card, or withdraw cash from automatic tellers than
ordering transfers or money orders.

The bank establishment is responsible for handling and managing the money
in the checking account, offering immediate availability even in an amount that
surpasses availability; that is, through a temporary overdraft quota available
in such cases when the payment is greater than the balance in the checking
account.

Some banks offer electronic transaction and information services, through
which one can consult the checking account balance and make payments,
electronic wire transfers or transfers between the same holder’s accounts.
Some banks, in addition, offer liquid interest rates on the daily balance or
average presented in the checking account.

1.2 Documents of interest

The documents that identify the operations and features of a checking account
are; the application for opening an account, the form for recording authorized
signatures, the bank statements or extracts, deposit slips, checks and transfers.

1.2.1 Application for opening an account

The application for opening an account contains information on the account
holder, whether this is a natural person or a legal entity.

This document, together with others required by the bank (i.e. copies
of personal identity documents, certificates issued by the Chamber of
Commerce or other regarding the type of economic activity, financial
statements, tax declarations), are mainly requested so bank supervisors can
comply with their legal obligations, establish such aspects as identification,
location, economic activity, income and expenditures, assets, liabilities and
capital, commercial or personal references, and the account holder’s main
clients or suppliers.

Bearing in mind the degree of technological progress attained by some
banks, it is possible for client applications to be processed through direct,
electronic means (not necessarily hard copy). Even in this manner, the
client features and information previously indicated can be uploaded to the
application.



Image Number 1
Application form for opening account
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(This study’s own source)

This documentis exceedingly importantto financial analysis and legal investigations
as it supplies information that allows for the identification or confirmation of
associations, in addition to financial aspects regarding the checking account
holder, the location and economic activity of the latter, and more.

1.2.1.1 Warning signs during opening and management of checking account

1.

Opening of several checking accounts under one or more names, all with
the same person authorized to sign checks.

Opening of company checking accounts with common partners, managers,
administrators or legal representatives.

Consecutive opening of several accounts under different names though
sharing similar characteristics (age, economic activity, location, family
relationship), people who give the appearance of not knowing one another.

Refusal to fully fill out the paperwork to open the checking account, or
attempt to bribe or threaten bank officers for this same purpose or to get
the bank officer to accept partial or false information.

Natural persons or legal entities showing ample financial solvency though
appearingtofalterat providing information regarding commercial references
or a co-signer or guarantor at the time of filling out the application form for
a checking account.

13
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10.

1.

12.

13.

14.

15.

Persons who at the time of opening the checking account record the
address and/or telephone number of other individuals to whom they
appear to have no apparent relationship.

Persons who frequently change their personal information, such as
address, telephone number, occupation, with no apparent justification.

Persons who deliberately fill out the application forms required to open an
account in illegible or misleading handwriting, providing information that is
either false, difficult to verify or insufficient.

Persons who appear to be reluctant or annoyed when asked to provide
appropriate identification or to fill out the application forms that are required
when opening a checking account.

Persons applying to open a checking account that appear to be nervous,
hesitant in providing their answers and/or consult information that they
have brought with them in writing when asked for the information needed
to open said checking account.

Persons opening a checking account at a bank office, with no apparent
justification, whose location is different or far away from the location where
the client carries out his/her business or economic activity. If the client in
question is a natural person (individual) on salary, question the lack of an
explanatory relationship regarding either the employer’s location or the
place of residence of the client.

Checking account applicants who by virtue of age, experience or economic
activity have no prior record regarding financial products in the sector and
cannot account for such when requested.

Checking account applicants who are designated on national® or
international* lists as being terrorists, drug traffickers, specialists
responsible for taxes, penalized civil servants, fugitives, criminals or
individuals wanted by the authorities.

Checking account applicants who demand to deal with a specific bank
account executive, manager or officer, or who show a marked preference
for dealing with a specific employee.

Checking account holders who refuse to justify a transaction or update the basic
information provided at the time the application was submitted to the bank.

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC (
http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf ); civil servants whose records
contain disciplinary actions ( https://siri.procuraduria.gov.co/webciddno/consulta.aspx ).

Lists published by diverse entities such as the FBI http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),

OFAC http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).



16. Checkingaccountholderswho asktobe exempted from supplying orconfirming
certain information on the grounds that they have been recommended by
another of the bank’s clients or by another banking institution.

17. Persons or entities that with frequency unjustifiably close and then open
new checking accounts at the same bank or at other neighboring branches.

18. Checking account applicant who has been classified as a Politically
Exposed Person (PEP)°> and attempts to avoid the full and diligent
completion of application forms or does not adequately justify the origin of
the money associated to his/her person.

1.2.2 The recording of authorized signatures

The form used to record signatures provides information on the people
authorized to handle the checking account. This information generally includes
name, identification supplied, level of authorization (the level of independence
granted by the account holder for handling of the account, pursuant to the
instructions given) and sometimes fingerprint.

Image Number 2
The recording of authorized signatures
ABC BANK SOATURE CAND
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(This study’s own source)

This document is important for financial analysis and legal investigations for
it supplies information that identifies or confirms the association between the
persons authorized to handle the checking account and the checking account
holder and provides sample signatures.

5 In keeping with FATF, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted with
prominent public functions in a foreign country, for example Heads of State or of government, senior politicians,
senior government, judicial or military officials, senior executives of state owned corporations, important political
party officials. Business relationships with family members or close associates of PEPs involve reputational
risks similar to those with PEPs themselves. The definition is not intended to cover middle ranking or more junior
individuals in the foregoing categories. See http://www.gafisud.org/pdf/4A0Recs_web_1.pdf.
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1.2.2.1 Warning signs during the recording of authorized signatures for
checking account

1. Persons authorized for the financial management of the checking account
when there is no direct association or apparent justification regarding said
persons and their relationship to the account holder.

2. Agiven person who is authorized to sign and handle numerous checking
accounts simultaneously for different individuals or companies with no
clear justification to do so.

3. Person who has been authorized to sign and manage several checking
accounts in which this person’s relationship to the holder of the accounts
is inexplicable or inconvenient. For example, an external auditor who has
been authorized to manage the audited client’s account.

4. Persons who have been registered, or attempted to do so, as being
authorized to handle one or more checking accounts that have been
designated on national® and international’ lists as terrorists, drug traffickers,
specialists responsible for taxes, penalized civil servants, fugitives,
criminals or wanted by the authorities.

5. Persons considered being Politically Exposed Persons (PEP)® who
are authorized, or attempt to secure authorization, for handling one or
more checking accounts for third parties, with no clear association or
justification.

1.2.3 Account statement

An account statement is the periodic report of the credit and debit transactions
of a checking account. The bank prepares a detailed monthly report in
chronological order of all operations pertaining to the checking account, and
totals all the incoming and outgoing money in the report summary.

6 Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

7 Lists published by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.
htm), OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United
Sates (better known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.
asp).

8 The European Union, in its third directive on the prevention of the use of the financial system for the
purpose of money laundering and terrorist financing (Directive 2005/60/CE of October 26, 2005) has
placed special emphasis on the need to determine not only the identity and business profile of all clients,
but also on the need to establish particularly rigorous procedures for the identification of the client and
proof of identity when dealing with business relations with persons occupying or who have occupied
important high public positions, especially when coming from countries where corruption is widespread.
These associations may expose financial institutions to considerable risk, particularly as regards their
reputation and legal risks.



The information contained in a checking account statement serves to establish
on a monthly basis the number and type of transactions that increase (origin or
source) the amount of money available, and at the same time the number and
type of operations that reduce (destination or use of) the balance available.

Image Number 3
Account statement

ABC BANK
Account Statement
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(This study’s own source)

This document is exceedingly important to financial analysis and legal
investigations as it supplies information that allows for the identification or
confirmation of the origin and destination of the money in a checking account
and the various manners in which funds are transferred. It is also a key record
to assist in identifying patterns of transactions.

1.2.3.1 Warning signs for the monthly checking account statement
1. Cash credit and debit transfers and operations indicating fractioning®,

approaching the established limits and controls.

2. Checking accounts that initially register transactions in low amounts of
money that soon increase to large amounts of money.

3. Carrying out multiple cash operations at the same branch office or at
others in the same or different cities with no apparent justification or link to
the checking account holder’s economic activity.

9 Money laundering typology that consists in carrying out multiple operations, generally in amounts lower
than but approaching the limit established as control for cash transactions. This modality has been identified
on numerous occasions in the regional GAFISUD typologies document (http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf).
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4. Checking accounts that register multiple transfers, both in number or in
value, to other cities or countries and addressed to various beneficiaries,
or operations in quantities or value that are not in keeping with the account
holder’s economic activity.

5. Checking account holders who suddenly change the type of transactions
they customarily use and the manner in which they receive or transfer
money.

6. Large sums of money that are withdrawn from the checking account
immediately or over a very short period of time.

7. Checking accounts that have been inactive that suddenly receive one or
more deposits, followed by multiple cash withdrawals until the balance is
depleted.

8. Checking accounts that register only deposits over a period of time, which
then reach a considerable balance, and suddenly the balance is withdrawn
in one single day or over a very short period of time.

9. Checking accounts that handle high sums of money, in which transactions
are primarily undertaken through electronic transfers or the use of
automatic tellers.

1.2.4 Deposits

Deposit slips for checking accounts generally contain information on the date,
amount, type of operation (cash or check), bank office where the operation
takes place, depositor, and a minimum of information, perhaps telephone
number, on the depositor.

Image Number 4
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These documents are important for financial analysis and legal investigation,
for they supply information that leads to the identification or confirmation of the
origin of the money in a checking account and some features regarding the
depositors of the funds.

1.2.4.1 Warning signs for deposits to checking account

1. Deposits through different bank branches of the same city or country, on
the same day, in which the depositor (an apparent client of the checking
account holder) has no business or agency.

2. Cash deposits that indicate possible fractioning', because the amount
is lower than and approaching the control limit established, done
through different bank branches on the same day or consecutively over
a few days.

3. Deposits of large amounts of money into checking accounts that have
been or are inactive.

4. Deposits made by natural persons to a checking account whose holder is
a company unrelated in business matters to said depositors.

5. Simultaneous deposits by one same person to several checking accounts
held by different companies under the same “financial group”.

6. Frequent cash deposits of high sums of money to a company checking
account that by virtue of its commercial activity is not associated with nor
normally receives this type of operation.

7. Frequent deposits of high sums of cash, wrapped in paper bands provided
by other banks, with no apparent justification.

8. Frequent cash deposits of rounded amounts of money, made with high or
low denomination bills, even when the checking account holder, based on
his/her economic activity does not make sales that involve money of this
nature.

1.2.5 Checks

Checks written on and paid by a checking account contain information on the
date, amount, type of payment (cash or through another bank), branch where
the operation took place, initial beneficiary, final beneficiary, identification and
in some cases the telephone numbers of the beneficiaries.

10 Some typologies and operations related to this modality can be consulted at http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf.
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Image Number 5

Checks
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This document is exceedingly important to financial analysis and legal
investigations as it supplies information that allows for the identification
or confirmation of the destination of the money in a checking account and
some of the characteristics of the initial and end beneficiaries of the funds.
Endorsements on the back of a check can provide important additional
information for investigators.

1.2.5.1 Warning signs for checks written against a checking account
1. Checks payable to different people for similar amounts, ultimately cashed

by one single person.

2. Checks written in amounts lower than the control limit established and
paid in cash.

Checks payable to the same beneficiary on the same day.

Checks written by a company for high amounts of money that are paid in
cash to the manager or an officer of the same company.

5. Checks payable to different people that are paid in cash to other people
whose biographical traits are similar to those on the endorsement.

6. Checks paid in cash, endorsed so illegibly that it is not possible to verify
the identity of the end beneficiary.

7. Checks payable to an individual but paid to or deposited in the account of
another individual with a similar name.

8. Checks payable to beneficiaries considered Politically Exposed Persons
(PEP), with no clear or justified association.

9. Checks paid bearing symbols, seals or annotations (such as initials) either
on the front or the back.
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1.2.6 Transfers

Local orinternational transfers from or to a checking account contain information
such as date, amount, remitter, intermediary banks or participants and in some
cases additional information on addresses and telephone numbers.

Image Number 6
Local transfer
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Image Number 7
International transfer
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(This study’s own source)

21



22

Risk of Money Laundering through Financial Instruments, Users and Employees of Financial Institutions

This document is exceedingly important to financial analysis and legal
investigations as it supplies information that allows for the identification or
confirmation of the origin or destination of money going into or coming from a
checking account and some information regarding the people involved in the
transfer of funds.

1.2.6.1 Warning signs for transfers from or to a checking account

1.

Checking account that registers multiple local or international transfers
for large sums of money, to different cities or countries, when the account
holder has no known clients or business in those locations that might
justify said operations.

Effecting local or international transfers to localities distant from and
other than the one of the business headquarters of the checking account
holder.

Checking account that takes international transfers for exported goods to
countries other than the country of origin of the transaction.

Checking account that orders international transfers for imports to countries
other than the destination country of the transaction.

International transfers from or to a checking account in high sums of
money, bearing instructions to be paid in cash only.

Local transfers in the name of one same person or on behalf of third parties
in large amounts that indicate fractioning; that is, amounts just below the
established control limit for cash transactions.

Electronic transfers received in a checking account or ordered from one in
which the money is immediately withdrawn, or very shortly after deposited,
through checks written out to third parties, through automatic tellers or
transfers to other beneficiaries.

Checking account that is the recipient of many local transfers of
small amounts of money that is immediately transferred to another
account in another city unrelated to the account holder’s economic
activity.

Local or international transfers to beneficiaries considered Politically
Exposed Persons (PEP), with no clear or justified association.



1.3 Risk of money laundering through checking account

The checking account can be one of the financial instruments at highest risk
for money laundering operations.

The characteristics of checking account operations, the information on
and behavior of the checking account holder and the results obtained from
analyses of the aforementioned documents may coincide with some of the
money laundering typologies identified in the regional document GAFISUD.

According to this document, a checking account may be used in such
typologies as fictitious export of services, import-export of fictitious goods,
fictitious foreign investment in a local company, international foreign
currency trading (arbitrage) through the transportation of money obtained
illicitly, exploitation of insurance company products, trade in products in
differentiated markets, as in a company created to swindle people through
the pyramid system.

2. SAVINGS ACCOUNT

A savings account is a financial product offered by commercial banks and
some other financial institutions. Savings accounts are usually held in local
currency, though in some countries they can be opened in foreign currency,
generally United States Dollars.

2.1 Description

A savings account is a contract by means of which a person, either
natural or legal, known as the saver, either delivers, orders or deposits
sums of money to a financial entity in order to make use of the balance.
The saver, or savings account holder, may partially or fully withdraw
money either through a passbook (cash or check), a debit card at the
financial institution or at automatic tellers machines, and debit card
payments at commercial establishments.

The bank or financial institution gives the savings account holder a passbook to
record deposits and withdrawals and/or a debit card for electronic transactions.
The savings account holder, or saver, fills out the passbook when making a
deposit or withdrawal.

23
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Generally speaking, deposits to savings accounts come from either cash or
check deposits, local or international transfers, interest and other deposits or
credit notes.

Withdrawals or charges to the savings account are generally effected through
withdrawal slips through cash or check used at the financial entity office,
withdrawals in cash or check through the use of the debit card, cash
withdrawals through automatic tellers machines, local or international wire
transfers, purchase charges through cashier checks', charges for services
or purchases made with the debit card in commercial establishments,
payment of electronic transactions (public services, loans, credit cards)
commissions or other debit notes.

The financial entity is in charge of the administration and management of the
saving account holder’s money, providing it immediatly available backed by
the balance of the account.

Some of these financial entities offer electronic transaction and information
services through which the holder can consult the balance available and make
payments, electronic wire transfers or transfers between accounts held by
the same holder. In like manner, others offer liquid interest rates on the daily
balance or average in the savings account.

2.2 Documents of interest

Documents that identify the operations and characteristics of a savings account
(similar to those of a checking account) include; the application form for opening
an account, the recording of signatures, account statement or bank summary,
deposit slips, withdrawal slips and transfer forms.

2.21 Application for opening account

The application form for opening a savings account contains information on
the applicant, whether this is an individual or a company.

This document, together with others required by the bank (i.e. copies of
personal identity documents, certificates issued by the Chamber of Commerce
or other regarding the type of economic activity, financial statements, tax

11 Acheck drawn by a bank on its own funds, signed by the bank’s cashier, and purchased by the client.



declarations), mainly requested so bank supervisors can comply with their
legal obligations, establish aspects such as identification, location, economic
activity, income and expenditures, assets, liabilities and capital, commercial or
personal references, and the account holder’s main clients or suppliers.

Bearing in mind the degree of technological progress attained by some banks,
it is possible for client applications to be processed through direct, electronic
means (not necessarily hard copy). Even so, it is possible to secure the
abovementioned information and client characteristics.

This document is very important for the purposes of financial analysis and
legal investigations, as it supplies information that allows for the identification
or confirmation of the financial associations of the savings account holder,
location and economic activity, among other information.

2.2.1.1 Warning signs during opening and management of savings
account

1. Opening of several checking accounts under one or more names, all with
the same person authorized to handle the account.

2. Opening of several savings accounts with common partners, managers,
administrators or legal representatives or authorized signatures.

3. Consecutive opening of several savings accounts under different names
though sharing similar characteristics (age, economic activity, location,
family relationship), people who give the appearance of not knowing each
other.

4. Consecutive opening of several savings accounts with the same initial
amount, in the names of different people who apparently do not know
each other.

5. Consecutive opening of several savings accounts in the name of different
people to whom the financial institution gives debit cards for handling of
the account to the same person or that are used to carry out simultaneous
transactions.

6. Refusal to fully fill out the paperwork to open the savings account, or
attempt to bribe or threaten bank officers for this same purpose or to get
the bank officer to accept partial or false information.

7. Natural persons or legal entities showing ample financial solvency though
appearingtofalteratprovidinginformation regarding commercial references
or a co-signer or guarantor at the time of filling out the application form for
a checking account.
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10.

1.

12.

13.

14.

15.

16.

17.

Persons who at the time of opening the savings account record the address
and/or telephone number of other individuals to whom they appear to have
no apparent relationship.

Persons who frequently change their personal information, such as
address, telephone number, occupation, with no apparent justification.

Persons who deliberately fill out the application forms required to open an
account in illegible or misleading handwriting, providing information that is
either false, difficult to verify or insufficient.

Persons who appear to be reluctant or annoyed when asked to provide
appropriate identification or to fill out the application forms that are required
when opening a savings account.

Persons applying to open a savings account that appear to be nervous,
hesitant in providing their answers and/or consult information that they
have brought with them in writing when asked for the information needed
to open said savings account.

Persons opening a savings account at a bank office, with no apparent
justification, whose location is different or far away from the location where
the client carries out his/her business or economic activity. If the client in
question is a natural person (individual) on salary, question the lack of an
explanatory relationship regarding either the employer’s location or the
place of residence of the client.

Savings account applicants who by virtue of age, experience or economic
activity have no prior record regarding financial products in the sector and
cannot account for such when requested.

Savings account applicants who are designated on national'> or
international®® lists as being terrorists, drug traffickers, specialists
responsible for taxes, penalized civil servants, fugitives, criminals or
individuals wanted by the authorities.

Savings account applicants who demand to deal with a specific bank
account executive, manager or officer, or who show a marked preference
for dealing with a specific employee.

Savings account holders who refuse to justify a transaction or update the basic
information provided at the time the application was submitted to the bank.

12

13

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists published by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),

OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).



18. Savings account holders who ask to be exempted from supplying or
confirming certain information on the grounds that they have been
recommended by another of the bank’s clients or by another banking
institution.

19. Persons or entities that with frequency unjustifiably close and then open
new savings accounts at the same bank or at other neighboring branches.

20. Savings account applicant who has been classified as a Politically Exposed
Person (PEP™) and attempts to avoid the appropriate and full completion
of application documents, or does not fully justify the origin of the money
with which he/she is associated.

2.2.2 The recording of authorized signatures

The form used to record signatures provides information on the people
authorized to handle the savings account. This information generally includes
name, identification supplied level of authorization (the level of independence
granted by the account holder for handling of the account, pursuant to the
instructions given) and sometimes fingerprint.

Image Number 8
Recording of authorized signatures
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14 In keeping with FATF, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted with
prominent public functions in a foreign country, for example Heads of State or of government, senior politicians,
senior government, judicial or military officials, senior executives of state owned corporations, important political
party officials. Business relationships with family members or close associates of PEPs involve reputational
risks similar to those with PEPs themselves. The definition is not intended to cover middle ranking or more junior
individuals in the foregoing categories. See http://www.gafisud.org/pdf/40Recs_web_1.pdf
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This document is important for financial analysis and legal investigations for
it supplies information that identifies or confirms the association between the
persons authorized to handle the checking account and the savings account
holder and provides sample signatures.

2.2.2.1 Warning signs for the recording of authorized signatures for

savings account

Persons authorized for the financial management of the savings account
when there is no direct association or apparent justification regarding said
persons and their relationship to the account holder.

A given person who is authorized to sign and handle numerous savings
accounts simultaneously for different individuals or companies with no
clear justification to do so.

Person who has been authorized to sign and manage several savings
accounts in which this person’s relationship to the holder of the accounts
is inexplicable or inconvenient. By way of example, an external auditor
who has been authorized to manage the audited client’s savings
account.

Persons who have been registered, or attempted to do so, as being
authorized to handle one or more savings accounts, who have been
designated on national® or international® lists as terrorists, drug traffickers,
specialists responsible for taxes, penalized civil servants, fugitives,
criminals or wanted by the authorities.

Persons considered being Politically Exposed Persons (PEP) who
are authorized, or attempt to secure authorization, for handling one or
more savings accounts for third parties, with no clear association or
justification.

2.2.3 Account statement

An account statement is the periodic report of the credit and debit transactions
of a savings account. In some cases this statement is quarterly and in others
monthly.

15

16

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists published by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),

OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).
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The bank drafts a detailed monthly reportin chronological order of all operations
pertaining to the savings account, and totals all the incoming and outgoing

money in the report summary.

The information contained in a savings account statement suffices to establish
on a monthly basis the number and type of transactions that increase (origin
or source) the amount of money available, and at the same time the number
and type of operations that reduce (destination or use of) the savings account

balance

Image Number 9
Account statement

Date
3/31/o8
3/31/o8
3/31/08
4/1/08
4/1/08
*a/2/2008
4/3/08
4faf08
4fsf08
4/6/08
4/7/08
4/8/08
4/8f08
4/9fo08
a/10/08
4/11f08
a/12/08
a/13/o08
4/1a/08
4/15/08
4/15/08
a/16/08
a/17/08
4/18/08
4/19/08
4/20/08
4/21/08
af22f08
4/22/08
4/23f08
4/2a/08
*24/25/2008
4/2s5/08
4/26/08
**=3/27/2008

ABC Bank

Description

GAS

Unexpected Bill
Unexpected Bill
Overdraft Fee
Overdraft Fee
Overdraft Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
MNegative Balance Fee
MNegative Balance Fee
Just For Fun Fes
MNegative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Just For FunFee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Negative Balance Fee
Just For Fun Fee
Negative Balance Fee
Negative Balance Fee
MNegative Balance Fee

ATM Deposit PENDING

Negative Balance Fee
MNegative Balance Fee

Cash Deposit PENDING

Amount
$34.14
$1253
$18.80
$35.00
$35.00
$35.00

58.00
$8.00
$8.00
$8.00
$8.00
$35.00
$8.00
$8.00
$8.00
$8.00
58.00
$8.00
$8.00
$35.00
$8.00
$8.00
58.00
58,00
$8.00
58,00
S8.00
53500
$8.00
$8.00
$8.00
S411.00
$8.00
S8.00
$1517

page 2 of 7

Account Balance
57.16
(55.37)

(524.17)
1558.17)
1594.17)

($129.17)

(&13717)

(514517}

[$153.17)

(S161.17)

(£16917)

(520417)

(6212.17)

(522017

|$228.17)

(5236.17)

15244.17)

(S252.17)

(5260.17)

(829517}

(S303.17)

(831117)

|8319.17)

(532717

($33517)

(5343 .17)

[535117)

[S5386.17)

(539417

[5402.17)

(541017
50.83
(5717)

{515.17)
S0.00

(This study’s own source)
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This document is exceedingly important for financial analysis and legal
investigations as it supplies information that allows for the identification or
confirmation of the origin and destination of the money in a savings account
and the various manners in which funds are transferred.

2.2.3.1 Warning signs regarding periodic withdrawals from savings account

1.

10.

Cash, credit and debit transfers and operations indicating fractioning'’,
approaching the established limits and controls.

Savings accounts that initially register transactions of low amounts of
money that soon increase to large amounts of money.

Savings accounts that register simultaneous debt and credit transactions
(same date, branch office, city, automatic teller machine) of the same or
similar amounts of money with no apparent justification.

Carrying out multiple cash operations at the same branch office or at
others in the same or different cities with no apparent justification or link to
the saving account holder’s economic activity.

Savings accounts that register multiple transfers, both in number or in
value, to other cities or countries and addressed to various beneficiaries,
or operations in quantities or value that are not in keeping with the account
holder’s economic activity.

Savings account holders who suddenly change the type of transactions they
customarily use and the manner in which they receive or transfer money.

Large sums of money that are withdrawn from the savings account
immediately or over a very short period of time.

Savings accounts that have been inactive and suddenly receive one or
more deposits, followed by multiple cash withdrawals until the balance is
depleted.

Savings accounts that register only deposits over a period of time, reach
a considerable balance, and then the balance is withdrawn in one single
day or over a very short period of time.

Savings accounts that handle high sums of money, in which transactions
are primarily undertaken through electronic transfers or the use of
automatic tellers machines.

17

Money laundering typology that consists in carrying out multiple operations, generally in amounts lower
than but approaching the limit established as control for cash transactions. This modality has been identified
on numerous occasions in the regional GAFISUD typologies document (http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf)



2.2.4 Deposits

Deposit slips for savings accounts generally contain information on the date,
amount, type of operation (cash or check), bank office where the operation
takes place, depositor, and a minimum of information, perhaps telephone
number, on the depositor.

Image Number 10

Deposits
DEPOSIT TO THE ACCOUNT OF
MNAME [T lcasuw
5 -
DATE PLEASE BE SURE EACH ITEM IS —
o PROPERLY ENDORSED, USE OTHER -
T SIDE TO LIST ADDITIONAL CHECKS. _"
g 903 s
= BANK "
©  DEPOSITS SUBJECT TO CORRECTION BY PROOF DEPARTMENT, SUBTOTAL P
=} AL ITEMS CREDITED SUBUECT TO THE FINAL PAYMENT, i
o *LESSCASH G
o RECEIVED
@ ACCOUNT NUMBER £
"
S L]
LOLL?0 LA 71 03

(This study’s own source)

These documents are important for financial analysis and legal investigation,
for they supply information that leads to the identification or confirmation of
the origin of the money in a savings account and some features regarding the
depositors of the funds.

2.2.41 Warning signs regarding deposits to savings account

1. Deposits through different bank branches of the same city or country, on
the same day, in which the depositor (an apparent client of the savings
account holder) has no business or agency.

2. Cash deposits that indicate possible fractioning'®, because the amount is
lower than and approaching the control limit established, done through
different bank branches on the same day or consecutively over a few days.

3. Deposits of large amounts of money into savings accounts that have been
or are inactive.

18 Typologies or operations related to this modality can be consulted at http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf

31



Risk of Money Laundering through Financial Instruments, Users and Employees of Financial Institutions

4. Deposits made by natural persons to a savings account whose holder is a
company unrelated in business matters to said depositors.

5. Simultaneous deposits by one same person to several savings
accounts held by different companies under the same “financial
group”.

6. Frequent cash deposits of high sums of money to a company savings
account that by virtue of its commercial activity is not associated with nor
normally receives this type of operation.

7. Frequent deposits of high sums of cash, wrapped in paper bands provided
by other banks, with no apparent justification.

8. Frequent cash deposits of rounded amounts of money, made with high or
low denomination bills, even when the savings account holder, based on
his/her economic activity does not make sales that involve money of this
nature.

2.2.5 Savings account withdrawal slips

Savings account withdrawal slips contain information on the date, amount,
type of payment (cash or check), branch office where the operation took place,
identification of the account holder, or beneficiary of the check requested and
on occasion the telephone numbers of said beneficiaries.

Image Number 11
Savings account withdrawal slips

Transfer to: Bank Account
Total Amount: -21,273.20 PHP

From amount: -$520,00 USD
To amount: 21,273.20 PHP
Exchange Rate: 1 U.S. Dollar = 40,9100 Peso

Date: Jan. 29, 2008
Time: 15:54:47 PST
Status: Pending

Subject: Bank Account

Transfer to: ABC bank X50000L

(This study’s own source)
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This type of document is very important for the purposes of financial analysis
and legal investigation; it provides information that allows us to identify or
confirm the destination of money withdrawn from a savings account and some
characteristics regarding the initial beneficiary of the funds.

2.2.5.1 Warning signs regarding savings account
withdrawal slips

1. Withdrawal slips for cash withdrawals by the savings account holder
on the same day or in a very short period of time, the amounts of which
are lower though approaching the control limit established for cash
transactions.

2. Withdrawal slips for checks written by the savings account holder, for the
same or similar amounts, payable to different people, though ultimately
cashed by one single person.

3. Withdrawal slips for checks, written out by the savings account
holder in amounts lower than though approaching the established
control limit, payable to different people, though ultimately paid in
cash.

4. Multiple withdrawal slips through checks, written by the savings account
holder, payable to the same beneficiary either on the same day or in a very
short period of time, with no apparent justification.

5. Withdrawal slips for checks, in which the savings account holder is a
company, for high sums of money that are paid in cash by the manager or
other officers of the same financial institution.

6. Withdrawal slips for checks written by the savings account holder,
payable in cash or transfer to other people whose endorsement
signatures show graphological traits similar to those of the account
holder.

7. Withdrawal slips for checks written by the savings account holder, so
illegibly endorsed that it is not possible to identify the end beneficiary, and
collected in cash.

8. Withdrawal slips for checks written by the savings account holder, payable
to an individual but paid to or deposited in the account of another individual
with a similar name.

9. Withdrawal slips for checks written by the savings account holder
later paid by the financial institution, despite bearing symbols, seals
or annotations (such as initials) either on the front or the back of said
checks.
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10. Withdrawal slips for checks payable to beneficiaries considered
to be Politically Exposed Persons (PEP), written by the savings
account holder, though there is no clear or justified relationship to the
beneficiaries.

2.2.6 Transfers

Local or international transfers from or to a savings account contain information
on the date, amount, the originator, the beneficiary, intermediary banking
institutions or participants, and in some cases additional information such as
addresses or telephone numbers.

Image Number 12
Transfers
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ABC Bank TRANSFER.
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(This study’s own source)

This type of document is very important for the purposes of financial
analysis and legal investigation; it provides information that allows us to
identify or confirm the origin or destination of money going from or to a
savings account and some characteristics regarding the people involved in
the transfer of funds.

2.2.6.1 Warning signs regarding local and international transfers to or
from a savings account

1. Savings accounts that register multiple local and international transfers for
high amounts of money to different cities or countries, when the account



holder has no clients or business in said locations that might justify said
operations.

2. Local or international transfers to locations that are other than or
distant from the business headquarters of the savings account
holder.

3. Savings account that receives international transfers for exports to
countries other than the one where the transaction originated.

4. Savings account from which international transfers are ordered
for imports to countries other than the one where the transaction
originated.

5. International transfers from or to a savings account of high sums of money,
bearing instructions to pay in cash only.

6. Local transfers to or from a savings account payable to the same person
or to several persons, in amounts that show evidence of fractioning; that
is, amounts lower than, though approaching, established control limits for
cash transactions.

7. Electronic transfers received by or ordered from a savings account, from
which the money is immediately withdrawn, or very shortly thereafter,
through automatic teller machines.

8. Savings account that receives many local transfers in small amounts of
money, which are immediately transferred to another account in another
city in which the account holder’s economic activity does not provide an
apparent justification.

9. Savings account through which many local or international transfers are
sent or received, payable to beneficiaries considered to be Politically
Exposed Persons (PEP), without the benefit of a clear and justified
association.

2.3 Risk of money laundering through savings account

A savings account, as well as a checking account, can be one of the riskiest
financial instruments for money laundering operations given the ease with
which it can be opened and operated.

The nature of the account holder’s operations, information and behavior,
together with the results of analysis of the aforementioned documents could
coincide with some of the typologies of money laundering as indicated in the
regional GAFISUD document.
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According to this document, a savings account could be used in identified
typologies such as the fictitious exportation of services, the fictitious
exportation or importation of goods, fictitious foreign investment in a local
company, international currency trading (arbitrage) through the transportation
of unlawful money, the use of insurance company products, trading products
with differential markets, and through a company created to embezzle third
parties through a pyramid system.

3. CERTIFICATE OF DEPOSIT

A Certificate of Deposit (CD) or Time Certificate of Deposit (TCD), is a
financial investment product, generally short-term, offered by commercial
banks and other financial institutions. CDs are normally in local currency,
but in some countries they can be set up in foreign currency, generally in
US Dollars.

3.1 Description

A Certificate of Deposit (CD) is a time deposit that produces interest. This time
deposit is issued by a bank or other financial institution when the client delivers
a sum of money to the bank for the purpose of accruing interest over a pre-
determined period of time.

In general terms, CDs are set up over a 30, 60, 90, 180 or 360 day periods.
Nevertheless, some countries offer some savings instruments whose term is
less than a month or over one year in duration.

These time deposits are payable to the legitimate beneficiary' and cannot
be redeemed before their maturity date. Nonetheless, if the holder needs
to cash it in before the stipulated term expires; it is negotiable on the
secondary securities market. In some cases the time deposit can be
cashed in before maturity through cancelling the CD and losing the interest
accrued.

Financial institutions normally establish minimum amounts when setting up
this type of time deposit; interest rates are determined by the term chosen.
The interest paid can be either anticipated or upon maturity, periodically or at
the end of the term.

19  Contingent on the type of security and the characteristics of the laws for circulation in each country. CDs are
generally negotiable securities, meaning that they can be negotiated or endorsed, and the legitimate beneficiary
is the one who figures on the official records of the security issuer.



There are different options for establishing or buying a CD, the most common
being: cash, through a personal or cashier’s check, charged to a checking
account, charged to a savings account or charged to any other financial product
of the same institution (or another, where possible).

In addition, there are several ways to redeem or cash a CD at maturity: cash
payment, payment through check, deposit to checking account, deposit to
savings account, or deposit to any other financial product at the same institution
(or another, where possible).

The bank or financial institution delivers to the buyer of the Certificate of
Deposit a certificate indicating the amount of money received, as proof of
the investment; this certificate also shows information on the issuing office or
financial institution, the date the CD was acquired, the maturity date, the term
(days or months), the nominal rate and/or effective amount agreed on, the
issuer’s authorized signatures and some kind of seal or other security feature.

The financial institution will be in charge of registering the holders and/or
endorsees as well as the control and payment of the interests and principal of
the Certificate of Deposit.

Some financial institutions offer additional services such as the custody and
management of the CD, including the option to carry out transfers or automatic
charges to accounts or financial products held by the same person or with third
parties as beneficiaries.

3.2 Documents of interest

Documents that identify the operations and features of a Certificate of Deposit
(CD) include: the application form for opening a CD, the proof of purchase of a
CD (receipt), the issuance or renewal of a CD and proof of redemption of the CD.

3.2.1 Application to open a Certificate of Deposit CD

The application to open or set up a Certificate of Deposit contains information
regarding the account holder, either an individual or a company. There are
now several financial institutions who have designed one single application for
their clients, which is subsequently complemented with additional information,
according to the type of financial product desired.

This document, together with others required by the bank (i.e. copies of
personal identity documents, certificates issued by the Chamber of Commerce
or other regarding the type of economic activity, financial statements, tax
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declarations), mainly requested so bank supervisors can comply with their
legal obligations, establish aspects such as identification, location, economic
activity, income and expenditures, assets, liabilities and capital, commercial or
personal references, and the origin or source of the funds.

Image Number 13
Application form for a Certificate of Deposit

ABC Bank
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(This study’s own source)



This document is very important for financial analysis and legal investigations
because it supplies information that allows for the identification or confirmation
of associations and financial aspects of the CD buyer, location and economic
activity and more.

3.2.1.1 Warning signs regarding opening a Certificate of Deposit

1.

10.

Opening of several Certificates of Deposit in the name of one or
more persons, with the same person registered as co-holder for all
of them.

Opening of several Certificates of Deposit in different company names,
all of which share the same partners, managers, administrators, legal
representatives or authorized signatures.

Consecutive opening of several Certificates of Deposit in different names
of individuals with similar characteristics (age, economic activity, location,
relatives) who apparently do not know one another.

Consecutive opening of several Certificates of Deposit with the same initial
amount in the name of different individuals who apparently do not know
one another.

Refusal to fully fill out the paperwork to open the Certificate of Deposit, or
attempt to bribe or threaten bank officers for this same purpose or to get
the bank officer to accept partial or false information.

Natural persons or legal entities showing ample financial solvency
though appearing to falter at providing information regarding
commercial references or a co-signer or guarantor at the time of
filling out the application form for opening one or more Certificates of
Deposit.

Persons who at the time of opening one or more CD’s record the address
and/or telephone number of other individuals to whom they appear to have
no apparent relationship.

Persons who frequently change their personal information, such as
address, telephone number, occupation, with no apparent justification on
the official registration form for the CD issuer.

Persons who deliberately fill out the CD application forms in illegible or
misleading handwriting, providing information that is either false, difficult
to verify or insufficient.

Persons who appear to be reluctant or annoyed when asked to provide
appropriate identification or to fill out the application forms that are required
when opening a CD.

39



40

Risk of Money Laundering through Financial Instruments, Users and Employees of Financial Institutions

1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Persons applying to open a CD who appear to be nervous, hesitant in
providing their answers and/or consult information that they have brought with
them in writing when asked for the information needed to open said CD.

Persons opening a CD at a bank office whose location is different or far
away from the location where the client carries out his/her business or
economic activity, with no apparent justification. If the client in question is
a natural person (individual) on salary, question the lack of an explanatory
relationship regarding either the employer’s location or the place of
residence of the client.

CD applicants who by virtue of age, experience or economic activity have
no prior record regarding financial products in the sector and cannot
account for such when requested.

CD applicants who are designated on national?®® or international®' lists as
being terrorists, drug traffickers, specialists responsible for taxes, penalized
civil servants, fugitives, criminals or individuals wanted by the authorities.

CD applicants who demand to deal with a specific bank account executive,
manager or officer, or who show a marked preference for dealing with a
specific employee.

CD holders who refuse to justify a transaction or update the basic
information provided at the time the application was submitted to the bank.

CD holders who ask to be exempted from supplying or confirming certain
information on the grounds that they have been recommended by another
of the bank’s clients or by another banking institution.

Applicants opening a CD in a large amount of money that is not in keeping
with the socioeconomic information provided and who have no apparent
justification for said amount.

Companies applying for a CD in a large amount that is not in keeping with
their low capital stock, operating income or resources available through
their treasury departments, and/or companies of very recent creation.

CD applicants who invest large sums of money with no interest in learning of
the profitability of the instrument or feigning ignorance regarding the market.

CD applicant who does not define a specific economic activity or does so
using the term “independent”, whose investment is a high figure.

20

21

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists published by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),
OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).
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22. CD applicant whose investment is a high figure and who identifies him/
herself with a document that is difficult to verify or is expired (i.e. foreigners,
tourists, non-residents, minors).

23. CD applicant whose investment is a high figure one and who is a Politically
Exposed Person (PEP?#) and attempts to avoid the full and diligent
completion of application forms or does not adequately justify the origin of
the money.

24. CD holders who frequently cancel them shortly after they have been issued
or endorse them to third parties, who also cancel them in order to recover
the capital invested.

3.2.2 Certificate of deposit purchase receipt

A CD purchase receipt contains information on the date, amount, type of
operation (cash, check, charged to an account or other financial product),
branch office of the financial institution where the operation took place, name
or identification of the holder or purchaser of the CD, telephone number and
additional information.

Image Number 14
Certificate of deposit purchase receipt
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(This study’s own source)

This CD purchase receipt is important for financial analysis and legal
investigations as it provides information that allows for the identification
or confirmation of the origin of money for the CD and some other features
regarding the originator of the investment.

22 In keeping with FATF, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted with
prominent public functions in a foreign country, for example Heads of State or of government, senior politicians,
senior government, judicial or military officials, senior executives of state owned corporations, important political
party officials. Business relationships with family members or close associates of PEPs involve reputational
risks similar to those with PEPs themselves. The definition is not intended to cover middle ranking or more junior
individuals in the foregoing categories. See http://www.gafisud.org/pdf/40Recs_web_1.pdf
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3.2.2.1 Warning signs regarding purchase receipts or applications
foraCD

1. Opening a CD with cash at a branch office in the city or in a country in
which the holder has no business, agencies or apparent justification to do
SO.

2. Opening several CDs with cash in amounts that indicate fractioning?, that
is lower than but approaching the established control limit.

3. An individual opening a CD in cash in the name of a company with
whom said individual has no business relationship or apparent
justification.

4. The same individual opening several CDs in the names of various
companies belonging to the same “financial group”.

5. Frequent opening of CDs through high sums of cash in the name of a
company whose commercial activity is not normally associated to this type
of operation.

6. Setting up CDs in high amounts of cash, wrapped in paper bands
stamped with the name of other banking entities with no apparent
justification.

7. Opening CDs in high sums of money through one or more checks that,
based on the information regarding the checking account holders, are
unrelated to the economic activity of the holder or the justification is not
found satisfactory by the issuer.

8. Opening CDs in high sums of money through one or more transfers
from accounts belonging to the same holder, of either the same banking
institution or another, with no apparent justification.

9. Opening CDs in high sums of money through one or more transfers from
accounts belonging to a third party, of either the same banking institution
or another, with no apparent justification.

3.2.3 Issuance or renewal of a CD

The certificate issued for the CD (Certificate of Deposit) deposited at the
banking institution contains information related to the issuance date, amount,
branch office of the issuing financial institution, name and identification of
holder or holders who are the CD beneficiaries, authorized signatures of the

23  Typologies or operations related to this modality can be consulted at http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf



issuing entity and signature of the beneficiary of the CD (as well as some basic
information such as identification, address, etc.).

Image Number 15
Issuance or renewal of a certificate of deposit

ABC Bank
CERTIFICATE OF DEPOSIT
No 0022342
NANE [ACCOUNT NUMBER: NOMINAL AMOUNT:
ciTyY BANCH DPENING DATE EXPIRE DATE
|
MONTH | DAY YEAR | MONTH | DAY | VEAR
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AUTHORIZE SIGNATURE AUTHORIZE SIGNATURE

(This study’s own source)

The original security and some copies that do not have commercial value
that the issuer uses for purposes of control are important documents for
financial analysis and legal investigations because they supply information
that allows the identification or confirmation of aspects such as the
participation of different persons as beneficiaries, liaisons between the
people whose names appear on the securities, features regarding the
amounts or issuance dates of the CDs, fractioning operations in favor of
new beneficiaries.

3.2.3.1 Warning signs regarding issuance of a Certificate of Deposit
certificate

1. ACD issued in the name of a person other than the buyer.

2. Consecutive issuance of multiple CDs in high amounts, equal or similar, to
one single person or several persons.

3. Additionorchange of one ormore persons designated as beneficiaries
at the time of issuance of the CD, name(s) other than that of the
buyer.
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Securities that are initially issued in small amounts favoring the same
beneficiary but that shortly thereafter, or upon maturity, have large sums
of money added to them.

Multiple endorsements, especially for CD’s for large amounts,
by various beneficiaries with similar characteristics (companies
belonging to the same “financial group”, relatives, people who have
commercial links to one another), who are registered before the
issuer of the CD.

A CD holder who submits a request to fraction a CD? into several other
certificates in the names of different natural or legal entities (individuals
or companies) with no apparent relationship between these and the initial
beneficiary or justification for doing so.

Issuance, renewal, endorsement or fractioning of a large-amount-CD in
which one or more persons considered to be Politically Exposed Persons
(PEP) takes part.

Use of a CD originally set up through a large sum of cash and registered
before the issuer as collateral on a loan.

Multiple endorsements of a large-amount-CD, that have notbeen registered
in timely manner before the issuer of the certificate, and which are made
known only at the time of renewal or redemption.

3.2.4 Redemption receipts for Certificate of Deposit

The redemption receipt for a CD contains information on the date of the
payment, the gross amount and net payment, type of payment (cash,
checks, credited to an account of another financial product), bank branch
through which the payment operation took place, name and identity of the
CD holder at the time of maturity, name and identification of the CD payment
beneficiary, telephone and additional information of the person who collects
on the certificate.

24

Through this financial modality, known as fractioning of a security, the issuer divides the value of the CD into
various equivalent amounts, under the same conditions as the initial security, in the name of the same or
different, new beneficiaries according to the instructions of the legitimate holder. It is important to clarify that, in
this case, fractioning does not refer to the typology employed in money laundering that goes by the same name,
but rather to an operational process that issuers of securities frequently use.



Image Number 16
Redemption receipt for a Certificate of Deposit

ABC Bank

DEPOSIT TERM CANCELATION

DATE: 120207 TIME: 16:22 USEER: CDOS

CTTT: BANCH: 1201 RICHMOON AV
NAME: 1D NUMBER:

ITEM:  DEFOSIT TERM'S CANCE LATION

PAYMENT BANCH: 201 RICHMOON AV

DEPOSITTERM NUMEER: 15298

TRANSACTION DETAIL VALUE

CURRENCY §
CHECKS 5
REINVESTMENT §
TOTAL L]

CACHER'S SIGNATURE AND STAMP
THIS FEOOF OF PAYTMENT 13 VALUE ONLY WITH CASHIER'S SIGNATURE AND STAMP

16,000 00

16 000,00

EECEIVE WITH AFFROVAL

10

(This study’s own source)

The CD redemption receipt is important for financial analysis and legal
investigations because it provides information that allows for the identification
or confirmation of the destination of the money from the CD upon maturity, in
addition to other characteristics regarding the beneficiaries collecting on the
investment.

3.2.4.1 Warning signs for redemption receipts for a CD

1.

Redemption of a CD in cash, by the beneficiary of said security, when the
amount is lower than, though approaching, the control limit established for
cash transactions.

Redemption of several CDs in cash on the same day or within a very short
period of time, issued initially to different beneficiaries, collected on by one
single person.

Redemption of multiple CDs in cash that have been issued in the name
of different companies, and are collected on by one single person acting
as the legal representative, holding power of attorney or as legitimate
beneficiary.

Redemption of several CDs in cash, issued to different persons that
present themselves as a group to collect on these CDs securities.

Redemption of CD through a check to the beneficiary of the CD, in which
the amount is lower than, though approaching, the control limit established
for cash transactions.
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10.

1.

12.

13.

14.

15.

16.

17.

Redemption of a high-amount-CD issued to a beneficiary through several
checks whose individual amounts are lower than, though approaching, the
limit established for cash transactions payable to the holder him/herself or
to different beneficiaries.

Redemption of several CDs through checks payable to different
beneficiaries, which upon endorsement (and occasionally showing similar
graphological traits), are cashed by one single person.

Redemption of a CD whose holder and beneficiary is a company that
requests payment through several checks in smaller amounts, though
approaching the control limit established for cash transactions, payable to
the same holder or to different people.

Redemption of a high-amount-CD whose holder is a company that requests
payment through a check, which is subsequently collected on in cash by
the manager or other bank officer.

Redemption of a CD through a check illegibly endorsed and collected on
in cash in such a manner that the identity of the end beneficiary cannot be
verified.

Redemption of a CD through a check payable to the beneficiary of the CD
subsequently collected on by a person with a similar name.

Redemption of various CDs through checks payable to different people or
companies as beneficiaries of the securities, on which there are symbols,
seals, or annotations (such as initials) written on the front or back of said
checks when presented for payment.

Redemption of one or more CDs through local transfers (or international
transfers where possible), to different cities (or countries) when the holder
has no clients or business dealings in those locations to justify said
operations.

Redemption of one or more CDs through local transfers (or international
where possible) to localities that are different and distant to the beneficiary’s
business headquarters, with no apparent justification.

Redemption of one or more CDs through transfers, with instructions to pay
them only in cash.

Redemption of one or more CDs through local transfers, payable
to one single person or to several persons, in amounts lower
than, though approaching, the control limit established for cash
transactions.

Redemption of one or more CDs through transfers to checking accounts,
savings accounts or other financial instruments, upon which the money



is immediately or very shortly thereafter withdrawn through automatic
teller machines.

3.3 Risk of money laundering through Certificates of Deposit

Certificates of deposit can be one of the highest risk financial instruments used
in money laundering operations.

The characteristics of their establishment, endorsement, fractioning (division
of securities), renewal and cancellation of CDs, as well as analysis of pertinent
documents, information and the behavior of their holder may coincide with
some of the typologies used in money laundering as indicated in the regional
GAFISUD document and typologies identified in the securities sector of the
UIAF?25 of Colombia.

Pursuant to these documents, a Certificate of Deposit (CD) might be used in
typologies such as the exportation or importation of fictitious goods, financial
and investment products and are susceptible to being used for money
laundering activities, endorsement of securities that materialize amongst
companies under “special regimes”, the use of shell companies simulating tax
evasion and knowledge simplification through a PEP.

4. WIRE TRANSFER

An international wire transfer is a financial instrument used to transfer money
between countries, a service offered by banks, exchange offices and some
other financial institutions.

4.1 Description

International wire transfers are a specialized mechanism used to make
electronic transfers of money from or to a given country through certain financial
institutions. This process requires adequate technological infrastructure on
behalf of the operator, and ample network of branch offices, personalized
service and efficient operational capacity to handle the volume of transactions
undertaken.

25 The Unit for Information and Financial Analysis (UIAF) is the Unit for Financial Intelligence of Colombia, and
has published various documents on typologies in money laundering and the financing of terrorism. Please see:
www.uiaf.gov.co
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In most countries, these operators are financial institutions who are subject to
inspection, supervision and control by monetary or financial authorities, and
they require predetermined controls and amount of capital.

International wire transfers, also known as family remittances, are usually sent
through cash money in the local currency of the remitting country.

Through an international wire transfer, a person can send money to any part of
the world through authorized local financial institutions. In order to pay out the
money to the beneficiary of the wire, the local financial institutions use other
intermediary institutions (known as money transmitters or money remitters)
located in the destination country.

According to the different possibilities offered by financial institutions providing
this service, international wire transfers can be sent through cash money,
through charging them to bank accounts, and even through Internet payments.
This service has a cost or commission attached to it for clients?® or users?’.

Sending an international wire transfer usually requires only the funds (money,
checks or charge to a bank account), the name of the beneficiary abroad,
telephone number, identification or address (in some cases these are
optional), city and destination country. Some banks that receive international
wire transfers only for their clients, request the type of account and account
number of the beneficiary. Once the transfer has been effected, the money
remitter gives the sender a transaction number or operation code so that the
beneficiary can receive the remittance.

In order to pay an international wire transfer, the financial institution demands
that the beneficiary provide the transfer number or code, the name and country
of the sender, his/her identification document and some additional information,
which may include full name, identification, address, telephone number, origin
of the money (in addition to indicating whether or not the remittance comes
from non-resident nationals for other controls and tax purposes) and how the
transfer is to be paid.

An international wire transfer can be paid in cash, check or through deposit
to a bank account, according to the national legislation in effect in each
country. If the payment is made in cash, some establishments offer local

26  Clients are individuals or companies (natural or legal persons) to whom a financial institution provides a service
or a product through a legal or contractual relationship.

27  Users are those individuals or companies (natural or legal persons) to whom a financial institution provides a
service or a product without the benefit of a legal or contractual relationship.



and/or foreign currency (generally United States Dollars). If the payment
is made through check, the beneficiary may request it in his/her name or
in the name of a third party, as established by the institution’s policy and/
or country legislation. If payment is made through a deposit to a checking
account, the beneficiary may request it be made to his/her account or that
of a third party, in keeping with the institution’s policies and/or country
legislation. There may also be cases in which the destination of the
international wire transfer is to pay a loan or a credit card, as instructed by
the beneficiary.

4.2 Documents of interest

The documents that identify the operations and characteristics of an
international wire transfer are: the application form to open a “wire transfer
account”, the remittance receipt, and the receipt for payment to beneficiary of
the international wire transfer.

4.2.1 Application for opening a “wire transfer account” and receipts for
sending international wire transfers

The application form for sending an international wire transfer contains
information on the sender, the beneficiary and a historic record of the operations
carried out at the location. Some financial institutions who have associated
their client in the past to another product, update their information to include
the wire transfer remitted, and some have designed special forms for this type
of operation.

Some financial institutions that offer the international wire transfer service
have in place a process to open an account, though not necessarily on paper,
that electronically uploads a certain quantity of data on the sender and the
beneficiary as part of the process to get to know their client.

Certain financial institutions that are money remitters grant licenses to people
or companies to carry out this type of money transfer transactions. In this case,
the institutions offering this franchise must analyze the operational capacity,
economic situation, anti-money laundering controls and other aspects of the
license.

The aforementioned documents or information available at the financial
institution, together with others that are required (i.e. copies of identification
documents or predesigned forms), are intended to comply with the legal
obligations established by financial supervisors, and allow establishing
aspects such as identification, location, economic activity, income and
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expenses, sender, beneficiary, origin or source of international wire
transfers.

Image Number 17
Application for opening a “wire transfer account” and receipts for sending
international wire transfers
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These documents and information are very important for the purposes of
financial analyses and legal investigation given that they provide information
that allows for the identification or confirmation of associations, demographic
aspects of the sender and/or beneficiary of the international wire transfer and
their economic activity, among others.



4.2.1.1 Warning signs regarding opening a “wire transfer account” and
receipts for sending international wire transfers

1. Natural persons (individuals) or legal entities (companies) who act as
agents or licensees for money remitters who display ample economic
solvency though appear to falter at providing information regarding
commercial or financial references when filling out the application
forms.

2. Consecutive opening of several “wire transfer accounts” or sending
of international wire transfers using the accounts of different people
sharing similar characteristics (age, economic activity, location, family
relationship), who apparently do not know one another, with the
purpose of sending international wire transfers to the same or other
countries.

3. Refusals, attempted bribery or threatening of officers of the money
remitters to get them to accept partial or false information or to avoid the
due completion of application forms for a “wire transfer account” or to send
international wire transfers.

4. Persons who at the time of opening the “wire transfer account” or upon
sending international wire transfers record the address and/or telephone
number of other individuals to whom they appear to have no apparent
relationship.

5. Persons who frequently change their personal information, such as
address, telephone number, occupation etc. at the time of sending
international wire transfers, with no apparent justification.

6. Persons who send international wire transfers and deliberately fill out the
application forms required to open an account in illegible or misleading
handwriting, providing information that is either false, difficult to verify or
insufficient.

7. Persons who appear to be reluctant or annoyed when asked to provide
appropriate identification or to fill out the application forms that are required
when sending an international wire transfer.

8. Persons filling out forms to send an international wire transfer who appear
to be nervous, hesitantin providing their answers and/or consult information
that they have brought with them in writing.

9. Persons who apply or send an international wire transfer at a branch office
of the money remitter whose location is other than or distant from the place
where the sender usually carries out his/her business, performs economic
activity or resides, with no apparent justification.
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10.

1.

12.

13.

14.

15.

16.

17.

18.

International wire transfer senders who are on national?®® or international®®
lists designated as terrorists, drug traffickers, specialists responsible for
taxes, penalized civil servants, fugitives, criminals or are wanted by the
authorities.

Senders of international wire transfers who refuse to justify an operation or
to update the basic information provided at the time of filling out the form
at the office of the money remitter.

Using different money remitters to send international wire transfers to the
same beneficiary.

Sending consecutive international wire transfers to the same country for
the same or similar amounts of money.

Sending international wire transfers of the same amount, on the same
date, to the same city or country, in the names of different persons who
appear not to know one another.

Sending multiple international wire transfers to the same country,
from the account of one or several senders, in which the amount is
lower than, though approaching, the control limit established for cash
transactions.

Sending international wire transfers to different people who apparently do
not know one another, though sharing the same telephone number in the
recipient country.

Person who sends one or more international wire transfers and identifies
him/herself through a document that cannot be readily verified or is expired
(i.e. foreigners, tourists, non-residents, minors).

One or more international wire transfers sent by a Politically Exposed
Person (PEP?°), who attempts to avoid the due completion of application
documents or does not fully justify the characteristics or origin of transaction
money.

28

29

30

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists published by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),
OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).

In keeping with FATF, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted with
prominent public functions in a foreign country, for example Heads of State or of government, senior politicians,
senior government, judicial or military officials, senior executives of state owned corporations, important political
party officials. Business relationships with family members or close associates of PEPs involve reputational
risks similar to those with PEPs themselves. The definition is not intended to cover middle ranking or more junior
individuals in the foregoing categories. See http://www.gafisud.org/pdf/40Recs_web_1.pdf



4.2.2 Receipt for cashing an international wire transfer

The receipt for cashing an international wire transfer contains information on
the date, amount in foreign currency and amount in local currency, type of
payment (cash, check, deposit to account or other financial product), branch
office of the financial institution through which the operation takes place, name,
identification and telephone number of the beneficiary, name and country of
the sender and some additional data on the beneficiary.

Image Number 18
Receipt for cashing an international wire transfer

ABC Bank WIRE TRANSFER

For P g 0 CICK N e NP cOn I 0
[ = == PARERT DETALS— = -
AMOUNT : [ mgm| ;l
AMOUNT IN WORDS :
e E —_ BENEFICIARY 7 VERDOR INFORMATION |
CREDITACCOUNT #

BENEFICIARY /VENDOR NAME :|

BENEFICIARY /VENDOR ADDRESS : |

BENEFICIARY BANK NAME |

BENEFICIARY BANKADDRESS : |
amy: | statesppov: [
COUNTRY: | =1 TELEPHONE®: [

BENEFICIARY BANKABA # [US destination wires only): |

BENEFICIARY BANK SWIFT/SORT CODE # iforeignioverseasonly) : |

IBAN l'(amnnmtnlmmml:1 (52500 charge if not entemd)
BENEFICIARY BANK TRANSIT & BANK CODE (Cdn destination wires only): |

DETAILS OF PAYMENT -

Completed by/Contacty Phone # [ | ate:| ]

E D Use Only_ g
EFFECTIVE DATE OF PAYMENT: |

INTERMEDIARY BANK:: |

DATS ID# (H ~ Baadiadri]

]

CLIENT MAME (sender | remitter) :

DERIT ACCOUNT # i TRANSIT:

4 th bayend iy

other gilagon,
g i
ke

agiger

bease ot fire Transher to Fax [

Date: SIGNATURE(S) OF SIGNING OFFICERS
A
2

(This study’s own source)

The receipt given when cashing an international wire transfer is important
for financial analysis and legal investigation purposes because it provides
information that allows for the identification or confirmation of the origin of
the money, the beneficiary (ies) of the wire transfers, and some additional
characteristics regarding these transactions that come from another country.
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4.2.2.1 Warning signs regarding receipts for sending international wire

transfers

Cashing of international wire transfers for the same or similar amounts
by different people sharing similar characteristics (age, economic activity,
location, family relationship), who apparently do not know one another.

Refusals, attempted bribery or threatening of financial institution officers
to get them to accept partial or false information or to avoid the due
completion of the forms to cash an international wire transfer.

Persons who at the time of cashing an international wire transfer record
the address and/or telephone number of other individuals to whom they
appear to have no apparent relationship.

Persons who frequently change their personal information, such as address,
telephone number, occupation etc. at the time of cashing international wire
transfers, with no apparent justification.

Persons who cash international wire transfers and deliberately fill out the
application forms required to open an account in illegible or misleading
handwriting, providing information that is either false, difficult to verify or
insufficient.

Persons who appear to be reluctant or annoyed when asked to provide
appropriate identification or to fill out the necessary forms that are required
when cashing an international wire transfer.

Persons filling out forms to cash an international wire transfer who appearto
be nervous, hesitant in providing their answers and/or consult information
that they have brought with them in writing.

Persons who cash an international wire transfer at a branch office of the
money remitter whose location is other than or distant from the place
where the sender usually carries out his/her business, performs economic
activity or resides, with no apparent justification.

Persons cashing international wire transfers who are on national®' or
international®? lists designated as terrorists, drug traffickers, specialists
responsible for taxes, penalized civil servants, fugitives, criminals or are
wanted by the authorities.

31

32

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists pubished by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),
OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/WWanted/Fugitives/Links.asp).



10.

11.

12.

13.

14.

15.

16.

17.

18.

G e i

Persons cashing an international wire transfer who refuse to
justify the operation or update the basic information at the time of
collecting.

Multiple international wire transfers, coming from different places and/
or different senders, cashed by the same beneficiary with no apparent
justification.

Multiple international wire transfers, coming from different places and/or
different senders, cashed in different cities of the country by the same
beneficiary with no apparent justification.

International money orders in the same amount, generally consecutive,
which are collected on simultaneously on the same date and in the same
city, in the names of different people who apparently do not know one
another.

International money orders in small amounts lower than but approaching
the established control limit for cash transactions, collected on periodically
(weekly or monthly) by one or more beneficiaries.

Person who cashes one or several international money orders and
identifies himself/herself through a document that cannot be readily
verified or has expired (for example: foreigners, tourists, non-residents,
minors).

One or more international wire transfers cashed by a Politically Exposed
Person (PEP%*), who attempts to avoid the due completion of application
documents or does not fully justify the characteristics or origin of transaction
money.

Cashing several international wire transfers in local currency, on the
same day, at the same or different branch offices of the financial
institution, or presenting other similar characteristics with no apparent
justification.

International wire transfers payable to different people who present
themselves as a group to collect on them in cash.

33

In keeping with FATF, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted
with prominent public functions in a foreign country, for example Heads of State or of government, senior
politicians, senior government, judicial or military officials, senior executives of state owned corporations,
important political party officials. Business relationships with family members or close associates of
PEPs involve reputational risks similar to those with PEPs themselves. The definition is not intended to
cover middle ranking or more junior individuals in the foregoing categories. See http://www.gafisud.org/
pdf/40Recs_web_1.pdf
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19.

20.

21.

22.

23.

24,

25.

26.

27.

International wire transfers paid through checks, payable to different
beneficiaries, which, after being endorsed (on occasion showing similar
graphological traits) are cashed by one single person.

International wire transfers paid through checks, illegibly endorsed and
collected in cash, on which the identification of the end beneficiary cannot
be verified.

International wire transfers paid through checks payable to different people
that when presented for payment, bear symbols, seals or annotations
(such as initials) written on the front or back.

International wire transfers in which the beneficiary attempts to
collect in cash and initially refuses to accept payment through check,
when due to the amount or company policy these cannot be paid in
cash.

International wire transfers paid directly through deposit in a bank account
other than that of the beneficiary, with no apparent relation or justification.

International wire transfers paid through local transfers, to different cities
or accounts, for which the beneficiary has no explanation or association to
justify said operations.

International wire transfers paid through transfers to checking account, savings
accounts or other financial instruments in which the money is immediately or
shortly thereafter withdrawn through automatic teller machines.

International wire transfers payable to beneficiaries who have been
contacted via telephone and who at the time of collecting declare they do
not know the sender or that they do not have family members or friends
abroad.

Beneficiaries who periodically show up (weekly or even more frequently)
to cash international wire transfers without prior contact from the financial
institution, and sometimes even before the financial institution has received
said wire transfers.

4.3 Risk of money laundering through international wire transfers

International wire transfers are one of the most frequent and highest risk
financial instruments used in money laundering operations.

The characteristic features related to application forms, sending and receiving
of international wire transfers, as well the analysis of the aforementioned
documents, and the information and behavior of senders and beneficiaries
may match some of the money laundering typologies indicated in the regional



GAFISUD document as well as several other GAFIFATF3* publications on
money laundering and the financing of terrorism.

According to these documents, international wire transfers may be used
in typologies such as fractioned transfers of unlawful money through
international wire transfers and to support the financing of terrorist
organizations.

5. INSURANCE POLICY

An insurance policy is a financial instrument that covers a risk or event,
generally in the short term, renewable annually, offered by insurance
companies.

5.1 Description

An insurance policy is a contract through which the insurance company is
responsible for covering the risks of a third party, known as the policyholder,
through payment of a price known as premium.

In such case that the event covered occurs, the policyholder must pay the
insurance claim to the beneficiary of the policy, who may be a person other
than the policyholder.

The insurance company is the party in charge of covering the policyholder in
the occurrence of specific risks or events. The insurance company is, normally,
subject to supervision by a financial authority.

The policyholder is either an individual or a company (natural or legal person),
holder of the policy, and exposed to risk or casualty. In general terms, the
policyholder signs a contract or policy with the insurance company, though
another person may take on the insurance policy.

A claim occurs when a casualty covered in the contract takes place, causing
the insurance company to comply with its obligation to replace the goods or
pay damages to the policyholder or beneficiary.

34  The Financial Action Task Force (FATF) has published various documents on typologies in money laundering
and the financing of terrorism. Please see: http://www.fatfgafi.org/dataoecd/
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Generally speaking, there are two types of insurance policies: life
insurance policies for people and casualty policies for goods or assets. In
the former, the risk covered is disability or loss of life of the policyholder
through illness or accident. The latter refers to insuring assets or
goods against various risks, including theft, fire, natural disasters,
transportation.

Insurance policies are normally issued for an annual period, renewable through
mutual agreement of the parties.

When an individual or company wishes to acquire an insurance policy to cover
a determined risk, an intermediary or insurance broker can assist in dealing
with the insurance company.

The payment of the annual insurance policy premium is generally effected in
cash up front, though there are alternate financing methods available such as
short-term loans granted by financial entities, by the selfsame intermediaries,
or charged to credit cards.

The value of the insurable good determines the amount of premium to pay for
the insurance policy.

5.2 Documents of interest

Documents that identify the operations and characteristics relevant to an
insurance policy are: the application form for the insurance company, receipts
for payment of premium, the issuance or renewal of the policy and the receipt
for early cancellation of the policy.

5.2.1 Policy application form for an insurance company

The application form for an insurance company contains information on the
policyholder, beneficiary (whether an individual or a company).

This application form, together with others required by the insurance
company (i.e. copy of identification documents, certificates issued by
a chamber of commerce or other regarding economic activity, financial
statements, tax declarations, property deeds on insured assets, medical
certificates), requested in many cases to comply with the legal obligations
demanded by financial supervisors, allow for establishing aspects such
as identification, location, economic activity, income and expenses,
assets, liabilities and capital, commercial or personal references, origin



@) UNODC

United Nations Office on Drugs and Crime

or source of goods and assets, properties, health status, illnesses, and

disabilities.

Image Number 19
Application form for an insurance company

DECLARATIONS
B.I.G. INSURANCE CONGLOMERATE
> ___ B.I.G. AUTO INSURANCE COMPANY
(Paicy Nombsd B.I.G. LIABILITY INSURANCE CO.
B.I.G. AUTO FINANCE COMPANY
(Previous Policy Number) {COMPANY NAME)
Policy Period: 12:01 A.M. Stangarg Time From: To: 1 (Years)
Named |nsured
and mailing address
Numaer, Sireel, Apartmen:, Town or City. County, State, Zig Code)
Description of Avto(s) or Trailerlsl
Auto Year Trade Name ~ Model VIN Sym Age
1 -
! : e i
i) |
Thz Autols) or Trailer(s) described in this policy is principally garaged at the above address unless otherwise stated.
(NumBer, Streel, Apariment, Tuwn or City, County, State, Zin Coac)
Coverage is provided where 8 premium and a limitof lizbility is shawn for the coverage
Coverages ) Limit of Liability Premi
A Liability ) 2 Auto 1 Auto 2 Auto 3
B, Medical Payments :'—'—"*—”' :E: gc';::nt $ s s
C. Uninsured Mozorists : it soaiitent s s s
C. Damage to your Auto e 3 $ s
1 Callision Loss ACV minus§ ________ Owductible 3 $ H
2. Other Than Collision Loss ACV minus § —___ Deductible | ¢ : :
(Towing and Labor Costs) (s sath ditsblement) 3 3 s
{ACV means Actual Cash Value) § § $ |
Endorsements mada part of this X
Policy at time of issue: Endorsemant Premium
Total Premium
Loss Payee: -
(Name and sddrass)
[T his policy shall not ba valid unless countersigned by our suthorized agent)
{Countersignature Date) {Ageney at:)
Agent)
(Company Dfficer) ) :
Title +

(This study’s own source)
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This document is important for the purpose of financial analysis and legal
investigations because it provides information that allows for identification
or confirmation of association, financial aspects of the people who intervene
in an insurance contract, location and economic activity, insurable assets,
proprietors, beneficiaries, and more.

5.2.1.1 Warning signs regarding insurance policy application form for an

10.

insurance company

Application by several policyholders (individuals or companies)
representing different companies who have common partners, managers,
administrators, legal representatives or power of attorney.

Consecutive applications by several policyholders with similar
characteristics (age, economic activity, location, relatives) who apparently
do not know one another.

Consecutive applications by several policyholders for the same type of
asset or insurable good or for the same amount, in the names of different
people who appear not to know one another.

Refusals, attempted bribery or threatening of insurance company officers
to get them to accept partial or false information or to avoid the due
completion of application forms.

Natural persons (individuals) or legal entities (companies) who display
ample economic solvency or possess many insurable assets or interests,
though appearing to falter at providing information regarding commercial
or financial references when filling out the application forms.

Insurance policy applicants who record the same address and/or telephone
number as other people with whom they have no apparent relationship at
the time of the policy application.

Insurance policy applicants or policyholders who frequently change their
personal information before the insurance company, including address,
telephone, occupation, with no apparent justification.

Insurance policy applicants who fill out the application forms required
to open an account in illegible or misleading handwriting, providing
information that is either false, difficult to verify or insufficient.

Insurance policy applicants who appear to be reluctant or annoyed when
asked to provide appropriate identification or to fill out the application
forms that are required.

Insurance policy applicants who when filling out forms appear to be
nervous, hesitant in providing their answers and/or consult information
that they have brought with them in writing.



11.

12.

13.

14.

15.

16.

17.

18.

19.

G e i

Insurance policy applicants who go to an insurance company branch office
whose location is other than or distant from the place where the sender
usually carries out his/her business, performs economic activity or resides,
with no apparent justification. If the applicant in question is an individual
on a salary, when there is no adequate relationship with the employer’s
location or place of residence.

Insurance policy applicants who by virtue of age, experience or economic
activity have no prior record regarding financial products in the sector and
cannot account for such when requested.

Insurance policy applicants who are included on national® or international®®
lists designated as terrorists, drug traffickers, specialists responsible
for taxes, penalized civil servants, fugitives, criminals or wanted by the
authorities.

Insurance policy applicants who demand to deal with a specificintermediary,
account executive, manager or officer, or who show a marked preference
for a given person.

Insurance policy applicants who refuse to justify the origin of insurable
goods or to update the basic information already provided at the time of
submitting the application.

Insurance policy applicants who ask to be exempted from supplying
or confirming certain information on the grounds that they have been
recommended by another of the insurance company’s clients or by another
financial institution.

Insurance policy applicants whose insurable goods or interests are valued
at amounts not in keeping with the socio-economic information provided
and have no apparent justification.

Companies applying for insurance policies whose insurable goods are
valued at amounts not in keeping with their low capital stock, operating
income or average available treasury resources and/or have been created
recently.

Insurance policy applicants who cannot determine their specific economic
activity or define it as “independent” yet declare high values of insurable
goods.

35

36

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC.
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists published by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),
OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).
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20.

21.

22.

23.

24,

25.

Insurance policy applicants whose claim amount is high that identify
themselves with a document that cannot be readily verified or is expired
(i.e. foreigners, tourists, non-residents, minors).

Insurance policy applicants whose claim amount is high but holds no
justifiable relationship to other projects developed or known goods
belonging to the client.

Insurance policy applicant whose claim amount is high, though the
applicant in question is a Politically Exposed Person (PEP3") who attempts
to avoid full completion of application documents or does not adequately
justify the origin of the assets.

Insurance policy applicants wishing to cover their merchandise or
products that contain substances which could presumably be used for the
manufacturing of drugs.

Insurance policy applicants who carry out the application procedure
very quickly and seem unconcerned regarding the premium assigned,
conditions, exemptions, deductibles, objections, etc.

Insurance policy applicants speaking on behalf of new clients wishing to
insure high value imported goods without fully proving the importation
process or complying with all required documents.

5.2.2 Receipt for payment of insurance premium

The receipt for payment of insurance premium contains information on the
date, amount, type of operation (cash, check, charged to account or other
financial product), type of policy, characteristics of the insured asset, branch
office of the insurance company where the operation took place, name or
identification of the taker, policyholder, beneficiary, intermediary, telephone
number and additional data.

37

In keeping with FATF, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted
with prominent public functions in a foreign country, for example Heads of State or of government, senior
politicians, senior government, judicial or military officials, senior executives of state owned corporations,
important political party officials. Business relationships with family members or close associates of
PEPs involve reputational risks similar to those with PEPs themselves. The definition is not intended to
cover middle ranking or more junior individuals in the foregoing categories. See http://www.gafisud.org/
pdf/40Recs_web_1.pdf
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Image Number 20
Receipt of payment for insurance premium

INSURANCE CONSULTANTS LTD

Policy No: DMI/129324/08 I I Contract No: I
Name: Sianad for arc o0 behalf of
Address:
Period of Insurance (see below for specific Section Detes) Premium

fa} From (b} Anay sibsequent period Premiam [434.70

For which the Insured shal IPT £21.74
To pay axd the Company shall
acceqt & Renesval Premiim Tota £456.94
Renewal Date

Risk Description: British o Diving AssO0abon, Ul COmitee &nd membars fo e Lime bang e o e purdines of this MsuRne
mracered to be o-irmireds of oqual StRnding, Risks covered are [ Jngenisalion of, Supervsion aed Lalian o, undermater swimming skils
And competitions. Members dre Coverad Lo recreationally Meecive, when Uy are ey ng col poct Uraning, anc dre dlso ourerzd W sel up EFA
AMMiiated Cuts. |N& Poicy ANl prosade cover foe i proiunn OF actnausd, FsmEriming, and spearshing (Wit a frkdy)

The Ferod of Insurance, Limit of [ndemnity or Sums [nsured apoiicable
{or ezch Section/Extensicn shall be as specfied below:

Section Limits of Liabllity/Sums Insured Start Date End Date

The Following extensions are excluded from this policy:

Liabliity Qaims Excess: £1,000

This b to Cartify T2 0 aredions wih the & dhoesaior groted onver e Cooerat (e noarhiee of shich s qaifed atoss) in e ocsioned by itan
SORWTIE I ANEE ot IR PUmbers W Tt OrOQoMons undenwum Iy l'l!l"l Wiah w02 QR0 O ACCRGION, T30 D aeneTanGd Dy rfarenoe W e
294 Contract which beas the Sea of Licgds Mol Sy OF e, awd 1 wondiade aticn @' Tt e £ 0 Je Bremiun spechiad wey e S0 Undawiters o Pereby

2003 2overady and il jointy. Per Suocutoes ond Adeinar Sloes 10 KSc R Wi e e i L oF eI harcon.
!mewﬂﬂﬂﬂﬂmhmmkmahwm¥MWM¥DM§LW”W(NMMW"WMM
shefl 2 Trhened

(This study’s own source)

This receipt of payment for insurance premium is important for the
purposes of financial analysis and legal investigations because it provides
information that allows for the identification or confirmation of the origin
of the money through which the premium is being paid, some aspects
regarding the assets insured or the taker, beneficiary or policyholder, as
the case would have it, and other characteristics regarding contracting
insurance.
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5.2.2.1 Warning signs for receipts of payment for insurance premium

The following warning signs are in reference to both traditional general
insurance policies and/or life insurance, in addition to some other special
modalities, such as life insurance policies with a savings element to them,
which become financial instruments in addition to the policyholder’s risk
coverage.

1. Payment of an insurance policy premium, or savings, through cash money
at an office in the city or country in which the holder (policyholder, taker or
beneficiary) has no business or agencies to justify said action.

2. Payment of an insurance policy premium or savings with cash money in
amounts that show signs of fractioning®, that is, in amounts lower than but
approaching established control limits.

3. Payment of an insurance policy premium with cash money, on behalf of a
legal entity or company (that is the policyholder, taker or beneficiary) and
who does not have business dealings with that person or any apparent
justification.

4. Payment of several insurance policy premiums in cash money by the
same person for different companies belonging to the same “financial
group”.

5. Frequent cash payment of insurance policy premiums for high sums of
money by a company whose financial and commercial activity is ordinarily
carried out through checks.

6. Payment of insurance policy premiums, or savings, in high sums of
money, through one or more checks of which the checking account
holder’s information does not correspond to the economic activity of the
policyholder or for which the justification is not found satisfactory by the
insurance company.

7. Payment of insurance policy premium, or savings, for high sums of
money, through one or more transfers from accounts of the same or
different financial institutions for the same account holder who is not the
policyholder, taker or beneficiary, with no apparent justification.

8. Payment of insurance policy premiums, or savings, in high sums of money,
with one or more transfers from third party accounts from the same or a
different financial institution other than the policyholder, taker or beneficiary,
with no apparent justification.

38 Typologies or operations related to this modality can be consulted at http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf
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5.2.3 Issuance or renewal of insurance policy

The issuance or renewal documents for an insurance policy contain information
as to date of issuance, date and time coverage begins, date and time coverage
ends, information on and/or location of the good insured, claim amount
and exemptions, branch office of the issuer, name and identification of the
intermediary, signatures authorized by the issuing insurance company.

Image Number 21
Issuance or renewal of insurance policy

ACORD CERTIFICATE OF LIABILITY INSURANCE gy

PRODUCER THIS CERTIFICATE IS ISSUED AS A IMATTER OF INFORMATION
ONLY .lND MFERS NQMH'I’S um 'I'HE GER'IFEM’E

INSURERS AFFORDING COVERAGE HAIC W
nasuRED rzmen s Everest Indemnity Insurance Co

wuAEiR 3 Everest National Insurance Co

MARERC

o mtR T

EURER

THE FOLCIES OF NSLRANCE LISTED SELDW HAVE BEEN S5UED TO THE INSURED NAMED SEOWE FOR THE FOLCY PERICO ROnCATED HOTWITHSTANDHG
ANY RECIIREMENT TERW O CONDITICH OF ANY COHTRACT OF DTHER DOCLUWENT 'WITH RESFELT TO W-iCh THIS CERTFICATE MAY EE ISSLED OR

May SERTaN_THE PSURMICE AFTORCED BY THE FOLGCES DESCROE0 HEREM 5 SUBECT TO ALL T TERMS EXCLLSIONS AnD CORDTICHS OF SUCH
POUCIES AGSREGATE LIMTS SHOWN MAY HAVE BEENREDUCED BY #A0 CLAMS.

JCY EXPIRATCN]
'm TYPE OF MSURANCE POUCY NumaEr T | T Lwirs
GENERAL LIABILITY TG CEEURATMCE 5 1,000
OOMMENCTAL GEMEREL Ll iTY TAMACT ﬂ!"mﬂb %
AN UADE m DeCL NED EX iy s e, | §
A e} PERGOMAL & &0v NURY | I
GENERAL AGGREGATE [3
GENL AGGREGATE LMTASSLES FER PROCUCTS - COMPICFALG | §
W oee [ 152 [ o
AUTOMOBILE LABLITY cumgmTNar T |,
Ane? AUTO (e s desl]
A1 OWNED AR BCDa ¥ ML 5
SCHEDLLED AUTCH e parion)
DA POCY ¥ ALY -
HENOVINED ALTES P 00
FRCETRTY CAMAGE M
Ve eyt
GARAGE LARLITY AFDOWT- EARCOSENT |8
AT ATD OTHER THAN ELancit
AT by Taals
EACESAUMBRELLA LILAILITY FACH DCCURATICE 3 5,000
Z] o D THAMS HADT AT TE 5 5,000,
A [
OSOLCTELE [
RETENTION § i
WA £ COMPENSATION ANZ Xl ISR
EMPLOVERS UABILITY
B | mvemcermomesameRTresi T EL EACH ACCIDENT 3 , 000,
OFVICER A WURTR P, LOETT™ F | CUTAS -CA FNEY 5 Iml
1 SN b e
B R e nee Bl DeEmase . roucyLMT | 3 000
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o YEMCLES | €] 1 SPECIAL
CERTIFICATE HOLDER CANCELLATION
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EXPRATION DATE THEREOF, ThE IBSUMD INSURES WiLL ENDESVOR TO WAL
Lv— S WRIT WCE TO THE HOLDER WAMED TO ThE LEFT
BUT FALUNE Ta ML saaL UABLTY
OF ANY KIND UFON THE INSURTR TS ACENTS O ATPRCSENTATRVES.
Insured's Copy Wil THORIZED REAAESENTATIVE
Lisa Dow/LRD
ACORD 26 (2001/08) ‘LACORD CORPORATION 1888

(This study’s own source)
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The insurance policy certificate and/or copies of these without commercial
value, used for company control purposes, is an important document for
financial analysis and legal investigations, because it supplies information
that allows for the identification or confirmation of aspects such as the
different people appearing as policyholders, beneficiaries or intermediaries,
links between people who appear on the policies, characteristics and
amounts of the goods insured, issuance or coverage dates for policies,
characteristics and origin of premium payment for insurance policies and
more.

5.2.3.1 Warning signs regarding issuance or renewal of insurance policy
certificates

1. Issuance or renewal of an insurance policy on behalf of a person
(policyholder, taker or beneficiary) other than the buyer.

2. Consecutive issuance or renewal of multiple insurance policies in the
name of one or more persons as takers, policyholders or beneficiaries,
with no apparent relationship or justification.

3. Issuance or renewal of several insurance policies covering various goods
in high amounts, by several beneficiaries sharing similar characteristics
(for example: companies from the same “financial group”, purported
relatives, persons commercial linked), who appear to have no relationship
or justification.

4. Addition or change of one or more persons, designated as policyholders
or beneficiaries at the time of insurance policy issuance, other than the
buyer, with no apparent relationship or justification.

5. Addition or change of one or more insured goods, especially those insured
for a considerable amount, at the time of policy issuance.

6. Exaggerated increase of the asset insured at the time of renewal of the
insurance policy without pertinent justification by the client.

7. Request to change a policyholder, taker or beneficiary during the life of
the policy with no justified or clear relationship explained to the insurance
company.

8. Issuance or renewal of an insurance policy for a high value good, by one
or more persons Politically Exposed Persons (PEP) and the origin of the
good is not satisfactorily justified.

9. Issuance or renewal of an insurance policy that covers the goods of an
individual (not company) whose beneficiaries are persons other than the
legitimate spouse or heir(s) of the policyholder.



5.2.4 Receipt for early insurance policy redemption

For the purpose of fulfilling the objectives of this document, the receipt for early
insurance policy redemption in question refers to redemption that takes place
when abnormal conditions prevail or claims that are questionable and lead to
early redemption.

The receipt for insurance policy redemption contains information regarding
the termination of the contract, the amount to pay in premium not due, type
of payment (through check, account deposit of other financial product), the
branch office of the insurance company that carries out the early policy
redemption and/or the refund payment of premium not due, the name and
identification of the policyholder, taker or beneficiary at the time of redemption,
name and identification of the beneficiary of the payment, telephone number
and additional information regarding the holder of the insurance contract
redeemed.

The receipt for early redemption of an insurance policy is very important
for purposes of financial analysis and legal investigations because it
provides information regarding the identification or confirmation of the
destination of the money paid by the insurance company, the reason given
for termination of the contract, links between people who act as takers,
policyholders, beneficiaries or intermediaries, and other features relevant
to the redemption.

5.2.4.1 Warning signs regarding receipts for early redemption of an
insurance policy

1. The early redemption of an insurance policy covering high value goods
for which the premium was paid in cash, with no clear or justifiable reason
given for so doing.

2. The early redemption of an insurance policy covering high value goods
for which the premium was paid in cash with the objective of receiving a
check or wire transfer on behalf of the insurance company with no apparent
reason for so doing.

3. The early redemption of an insurance policy covering high value goods
effected by a person other than the policyholder, beneficiary or initial
taker of the policy, duly and legally empowered, on the grounds that the
represented party is out of the country or cannot be located.

4. The early redemption of an insurance policy covering high value goods by
a company that declares it is closing down business, with no commercial
justification or clear financial reason to do so.
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Image Number 22
Receipt for early redemption of insurance policy

NOTICE OF CANCELLATION, NONRENEWAL OR DECLINATION OF INSURANCE

(Massachusetts)
NAMZ AND Fagific ncemnily Company RIND OF POLICY:
OF WSURANCE :;:lec:.: %ﬁﬁ?ﬂﬁ? i Tyt AR
[ 3 APPLICAT! il -
R EFFECTVE DATE OF NCTICE:
1M 308 12:0¢ &M
EATE) (PCUR-STANDARD THE AT THE ADDRESE OF THEINGURED)
DATE OF MAILING: (/2472008
WAMEAND . NANE AND ADDRESS OF AGZNT/BROKER
ACDRESS
GF INSUSED
_(Applicable item marked "X")
GANGEL- [ You are hereby notfiad - acoordance with the terms and oonditions ol e Bbove mentonid policy (e, your suence wil vease al and fom the hou
LATION anc dals mentiored above,
Reason(s) for cancellation: This cancelialicn is based cn the coounence: alter the effective dale of the palicy. of one or more of the following

[0 Nonpaymen: ot aremiJm (sec Nole below);

[ Convclon o 3 cime aesing oul of acls acreas ng the hazard insured againgt;

O = scovery of fraud o material misrepresantalicn by tha insured in chiaining the policy

O = scovary of witlal or reckless acis cromissions oy the insured ncreasing the hazard Insured against;

O =hysical changas in the property insured wh'ch resuitin he propedy becoming uninsurable;

O A decermination by ihe Insurance Gomm ssioner tiel corlinualion of the policy would valete o place e isurer in viokzion of the law.

Rewson(s) for canceliation, d oll'er (han markec above, 15 (are) sied in the “Tmportant Netices” seaticr.

Note: I cencelielion is due ko nonpayment ol sramivm you may conlinue the covarage and avaie the oficct of the cancall by pay of the

dus al any fme orios lo tha effective date of carzaliaien,

Sz hz "Importani Notices™ section for other infermeaticn thal may apply.
PREMIUM ] Ureamed premam will ba rafunded 10 you as &con as pract calla afier the canzaltation becsmas aflactive, |
ARDETMERT O Enclesed 2 S being the amousl of retutn premium at pro ralz ler he unexplred temm of this ocicy

O The =xcess of paid premium, i any. above the pro rala prem um for ihe expined Ime (i nol enderad) will Le rshunded cn demand

O A it for tne premium eamed lo tha fime of canceliation wil be fowarded in dus course.
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Sea tha “Important Notices" section far atter infarmation that may apgly.

::%:SF O Your writen spoliczion o willer reguest 1o the kind of imsuranoe menliored above nes been declined oesed o information prowiced i 3 Consumer
INSURANCE Rapert as noted in the “Important Nolices™ sceion
IMPORTANT R s| for canceliation or S
NOTIGES

[0 Replacement Insurance Information: You fava teen niifisg hetew: hat is Sompany wl no longer te camying your nsuranca. Wa suagest hat
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Two Center Plaza, Boston, Massachusetts 02108 either through your presenl agent or Lroker, oF dinecly upon application 1o the aocve named 'mi:y

(This study’s own source)

5.

The early redemption of several insurance policies that cover high value

goods for which the insurance company refunds the premium not due,
which are collected on by one same person empowered as the legal
representative or legitimate beneficiary.

The early redemption of several insurance policies for different policyholders
that covers goods in considerable amounts, for which the insurance
company pays premium not due through checks, which are cashed by
one single person.




10.

1.

12.

13.

14.

15.

The early redemption of several insurance policies for different policyholders
covering high value goods, for which the insurance company has paid
the premium not due through checks, subsequently endorsed in illegible
handwriting through which the identity of the final beneficiary cannot be
established.

Early redemption of an insurance policy that covers high value goods,
when the insurance company determines that said goods or insurable
assets are fully or partially non-existent.

Early redemption of an insurance policy that covers high value goods,
when the insurance company determines that said goods are non-existent
or have possibly been substituted by the taker, policyholder or beneficiary.

Early redemption of an insurance policy that covers high value goods,
when the insurance company determines the total or partial non-
existence of economic activity or business of the taker, policyholder or
beneficiary.

Early redemption of an insurance policy that covers high value goods,
wherein a claim is presented for which the policyholder or beneficiary will
receive payment, and the insurance company determines that the event
was possibly faked or questionable in nature.

Early redemption of an insurance policy that covers high value goods,
whereinaclaimis presented forwhichtheinsurance company determines
that the insured goods were possibly overvalued or undervalued so that
the policyholder or beneficiary might receive payment for the claim and
increase his/her assets, of an unknown source, to replace the goods
lost.

Early redemption of an insurance policy that covers high value goods,
per the client’s request, who in addition requests payment for premium
not due through transfers to locations other than and distant to the
business headquarters of said policyholder or taker, with no apparent
justification.

Early redemption of an insurance policy that covers high value goods, per
the client’s request, who in addition requests payment for premium not
due through local transfers, payable to one single person or several third
parties, in amounts lower than but approaching the control limit established
for cash transactions.

Early redemption of an insurance policy that covers high value goods,
per the client’s request, who in addition requests payment for premium
not due through transfers to accounts, from which the money is
immediately withdrawn, or very shortly thereafter, through automatic
teller machines.
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5.3 Risk of money laundering through insurance policy

Insurance policies can be one the financial instruments at risk for money
laundering operations.

The characteristics and information known at the time of application at the
insurance company, the drawing up of policies, renewal or early redemption of
said policies, as well as the analysis of these documents and the behavior of
the holders (policyholder, taker or beneficiary) or intermediaries may coincide
with some money laundering typologies as described in the regional GAFISUD
document and in Chapter Il of the typologies document GAFI-FATF 2004-
2005%.

According to the aforementioned documents, an insurance contract could be
used in typologies such as the “use of insurance company products”, “purchase
of premiums by a criminal organization”, “The use of life insurance single
premium policies”, “Early policy redemption, especially when uneconomic or
unusually early”, “General insurance claim fraud in insurance involving high
value goods which were purchased with illicit funds”, “Cash payments to
purchase insurance”, “Cooling off periods, which allow for refunds of premiums
with clean money within the contract cancellation period”, “Collusion of customer
intermediary and/or insurance company employees”, “Third party payments of
premiums”, “Risks involved in international transactions — both where this is
source of business or a destination of policy payouts”, “Fraudulent customers,

insurance companies and reinsurance companies’.

39 The Financial Action Task Force (FATF) has published several documents on typologies employed in money
laundering and the financing of terrorism. Chapter Il of the typologies document 2004 — 2005 refers to the
vulnerability to money laundering to which the insurance sector is exposed and can be consulted at: http://www.
fatf-gafi.org/dataoecd/16/8/35003256.pdf
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6. FIDUCIARY BUSINESS

A fiduciary business is a financial instrument that enables many commercial
operations that a fiduciary group carries out on behalf of an individual or a legal
entity.

Included in the many lines of fiduciary business are management, guarantee,
securitization, and investment trust fund banking.

6.1 Description

Fiduciary businesses, or trust, are based on the trust an individual or company
(the trustor) deposits in a fiduciary society upon depositing one or more assets
to fulfill an objective specified in a contract. This objective may even for the
benefit a third party (beneficiary).

The fiduciary can carry out all kinds of operations, according to the
purposes defined in the contract and the imagination of the parties to attain
their objectives. The fiduciary relationship is one designed solely for legal
purposes.

In general terms, it can be said that fiduciary businesses are developed through
fiduciary assignments, commercial trust agreements, and public fiduciary
functions.

Afiduciary assignment is a contract that allows a fiduciary society to administer
the goods that have been deposited in its trust without transfer of the property,
which is only deposited in trust to the fiduciary for compliance with the client’s
instructions.

A commercial trust agreement is a business through which the trustor vests
the ownership rights of his goods to another party (fiduciary or trustee) for the
purpose and fulfillment for which the trust was established for the benefit of
the beneficiary. For this purpose an autonomous trust is established with the
assets of the trustor, without the expectation of these assets ever becoming
the definitive property of the trustee.
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Public fiduciary is a fiduciary business in which a state is the trustor; the
fundamental difference between a public fiduciary and a commercial trust
agreement is that the state (trustor) does not transfer the entrusted goods or
resources to the trustee.

As regards fiduciary products, these include: mutual funds with a specific
objective, the foreign investment fiduciary, the real estate and/or asset
management fiduciary, the guarantee fiduciary, the securitization fiduciary and
investment banking fiduciary.

6.1.1 Investment Trust Fund

In an investment trust fund, the fiduciary receives from the trustor sums of
money for investment pursuant to instructions. These instructions may be
either specific or based on adherence to investment regulations offered by
the fiduciary. The product of such investments may be to benefit the selfsame
trustor or to benefit a third party of the trustor’s choice.

This modality of investment trust fund or fiduciary can be developed through
fiduciary assignments or commercial trust agreements. Normally, the fiduciary
invests in securities (bonds representing money or merchandise), but the
acquisition of any type of asset is also an alternative.

* Investment fiduciary with a specific destination: this is one of the modalities
of fiduciary investment that consists in the trustor giving sums of money
to the trustee with specific, clear instructions on the investment of said
money.

*  Mutual trust fund: this type of fiduciary investment is carried out through
funds. The fiduciary receives money from several clients and invests it
on behalf of all, pursuant to the common instructions established in the
fund’s regulations. In this manner the fiduciary manages the resources
of each client separately; investments are not made for only one, but
for all the trustors participating in the mutual fund (the trustors abide by
the rules established for the fund and cannot issue specific investment
instructions).

The main types of mutual trust fund are ordinary mutual trust funds,
special mutual trust funds, foreign currency funds and foreign investment
funds.



*  Ordinary mutual trust funds are established for trustors who abide by the
regulations, turn over a sum of money and then the fiduciary commits to
investing said money in duly established manners, readily convertible to
money in order to allow for timely withdrawals. Generally speaking, client
participation is restricted to a percentage of the total value of the fund.

*  Special Mutual Trust Funds are set up for trustors who abide by the
regulations and who turn over a sum of money which the fiduciary pledges
to invest appropriately, for example, in fixed income funds, variable
income funds, term funds, funds for the acquisition of assets other than
securities, funds for investment in securities issued through processes
for the securitization of assets. In this case, the fiduciary manages the
group resources that comprise the fund in keeping with the investments,
investment limits, concentration and liquidity established in the regulations.

*  Funds in Foreign Currency are set up with the objective of the trustors
abiding by the regulations, turning over money in local currency to the
fiduciary, with the latter responsible for the investment of said money
abroad.

*  Foreign Mutual Funds, as commercial trust agreements or fiduciary
assignments, are comprised of the resources of one or more foreign
individuals or companies, with the objective of investing in the local
public securities market. These are generally established for the
acquisition of shares of stock in the local market, in keeping with the
rules for a take-over bid. These foreign capital mutual funds can be
either individual or institutional: individual funds are natural persons
(individuals) or legal persons (companies) from abroad whose main
objective is to direct their treasury surplus to capital markets, generally
through financial strategy, and not precisely through investments.
Institutional funds are those that comprise various persons or entities
with the primary objective of investing in the world’s capital markets
(i.e., omnibus, ADR and GDR funds).

6.1.2 Management Fiduciary

A management fiduciary is a fiduciary business in which the trustor entrusts
his or her assets to a fiduciary, with or without transferring the property,
for the fiduciary to manage them and follow the instructions given in this
regard.

The fiduciary business can imply multiple purposes, all pursuant to the needs
and instructions given by the trustor.
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The main modalities of management fiduciary are the issuance of bonds and
commercial paper, inheritance or legacies, life insurance, the management
and payment of real estate.
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A management fiduciary for bonds or commercial paper consists in an
issuer of these, duly authorized by the competent authority, entrusting
the fiduciary to manage these. This type of fiduciary can also work with
promissory notes offered on the public securities market.

Fiduciary management of inheritances, legacies and the assets of
persons with disabilities consist in a trust fund designated for the
management of the assets or goods of a person who has passed
away having left prior instructions. The fiduciary is responsible for the
management and transfer of the asset or property to the beneficiaries
and legatees. When legally disabled persons have been determined to
be unable to manage their own assets, the fiduciary steps in to manage
said assets until such time as the disability is no longer present or the
assets can be transferred.

The management of life insurance when a life insurance policyholder
designates a fiduciary to manage the indemnity to benefit heirs or legatees
in the event that a claim occurs.

The purpose of a fiduciary for management and payments is to receive
sums of money over a stipulated time for its management and to meet
the obligations established by the trustor in the assignment in a timely
and appropriate manner. The fiduciary is normally in charge of the
custody and will invest these sums of money insofar as the management
and commitments established in the contract are met. Very often this
type of fiduciary contract is established for reasons of efficiency and
compliance.

Other kinds of fiduciary management can be set up, including for
the development of housing programs, to manage company treasury
departments, to manage companies struggling financially, those
companies that have undersigned agreements or restructuring plans
with their creditors for the dissolution of a business association or
public entity.

Real estate management fiduciary is that in which a property is
transferred to the fiduciary for its management and for the purpose
of undertaking a real estate development, pursuant to instructions set
forth in the contract, and the subsequent transference of the units built



to the rightful beneficiaries of the contract. For the purposes of the
development of the project, an autonomous patrimony account is set up
for these goods (property and contributions from buyers-beneficiaries)
to guarantee the participation of a financier, if it should be necessary.
The fiduciary is the body in charge of managing the resources and not
the project builder.

6.1.3 Guarantee Trust Fund

The guarantee trust fund is a fiduciary business in which a person transfers
the ownership of one or more goods to a fiduciary society as a guarantee of
compliance of certain of its obligations.

The trustorirrevocably transfers the ownership of said good(s) to the commercial
fiduciary or through irrevocable fiduciary assignment so that through its
sale payment can be made for obligations or unpaid goods to the creditors
or beneficiaries designated in the contract or according to the instructions
provided.

In the case of a commercial fiduciary in guarantee, the fiduciary is the
owner of the goods and can issue a guarantee certificate so that the
creditor can offer this in support of payment of his or her obligations;
this certificate must then be returned to the fiduciary upon payment
compliance of the obligation.

In the case of an irrevocable fiduciary assignment, the trustor turns
over the goods to a fiduciary, without transference of property, so that
the latter may hold them in custody as a guarantee of payment of the
obligation.

6.1.4 Securitization Trust Fund

Securitization fiduciary is a fiduciary business used to obtain liquidity, through
assets traditionally considered not to be liquid. These assets are transferred
to autonomous patrimony, and with these as guarantee, securities are issued.
Through this type of fiduciary, the securities issuer becomes an autonomous
patrimony, managed by the fiduciary.

The terms of the securities will be linked to the characteristics of the asset, in
general more than one year’s time. This document issued as a result of the
securitization process, has characteristics and prerogatives that are specific to
the securities themselves.
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The securities may be either credit or shares in content, or mixed. Those
securities of credit content represent a specific sum of money that can
comprise a fixed sum corresponding to the capital invested and a variable
sum corresponding to the profitability agreed on in the securitization
process. Securities in shares represent a proportional part of the
autonomous patrimony or of the securitized fund, and therefore, based
on this percentage, profit-sharing or loss is distributed. Mixed securities
incorporate two rights: one to credit content allowing for the demand of
a sum of money, and the other for shares as its part or a portion of the
patrimony or securitized fund.

Some of the main assets that can be the object of securitization processes
include credit documents, securities (negotiable bills of sale), flows of future
cash (in some specific cases) and properties, construction projects, housing
leasing contracts, agricultural assets and agro-industrial assets, public
infrastructure works and public services.

6.1.5 Investment Trust Fund Banking

A fiduciary as investment banking is a fiduciary business in which the fiduciary
offers its clients the service of designing financial alternatives to improve the
use of the resources, finance expansion projects and cover capital or liquidity
needs. This is a fiduciary product that is offered both for the public and the
private sector.

Some of these investment banking fiduciary products include the structuring
of bonds issued or commercial paper, the structuring or asset securitization
processes, the restructuring of liabilities, the attainment of commercial credit
or the promotion and structuring of guarantees.

6.2 Documents of Interest

Documents that identify the operations and features of a fiduciary business
include: the application form for the fiduciary assignment or commercial
trust agreement, receipt for money or goods, the contract, mandate or
instructions provided by the trustor, the withdrawal receipt for money and/
or the sale of goods, the cancellation or full compliance of the fiduciary
business.

As mentioned earlier, fiduciary business can be so diverse and so
specific that each line of business will provide information specific to its



classification (investment, management, guarantee, and securitization).
Nevertheless, there are some documents in common in the paperwork,
either at the time of application, or when money or goods are received,
or when the fiduciary makes a payment to or on behalf of one of its
trustors.

6.2.1 Application form for opening a fiduciary assignment or commercial
trust account

The application form or form for establishing a fiduciary assignment or
commercial trust account contains information on the client (trustor), whether
this is an individual or a company.

This application form, together with other documents required but the
fiduciary (i.e. copy of identification document, certificates issued by
chambers of commerce regarding the economic activity of the client,
financial statements, tax declarations, ownership documents for a good),
in most cases to comply with the legal obligations of financial supervisors,
allow the establishment of aspects such as the identification or location of
the trustor and goods, identification of the economic activity in question,
income and expenditures, assets, liabilities and capital, commercial and/or
personal references, origin or source of the goods, assets, properties, etc.

This application document is important for financial analysis and legal
investigations because it provides information that allows for the
identification or confirmation of the trustor, financial aspects of the persons
intervening in the fiduciary contract, the location and economic activity,
goods received or managed by the fiduciary, owners, beneficiaries, and
more information.

6.2.2.1 Warning signs regarding application form for opening a fiduciary
assignment or commercial trust account

1. Opening several fiduciary lines of business, primarily mutual fund
investments or investments in special funds in the name of one or more
persons, all of which have registered one single person as the co-holder
or additional trustor.

2. Opening several fiduciary lines of business by different companies all of
which share the same partners, managers, legal representatives and/or
authorized signatures.
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Image Number 23
Application form for opening a fiduciary assignment or commercial trust account
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(This study’s own source)

3. Consecutive opening of several fiduciary lines of business, primarily mutual

fund investments or investments in special funds in the name of different
people sharing the same or similar characteristics (age, economic activity,
location, relatives) but that do not apparently know one another.

4. Consecutive opening of several fiduciary lines of business, primarily

mutual fund investments or investments in special funds with the same

initial amount of money, in the name of different people who apparently do
not know one another.
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13.

14.
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Refusal, attempted bribery or threats directed to the fiduciary authorities so as
not to completely fill out application forms for the various fiduciary business or
to get the fiduciary authorities to accept incomplete or false information.

Individuals or companies (natural or legal persons) who appear to be
highly solvent financially, yet find it difficult to supply information such as
commercial references or co-debtors when filling out the application forms
or documents to establish fiduciary business.

Persons who record the same address or telephone number as other
people with whom apparently they hold no relationship at the time of
opening several fiduciary lines of business, primarily involving ordinary or
special mutual funds.

Persons who frequently change their personal information on fiduciary
documents, such as address, telephone number and occupation, for no
apparent justifiable reason.

Persons who fill out application forms for fiduciary business in such illegible
or deceitful handwriting, and/or with false information, that verification
becomes difficult or insufficient.

Persons who appear to be reluctant or annoyed when requested to
present appropriate identification or the mandatory due diligence needed
to establish a fiduciary business.

Persons, applicants for a fiduciary line of business, who appear to be
nervous, hesitant in their answers and/or consult information that they have
brought along in writing when asked to provide the required information to
establish an assignment or trust.

A person who establishes a fiduciary business in a location other than or
distant to the location where said person carries out his or her business
or economic activity, with no apparent justification whatsoever. If this is
an individual on a salary, when there is no appropriate relationship to the
employer’s location or to the individual’s place of residence.

Applicants for a fiduciary business who by virtue of age, experience or
economic activity do not have any available history regarding financial
products in the sector to accredit this business.

Applicants for a fiduciary business who are listed on national* or
international*' lists of persons designated as terrorists, drug traffickers,

40

4

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists pubished by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),
OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

specialists responsible for taxes, penalized civil servants, fugitives,
criminals or people wanted by the authorities.

Applicants for a fiduciary business who demand to deal with, or show a
marked preference for a given consultant, manager or authority of a fiduciary.

Applicants for a fiduciary business who refuse to justify the origin of
the funds for the operation or refuse to update the personal information
supplied at the time of submitting the application form to the fiduciary.

Applicants for a fiduciary business who request to be exempted from
supplying or confirming certain information because the have been
recommended by another client of the same of another financial institution.

Applicants for a fiduciary business, primarily applicants for common or
special mutual funds, in high sums of money not in keeping with the socio-
economic information submitted, with no apparent justification to explain
the discrepancy.

Companies applying for a fiduciary business in high sums of money not in
keeping with the low capital, operating income or resources available in its
treasury and/or companies of very recent creation.

Applicants for a fiduciary business, primarily common or special mutual
funds, who invest high sums of money with no apparent interest in the
details of the product nor enquiries regarding the characteristics of the
product, and without posing questions regarding the availability and
profitability of the product, and/or feigning market ignorance.

Applicants for a fiduciary business not defining a specific economic activity
or defining it as being “independent”, investing a high amount of money
through the fiduciary.

Applicant for a fiduciary business, primarily special or common mutual
funds, whose invested amount is high and who identifies himself/herself
through a document that is either expired or cannot be readily verified (as
in foreigners, tourists, non-residents, minors).

Applicant for a fiduciary business in a high amount, when this applicant
is identified as being a Politically Exposed Person (PEP*?) and attempts
to avoid due diligence regarding the application documents or does not
adequately justify the origin of the money or assets.

Applicant for a fiduciary business in a high amount, when said applicant holds
no justifiable relationship to the other projects undertaken or known assets.

42

In keeping with FATF, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted with
prominent public functions in a foreign country, for example Heads of State or of government, senior politicians,
senior government, judicial or military officials, senior executives of state owned corporations, important political
party officials. Business relationships with family members or close associates of PEPs involve reputational
risks similar to those with PEPs themselves. The definition is not intended to cover middle ranking or more junior
individuals in the foregoing categories. See http://www.gafisud.org/pdf/40Recs_web_1.pdf



25. Applicant for a fiduciary business, especially assignment or guarantee
fiduciary contracts, who has just recently acquired the asset for an amount
that is either excessively below or excessively above its real value.

26. Applicant for a fiduciary business, especially real estate fiduciary contracts,
who expresses his or her desire to acquire several housing units of a
given development, in cash money, without requesting financing from any
financial institution.

6.2.3 Receipt for money or assets received by the trust

Money or assets received by the trust can be either direct or indirectly received by
the fiduciary. It is indirectly received when a network of branch offices of another
institution is used for the collection of the fiduciary’s client’'s money. In any case,
there will be a document to support the transaction performed by the trustor.

The receipt for money or assets of the trustor contains information regarding the
date, amount, type of operation (cash, check, charged to an account or other
financial product), type of good entrusted, characteristics of the good, office of the
fiduciary or financial institution carrying out the operation, name and identification
of the depositor or trustor, telephone numbers and additional data.

Image Number 24
Proof of receipt of money or goods on behalf of the fiduciary
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This receipt for the reception of money or goods from the trustor is important
for financial analysis and legal investigation purposes because it provides
information that allows for the identification or confirmation of the origin of
money or goods used in the fiduciary assignment or commercial trust contract,
as well as some of the characteristics of the transactions, some aspects
regarding the goods, and other particulars relevant to the development of the
fiduciary contract.

6.2.3.1 Warning signs for receipts for money or assets received by the
trustor

1. Deposits on the same day in different branch offices of the fiduciary or
other financial institution of the city or country, in amounts the same as or
similar to one another, in which cities the depositor (apparent client of the
trustor involved in the fiduciary) has no business or agencies.

2. Cash deposits that indicate fractioning*®, because the amount is lower
than, though approaching, the established control limit, carried out in
different offices of a financial institution or fiduciary on the same day
or consecutively over a few days, to accounts of fiduciary businesses,
especially investment in special or common mutual fund fiduciaries.

3. Deposits in high sums of money to fiduciary business accounts, especially
investment in special or common mutual fund fiduciaries that are or have
been inactive.

4. Cash deposits to a fiduciary account for special or normal mutual funds
deposited by individuals, when the account holder is a company unrelated
commercially to said depositors.

5. Simultaneous deposits made by the same person to several fiduciary
businesses, especially for special or common mutual funds under the
names of different companies within one single “financial group”.

6. Frequent deposits in high amounts of cash money to the accounts of
fiduciary businesses, especially for special or common mutual funds, by a
company that given the nature of its activity is not normally associated to
this type of operation.

7. Frequent deposits of high amounts of cash money in rounded amounts,
paid with high or low denomination bills, when the trustor of the fiduciary,
especially for special or common mutual funds, given the nature of his or
her economic activity, does not make sales that imply receiving this type
of money.

43  Some typologies or operations related to this modality can be consulted at: http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf
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Establishment of fiduciary businesses in high sums of money, through one
or more checks that, based on the information of the account holders of
said checks, have no stake in the economic activity of the trustor, or in
such cases where the justification for this is not found to be satisfactory by
the fiduciary.

Establishment of fiduciary businesses for high sums of money
through one or more account transfers from the same account holder,
from the same or different financial institutions, with no apparent
justification.

Establishment of fiduciary business for high sums of money through one
or more transfers from third party accounts, from the same of different
financial institutions, with no apparent justification.

Establishment of a guarantee fiduciary business in which certificates
written out to various financial institutions are requested immediately, with
no apparent justification for the need for said resources.

Establishment of autonomous patrimony through guaranteed fiduciary
contracts for which certificates are not requested.

Establishment of fiduciary businesses, especially guaranteed fiduciary or
securitization, through goods or assets that the fiduciary has determined
have been the object of legal measures or whose present or former owners
hold a police record.

Establishment of fiduciary business, especially guaranteed fiduciary or
securitization, through goods difficult to quantify or in locations difficult to
access.

Establishment of fiduciary businesses, especially guaranteed fiduciary or
securitization, through goods that exhibit legal inconsistencies as refers to
their ownership, possession or tenure.

Establishment of fiduciary businesses, especially guaranteed fiduciary or
securitization, through real estate properties (lots or constructions) that
are overvalued or whose characteristics are not in keeping with the sector.

Establishment of fiduciary businesses, especially real estate fiduciary, in
which one trustor buys several housing units of a development, and this
activity is not in keeping with his or her economic activity, or the justification
offered is not found satisfactory by the fiduciary.

Establishment of fiduciary businesses, especially real estate fiduciary,
in which the trustor establishes periodic payments in cash, that are far
superior to his or her capacity for payment according to the economic
activity reported, or cases where the justification offered is not found
satisfactory by the fiduciary.

85



86

Risk of Money Laundering through Financial Instruments, Users and Employees of Financial Institutions

19. Establishment of fiduciary businesses, especially real estate fiduciary, in
which the trustor cedes his or her rights to a third party before registering

the asset without offering justification found satisfactory by the fiduciary.

6.2.4 Proof of payment to or on behalf of the trustor

The proof of payment (checks written or transfers ordered) by the fiduciary on
behalf of the trustor contains information related to the payment date, form of
payment, amount of payment, branch office of the fiduciary that makes the
payment, name and identification of the beneficiary and authorized signatures

of the fiduciary.
Image Number 25
Proof of payment to or on behalf of the trustor
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The proof of payment (checks written or transfers ordered) by the fiduciary to
or on behalf of the trustor is an important document for the purpose of financial
analysis and legal investigations because it provides information that allows
for the confirmation of aspects such as the participation of different people
as trustors or beneficiaries, links between people who are involved in the
fiduciary contracts, dates, amounts and characteristics of payments related to
the fiduciary, and more.

6.2.4.1 Warning signs regarding proof of payment
to or for the trustor

1. Partial or full payments of a fiduciary business, requested by the trustor,
when the amount is lower than though approaching the established control
limit for cash transactions.

2. Partial or full payment of a fiduciary business requested by the trustor,
on the same day or in a very short period of time, in favor of different
beneficiaries, cashed by the same person.

3. Partial or full payment of a fiduciary business, requested by the trustor,
in favor of different companies, which are cashed by the same person
as legal representative, legitimate beneficiary or holding power of
attorney.

4. Partial or full payment of different fiduciary businesses, especially special
or common mutual funds, requested by various trustors who present
themselves as a group to carry out said operations.

5. Partial or full payment of a fiduciary business in a high sum, in which
the trustor requests several checks, in which the individual amount of
each is lower than, but approaching the established control limit for cash
transactions, written out to the same holder, same person or to different
people.

6. Partial or full payment of a fiduciary business, requested by the trustor,
in checks payable to different beneficiaries, which, after endorsement
(sometimes with similar graphological traits) are cashed by the same
person.

7. Partial or full payment by check of a fiduciary business, requested by
the trustor, illegibly endorsed and paid in cash in such a manner that the
identity of the end beneficiary cannot be verified.
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12.

13.

14.

Partial or full payment of a fiduciary business, requested by the
trustor, through local transfers to different cities, when the holder
does not have clients or business in those locations to justify said
operations.

Partial or full payment to a fiduciary business, requested by the trustor,
through local transfers to different localities that are distant from the
business headquarters of the payment beneficiary, with no apparent
justification.

Partial or full payment of a fiduciary business, requested by the trustor,
through local transfers, written to the same person or to several people, in
amounts lower than but approaching the established control limit for cash
transactions.

Partial or full payment of a fiduciary business, requested by the trustor,
through transfers to checking accounts, savings accounts or another
financial instrument, upon which the money is promptly withdrawn or
shortly thereafter through automatic teller machines.

Partial or full payment of a fiduciary business whose holder is a
company, requested by the trustor, in high sums of money that
ultimately is paid in cash by the manager of officers of the same
institution.

Partial or full payment of a fiduciary business, especially a management
and payments fiduciary or a real estate fiduciary, the beneficiary of which
was not originally included and the justification for so doing is not found to
be satisfactory by the fiduciary.

Partial or full payment of a fiduciary business, especially a management
and payments fiduciary or a real estate fiduciary, the amounts of which are
greater than those initially estimated and the justification is not found to
be satisfactory by the fiduciary or the technical specifications of the goods
acquired by the trust differ from those stipulated.

6.3 Risk of money laundering in the fiduciary business

Fiduciary contracts can be one of the financial instruments at highest risk of
money laundering operations.

The characteristics of the operations and the information known —either at
the time of applying to the fiduciary, or at the time of establishing fiduciary
assignments or commercial trust agreements, or at the time of receiving
the money or goods, or at the time of making partial or full payments to or



by the trustor— as well as the analyses of the aforementioned documents
and the behavior of their holders may coincide with some money laundering
typologies set forth in the regional GAFISUD document and in the typology
reports of 1997-1998, 1999-2000, 2000-2001, 2003-2004, 2004-2005 of
GAFI-FATF*.

According to the above documents, a fiduciary contract may be used in
typologies such as “financial and investment products susceptible to being
employed by money laundering operations” or “purchases made by a criminal
organization”.

7. SECURITIES TRADING

A stock exchange or securities negotiation consists of a financial instrument
that allows for direct or indirect investment operations (through a stock
brokerage firm), and the purchase and sale of securities on the stock market
by an intermediate stock brokerage firm (stock broker) on behalf of or in an
individual or business corporation’s name.

7.1 Description

Stock brokerage firms can perform certain types of financial transactions on
their own and for their clients, in accordance with each country’s conditions
and rules and regulations. The most popular stock exchange trades include
investments in trading paper or fixed and variable rate securities, investment
funds, the provision of consulting services related to investment banking, the
management and custody of securities, and exchange operations or currency
negotiations.

7.1.1 Investment in Variable Rate Securities

Stock brokerage firms provide their clients with the possibility of buying
or selling shares listed on the stock market, term transactions and share
repos through shares or variable rate securities negotiations. Consequently,
stock brokers can create shares portfolios that meet their clients’ needs
and preferences.

44  The Financial Action Task Force (FATF) has published several documents on typologies employed in
money laundering and the financing of terrorism. These can be consulted at: http://www.fatfgafi.org/
dataoecd/
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An investor’s purchase of variable rate shares implies the ownership of
different companies’ shares, with the possibility of obtaining profits through
dividend payments. The appreciation of their shares affords another way for
investors to obtain profits from their investments. In general terms, these
types of securities are traded through electronic systems established by
and between stock broker agents, stock brokerage firms and centralized
securities deposits.

7.1.2 Investment in Fixed Rate Securities

Stock brokerage firms offer their clients the possibility of buying or selling
fixed rate trading paper or securities, such as Certificates of Deposit
(CD), public or private debt bonds, banking acceptances, mortgage
securities, special bonds, securities listed on the stock market and in
general terms, any private or public debt security that is traded on the
market.

The profitability this fixed rate investment alternative offers for clients depends
on the risk they want to assume. Higher profits imply higher risks.

7.1.3 Mutual Funds

Mutual funds, which are also known as securities fund, are another stock
market modality stock brokerage firms offer their clients.

Mutual funds are comprised of the money contributed by a certain
number of individuals or business corporations that have similar
investment objectives, to be managed by a stock brokerage firm. This
stock brokerage firms puts together a diversified securities portfolio that
is responsible for distributing the results in proportion to the number of
units each individual holds.

Open, closed or tiered securities are traded on the stock exchange
market. Open securities funds are those in which subscribers can
redeem their participation at any time. Closed security funds are those
in which the contributions are paid to the subscribers only at the end of
the term established for the corresponding fund. Tiered securities funds
are those in which subscribers can redeem their shares based on the
asset fund maturity dates.



There are security funds that are called conservative funds that target
individuals and are comprised of fixed rate trading paper and securities
issued by private and/or public issuers that offer moderate yields. Clients
are normally short-term investors that can collect their funds on demand
and with yields that are more or less stable with respect to the market.
Stock brokerage firms diversify the fund’s securities to ensure security
and liquidity. Associations with these funds are generally open and require
minimum investment amounts.

Another securities fund modality targets business corporations that are duty-
bound to seek out investment portfolios with conservative risks. These funds
are comprised primarily of fixed rate securities issued by private and public
issuers. Stock brokerage firms offer this type of funds as short-term investment
instruments with moderate profitability rates, with respect to the market.
Associations with this type of fund are open and require minimum investment
amounts.

Stock brokerage firms also constitute securities funds for investors with
high risk profiles that prefer medium or long term investments and expect
to receive higher returns on their investments. These fund portfolios are
comprised of shares with companies that represent different sectors in the
economy in such a manner that they aim to concentrate the investment in
higher stock market capitalization companies that offer better perspectives
for growth in the middle and long term. The objective consists of designing a
fund that complies with the liquidity terms offered to investors, by investing
a greater part of its resources in “highly securitized” shares or in liquid fixed
rate instruments. Associations with this type of fund are open and require
minimum investment amounts.

Another securities fund modality consists of investing abroad. These funds
are designed for people who look for conservative investments abroad while
hedging their investments against devaluations that are subject to “hard”
currency (generally U.S. dollars or Euros) exchange rate volatilities. The funds
are invested in local currencies, while additions and withdrawals are also
made in local currencies, although the fund is denominated and earns profits
in foreign currencies. The securities fund portfolio is diversified with assets in
strong and widely traded currencies.

Associations with this type of funds are open and require minimum investment
amounts and terms. Lastly, there is one more investment alternative that is
known as a foreign fund. Investors in this type of funds deliver their capital to
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the local stock broker agents, who in turn enter into correspondent agreements
with foreign intermediaries that are in charge of constituting, diversifying and
managing the portfolio. These offshore investments generally offer returns with
certain tax exemptions, prevent risk devaluations and have easy access to
international markets. Associations with this type of fund are open and require
minimum investment amounts and terms.

7.1.4 Investment Banking

Stock brokerage firms offer their clients investment banking services such as
advice concerning securities issues, restructures, debt conversions, corporate
appraisals, and financial engineering.

There are specific cases in which the stock brokers play a role in advising,
designing, negotiating and placing debt bond issues, bonds that must be
converted into ordinary shares, preferential shares without voting rights,
privileged shares and other instruments that are needed to enter the capitals
market.

The stock brokerage firms also provide advisory services related to solutions
to approach working capital problems, debt service rationalizations, term
transformations, funding source changes, capital structure analyses, and the
design and negotiation of debt instruments.

Stock brokerage firms play a role in establishing a company’s trade
value, which implies a financial, technical, administrative, legal, fiscal
and marketing evaluation to establish the price for a purchase, sale,
merger, etc. Financial engineering consulting services can focus on
obtaining funds, designing securities, funding sources, cost systems,
defining the correct capital structure, marketing debt and restructuring
corporate financial divisions.

7.1.5 Management and Custody of Securities

Stock brokerage firms also offer their clients’ securities management services
to negotiate stock redemptions, collect the interests on said shares or reinvest
surpluses.

Besides managing the funds, the stock brokerage firms also provide their
customers with the possibility of opening escrow accounts for their securities
and bonds either as their own accounts or through centralized local and foreign
security deposits.



7.1.6 Currency Exchange and Trading Operations

Certain stock brokerage firms can carry out exchange operations and/or
currency negotiations with their clients.

Some of these exchange transactions include: sending or receiving
money orders in foreign currencies that corresponds to imports, exports,
foreign investment and external debt; the purchase and sale of currencies
that correspond to exchange operations; handling and management
of international credit and debit card systems; the purchase and sale of
currencies to other financial institutions in the exchange market; the dispatch
or reception of currency remittances from residents and non-residents;
the realization of capital investments abroad and temporary financial
investments, and financial assets issued by banking entities abroad or in
bonds and stocks issued by foreign governments, in conformity with local
standards.

Another service modality offered by stock brokerage firms includes term
operations to reduce their client’'s exchange risks and increase their coverage.
These transactions are used to establish standardized agreements in terms
of size (foreign currency amount), maturity dates and the number of open
maturities. The stock brokerage firm enters into an agreement with the client to
buy and sell a certain number of agreements expressed in foreign currencies,
at a future date and for an established price. The parties assume both the
obligation and the commitment to pay or receive the earnings and losses
produced by the differences in the agreement prices throughout the term of the
agreement, as well as their liquidation with respect to the prevailing exchange
rate. This mechanism allows clients to control unavoidable risks** caused by
the fact that clients are paying for or collecting sums of money in other countries
or realizing investments in foreign currencies.

7.2 Documents of interest

The documents that are used to identify stock exchange transactions and
characteristics include: the form to open or enter into an association with the
respective escrow account for investment mandates, the reception of the funds,
the agreement, the account number, the investor’'s mandate or instructions,
and the investment’s total or partial withdrawal.

45  Exchange risks consist of loss contingencies due to variations in a currency value determined under the terms
of another currency. These variations or exchange rates affect the wealth of the economic agent that keep
positions in foreign currency. The difference found between an exchange rate upon entering into the transaction
agreement and actually collecting the payment or charge can imply unexpected losses or gains.
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As stated above, stock brokerage firm products and services offerings can
be so different that each one provides specific information on each type of
investment (securities funds, foreign investment funds, fixed and variable
rate funds, investment banking, exchange transactions, or securities escrow
and administration). However, there are certain common documents that are
processed upon establishing the association or receiving the funds, or when
the stock brokerage firm makes a payment on behalf of and/or in the name of
one of its clients.

7.2.1 Application form for investment instructions

The form that is used to create an association and/or open an investment fund
contains information related to the client (investor), either as an individual or a
corporate entity.

This association form, together with the other documents the stock brokerage
firm requires (e.g. copies of the identification documents, certificates issued
by the chamber of commerce or related to economic activities, financial
statements, tax returns, ownership documents), which have to do primarily
with compliance with the financial supervisors’ legal obligations, allow the
stock broker to establish different aspects such as the investor’s identification,
the client’s location or the location of the assets, economic activities, income
and expenditures, capital and liabilities, commercial or personal references,
and the origin of the goods or assets.

This association document is important in terms of financial analysis and
judicial investigations because it provides information that allows the
stock brokerage firm to identify or confirm the investor’s associations,
financial aspects of individuals that participate in the investment mandate,
their location and economic activities, the goods received or managed
by the stock broker, and the investor’s beneficiaries, in addition to other
information.

7.2.1.1 Warning signs regarding application forms for investment
instructions

1. The opening of several investment accounts, primarily in securities funds
that are paid to one or several individuals, all of which register one same
individual as their additional or authorized investor.

2. The opening of several investment funds by different companies with the
same common partners, managers, administrators, legal representatives
or authorized firms.



Image Number 26
Association form or the opening of an investment account

STOCK MARKET APPLICATION
€ Certified Coples of ID Shaukl be Producal
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Personal

Investment Plan

Capital Man
Name of Bank: Account Number:

(This study’s own source)

The successive opening of several investment funds, primarily securities
funds on behalf of different individuals with similar characteristics (age,
economic activity, location, blood ties), that apparently do not know each
other.

The successive opening of several investment funds, primarily securities
funds with the same initial amount on behalf of different individuals that
apparently do not know each other.

Rejection, an attempt to bribe or threaten the stock brokerage firm’s officers
in order to keep them from filling out the association forms for several
investment mandates, or ensure acceptance of incomplete or false data.

Individuals or business corporations that appear to be economically solvent
but have difficulty obtaining or providing information on commercial or
financial references when filling out the association forms and/or opening
the investment funds.

Individuals that register the same address and/or telephone numbers
of people with whom they have no apparent relationship, upon opening
several investment funds, primarily securities funds.
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10.

1.

12.

13.

14.

15.

16.

Individuals that frequently change their data with the stock brokerage firm,
such as their addresses, telephone numbers and occupations, with no
apparent justification for said changes.

Individuals that fill out their investment mandate association forms with
illegible and deceptive handwriting, false data or insufficient information
that make it hard to verify.

Individuals that appear to be reluctant or even upset when they are asked
to provide the right type of identification or fill out the mandatory fields on
the different forms that must be filled out in order to open an investment
account.

Individuals applying for an investment mandate that appear to be nervous,
hesitate when asked questions and/or repeatedly check the written
information they have brought with them, when asked for the data they
are obligated to provide in order to open an investment fund account.

Individuals that open an investment mandate in an office that is different,
distant or has no apparent relationship with the locality where the investor
works or performs his economic activities; or when an individual who is on
a corporate payroll does not appear to hold a proper relationship between
the employer’s location and the individual’s residence.

Individuals who apply to open an investment fund account and are unable
to accredit the information that is needed to support their background in
financial products within the sector, based on their ages, experience or
economic activities.

Individuals applying for investment mandates whose names are found
on national*® or international*’ lists of individuals labeled as terrorists,
drug dealers, responsible tax parties, penalized public officers, fugitives,
criminals or wanted by the authorities.

Applicants that wish to open an investment account and demand to be
served or expressly manifest their pronounced preference for a specific
commercial advisor, manager or officer at the stock brokerage firm.

Applicants that wish to open an investment account and refuse to justify
the origin of the funds they plan to use for the transaction or update the
basic information they provided upon establishing an association with the
stock brokerage firm.

46

47

Lists published by each country. For example, in Colombia, the list of terrorists from the FARC, ELN and AUC
(http://www.mindefensa.gov.co/actuacolombia/recompensas_actua_colombia.pdf); civil servants whose records
contain disciplinary actions (https://siri.procuraduria.gov.co/webciddno/consulta.aspx).

Lists published by diverse entities such as the FBI (http://www.fbi.gov/mostwant/topten/fugitives/fugitives.htm),
OFAC (http://www.treas.gov/offices/enforcement/ofac/sdn/) the Treasury Department of the United Sates (better
known as the Clinton List), INTERPOL (http://www.interpol.int/Public/Wanted/Fugitives/Links.asp).



17.

18.

19.

20.

21.

22.

23.

24,

25.

Applicants that wish to open an investment fund and ask to be exonerated
from providing or confirming certain information because they were
recommended by another one of the brokerage firm’s clients or another
financial institution.

Applicants that wish to open an investment fund, primarily a securities fund,
whose large amount does not match the socioeconomic data provided
and does not appear to have any type of justification.

Companies that apply for an investment mandate whose large amount
does not match their low capital amounts, operating revenues or average
treasury funds available and/or were recently created.

Applicants that wish to open an investment fund, primarily a securities
fund, that invest strong amounts of money without asking about the
product’s detailed characteristics or without caring or asking about
matters such as availability and profitability and/or feign ignorance on
the market.

Investment fund applicants that fail to define their specific economic
activities or describe themselves as “independent” and have a large sum
of money to invest.

Applicants that wish to open an investment fund, primarily a securities
fund, with a large amount of money and offer a personal identification
document that is hard to verify or has expired (e.g. foreigners, tourists,
non-residents, minors).

Applicants that wish to open an investment fund with a large amount
of money and are Politically Exposed Persons (PEP#) who try to avoid
having to duly fill out the opening documents or are unable to properly
justify the proceeds of their money or securities.

Applicants that wish to open an investment fund for a company that
presents a large amount of money without a reason that justifies the
relationship between said funds and the company’s other development
projects or known goods.

Applicants that wish to open an investment fund and have recently
purchased a bond or share for an amount that is far above or well below
its market value.

48

In keeping with GAFI, Politically Exposed Persons (PEPs) are individuals who are or have been entrusted with
prominent public functions in a foreign country, for example Heads of State or of government, senior politicians,
senior government, judicial or military officials, senior executives of state owned corporations, important political
party officials. Business relationships with family members or close associates of PEPs involve reputational
risks similar to those with PEPs themselves. The definition is not intended to cover middle ranking or more junior
individuals in the foregoing categories. See http://www.gafisud.org/pdf/40Recs_web_1.pdf



98

Risk of Money Laundering through Financial Instruments, Users and Employees of Financial Institutions

26. Applicants that wish to open an investment fund that manifest their desire
to contract several cash alternatives and do not request information
related to the characteristics, security, risks or profitability of said products,
nor do they inquire about the stock brokerage firm’s business tradition or
reputation.

7.2.2 Receipt for acceptance of money or securities

Stock brokerage firms can directly and indirectly accept investor funds. The funds
are indirectly accepted when the stock broker uses another financial institution’s
network of offices to collect money from its clients. These transactions are always
supported by a document that confirms the client’s transaction.

The voucher or document that confirms reception of the investor’s money
or securities includes information related to the date of the transactions, the
amount, the type of operation (cash, checks, charged to an account or another
financial product), the type of asset delivered, the security’s characteristics,
the name of the stock brokerage firm or financial institution that completed the
transaction, the depositor’s name and identification, along with his telephone
number or other related information.

Image Number 27
Voucher that proves reception of the money or securities

ABC TRADING

Trust fund CASHIER'S RECIBE NUMBER:

DATE: BILL NUMNBER:
BILL FROM: TRUST NUMBER:
ID:

CHECK DETAILS:
BANK CHECK NUMBER VALUE CASHINDATE

STAMP AND SINGATURE 'S TRUST

COMMENTARIES:

(This study’s own source)



This voucher or proof of receipt of the investor’'s money or securities is key
to financial analysis and legal investigations because it provides information
that serves to identify or confirm the origin of the client's money or securities,
certain characteristics related to the transactions, aspects associated with
the negotiated securities and other particularities linked to the investment
mandate’s development.

7.2.2.1 Warning signs regarding receipt for acceptance of money or
securities

1. Deposits realized on the same date and for similar or equal amounts
in different city or country offices, in the stock brokerage firm’s offices
or in another financial institution, in which the depositor (client that
apparently holds the investment account) does not have business
offices or agencies.

2. Cash deposits that appear to be fractioned*®, because the amount is
lower or very close to the amount established for control purposes, and
is realized in different offices that correspond to a financial entity or
to a stock brokerage firm on the same day or in very few consecutive
days, on behalf of investment mandates, and particularly securities
funds.

3. Deposits realized for large amounts of money on behalf of investment
mandates, especially securities funds that are or have been inactive.

4. Deposits realized by individuals on behalf of an investment mandate,
especially in securities funds, whose holders are business corporations
that have no trade relations with said depositors.

5. The realization of simultaneous deposits by one same individual on behalf
of several investment accounts, especially securities funds, in different
companies that belong to the same “financial group”.

6. Frequent deposits and for large amounts of money on behalf of investment
mandates, especially securities funds, by a company whose commercial
activity normally does not receive and is not associated with this type of
transactions.

7. Frequentcashdeposits madeinclosed amounts and with high denomination
bills, when the investment account holder, particularly in securities funds,
does not realize sales that imply the reception of this type of cash based
on its economic activity.

49  Certain typologies or operations related to this modality can be consulted at: http://www.gafisud.org/pdf/
TIPOLOGIASREGIONALES.GAFISUD_1.pdf
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10.

1.

12.

13.

14.

15.

16.

17.

18.

The establishment of investment funds for large amounts of money, with
one or multiple checks made out by individuals whose activities do not
correspond to the investor’s economic activities or are not justified to the
stock brokerage firm’s satisfaction.

The establishment of investment funds for large amounts of money,
opened with one or multiple transfers from the accounts a same individual
holds in one or another financial entity, with no apparent justification for
said accounts.

The establishment of investment funds for large amounts of money,
opened with one or multiple transfers from third party accounts held in the
same or another financial entity, with no apparent justification.

The establishment of investment funds with securities in which the stock
brokerage firm determines that they have been the object of judicial
measures or their current or former owners have criminal records.

The establishment of investment funds with securities riddled with legal
inconsistencies, in terms of endorsements, ownership, possession or holding.

The establishment of investment funds with securities whose amounts or
characteristics do not match the market or the sector.

The establishment of several investment funds, especially in securities
funds, opened by one same client whose total investment amount does
not match his economic activities or the stock brokerage firm is not fully
satisfied with the justification of said amounts.

The establishment of investment funds, especially in securities funds, in
which the investor establishes periodic cash payment commitments that
fully exceed his capacity for payment, according to the economic activity
listed or when the stock brokerage firm is not fully satisfied with the
justification provided.

The establishment of investment accounts, especially as related to
securities negotiations, in which the investor concedes his rights to a third
party before registering ownership of the bond or security, without fully
satisfying the stock brokerage firm’s need for justification.

The establishment of investment accounts, especially as related to securities
negotiations, in which the investor initially negotiates small amounts of money
and then suddenly wants to negotiate securities with much larger amounts,
without fully satisfying the stock brokerage firm’s need for justification.

The establishment of investment mandates in which the investor initially
began his association through a securities fund and suddenly includes
securities, currency, cash or other transaction negotiations, without fully
satisfying the stock brokerage firm’s need for justification.



19. The establishment of investment mandates with sporadic transactions
that suddenly increase their frequency and/or the amount of the
transactions, without fully satisfying the stock brokerage firm’s need for
justification.

20. The establishment of investment mandates, especially as related to
securities negotiations, in which the investor expresses his desire to place
“all of his liquidity”, including his working capital available, without fully
satisfying the stock brokerage firm’s need for justification.

7.2.3 Proof of payment to or by the investor

The proof of payment (checks issued or transfers ordered) by the stock
brokerage firm on behalf of orin name of the client, which contains information
regarding the date of payment, the form of payment, the amount of the
payment, the office in which the stock brokerage firm made the payment,
the beneficiary’s name and identification, and the stock brokerage firm’s
authorized signatures.

Image Number 28
Proof of payment form for payments made on behalf of or by the investor
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TRANSFERT PAYMENT
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Street Address: |
Additional Address: .
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Zip / Postal Code: |
State / Province: |

Country / Region

Bank Accoun! Infermation: Fies
bank unt where i

Account Ne / IBAN:
Bank Name:
Bank Address:

Bank SWIFT Code: |
Intermediary SWIFT Code: '

Concept: | |

(This study’s own source)

101



102

Risk of Money Laundering through Financial Instruments, Users and Employees of Financial Institutions

The proof of payment (checks issued or transfers ordered) the stock
brokerage firm makes on behalf of or in the investor’s name is a very
important document in terms of financial analysis and judicial investigations
because it provides information that allows to identify or confirm aspects
such as the participation of different individuals namely investors or
beneficiaries, associations between the parties that participate in the
investment mandate, and the date, amount and characteristics of the stock
market payments, among others.

7.2.3.1 Warning signs regarding proof of payment to or by the investor

1.

Total or partial payments for investment mandates, especially as
related to a securities fund requested by the client when the investment
amountis lower or very close to the limit established for cash transaction
controls.

Same-day or short-term customer requests for the total or partial payment
of investment funds on behalf of different beneficiaries that are finally
collected by the same person.

Total or partial payment of investment mandates requested by different
companies, which are collected by the same person acting as a legal
representative, proxy or legitimate beneficiary.

Total or partial payment of investment mandates, especially in securities
funds, requested by several clients that appear together as a group to
carry out said transactions.

Total or partial payment of a high-value investment mandate in which
the investor requests several checks for amounts that are lower
and very close to the limit established for cash transaction controls,
paid to the order of the same holder, the same individual, or several
individuals.

Total or partial payment of investment mandates clients request as
checks paid to the order of several different beneficiaries, which are then
endorsed (occasionally with similar graphological characteristics) and
finally collected by the same person.

Total or partial payment of an investment mandate the client requests
be paid with a check, which is then illegibly endorsed and collected in
cash, inamanner such thatitis impossible to verify the final beneficiary’s
identity.

Partial or total payment of investments funds a client requests
through local transfers to different cities when the holder does not



10.

1.

12.

13.

14.

15.

16.

17.

18.

have clients or do business that would justify said transactions in
those cities.

Total or partial payment of an investment fund a client requests be paid
with checks or local transfers on behalf of several people included in a list,
who do not have an apparent relationship or do any type of business with
the investor, or provide justification for said payments.

Total or partial payment of an investment fund a client requests through
local transfers to different cities that are distant from the beneficiary’s
business location, without an apparent justification for said payment.

Total or partial payment of investment funds the client requests is paid
through local transfers on behalf of one same individual or on behalf of
several third parties for amounts that are lower and very close to the limit
established for cash transaction controls.

Total or partial payment of an investment fund the client requests be
transferred to current accounts, savings accounts or other financial
instruments from which the money is directly withdrawn in an immediate
manner or in a very short period of time, or through automatic teller
machines.

Total or partial payment of investment funds held by a company and
requested as checks paid in large amounts of money that are finally
collected in cash by the same company’s manager or officers.

Total or partial payment of investment funds, particularly for businesses
that agree to middle or long term investments and cash the investment in
advance without a clear or reasonable justification.

Total or partial payment of investment mandates, especially in a securities
negotiation, requested as paid to cash or to the order of the bearer, without
a clear or reasonable justification for said request.

Total or partial payment of investment mandates, especially in a securities
negotiation that includes multiple payment endorsements or requests,
should be paid in cash or to the order of the bearer, without a clear or
reasonable justification for said request.

Renewal of an investment fund, especially as related to securities
negotiations, in which the investor asks that the securities be fractioned
on behalf of different individuals without an apparent justification for said
request.

Payments or renewals of investment mandates, especially as related to
securities negotiations, in which the investor asks that different securities
be issued on behalf of different individuals adducing tax issues related to
said behavior and without any other apparent justification for said request.
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7.3 Risk of money laundering in securities trading

Investment mandates can constitute one of the financial risk instruments for
money laundering transactions.

Local or foreign investment transaction characteristics and the information
associated with the stock broker’s agent, with the establishment of the
investment mandates, upon receiving the money or the securities, upon
making the total or partial payment for or on behalf of the investor, and upon
analyzing the indicated documents and their holders’ behavior could match
some of the money laundering typologies listed in the regional GAFISUD
document.

According to this document, a securities negotiation or an investment mandate
through a stock broker could be used in typologies such as, “financial products
and investment products that are susceptible to use in money laundering
transactions”, “peso brokers”, and the “purchase of prizes through a criminal

organization”.

8. FOREIGN TRADE BUSINESS

Funds originating in a foreign trade business are a financial instrument through
which operations in foreign currency are carried out, through payments sent
or received, corresponding to imports and exports between an individual or
a company located in a local market and another entity, either individual or
company, located in a foreign country.

In accordance with the objectives of this document, the topic of interest here
is the transfer of funds resulting from import and export business of goods
and/or services. For thisreason, we will refrain from referring to documentary
controls and physical controls established for this type of business, nor
will reference be made to the risk entailed in this mechanism for carrying
out certain criminal activities such as contraband, drug shipments, arms or
ammunition shipments.

8.1 Description

The execution of these commercial businesses require the physical movement
of merchandise from one country to another, as well as complying with certain
established customs controls, in keeping with the legislation of each of the
countries involved.



The payment of this merchandise can be made by the buyer either before,
during or after it has been received. This will depend on the business agreement
arrived at and/or the ordinary commercial treatment in place.

Normally, the import and export of goods and/or services is subject to certain
controls that are documentary or physical, and require compliance of certain
customs, tax and sanitary measures.

At the same time, the payments of imported or exported goods and/or services
are subject to particular documentary controls and require compliance of
certain exchange rate measures.

In general, each country centralizes information, inspection and monitoring
through an entity (local authority), either customs or tax related, when dealing
with the control of goods and/or services. For foreign or local currency to send
or receive the payment of these transactions, a national exchange authority
takes over.

In this manner, importers and exporters manage their operations through any
financial institution by way of a channel. The main function of these financial
entities is to function as an intermediary between their client and foreign
financial institutions when ordering or receiving a sum of money.

To convert a foreign currency to a local one, given the concept of foreign
trade operations, certain steps must be complied, in keeping with previously
established national legislation. In general, due diligence must be carried
out through forms designed by the country’s exchange authority; information
must be provided to the exchange authority of the country, and the documents
requested to justify the transaction must be attached.

The local financial entity, based on the client’'s request and order, is in
charge of contacting the counterpart in the foreign country and negotiating
the direct payment or payment through another intermediary financial
institution. In some cases, this intermediary may be established in a third
country.

The financial entities that intervene in the transaction exchange messages,
known as transfers of funds or interbank transfers or Swift® transfers so as to
handle their clients’ operations.

50 SWIFT transfers are orders for payment through a bank exchange of codes and an interbank system that allows
for the secure authentication of communications protocols.
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Once all the requirements of the local financial institution have been met, the
money is charged to the client’s account for transference to an account in a
foreign bank, when dealing with imports. In cases of exports, the money is
deposited to the client’s checking account by order of the client of the foreign
bank.

In general terms, financial institutions undertaking these exchange rate
transactions are banks; however, in some countries, other types of financial
institutions perform them as well, such as savings funds, financial services
companies and exchange houses.

8.2 Documents of interest

The main documents to identify operations derived from foreign trade business
are: documents linked to imports and exports, documents related to the transfer
of funds, local exchange authority forms and forms used by the financial entities
to process the operation.

Although the documents required for negotiating the payments resulting from
foreign trade can vary from one country to another, there are some in common,
namely: the import or export declaration or form, the interbank transfer of funds,
and the declaration or form for registering the exchange operation (incoming or
outgoing foreign currency).

8.2.1 Declaration or form for import — export business

The form or declaration to register an import or export is usually established
by the customs or tax authority of the country; it contains detailed information
on the good or service and on the importer or exporter, whether the latter is an
individual or a company.

The information that the form to register the import or export process
generally contains: name, identification and location of importer or exporter;
tariff payments, description, quantity and price of goods and/or services;
address, city and country of origin and destination of goods and/or services;
type of transportation, name and location of transporter; authority verifying or
negotiating the registration process.
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Image Number 29
Export declaration form
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(This study’s own source)

107



Risk of Money Laundering through Financial Instruments, Users and Employees of Financial Institutions

Image Number 30
Import declaration form
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(This study’s own source)

The documents or forms to register an import or export are important for
purposes of financial analysis and legal investigations because they provide
information that allows for the identification and confirmation of the importer or
exporter’s information, characteristics, quantities and prices of the goods and/
or services imported or exported, origin and destination of the goods, offices
and authorities of the official institutions taking part in the registration process,
and more.
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8.2.2 Interbank transfer of funds

The message, text or interbank transfer form contain detailed information on

the petitioner, beneficiary and intermediary for the operation.

The information that this message for an interbank fund transfer contains
includes: amount, name, address, bank and account of beneficiary; amount,
name, address, bank and account of sender; beneficiary bank, account and

country; intermediary bank.

Image Number 31
Interbank Transfer of Funds Form
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(This study’s own source)

This interbank transfer of funds message is very important for purposes of
financial analysis and legal investigations because it provides information that
allows for the identification or confirmation of information on the beneficiary,
sender, bank intermediary, characteristics of the operation and links between

the parties involved.
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8.2.3 Declaration or form to record exchange transaction

The form or declaration to record the exchange transaction, usually established
by the monetary or exchange authority of the country, contains information
related to the declaring party and the exchange concept reported.

The information generally contained in the form or declaration to register the
exchange transaction is: name, identification and location of the declaring
party; amount, currency and declared exchange rate; name and identification
of the financial institution recording the operation.

Image Number 32
Form to record the exchange transaction
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(This study’s own source)



This form or declaration to record the exchange transaction is very important
for the purpose of financial analysis and legal investigations because it
provides information that allows for the identification or confirmation of the
declaring party’s information, simultaneous operations recorded before the
monetary or exchange authority, links between the parties involved in the
foreign trade business and characteristics regarding the transfer of funds,
and more.

8.3 Warning signs regarding transfer of funds resulting from

10.

foreign trade

Transfers received by the export of a good or service that is commonly not
exported by local persons or companies.

Transfers received for payment of the export of a good or service that is
difficult to quantify or is intangible in nature.

Transfers received for payment of the export of a good or service that
because of market prices and characteristics is neither necessary nor
logical in another country.

Transfers received from a country other than the one to which the
export of the good or service was performed, with no apparent
justification.

Transfers received for exports of a good or service from a country with
low levels of control regarding money laundering and/or the financing of
terrorism.

Transfers received forthe export of a good or service in which the documents
or contracts constantly contain errors, inconsistencies, unintelligible
information or are not related to the goods or services exported.

Transfers received for the export of a good or service, of which the money
is immediately withdrawn from the bank accounts through multiple checks
or local transfers evidencing fractioning or irregularities.

Transfers received for the export of a good or service, which
significantly increase over a short period of time, with no apparent
justification.

Transfers received for the export of a good or service, and are withdrawn
from the bank accounts through multiple checks or local transfers in the
name of persons who are not suppliers or service providers of the export
company.

Transfers received for the export of a good or service, and are withdrawn
from the bank accounts through multiple checks or local transfers that do
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1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

not correspond to purchases of merchandise nor expenses or services of
the exporting company.

Transfers received for the export of a good or service in which the
managers of the export company are very young or lacking in knowledge
and experience in the sector, and who additionally participate in the
administration of other similar companies.

Transfers received for the export of a good or service in which the
commercial activity for which the company has been established is not in
keeping with the good or service being paid.

Transfers received for the export of goods and services by several
companies who have in common lines of business, addresses, telephone
number, partners, managers and/or auditors but who apparently do not
know each other and are not associated.

Transfers made to pay the export of goods and services to people or
companies whose names are similar to those of recognized local or foreign
companies, with no apparent association to them.

Transfers received for the export of goods or services in which the tariffs
declared and paid are not in keeping with the commercial activity of the
exporting person or company.

Transfers received for the export of a good whose total value is declared
to be higher than that of the merchandise actually exported. That is, an
over-valued export good.

Transfers received for the export of a good whose total value is declared
to be lower than that of the merchandise actually exported. In other words,
a fictitious export process.

Transfers received for the export of a good whose physical characteristics
are similar to those declared, but are actually of lower value. That is, yet
another modality for fictitious exports.

Transfers received for the export of a good which never actually transpired;
the merchandise never left the country.

Transfers received for the export of a good valued at a low sum, though
merchandise of a far superior value is hidden in the freight. That is to say,
a form of contraband.

Transfers received through the sudden collection on or closing of
an account abroad that is difficult to collect from and is the result
of the export of a good or service, with no clear or reasonable
justification.



8.4 Risk of money laundering resulting from foreign trade business

Payments resulting from foreign trade business, understood to be the export
or import of goods or services, can be one of the financial instruments at the
highest risk for money laundering operations.

The characteristics of interbank transfers of funds as the result of foreign trade
business, the corresponding documentations for exports or imports, and the
declarations on the currency exchange for said operations, in addition to the
analysis of the documents indicated and the information on the people involved,
may coincide with some of the money laundering typologies identified in the
regional GAFISUD document.

According to the aforementioned document, a payment resulting from foreign
trade business could be used in typologies such as “fictitious exportation of
services”, “fictitious exportation of goods” and “peso broker”.

113






PART il

USER TRANSACTIONS




e

&?nignggn !!,t
N3LVEe3T S1 2iow s

OO N S E A S NS 3N AW N CRaN N N |



9. USER TRANSACTIONS

Users of financial institutions, either individuals or companies, that only
occasionally use the network of branch offices and services offered, with no
legal or contractual association held within these institutions.

9.1 Description

As opposed to those clients who establish or maintain an ongoing and
contractual relationship with financial institutions through a product or service,
these users simply make use of the network of branch offices and services
available.

According to the type, coverage and network of offices and the products and
services that a financial institution offers, a number of user transactions may
arise that merit monitoring and analysis.

Automatic teller networks, the payment of public services, tax payments,
special business collection services, payment of local and international
money orders, trading in foreign currency, the service of issuing notes
payable on presentation and deposits to accounts of a financial institution
other than the one collecting payment, are some of the ways in wich the
users undertake transactions.

User transactions are also subject to the risk of money laundering, for which
reason it is necessary for the financial institution to closely monitor and identify
warning signs that may lead to unusual operations, which might then be
considered suspect.

9.2 Documents of interest

The main documents or electronic records to identify user transactions are:
audit receipts or rolls from automatic tellers machines, invoices for public
services, tax forms or declarations, special forms for business collection,
forms for sending or receiving money orders, forms for the purchase or sale
of foreign currency and deposit to an account at an institution other than the
collection institution.
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Each of these documents and electronic registers can provide information
regarding the transaction. In this manner, one can generally establish the
name and other information on the holder, depositor or user; the amount, date,
time and location of the transaction; the name and/or beneficiary account of
the financial institution that carries out the transaction.

Image Number 33
Electronic registers

Date Time Machine
10/02/07 06:09 P S1F09240

Innhhak*kﬁ*ﬁ30'4

9450 SCRANTON,.STE 105

SAN DIEGO CA

TRANS NUMBER 7950

DEPOSIT $520.00
T0O CHECKING

CURRENT BALANCE $1054.22
AVAILABLE BALANCE $634.22

SHALL BUSINESS BANKING

(This study’s own source)

These documents, forms or electronic registers for user transactions are
important for financial analysis and legal investigations because they provide
information that permits the identification or confirmation of information
regarding the user, characteristics, dates and amounts of the transactions, as
well as the origin and destination of the funds and the association between the
parties involved.

9.3 Warning signs regarding user transactions

1. Multiple, continuous and large amount withdrawals in cash from automatic
teller machines using local bank cards from an institution other than the
one the automatic teller machines belongs to.

2. Multiple, continuous and large amount withdrawals in cash through
automatic teller machines as cash advances against credit cards issued
by local or foreign financial institutions.

3. Multiple, continuous and large amount withdrawals in cash through
automatic teller machines using debit or credit cards issued by foreign
financial institutions.



10.

1.

12

13.

Simultaneous cash withdrawals from the same automatic teller machine
or from others of the same network, in the maximum, or very high, daily
amount established by the financial institution.

Multiple local transfers carried out through automatic teller machines
in amounts that indicate fractioning and/or are paid to different
accounts.

Local transfers through automatic teller machines in amounts that indicate
fractioning and/or are paid to different accounts.

Multiple, continuous and large amounts of payments, such as cellular
telephone or public services, paid through automatic teller machines with
local or foreign bank accounts.

Payment of multiple cellular telephone bills or public service bills in
cash money, paid by one single person, with no clear or reasonable
justification.

Payment of multiple tax forms or declarations on behalf of different
taxpayers, in cash money, paid by one single person, when the various
taxpayers are not related and there is no clear and reasonable explanation
offered.

Payment of various business bills, university enrolment, school room and
board, etc. to different people, generally in cash, paid by the same person,
when the parties involved have no relationship to one another and no clear
or reasonable justification is offered.

Transactions for purchase or sale of foreign currency by a user who
suddenly increases the frequency and amounts of said operations.

Multiple and continuous transactions for purchase or sale of foreign currency
by a user identifying himself/herself as a minor, tourist, or foreigner, or
by a person whose declared economic activity is not in keeping with the
amount of money involved in said transaction.

Multiple, large amount and continuous transactions for purchase
or sale of foreign currency by a user who frequently requests high
denomination bills or turns in low denomination bills, with no apparent
justification.

9.4 Risk of money laundering in user transactions

User transactions through financial institutions may be one of the financial
instruments at risk for money laundering operations.
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The characteristics of the transactions undertaken by users of a financial
institution through automatic teller machines, the payment of public services,
tax payments, company payments, sending and receiving of money orders, the
purchase and sale of foreign currency, and deposits to accounts at institutions
other than the receiving institution, as well as the analysis of documents, forms
or electronic records indicated earlier, and information on the parties involved
may coincide with some of the typologies on money laundering identified in the
regional GAFISUD document.

According to this document, user transactions could be employed in typologies
such as ‘“international foreign currency trading (arbitrage) through the

transportation of unlawful money”, “fractioned transfers of unlawful money
through international money orders”, “use of shell companies to support the
money laundering activities of criminal organizations or terrorist organizations”,
“financial and investment products susceptible to being used for money
laundering operations”, “declaration of a fictitious prize obtained abroad
for entering a local country with unlawful money” and “physical transport of

unlawful money for currency conversion”.
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10. FINANCIAL INSTITUTION EMPLOYEE

The employees of financial institutions, especially those who directly or indirectly
handle the operations of clients and users, are people who are permanently
exposed to the risk of money laundering.

Financial institution employees are at risk of incurring in conduct involving
complicity or the omission of controls when performing operations for clients
or users attempting to use the institution to carry out money laundering
activities.

Several countries of the region penalize, both administratively and legally,
those employees and authorities of financial institutions involved in money
laundering investigations.

The legislation of Spain and Chile both punish an individual who through
negligence permits others to commit the crime of money laundering as
participating in the crime of money laundering. The crime of omission can
also be attributed to financial institution employees who neglect to undertake
preventive actions which they are obligated to perform and thus facilitate the
commission of money laundering for third parties.

Although legislation in many countries establishes the mandatory adoption
of certain mechanisms and instruments which allow financial institutions to
prevent and control money laundering in all client and user operations, it
becomes necessary to indicate some of the measures to avoid the involvement
of officers of said institutions and their direct or indirect participation in criminal
activities.

These preventive systems usually establish policies, translated into rules of
conduct, to guide the conduct of each of the officers of these financial institutions.
These guidelines, generally enshrined in a code of ethics, should guard the
adoption and appropriate development of all established mechanisms and
instruments to avoid that the products and services of the institution be used
as vehicles for criminal activity.

At the same time, the institutions should establish very clear procedures,
in @ manner such that all officers are clearly aware of their responsibilities,
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duties and powers, at operational levels and at all levels of management
and administration. Such procedures, normally drafted into a manual, must
be the subject of widespread dissemination and should be continually
updated.

The omission of or exception to certain controls, preferential treatment proffered
to certain clients or users, the frequent acceptance of gifts and presents from
clients, and absence from the workplace or abnormally long hours in the
workplace are some of the ways in which a financial officer may take part,
either willingly or under duress, in financial criminal activity or collaborate with a
criminal or terrorist organization to attempt to disguise the origin or destination
of the funds and/or launder the money.

Some of these conducts can be identified, confirmed or verified through
various reports, documents or financial records, all important for the purpose of
analysis and legal investigation because they provide information that attests
to the direct or indirect participation of an officer of the financial institution in
criminal activities.

10.1 Warning signs regarding financial institution employees

1. Afinancial institution officer who frequently negotiates operations evincing
exceptions for a specific client or user.

2. A financial institution officer who avoids certain internal controls or
approvals, established for determined transactions, financial products or
services.

3. A financial institution officer who frequently makes mistakes, poor
adjustments or inconsistent information, and whose explanations are
insufficient or inadequate.

4. Afinancial institution officer who omits verifying the identity of a person or
does not match the information and/or fingerprints to the records provided
at the financial institution through databases or forms.

5. Afinancial institution officer who hinders his or her colleagues from dealing
with specific clients or users with no apparent justification.

6. A financial institution officer, especially a commercial consultant, who
frequently deals with the same client or user whom he pretends not to
know.

7. A financial institution officer, especially a commercial consultant, who
documents or partially who supports the information or transactions of a
client or user with no clear and reasonable justification.



8. A financial institution officer, especially a commercial consultant, who
consistently handles a specific client in a preferential, exclusive and
permanent manner or exempts said client from being subject to certain

controls, based on the client being “well known”, “recommended by another

institution”, “this client only trusts me”, “I advise this client in all his or her
businesses” or similar phrases.

9. Afinancial institution officer who is frequently gone from his place of work
and can offer no clear or justifiable reason.

10. A financial institution officer who frequently receives gifts, invitations, and
other sorts of presents from certain clients or users, with no clear and
reasonable justification.

11. Afinancial institution officer who frequently stays at the office after working
hours or goes to the office outside normal working hours with no clear and
reasonable justification.

12. A financial institution officer who is reluctant to go on vacation or
accept changes of position or promotions with no clear and reasonable
justification.

13. A financial institution officer whose lifestyle or personal financial and
investment operations are not in keeping with the sum of his or herincome
(work and other known income), with no clear and reasonable justification
offered.

10.2 Risk of money laundering by financial institution
employees

The actions and/or omissions of a financial institution officer can facilitate the
activity of a criminal or terrorist organization. Said conduct may be voluntary or
forced, and represent a risk for the execution of money laundering activities.

The characteristics of certain transactions undertaken by a specific financial
officer, the marked different attention given certain users or clients, abnormal
work or personal conduct or sudden changes in lifestyle may coincide with some
of the typologies identified in money laundering in the securities section as
indicated in the document published by the UIAF5' of Colombia and typologies
identified in GAFI-FATF>%2,

51 The Unit for Information and Financial Analysis (UIAF) is the Unit for Financial Intelligence of Colombia, and
has published various documents on typologies in money laundering and the financing of terrorism. Please see:
www.uiaf.gov.co.

52  The Financial Action Task Force (FATF) has published several documents on typologies employed in money
laundering and the financing of terrorism. Please see: http://www.fatfgafi.org/dataoecd/
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Pursuant to this document, the participation of an officer or commercial
consultant might be employed in typologies such as “complicity of a commercial
agent or consultant”, “structuring scheme”, “alternative remittance system”,
“Correspondentbanking allegedly facilitates laundering of fraud proceeds”, “and
Travelers’ checks provide anonymity for criminal transactions” or “Collusion of

customer intermediary and / or insurance company employees”.
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