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Introduction

Since 2003, the OSCE has acknowledged that hate crimes can be fuelled by racist, xenophobic,
anti-Semitic and other hateful content on the Internet.! In order to explore this issue further and to
identify effective responses to the phenomenon of on-line hate, in June 2004 the OSCE convened
in Paris a Meeting on the Relationship Between Racist, Xenophobic and Anti-Semitic Propaganda
on the Internet and Hate Crimes. It was the first meeting organized by the OSCE dealing with the
issue of cyber hate and its relationship to hate crimes.2

As a result of that meeting, OSCE participating States committed themselves to a number of
practical measures aimed at addressing “cyber hate”, recognising that manifestations of hate on
the Internet have the potential to incite violence and hate crimes. Despite these political
commitments, however, addressing hate crimes and hate on the Internet effectively continue to be
challenges for participating States. The importance of the Internet as a tool for communication,
networking and social interaction has dramatically increased in recent years. At the same time the
Internet has become a platform for organised hate groups to recruit, control their members,

organize attacks, and intimidate and harass their enemies.

In response to these developments, OSCE Ministerial Council Decision 9/09, adopted in Athens on
2 December 2009, tasked the ODIHR “to explore, in consultations with the participating States and
in co-operation with relevant international organizations and civil society partners, the potential link
between the use of the Internet and bias-motivated violence and the harm it causes as well as
eventual practical steps to be taken. In order to implement this tasking, the ODIHR decided to
convene an expert meeting on 22 March 2010 on Incitement to Hatred vs. Freedom of Expression:
Challenges of combating hate crimes motivated by hate on the Internet, with the aim of exploring

1 Maastricht Ministerial Council Decision 4/03 of 2 December 2003 on Tolerance and Non-discrimination, paragraph 8,
http://lwww.osce.org/documents/mcs/2006/06/19330_en.pdf.

2 Consolidated summary of the meeting is available at: http://www.osce.org/item/3833.html.

3 Athens Ministerial Council Decision 9/09 of 2 December 2009 on Combating Hate Crimes, paragraph 12,
http://lwww.osce.org/documents/cio/2009/12/41853_en.pdf.



the inherent challenges in investigating and prosecuting hate crimes motivated by hate on the

Internet.

This meeting, the first OSCE meeting on this topic since 2004, generated a considerable interest
among various stakeholder groups and resulted in a high number of participants from 31
participating States and one OSCE Partner for Co-operation. Participants included representatives
of governments, international organizations, law enforcement, prosecution, civil society

organizations and minority groups.

This report presents a summary of the main topics discussed in the three plenary sessions of the
meeting, as well as recommendations for consideration by OSCE participating States, ODIHR, civil
society and the Internet industry. Views and positions presented in this report do not necessarily

represent the policy or position of the OSCE or ODIHR.

To the extent possible and appropriate within its mandate, recommendations presented at the
expert meeting will be followed up by ODIHR.

Unique character of the Internet

A number of participants pointed out that the specific character of the Internet poses serious
challenges to any attempts to regulate content, particularly while respecting freedom of expression.
Unlike traditional media, it is often very difficult to establish the identity of authors of the content
available online. Material which originates in one country is copied, edited, and shared across
national borders, and can be hosted in different countries, subject to different legislation. Most
participants agreed that especially since the advent of Web 2.0, with its user created content and
social networking, it is impossible to apply the same tools and methods used to regulate traditional
media. Some participants supported the view that the ability to freely express, share and exchange
ideas on the Internet has been of great benefit to society and that the negative effects of limitations

to freedom of expression on the Internet would outweigh any potential benefits.

* A full list of participants can be found at the end of this report.



Hit lists

The issue of “hit lists” — lists of individuals with their personal details accompanied by open or
disguised calls for violence against them — was cited as a great concern by many participants.
Several examples of such “hit lists” being used to carry out physical attacks against opponents of
organized hate groups or visible minorities were highlighted.> Some speakers noted that “hit lists”
have a huge impact on the potential victims, even in the absence of physical violence. Their
purpose is often to intimidate and create fear and pressure to change attitudes or stop certain
social or political activities. Some participants pointed out that States have a legal or at a least
moral duty to protect their citizens from crime. Bearing this in mind, some speakers suggested that
States should balance the protection of individuals from violence and criminal intimidation against
the principle of freedom of expression. These speakers contended that the protection of freedom of
expression must be equal to, but not greater than, protection of individuals from harm. It was

suggested that the link between the “hit lists” and real crimes must be investigated very seriously.

Legal aspects of “hit lists” were also discussed, in particular the challenges of prosecuting such
cases, due to the high threshold for prosecution existing in some countries. Different approaches to
this issue within the OSCE were illustrated with cases from Canada, The Czech Republic, Poland
and USA.

Link between hate material and hate crimes

A related issue highlighted by many participants was the connection between manifestations of
hate on the Internet and hate crimes in the real world. Although it is often difficult to prove such
connections in criminal proceedings, several presenters illustrated this link through examples from
a number of participating States. It was noted that the psychological influence of material on the
Internet on youth was quite high. Videos depicting violent hate crimes often include a commentary

that induces certain behaviour. Since the primary target of such videos is the young audience, the

5 Examples include “Redwatch” websites in the Czech Republic, Poland, Russia, and UK, and anti-abortion “hit lists” of
abortion clinic doctors in a number of countries.



overall impact is potentially very serious. In the opinion of some participants, simply placing such

material on the Internet constitutes an incitement to hate crimes.

A similar problem of growing concern is “cyber bullying”. This phenomenon, which targets primarily
youth, is closely related to hate on the Internet and often originates in racial, ethnic, or religious
bias. Some civil society representatives presented tools and methods they developed to address

this issue alongside other manifestations of hate on the Internet.

Role of legislation

The role of legislation in combating hate on the Internet was a theme addressed in several
speeches and presentations. It was acknowledged that legislation should be followed and
enforced. Some speakers stressed the need for more precise legal definitions and the need to

monitor implementation of legislation.

Other participants pointed out that due to differing approaches to hate-inciting content on the
Internet and diverse criteria among the OSCE participating States for defining the threshold
between freedom of expression and criminal behaviour, the impact of criminal legislation is limited
and legislation alone can not adequately tackle the issue of hate on the Internet. This is illustrated
by the fact that in many instances legislation has had to be creatively applied in order to penalise or

sanction various expressions of hate on the Internet or in the public domain.

On the other hand, speakers presented several examples of successful prosecution of hate-inciting
Internet content hosted in third countries.® Participants also discussed the problem of
implementation of legislation. In this regard, the need for specialised training for law enforcement

officials and prosecutors on Internet-related hate crime cases was mentioned.

Despite differences in national legislation, all OSCE participating States prohibit incitement to

violence. Therefore, this principle could be used as a common ground in any future harmonisation

& For example, the Shepherd and Whittle case in the UK or the case of an Australian Holocaust denier arrested in
Germany.



efforts. Some participants raised the question of definition of certain concepts related to hate-
inciting Internet content such as “extremism” and expressed concerns regarding the criteria applied
to categorise online material as extremist, since this might lead to suppression of legitimate — even
if at times distasteful — discourse.

Other participants pointed out that only an independent judiciary can define what is “extremist” and

ensure that the use of this term is clear and transparent.

Role of law enforcement and prosecutors

Another problem mentioned in the discussion was the lack of capacity and expertise in criminal
justice systems to analyse and interpret Internet content. In order to address this problem,
specialisation of law enforcement and prosecutors is needed. Some participants described the
structure of specialised units dealing with hate crimes and cyber crimes in their countries and
suggested that these could be used as models in other countries. At the same time, it was noted
that specialisation can be very difficult in some countries, since it requires a large number of cases
of the same type to justify the additional costs and structural changes involved.

Examples illustrating both difficulties in assessing the meaning and impact of texts as well as good
practices were given. One suggestion was to establish official centres tasked with providing expert

opinions on the nature of various texts on the Internet and an interpretation of their meaning.

Since the Internet is a global network and application of national legislation often requires
international co-operation, participants highlighted the need for transnational co-operation among
law enforcement and prosecutors as a pressing issue. In this regard, the Global Prosecutors™ E-
Crime Network (GPEN) was mentioned as a practical example of transnational co-operation of
prosecutors on cyber crimes. GPEN is network of specialist e-crime prosecutors, nominated by the
International Association of Prosecutors, which provides its users with web-based access to a
library of materials, as well as tools, a collection of good practices, a discussion forum and on-line

training.



Strategies and solutions

Two presentations of the meeting focussed on various non-legislative methods for addressing and
combating hate on the Internet. One presenter described activities of an international network of
NGOs combating hate on the Internet by various means: education, negotiations with Internet
Service Providers (ISPs), and creating monitoring and reporting mechanisms for hate-inciting
content. Several speakers mentioned that ISPs and Internet companies are indispensable in this
regard and recommended that ISPs and Internet companies should be involved in any future

discussions on this topic.

The practical difficulties of removing hate-inciting material from the Internet were also highlighted in
the discussion. Besides the challenges posed by jurisdiction and legislation, there are also practical
challenges involved. For instance, once any material is posted on the Internet, it is usually shared
on several servers or online repositories, which makes it difficult if not impossible to remove all

copies completely.

Attempts to address this issue by setting up lists of keywords, filters or “blacklists” on a national
level were discussed as well. Such filtering systems are in place in several European countries
(Germany, UK and others). However, there are doubts regarding their effectiveness, as well as
concerns about the threat that undue limitations could pose to freedom of expression. A
presentation by one participating State focused on this approach, including the use of self-

regulatory mechanisms by major ISPs, accompanied by a “blacklist” of Internet sites.

Some participants questioned the value of attempting to suppress hate speech on the Internet and
stressed that it would not solve the problem of Internet-motivated hate crimes. Even if such hate
speech were universally criminalised, the discussions would just move underground, using more
obscure and therefore secure ways of communication, making it more difficult for law enforcement

agencies to track and monitor such content.



Education and media literacy

Several speakers expressed the view that the long term solution to hate-inciting content on the
Internet should be based primarily on education and media literacy. These speakers argued that it
is neither technically possible nor desirable to control what kind of content is accessed online by
various groups of people. Therefore, they suggested that the best solution would be to equip
Internet users — especially young users — with the skills needed to enable them to critically assess,
analyse and process online information. The Media Awareness Network in Canada was mentioned
as a practical example of such an approach. Other participants stressed the need to respond to
hate speech with counterarguments and to create an environment where civil discourse conquers

hate.

Empowering users

Some participants suggested creating and enhancing mechanisms to flag inappropriate content.
Many sites already allow users to flag offensive content for review. Such mechanisms are based
on the Terms of Service, which define what type of content is considered as inappropriate by the
owner of a particular website or ISP. Outreach to Internet companies and ISPs running major
websites was suggested as a possible solution. Some speakers noted that it is equally important to
reinforce positive anti-hate content by posting positive messages.



Recommendations:

The following provides a summary of recommendations that were put forward by participants in the

expert meeting. These recommendations were not adopted by the participants and they do not

necessarily reflect the consensus of the meeting participants. They are directed to participating

States, OSCE institutions, civil society and the Internet industry.

Recommendations to governments and international organizations

Investigate the link between the existence of “hit lists” on the Internet and the commission of
hate crimes using such “hit lists”;

Train law enforcement agents and prosecutors on how to address crimes motivated by racist,
xenophobic, anti-Semitic or other related bias on the Internet and share information on
successful training programmes as part of an exchange of best practices;

Support specialisation of law enforcement officers and prosecutors dealing with cyber crime
and hate crimes;

|dentify a single point of contact in law enforcement agencies to serve as the recipient for
complaints about material which increases the risk of hate-fueled violence;

Involve ISPs and Internet companies in any future discussions on the topic of hate on the
Internet and encourage their participation in any future meetings;

Promote and support media literacy programmes as a part of a general curriculum in order to
equip young people with the skills needed to enable them to critically assess, analyse and
process online information;

Develop, test and analyse educational concepts against online hate speech and implement
such concepts broadly on an international level;

Support measures and programmes to stimulate an environment where civil discourse
conquers hate;

Provide support for networks that combat cyber-hate with a multidimensional approach
consisting of educational work and effective counter measures;

Develop cross-border exchanges of information and best practices of different countries and
organizations;

Condemn bigotry and violence motivated by bias whenever and wherever it arises.



Recommendations to OSCE institutions

Collate and evaluate existing empirical research, to identify and quantify the extent of illegal

hate material on the Internet and the impact of exposure to such hate material, particularly on

young people;

Seek and facilitate agreements among participating States on universally acceptable

responses to reduce the harm caused by illegal hate material through:

i. The identification and dissemination of voluntary agreements between Internet providers
and users that balance freedom of expression against the need to reduce harm;

ii. Working with civil society to counter the negative narrative contained in inciteful hate
material;

ii. The establishment of a network of “Single Points of Contact” to share information among
States;

Closely cooperate with other Intergovernmental organizations, in particular with the United

Nations and the Council of Europe in efforts to effectively tackle hate on the Internet.

Recommendations to NGOs

Actively challenge hate material on the Internet;
Lobby Internet Service Providers to implement voluntary agreements with their customers to

limit hate content.

Recommendations to Internet companies and Internet Service Providers

Develop a systematic and effective approach in order for anyone to be able to notify them
easily of any online hate-inciting material and to request that such material be removed or
blocked;

Work with States and civil society to understand the harm caused by targeted hate material
and the business imperative on making the Internet a safe environment that allows all users to
enjoy its benefits free from exposure to harmful hate material;

Create and enhance mechanisms available to users of Internet sites to flag inappropriate

content.
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Agenda

10:00-10:15

Welcome and Opening Remarks
Amb. Janez Lenarci¢, Director of the ODIHR

10:15 -
12:30

12:30 -
13:30
13:30 -
15:00

Session 1: Legal framework and practical challenges in investigating and
prosecuting Internet inspired hate crimes

Speakers:

Nasrin Khan, Expert on hate crime legislation, EUPOL COPPS

Danuta Glowacka-Mazur, National Point of Contact on hate crimes, Polish Ministry
of Interior and Administration

Barbara Bosserman, Expert on federal hate crime law, Civil Rights Division at the
U.S. Department of Justice

Moderator:
Nils Muiznieks, Chair, ECRI

Buffet lunch

Session 2: Successful examples of investigating and prosecuting hate crime cases
related to hate on the Internet

Speakers:

Wim Stienen, Prosecutor, The Netherlands

Lukas Vilim, Police expert, Presidium of Police Force, Organized Crime and
Extremism Department, Czech Republic

Alexey Zhafyarov, General Prosecutor's Office, Russian Federation

Moderator:
Floriane Hohenberg, Head of Tolerance and Non-Discrimination Department

15:00-15:30

Coffee break

15:30 -
17:00

Session 3: Sharing of best practices, approaches and methods in addressing the
phenomenon of hate on the Internet

Speakers:
Ronald Eissens, Director, Magenta Foundation, the Netherlands
Martin Derchsler, Freiwillige Selbstkontrolle Multimedia-Diensteanbieter, Germany

Moderator:
Zenet Muji¢, Senior Adviser, Office of the OSCE Representative on Freedom of the
Media

17:00 -
17:30

Closing Session: Recommendations and conclusions
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