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Abstract 

Blockchain, a type of Distributed Ledger Technology (DLT), represents an unprecedented 

opportunity for enhancing CAC and verification. Based on the principles of transparency, 

verifiability and predictability, this state-of-the-art technology builds confidence and facilitates 

the development and implementation of arms control mechanisms. Moreover, Blockchain-

based smart contracts have advantageous practical implications for CAC. They improve 

verification of countries’ compliance with obligations by enhancing monitoring procedures 

and strengthen arms exports control by improving supply chain of weapons. Blockchain can 

revolutionise CAC, constituting an innovative policy tool to tackle the issues undermining the 

effectiveness of conventional arms control regimes. 
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Introduction 

Blockchain has the potential to revolutionise our societies by radically innovating multiple 

sectors, ranging from financial services to healthcare, from international trade to logistics.1 

Governments, firms, research centres, and international organisations are becoming 

increasingly interested in this cutting-edge technology as it provides a decentralised system for 

data management with high levels of transparency, reliability and security.2 Recently, inter-

governmental organisations such as the United Nations (UN) and the Organisations for 

Security and Cooperation in Europe (OSCE) have emphasised the policy-relevance of 

Blockchain which can be exploited to improve international security.3  

Blockchain has already proved to effectively enhance human security. For instance, the 

World Food Programme (WFP) has pioneered a Blockchain-based humanitarian aid 

programme to support refugees in Jordan with the use of cryptocurrencies.4 Similarly, the Red 

Cross developed a DLT-based local trade system in Kenya to help fragile communities.5 In 

2015, the United Nations Children’s Emergency Fund (UNICEF) even launched “Unicoin” – 

its own cryptocurrency – which children from poor families can exchange for goods.6  

Although researchers have been exploring the impact of this technology on multiple 

fields (e.g., healthcare, energy security, and trade), the implications of Blockchain-based 

                                                           
1 Tatiana Gayvoronskaya and Christoph Meinel, Blockchain : Hype or Innovation. (S.L.: Springer Nature, 2021); 

United Nations Centre For Trade Facilitation And Electronic Business, “White Paper on Blockchain in Trade 

Facilitation” (United Nations Economic Commission for Europe (UNECE), 2020). 
2 Julija Golosova and Andrejs Romanovs, “The Advantages and Disadvantages of the Blockchain Technology,” 

in 2018 IEEE 6th Workshop on Advances in Information, Electronic and Electrical Engineering (AIEEE) (IEEE, 

2018), https://doi.org/10.1109/aieee.2018.8592253. 
3 United Nations Institute for Disarmament Research (UNIDIR), “Innovation Dialogue Report” (United Nations 

Institute for Disarmament Research (UNIDIR), 2019), https://unidir.org/publication/innovations-dialogue-report; 

Organisation for Security and Cooperation in Europe (OSCE), “Leveraging Innovation to Fight Trafficking in 

Human Beings: A Comprehensive Analysis of Technology Tools” (Office of the Special Representative and Co-

ordinator for Combating Trafficking in Human Beings and Tech against Trafficking, 2020), 

https://www.osce.org/cthb/455206. 
4 World Food Programme (WFP), “Blockchain for Zero Hunger | WFP Innovation,” Wfp.org, 2018, 

https://innovation.wfp.org/project/building-blocks. 
5 Laurie Goering, “Red Cross Boosts Disaster-Prone Communities with Blockchain ‘Cash,’” Reuters, November 

26, 2019, https://www.reuters.com/article/us-technology-aid-climate-change-idUSKBN1Y01K1. 
6 Don Tapscott and Alex Tapscott, Blockchain Revolution : How the Technology behind Bitcoin and Other 

Cryptocurrencies Is Changing the World (New York, New York: Portfolio/Penguin, 2018). 

https://unidir.org/publication/innovations-dialogue-report
https://www.osce.org/cthb/455206
https://innovation.wfp.org/project/building-blocks
https://www.reuters.com/article/us-technology-aid-climate-change-idUSKBN1Y01K1
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systems for conventional arms control remain still under-explored. This study aims to fill this 

research gap by demonstrating that Blockchain can play a crucial role in enhancing CAC and 

verification. This research will argue that Blockchain offers a positive behavioural model for 

conventional arms control and has advantageous practical implications for CAC. The analysis 

is guided by the following research questions: 1) what psychological impact does Blockchain 

have on confidence building? 2) how do smart contracts enhance conventional arms control?  

 

Research design 

This paper draws upon secondary sources such as governmental documents, academic journals 

and reports produced by research centres. The analysis is based on a multidisciplinary approach 

which considers the fields of sociology, international relations and economics. Consequently, 

the study explores not only how Blockchain can practically enhance CAC, but also the positive 

psychological impact this technology has on countries’ behavioural patterns. 

This essay does not aim to address the technical aspects underlying the functioning of 

Blockchain. It is instead intended for policymakers who might not have a background in 

distributed ledger technologies (DLTs) but are interested in exploring the opportunities offered 

by them. To the knowledge of the author, currently there are no examples of international 

Blockchain-based conventional arms control regimes. Therefore, this research is theoretical 

and based on the actual use of Blockchain in other fields such as business, administration and 

healthcare. 

 

Traditional challenges to arms control regimes 

Although arms control regimes differ according to several factors such as the number of parties 

involved, the weapons subjected to agreements, and the monitoring procedures, control 

mechanisms face some key common challenges. These issues concern not only the practical 

enforcement of verification procedures, but also the behavioural patterns of countries towards 

arms control.  

A pivotal problem concerns the psychology of arms control. Countries develop and 

implement arms control regimes only if certain conditions are met. Arms control necessitates 

a balance between the requirement for transparency in States’ military posture and their need 
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for security.7 If countries perceive arms control verification as too pervasive and as potential 

causes of involuntary – or voluntary – leaks of sensitive information, governments are unlikely 

to enforce regimes as they feel threatened.8 For instance, inspecting the weaponry stored in a 

military base could lead to the disclosure of data which render facilities more vulnerable to 

attacks. Similarly, control of arms exports can be undermined by psychological factors. 

Countries are not incentivised to enact arms control agreements if non-compliances cannot be 

effectively detected, and misbehaviours are not severely penalised.9 This erodes confidence in 

the system, which is believed to be unreliable, and disincentives countries from implementing 

controls.  

Furthermore, arms control suffers from practical constraints which concern verification 

procedures. Governments and international organisations are increasingly struggling to 

effectively track and trace small arms and ammunition along the supply chain as these tools 

are often produced and assembled in different countries.10 This aspect challenges 

comprehensive monitoring of imports and exports of weaponry as it has become growingly 

difficult to collect data on each stage of production, storage, transportation and purchase. In a 

similar vein, effective verifiability of conventional arms control agreement remains a major 

issue. Verifiability of military troops and capabilities can be challenged intentionally by States. 

For instance, countries might prolong the period between the request for inspection and the 

arrival of inspecting teams to prevent the detection of non-compliances with treaties.11 The 

declaration of off-limits areas serves similar purposes.12 Governments may also delay the 

issuing of visas in order to temporarily prevent inspectors from entering the country. 

These major challenges can be effectively tackled by developing Blockchain-based 

arms control regimes. Indeed, this technology offers unprecedented opportunities to build 

                                                           
7 Andrew J. Coe and Jane Vaynman, “Why Arms Control Is so Rare,” American Political Science Review 114, 

no. 2 (May 1, 2020): 342–55, https://doi.org/10.1017/S000305541900073X. 
8 Ibid. 
9 Ron Smith and Bernard Udis, “New Challenges to Arms Export Control: Whither Wassenaar?,” The 

Nonproliferation Review 8, no. 2 (June 2001): 81–92, https://doi.org/10.1080/10736700108436852. 
10 Rachel Stohl, “Understanding the Conventional Arms Trade,” in AIP Conference Proceedings 1898, (2017), 

https://doi.org/10.1063/1.5009220. 
11 Robert D. Blackwill, “Conceptual Problems of Conventional Arms Control,” International Security 12, no. 4 

(1988): 28, https://doi.org/10.2307/2538993. 
12 Ibid. 
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confidence between countries and provide practical solutions to enhance arms control. 

However, Blockchain should not be viewed as a panacea. It is instead a tool to mitigate the 

challenges arms control regimes face. 

 

Key features of Blockchain 

Blockchain emerged in 2008 when a person, or group of people, under the pseudonymous of 

Satoshi Nakamoto invented Bitcoin.13 The cryptocurrency Bitcoin is the most known use of 

Blockchain.14 However, this technology is being applied also to sectors other than financial 

services such as administration and trade.15 Although different types of Blockchain exist, there 

are some key common innovative aspects characterising this technology.  

A type of Distributed Ledger Technology (DLT), Blockchain is a digital ledger for 

recording and sharing data across multiple data stores – the “ledgers” – which are monitored 

and verified by a distributed network of computers – the “nodes.”16 Data are verified and added 

to Blockchain through cryptography and mathematical algorithms which ensure the validity 

and immutability of information.17 Blockchain users are responsible for adding and verifying 

data transfers. By using two digital keys – one private, and one public –, the nodes send, receive 

and verify information.18 When a node aims to add new data to the Blockchain, they need first 

to be validated according to the established consensus mechanism. The two most used 

consensus mechanisms are the Proof of Work (PoW) and the Proof of Stake (PoS) 

                                                           
13 Don Tapscott and Alex Tapscott, Blockchain Revolution : How the Technology behind Bitcoin and Other 

Cryptocurrencies Is Changing the World (New York, New York: Portfolio/Penguin, 2018). 
14 Alex Hughes et al., “Beyond Bitcoin: What Blockchain and Distributed Ledger Technologies Mean for Firms,” 

Business Horizons 62, no. 3 (May 2019): 273–81, https://doi.org/10.1016/j.bushor.2019.01.002. 
15 Ibid. 
16 Robby Houben and Alexander Snyers, “Cryptocurrencies and Blockchain” (Policy Department for Economic, 

Scientific and Quality of Life Policies, 2018), 

https://www.europarl.europa.eu/cmsdata/150761/TAX3%20Study%20on%20cryptocurrencies%20and%20bloc

kchain.pdf. 
17 Ibid. 
18 Ibid. 

https://www.europarl.europa.eu/cmsdata/150761/TAX3%20Study%20on%20cryptocurrencies%20and%20blockchain.pdf
https://www.europarl.europa.eu/cmsdata/150761/TAX3%20Study%20on%20cryptocurrencies%20and%20blockchain.pdf
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mechanisms19 – respectively better known as “mining” and “forging.”20 These are 

cryptographic validation processes which guarantee the correct sequencing of transactions on 

the ledger.21  

As the digital ledger is a peer-to-peer (P2P) network, it enables direct interactions 

between all senders and receivers and reduces the role of intermediaries, simplifying 

transactions’ execution.22 However, this largely depends on the type of Blockchain. While a 

permissionless Blockchain like Bitcoin can be joined by any user that can send, receive and 

validate information, a permissioned Blockchain restricts access to certain authorised users 

according to agreed parameters and charges only few nodes of the validation process.23  

Given its features, this technology can revolutionise the field of arms control. Its impact 

is not limited to practical issues such as data management and control but concerns also 

countries’ approach towards arms control. 

 

Blockchain as a positive behavioural model for conventional arms control  

Arms control would not be possible, if some key basic criteria were not established between 

the parties involved in the process. A high level of confidence between countries is determinant 

in arms control.24 With regard to this, Blockchain can provide one of the most effective 

                                                           
19 PoW systems require nodes to solve a cryptographic puzzle which is made of all the transactions recorded on 

the Blockchain. Any node can try to solve the mathematical problem and become a validator of transactions. 

Differently, in a PoS system, nodes need to prove the ownership of a certain amount of asset in order to become 

validators of transactions. For more information on PoW and PoS systems see: The Economist, “Can Bitcoin Be 

Bettered?,” The Economist, June 24, 2021, https://www.economist.com/the-economist-explains/2021/06/24/can-

bitcoin-be-bettered. 
20 Tatiana Gayvoronskaya and Christoph Meinel, Blockchain : Hype or Innovation. (S.L.: Springer Nature, 2021). 
21 Robby Houben and Alexander Snyers, “Cryptocurrencies and Blockchain” (Policy Department for Economic, 

Scientific and Quality of Life Policies, 2018), 

https://www.europarl.europa.eu/cmsdata/150761/TAX3%20Study%20on%20cryptocurrencies%20and%20bloc

kchain.pdf. 
22 Moritz Becker and Balázs Bodó, “Trust in Blockchain-Based Systems,” Internet Policy Review 10, no. 2 (April 

20, 2021), https://doi.org/10.14763/2021.2.1555. 
23 Christine V. Helliar et al., “Permissionless and Permissioned Blockchain Diffusion,” International Journal of 

Information Management 54 (October 2020): 102136, https://doi.org/10.1016/j.ijinfomgt.2020.102136. 
24 Robert E. Hunter, “Arms Control and Confidence-Building Measures,” in Building Security in the Persian Gulf 

(Santa Monica: RAND Corporation, 2010), pp. 121-122, https://www.rand.org/pubs/monographs/MG944.html. 

https://www.economist.com/the-economist-explains/2021/06/24/can-bitcoin-be-bettered
https://www.economist.com/the-economist-explains/2021/06/24/can-bitcoin-be-bettered
https://www.europarl.europa.eu/cmsdata/150761/TAX3%20Study%20on%20cryptocurrencies%20and%20blockchain.pdf
https://www.europarl.europa.eu/cmsdata/150761/TAX3%20Study%20on%20cryptocurrencies%20and%20blockchain.pdf
https://www.rand.org/pubs/monographs/MG944.html
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behavioural models for building confidence and enhancing conventional arms control 

mechanisms. 

 Academics suggest viewing Blockchain as a ‘confidence machine’ that ‘creates shared 

expectations with regard to the manner in which it operates, and the procedural correctness of 

its operations.’25 This technology reduces the need for trust26 among parties by enhancing the 

reliability of the system. In the case of conventional arms control, the adoption of Blockchain 

can benefit the relationships between the parties involved by building confidence through the 

systematisation of transparency, verifiability and predictability. These three factors constitute 

a positive behavioural model and build confidence (Figure 1). 

 

Figure 1. Transparency, Verifiability, and Predictability are key confidence building factors. 

 

                                                           
25 Primavera De Filippi, Morshed Mannan, and Wessel Reijers, “Blockchain as a Confidence Machine: The 

Problem of Trust & Challenges of Governance,” Technology in Society 62 (August 1, 2020): 2, 

https://doi.org/10.1016/j.techsoc.2020.101284. 
26 “Trust” can be considered as different from “confidence.” For a comprehensive insight into the sociological 

debate on these two terms see: Fran Tonkiss and Andrew Passey, “Trust, Confidence and Voluntary 

Organisations: Between Values and Institutions,” Sociology 33, no. 2 (May 1999): 257–74, 

https://doi.org/10.1177/s0038038599000164. 

Confidence

Transparency

PredictabilityVerifiability
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Transparency, verifiability and predictability are cornerstone principles in the field of 

arms control. Availability of data offers empirical evidence on the conventional arms and 

capabilities of countries.27 This concerns not only information on military forces and 

weaponry, but also data on military doctrines and defence budgets – key elements underlying 

States’ military posture.28 However, transparency would not be sufficient to build confidence, 

if verifiability of compliance with arms control obligations were not possible. Data on arms 

control are to be assessable according to established and clear procedural tools which support 

monitoring and investigations.29 Finally, predictability is a pivotal factor influencing 

relationships between governments. Arms control agreements aim also to facilitate countries 

in the elaboration of assumptions on adversaries’ military strategies and plans.30 Uncertainty 

on other countries’ military intentions is a fundamental negative factor accelerating escalation 

between States.31 

Blockchain can strongly enhance transparency, verifiability and predictability. Not only 

does the digital ledger ensure availability of information, but it also renders data immutable 

and provides constant access to them. This highly increases transparency, thus facilitating 

positive relationships between countries. Moreover, such data are verified through shared 

consensus mechanisms which require countries to test the truthfulness of the new information 

about-to-be added to the Blockchain. Any node can access the information recorded on the 

ledger, therefore being able to constantly verify the blocks of data. Finally, the hashing 

algorithm and the ledger’s mathematical protocols ensures high predictability as it is possible 

to foresee the output for any given input.32 The possibility for countries to comprehensively 

                                                           
27 Mirko Sossai, “Transparency as a Cornerstone of Disarmament and Non-Proliferation Regimes,” in 

Transparency in International Law, ed. Andrea Bianchi and Anne Peters (Cambridge University Press, 2013), 

392–416, https://doi.org/10.1017/cbo9781139108843.022. 
28 Hans-Joachim Schmidt, “Verified Transparency : New Conceptual Ideas for Conventional Arms Control in 

Europe” (Frankfurt Am Main, Germany: Peace Research Institute Frankfurt, 2013). 
29 Krestin Vignard, Jane Linekar, and Valérie Compagnion, “Disarmament Forum. Arms Control Verification” 

(Geneva: United Nations Institute for Disarmament Research (UNIDR), 2010). 
30 Rebecca Lissner, The Future of Strategic Arms Control (Council on Foreign Relations, 2021), 

https://www.cfr.org/report/future-strategic-arms-control. 
31 Ibid. 
32 Primavera De Filippi, Morshed Mannan, and Wessel Reijers, “Blockchain as a Confidence Machine: The 

Problem of Trust & Challenges of Governance,” Technology in Society 62 (August 1, 2020): 2, 

https://doi.org/10.1016/j.techsoc.2020.101284. 

https://www.cfr.org/report/future-strategic-arms-control
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assess historical and current data on military arsenals, capabilities and doctrines reduces 

uncertainty and strengthens knowledge on actors’ behavioural patterns in the field of arms 

control. States are enabled to better foresee the outcome of potential inputs (e.g., weapons, 

doctrines, and military expenses). 

Therefore, Blockchain can lead to a highly positive behavioural model which can be 

viewed as a policy tool for innovating arms control.33 Indeed, it establishes transparency, 

verifiability and predictability, key behavioural and communication principles that build 

confidence among countries and pave the way for the development of agreements and 

procedures for CAC. Blockchain psychologically incentivises countries to implement arms 

control mechanisms.  

 

Smart contracts: the practical impact of Blockchain on CAC 

Blockchain has multiple practical implications for enhancing CAC. This technology guarantees 

better monitoring and verification of international agreements and improves arms supply 

chain.34 Blockchain-based smart contracts have the potential to revolutionise conventional 

arms control procedures by automating anomalies detection and strengthening exports control.  

Smart contracts are computer programmes that automatically self-execute as the pre-

agreed conditions are met.35 These Blockchain-based solutions are attracting the attention of 

international organisations such as the United Nations and the World Trade Organisation 

(WTO) which are testing their application in multiple fields.36 Such contracts provide constant 

                                                           
33 Lyndon Burford, “The Trust Machine: Blockchain in Nuclear Disarmament and Arms Control Verification” 

(London: Centre for Science & Security Studies (King’s College London), 2020), 

https://www.kcl.ac.uk/csss/assets/the-trust-machine-report.pdf. 
34 United Nations Institute for Disarmament Research (UNIDIR), “Innovation Dialogue Report” (United Nations 

Institute for Disarmament Research (UNIDIR), 2019), https://unidir.org/publication/innovations-dialogue-report. 
35 United Nations Centre For Trade Facilitation And Electronic Business, “White Paper on Blockchain in Trade 

Facilitation” (United Nations Economic Commission for Europe (UNECE), 2020). 
36 The European Union Blockchain Observatory & Forum, “Legal and Regulatory Framework of Blockchains and 

Smart Contracts” (The European Union Blockchain Observatory & Forum, 2019), 

https://www.eublockchainforum.eu/sites/default/files/reports/report_legal_v1.0.pdf; Petru Dumitriu, 

“Blockchain Applications in the United Nations System: Towards a State of Readiness” (Joint Inspection Unit, 

2020), https://www.unjiu.org/sites/www.unjiu.org/files/jiu_rep_2020_7_english.pdf. 

https://www.kcl.ac.uk/csss/assets/the-trust-machine-report.pdf
https://unidir.org/publication/innovations-dialogue-report
https://www.eublockchainforum.eu/sites/default/files/reports/report_legal_v1.0.pdf
https://www.unjiu.org/sites/www.unjiu.org/files/jiu_rep_2020_7_english.pdf
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verification of compliance with obligations and accelerate settlement of disputes.37 Moreover, 

they reduce the risk of malicious exceptions as clauses are pre-established and clearer.38 

In the field of conventional arms control, smart contracts enable the automation of 

detection procedures. Non-compliances can be easily detected, therefore fastening protocols 

and processes for tackling such issues. This can be achieved by combining Blockchain and 

Internet of Things (IoT). After pre-agreeing a site of storage for weaponry in a smart contract, 

items such as light weapons or ammunition can be provided with IoT-based geolocational 

devices which constantly signal their place of storage.39 If the items were moved out from the 

facility or area, the smart contract would register an anomalous location signal and warn the 

parties involved.40 This advantages verification procedures that do not need to be carried out 

on the ground. Indeed, teams can track the arms from remote without the need for physically 

inspecting facilities. 

Furthermore, smart contracts can strengthen control of arms exports. These 

technologies have already proved to be beneficial for the purpose of gun control. Researchers 

have designed smart contract-based firearms registry to track and trace guns from the 

manufacturing stage until the purchase of the weapons.41 This enhances control of products 

and maintains comprehensive shared registries of items. Producers, consumers and regulatory 

authorities are constantly informed on the production, storage and purchase of guns, thus 

facilitating transactions and improving security. Potentially, such a scheme can be replicated 

at the international level and is under evaluation by prominent researchers. For instance, in the 

U.S., the Stimson Center is assessing the potential of Blockchain for sensitive data 

                                                           
37 European Union Agency for Network and Information Security (ENISA), Distributed Ledger Technology & 

Cybersecurity : Improving Information Security in the Financial Sector (Heraklion: European Union Agency for 

Network and Information Security (ENISA), 2016). 
38 Merit Kolvart, Margus Poola, and Addi Rull, “Smart Contracts,” in The Future of Law and ETechnologies 

(Cham Springer International Publishing, 2016), https://link.springer.com/chapter/10.1007/978-3-319-26896-

5_7. 
39 Lyndon Burford, “The Trust Machine: Blockchain in Nuclear Disarmament and Arms Control Verification” 

(London: Centre for Science & Security Studies (King’s College London), 2020), 

https://www.kcl.ac.uk/csss/assets/the-trust-machine-report.pdf. 
40 Ibid. 
41 Chin-Ling Chen et al., “A Traceable Firearm Management System Based on Blockchain and IoT Technology,” 

Symmetry 13, no. 3 (March 8, 2021): 439, https://doi.org/10.3390/sym13030439. 

https://link.springer.com/chapter/10.1007/978-3-319-26896-5_7
https://link.springer.com/chapter/10.1007/978-3-319-26896-5_7
https://www.kcl.ac.uk/csss/assets/the-trust-machine-report.pdf
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management, verification of documents and digital identities, and traceability of items.42 The 

research centre is exploring whether Blockchain can better prevent unauthorised actors from 

obtaining military technology when items are exported. 

A Blockchain-based smart contract regime for arms exports can create a comprehensive 

inventory and provide access to items’ information (e.g., location, characteristics, and 

quantity). This enables parties to constantly monitor and verify. As the ledger is shared in its 

entirety, the audit process is more efficient and can be initiated by any member.43 Furthermore, 

if issues arose, the smart contract would rapidly inform the parties involved, thus fastening 

verification procedures and improving accountability.  

 

Designing a Blockchain-based mechanism for conventional ammunition control 

In its ‘OSCE Handbook of Best Practices on Conventional Ammunition,’ the Organisation for 

Security and Cooperation in Europe (OSCE) thoroughly addresses the stages, actions and 

conditions to implement conventional ammunition control.44 This requires governments, 

public authorities and private actors to carefully record numerous data on manufacturing, 

storing, transporting, and monitoring of ammunitions.45 Blockchain can enhance and improve 

the effectiveness and efficiency of such procedures by interconnecting the OSCE framework 

for conventional ammunition control. 

Such a system must be permissioned as sensitive information are recorded on the 

ledger. A permissioned Blockchain would provide higher degrees of confidentiality by 

encrypting information and charging only certain nodes of validation mechanisms.46 Each 

                                                           
42 Diego Cándano, “Blockchain for Export Controls,” Stimson Center, April 6, 2020, 

https://www.stimson.org/2020/blockchain-for-export-controls/. 
43 Christine McDaniel and Hanna C. Norberg, “Can Blockchain Technology Facilitate International Trade?,” 

(Mercatus Center, April 16, 2019), https://www.mercatus.org/publications/trade-and-immigration/can-

blockchain-technology-facilitate-international-trade. 
44 Organisation for Security and Cooperation in Europe (OSCE), “OSCE Handbook of Best Practices on 

Conventional Ammunition” (The Organisation for Security and Cooperation in Europe (OSCE), 2008), 

https://www.osce.org/it/fsc/33392. 
45 Ibid. 
46 Cindy Vestergaard, “An Internet of Nuclear Things Emerging Technology and the Future of Supply Chain 

Safeguards Information Management,” 2018, https://stanleycenter.org/publications/better-than-a-floppy-the-

potential-of-distributed-ledger-technology-for-nuclear-safeguards-information-management/. 

https://www.stimson.org/2020/blockchain-for-export-controls/
https://www.mercatus.org/publications/trade-and-immigration/can-blockchain-technology-facilitate-international-trade
https://www.mercatus.org/publications/trade-and-immigration/can-blockchain-technology-facilitate-international-trade
https://www.osce.org/it/fsc/33392
https://stanleycenter.org/publications/better-than-a-floppy-the-potential-of-distributed-ledger-technology-for-nuclear-safeguards-information-management/
https://stanleycenter.org/publications/better-than-a-floppy-the-potential-of-distributed-ledger-technology-for-nuclear-safeguards-information-management/
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country – the nodes – would be connected to the OSCE permissioned Blockchain-based system 

which would set standards, conditions and parameters for participating into the ledger. This 

DLT system would record multiple information on ammunition such as type, quantity, site of 

storage, certificates of possession and transportation. Data would derive from national 

inventories and would be updated by the nodes provided the validation by OSCE (Figure 2). 

Nodes would be incentivised to cooperate as Blockchain – as explained in the above-

section – provides a positive behavioural model which builds confidence. Countries would 

have full confidence in the correct operativity of the Blockchain-based control mechanism. The 

OSCE DLT system would function as a trans-national digital ledger which creates a 

comprehensive easily accessible inventory. Data on the Blockchain would result from nodes’ 

transfers of numerous information on ammunition: manufacturing, stockpiling, certificates of 

conformity, financial transactions etc. (Figure 3).  

 

 

Figure 2. Graphic representation of a potential OSCE permissioned DLT System for 

conventional ammunition control 
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Figure 3. Graphic example of nodes’ data on conventional ammunition to add the OSCE 

Blockchain. 

Finally, smart contracts between nodes within the OSCE framework would enhance 

auditing and verification, and guarantee accountability of countries. For instance, a smart 

contract on conventional ammunition control could define the quantity and site of storage of 

ammunition. By applying IoT devices such as sensors and location tags to stockpiles of 

ammunition, information on items could be rapidly verified from remote. If anomalies were 

detected, parties would be informed and could tackle the issues according to established 

procedures encoded in the smart contract or already existing frameworks for investigation and 

dispute settlement.  
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In addition, smart contracts would provide high-levels of confidentiality through 

cryptography, thus securing sensitive information such as geolocation of items47 – which would 

be revealed only to authorised nodes. Effective monitoring and securing of ammunition and 

materials stockpiles is fundamental as theft of technology is a concerning issue negatively 

affecting arms control.48 The smart contract could define also what actors are allowed to access 

storages, while IoT-based devices such as intelligent locks and card readers would provide data 

on access to the facilities where ammunition is stored.49 This would ensure that only authorised 

subjects have access to items. 

 

Conclusions 

The effectiveness of current arms control regimes is affected by diverse issues. Countries might 

perceive a tension between transparency requirements and their need for security. Moreover, 

if verification procedures are believed to be unreliable, States are disincentivised from 

complying with treaties. Finally, arms control regimes are negatively affected by difficulties in 

monitoring and tracing exports of weapons. 

Blockchain can effectively mitigate these issues. This technology offers a revolutionary 

behavioural model which provides multiple opportunities for confidence building. By 

improving transparency, verifiability and predictability, Blockchain develops a system that 

enable countries to have better knowledge of other states’ military postures, constantly verify 

information and elaborate more accurate assumptions. Furthermore, encryption guarantees a 

high degree of information security which ensures countries’ confidentiality requirements.  

From the practical point of view, smart contracts – a Blockchain-based solution – can 

revolutionise the detection of non-compliances with agreements and strengthen control of arms 

exports. Blockchain-based registries collect data on the entire supply chain by providing 

information on all the parties, documents and steps involved in the production, transportation, 

                                                           
47 Lyndon Burford, “The Trust Machine: Blockchain in Nuclear Disarmament and Arms Control Verification” 

(London: Centre for Science & Security Studies (King’s College London), 2020), 

https://www.kcl.ac.uk/csss/assets/the-trust-machine-report.pdf. 
48 Nina Tannenwald, “Keeping Weapons from Terrorists: The Urgent Need for Arms Control,” The Brown Journal 

of World Affairs 8, no. 2 (2002): 27–36, http://www.jstor.com/stable/24590242. 
49 Y. Andaloussi et al., “Access Control in IoT Environments: Feasible Scenarios,” Procedia Computer Science 

130 (2018): 1031–36, https://doi.org/10.1016/j.procs.2018.04.144. 

https://www.kcl.ac.uk/csss/assets/the-trust-machine-report.pdf
http://www.jstor.com/stable/24590242
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storage and purchase of weapons. In addition, the combination of Blockchain and IoT 

technologies enable constant monitoring which can take place from remote. 

 Reinforcing the OSCE framework for conventional ammunition control with 

Blockchain represents an example of the practical advantages DLT technology provides to 

governments and international organisations. Distributed immutable digital ledgers facilitate 

the monitoring of conventional ammunition by recording data from the manufacturing process 

until the storage of items. Smart contracts, combined with IoT technologies, can then ensure 

improved auditing and accountability by fastening the detection of anomalies. 

Despite the advantages this technology brings about, Blockchain might be affected by 

cyberthreats which undermine its security. However, this study does not cover the potential 

issues affecting DLTs’ cybersecurity. Hence, further research is needed in order to 

comprehensively explore the potential of Blockchain for conventional arms control and warn 

against threats and menaces. 
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