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I am pleased to present the Report on 
Emerging Practices in Cybersecurity- 
Related Public-Private Partnerships 
and Collaboration in OSCE participating 
States. The report evidences the  imple- 
mentation of OSCE cyber/ICT security 
Confidence-Building Measure 14, which 
encourage states to establish public-
private partnerships to respond to 
common security challenges stemming 
from the use of Information and 
Communication Technologies. It provides 
examples of existing practice from 
the OSCE region, as well as baseline  
recommendations to support future  
efforts. 

Since 2013, OSCE participating States 
adopted 16 confidence-building mea- 
sures for cyber/ICT security, making 
the OSCE the first regional organization 
to develop such measures. The OSCE 
continues to play a pioneering role in 
this regard, with recent United Nations 
processes on international ICT security 
recognizing the importance of regional and 
sub-regional organizations in developing 
and implementing confidence-building 
measures in their regions.

With CBM 14, OSCE participating 
States underlined the significance of a 
multistakeholder approach to cyber/
ICT security, in particular through the 
structured co-operation with the private 
sector. There is broad recognition that 
such collaboration can increase cyber 
resilience and strengthen national  pre- 
paredness. On an international level, 
the exchange of good practices and 
lessons-learned on this topic serves 
as a confidence- and capacity-building 
exercise, which the OSCE’s Transnational 
Threats Department is privileged to 
support. 

Alena Kupchyna

Co-ordinator of Activities
to Address Transnational Threats

OSCE Secretariat 

In the OSCE, we have already seen a 
number of such constructive exchanges. 
In fact, CBM 14 has received widespread 
attention and, as showcased by the 
concrete examples of public-private 
partnerships in this report, considerable 
national implementation. Through the 
‘Adopt a CBM’ initiative, inaugurated in 
2018 by the Chair of the Informal Working 
Group established by Permanent Council 
Decision No. 1039, this measure is 
sponsored by a group of six participating 
States, whose efforts were instrumental 
for this report. 

The report builds upon previous 
studies done by participating States, 
which gathered examples of public- 
private collaboration in cyber/ICT security. 
It further develops on these findings 
through a series of interviews conducted 
with public sector representatives 
actively involved in co-operation with the 
private sector. By highlighting examples 
of emerging practices and discussing 
concrete modalities of public-private 
partnerships, the report hopes to serve 
as a capacity-building tool for experts 
and policy-makers and support the 
formulation and implementation of na- 
tional policies related to cyber/ICT 
security. 
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Executive summary

Today’s societies are highly dependent on 
digital technologies or are transforming 
in a manner that suggests even higher 
levels of dependency in the future. 
Cyber/ICT security and resilience are 
and will remain critical to the economic 
and social wellbeing of societies and to 
national and international security. Today, 
it may be challenging for governments 
to have the means and capacity to fully 
understand and respond to the growing 
number of cybersecurity-related threats 
and challenges their countries are facing. 
As with other forms of dependencies, 
governments are increasingly relying on 
co-operation and collaboration with the 
private sector and other non-governmental 
actors to respond to these threats and 
challenges, and the public policy needs 
and concerns that stem from them. 

Many governments have introduced 
aspirations relevant to public-private 
partnerships and other such arrangements 
into their national cybersecurity policies 
and strategies. Such aspirations were 
originally focused on a narrow conception 
of cybersecurity and a public-private 
relationship model in which the market and 
industry self-governance would ensure 
cybersecurity, while governments would 
ensure open markets so that innovation 
could thrive. The increase in the scope 
and scale of threats in parallel with growing 
dependencies on digital technologies 

over the past two decades has, however, 
confirmed that the market and voluntary 
mechanisms do not in themselves 
produce cybersecurity, let alone resilience, 
and can misalign with broader national 
security, societal and normative goals. An 
alternative approach is one centered on 
creating regulatory regimes anchored in 
norms, rules, oversight and enforcement 
procedures and practices. Yet, such 
regimes are difficult to put in place in a 
constantly shifting environment. Over-
regulation may misalign with both existing 
and emerging security threats, and they 
can slow or undercut innovation and 
reduce the incentives for private sector 
participation. It can also misalign with 
other obligations and duties, including 
those aimed at minimizing harm to the 
public. Striking a balance between the 
two has therefore been the imperative of 
many countries as they seek to engage 
with the private sector on cybersecurity 
and resilience-related issues in recent 
years. Again, this is not always easy 
since motivations and interests can differ 
significantly. In this regard, ensuring that 
public-private partnerships and other 
such arrangements are underpinned by 
key principles such as transparency and 
accountability is essential, notably when 
they are established to solve specific 
public policy problems, upon which 
national security is also contingent. 
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As this report demonstrates, there is no 
one single model for how public and private 
actors work together on cybersecurity and 
resilience-related issues. The character 
of public-private partnerships and other 
such arrangements, how they emerge 
and are implemented is influenced by the 
political, economic and social system, as 
well as the governance structure of each 
country. They are also shaped by the 
character of a country’s national digital 
eco-system, which in turn is influenced 
by a range of issues, including a country’s 
level of economic development; its fiscal, 
regulatory, and industrial policies; levels of 
investment in research and development; 
a country’s education system; and many 
other factors. 

In the OSCE region public-private part-
nerships, co-operative and collaborative 
arrangements have been established for 
a wide range of purposes: for sector- or 
topic-specific information or threat intel-
ligence sharing; vulnerability disclosure; 
for responding to a particular type of 
cybersecurity problem (e.g., for countering 
ransomware, phishing, botnet eradication); 
for general or sector/specific awareness 
raising, cyber hygiene, capacity-build-
ing and for educational purposes. These 
range from formal, contract-based or 
regulated public-private arrangements to 
informal, voluntary collaborative networks 
or clusters. 

The modalities for implementing these 
arrangements are just as wide-ranging.

Many of the existing arrangements dis-
cussed throughout the report have 
emerged organically in response to a 
shifting cybersecurity threat landscape, 
sometimes at the initiative of a government 
agency or of a company that has iden-
tified a particular problem that requires 
solving. In other instances, national cyber-
security strategies provide a framework 
for co-operation and collaboration. In 
others, national legislation or regulation 
requires the private sector to co-operate 
with public authorities. This is increasingly 
the case where reporting of cybersecurity 
incidents affecting the networks and sys-
tems of critical sectors and services is 
concerned. Incentivizing participation and 
building trust across actors and sectors 
has emerged as both an objective and 
challenge in these relations. 

That public-private partnerships and 
other such arrangements can enhance 
cybersecurity and resilience is not a new 
consideration. What is new is emerging 
thinking on how they can produce positive 
dividends, not just for meeting narrow 
national security objectives of individual 
countries, but also for meeting broader 
whole-of-society objectives both within 
and beyond national borders.  
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Finally, some participating States have noted that lessons shared on CBM 14 
implementation within the OSCE Informal Working Group established by Permanent 
Council Decision No. 1039 (IWG) have been very useful, helping them shape similar 
initiatives in their own countries, redesign or redirect them. The report demonstrates  
that there is a clear appetite amongst most participating States to continue sharing 
emerging practices and lessons on cybersecurity-related public-private partnerships 
and other such arrangements within the OSCE framework, as long as these examples 
and lessons are topic-specific, focus on practical outcomes, and include both the public 
and private actors involved in the examples that are shared, as appropriate. 

With the latter in mind, the report presents these emerging practices and lessons as 
baseline recommendations and organizes them under the rubrics of purpose, policy, 
process and people. It further suggests that they be taken up within further exchanges 
among OSCE participating States and between the OSCE and other regions in line with 
the spirit and intent of the OSCE cyber/ICT security Confidence-Building Measures, 
particularly CBM 14. Such discussions can potentially be organized around topics that 
OSCE participating States have identified for further discussion. 

These include exchanges on

 · how other participating States as well as governments in 
other regions establish and maintain collaborative relations 
with small and medium enterprises, research institutes or 
specific critical infrastructure sectors; 

 · trusted and secure platforms for information exchange; 

 · rapid response capacities; 

 · incentive-accountability structures in cybersecurity-related 
public-private partnerships; 

 · monitoring and oversight of such arrangements.



11

Purpose

Process

Policy

People

Cybersecurity-related public-
private partnerships (PPPs) and 
other such arrangements should 
have a clearly defined purpose. 

Cybersecurity-related PPPs and 
other such arrangements should 
be clearly outlined in national 
policy and/or legislation. 

Cybersecurity-related PPPs and 
other such arrangements require 
clear implementation modalities 
or governance structures to help 
ensure that goals are met and that 
appropriate incentive-accountability 
structures are considered from the 
outset. 

Cybersecurity-related PPPs and 
other such arrangements require 
clarity about who should be 
involved and for what purpose. 

ExECUTIVE SUMMARY
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Background and introduction

In line with OSCE Confidence-Building Measure 14 “[p]articipating States will, on 
a voluntary basis and consistent with national legislation, promote public-private 
partnerships and develop mechanisms to exchange best practices of responses to 
common security challenges stemming from the use of ICTs.”1 In 2021, the OSCE CBM 
14 Group2 launched a study to determine the level of engagement of OSCE participating 
States with this specific CBM.3 

This report builds on that study and the accompanying report that was shared with 
participating States to provide an overview of emerging practices in cybersecurity-
related public-private collaboration in OSCE countries. It also draws from an additional 
series of 23 interviews with participating States conducted between July and October 
2022, as well as a review of publicly available documentation referenced during the 
interviews. 

Throughout the report the term ‘public-private arrangements’ is often used in lieu of the 
term ‘public-private partnerships’. This decision is informed by the interviews with and 
submissions of participating States on current practices relevant to CBM 14: while for 
some States there is a preference to use the term ‘public-private partnerships’ since it 
is enshrined in national law and policy, for others, the alternative more aptly captures 
the broad range of relational models involving public and private actors that leverage  
co-operation and collaboration to address cybersecurity threats affecting the economies, 
societies and security of OSCE participating States. 

Finally, the views reflected in the report are principally those of government stakeholders, 
all of which acknowledged the need to include private actors in future work on this topic, 
including in relevant exchanges on CBM 14 at the OSCE.

1 OSCE Permanent Council Decision No. 1202, 10 March 2016:  https://www.osce.org/pc/227281

2 The OSCE CBM 14 Group currently consists of: Austria, Belgium, Estonia, Finland, Italy and Sweden. These participating 
States are championing the implementation of CBM 14 under the ‘Adopt a CBM’ initiative. The initiative was inaugurated in 
2018 by the Chair of the OSCE Informal Working Group established by Permanent Council Decision No. 1039 to promote 
ownership of individual CBMs by interested participating States to explore concrete modalities of their implementation.

3 PC.CBM/3/21 “Report on main insights from the OSCE Cyber/ICT Security Confidence-Building Measure 14 questionnaire 
on public-private partnerships”, circulated on 10 September 2021.
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Purpose (general)

Cybersecurity-related public-private partnerships 
(PPPs) and other such arrangements should have a 
clearly defined purpose. This requires:

 · A clear understanding of the national cybersecurity ecosystem.

 · A clear understanding of the strengths and weaknesses of relevant public 
and private sector entities in the country vis-à-vis the cybersecurity and 
resilience challenges that need to be addressed.

 · Identifying areas in which public-private co-operation could address 
identified challenges.

 · Identifying how to incentivize engagement of relevant private sector and 
other actors.

 · Identifying whether a dedicated government position for facilitating or co-
ordinating relations between the public and private sector needs to be 
established.
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Today, responding to cybersecurity threats 
involves having a clear understanding of the 
scope and scale of the cybersecurity and 
resilience-related threats and challenges 
the country is facing and setting clear goals. 
Co-operation and collaboration across 
sectors are increasingly viewed as an 
effective approach for meeting such goals, 
not least since private actors develop and 
own many of the technologies, products 
and services upon which the wellbeing 
of society depends and have insights 
that can differ significantly from those of 
government agencies.  

There is acknowledgement across many 
OSCE participating States that while  
governments set policy and law, they alone 
may not be able to identify and attend to 
the scope and scale of cybersecurity- 
related challenges, nor cover the costs of 
doing so. Recent significant cybersecuri-
ty incidents and their spillover effects on 
businesses and societies across the globe 
are an important reminder of the need for 
partnerships and other forms of collabora-
tion with the private sector, and with other 
actors. 

Evidently, private sector entities cannot 
replace the role of government authorities 
where national security, public safety and 
other public goods are concerned, but they 
can contribute positively to meeting those 
goals. However, their motivations and 
incentives do not always align with those 
of governments. These misalignments can 
be particularly problematic where national 
security and public safety are concerned, 
since industry actors are often reluctant 
to invest resources that go beyond their 
immediate business needs or in initiatives 
that may increase costs, undermine their 
business activities and pose reputational 
risks. On their part, governments may not 
provide the necessary incentives to ensure 
meaningful engagement of private actors. 
This is particularly problematic where 
information or threat intelligence sharing 
is concerned. As in other public policy 
areas, these relationships come with many 
benefits and trade-offs. They can take time 
to nurture and may well start on the basis 
of limited trust. 

Information or 
threat intelligence 
sharing

Coordinated 
vulnerability 
disclosure (CVD)

Countering 
ransomware

Phishing and 
botnet eradication

Awareness 
raising and 
cyber hygiene

Capacity-building 
and education
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As evidenced throughout the report, in the 
OSCE region public-private partnerships 
and other such arrangements have been 
established for a wide range of purposes: 
for sector- or topic-specific information or 
threat intelligence sharing; coordinated 
vulnerability disclosure; for responding to 
a particular type of cybersecurity problem 
(e.g., for countering ransomware, phish-
ing, botnet eradication); for general or 
sector/specific awareness raising, cyber 
hygiene, capacity-building and educa-
tional purposes. These range from formal, 
contract-based or regulated public-private 
partnerships to informal, voluntary collabo-
rative networks or clusters. The modalities 
for implementing these arrangements are 
just as wide-ranging.4 In the sections that 
follow, the report offers practical examples 
of public-private partnerships and other 
such arrangements from the OSCE region 
with reference to the purposes mentioned. 

Approaching cybersecurity from a co-
operative and collaborative perspective 
involves having a deep understanding of 
the cybersecurity ecosystem in the country 
and the strengths and weaknesses of 

4 PC.CBM/4/21 “CBM 14 Projects from the questionnaire”, circulated on 06 December 2021.

relevant public and private sector entities 
vis-à-vis the cybersecurity and resilience 
challenges that need to be addressed. 
It also includes understanding how all 
stakeholders involved can benefit from the 
collaboration, in a manner that ensures 
that the public good is both a driver and 
a goal of the collaboration. For example, 
governments engaging with the private 
sector may draw from the resources, 
expertise, and insights of the private sector 
to address cybersecurity threats that 
prevent them from meeting public policy 
goals. For states with limited resources, 
this can be game-changing. Private sector 
entities benefit by having access to threat 
information that can help them protect 
their business. For SMEs, co-operation 
with the public sector can help secure 
more resources, skills and support for 
incident response and recovery. During 
the pandemic the increase in these forms 
of co-operation proved enormously 
valuable and, in some instances, have 
provided SMEs with an opportunity to help 
shape cybersecurity-related policy and 
regulation, as well as incentive structures 
within their respective sectors. 
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Policy

Cybersecurity-related PPPs and other such 
arrangements should be clearly outlined in national 
policy and/or legislation. This requires:

 · Acknowledgement of the importance of public-private arrangements in 
national cybersecurity policy and strategy, including through the articulation 
of how the arrangement will contribute to attaining national security, 
economic and social development goals, details of which can be included 
in related action plans. 

 · Consultation with relevant private entities in policy, legislative and regulatory 
decisions that will affect them. 

 · A commitment to establishing transparency and oversight mechanisms for 
public-private arrangements and related activities. 



18

Albania, National Cyber Security Strategy (2020-2025) 

Examples of references to public-private partnerships and other such arrangements in the 
national cybersecurity strategies of OSCE participating States

“Coordination and cooperation among all actors are the core element to guarantee success. 
Cooperation with the private sector should be strengthened because of the Information and 
Communication Technology (ICT) rapid development dynamic. ICT security and development 
in the state administration can only be enhanced with close cooperation and in coherence with 
technology developments and trends”.

Czech Republic, National Cyber Security Strategy (2021-2025) 

“Ensuring cyber security involves coordination among many states and non-state bodies to 
enable the Czech Republic to effectively face even the most serious and complex challenges and 
threats. A common, integrated, and national approach to providing security in cyberspace and 
the fight against cyber threats is essential. (…) Leaving cyber security solely to the Czech state 
is not enough, however. Every institution, private company, and individual has their role and can 
positively contribute to cyber security. The Czech Republic must therefore set up and support a 
cyber security policy that will consistently incorporate all of society into cyber security processes 
and thus increase its resilience to cyber threats”. 

Denmark, National Strategy for Cyber and Information Security (2022-2024) 

“Through a number of concrete actions in the strategy, the government is strengthening public-
private cooperation on cyber and information security. The initiatives ensure better opportunities 
for knowledge and experience exchange, strengthen the advisory efforts towards public 
authorities, companies and citizens and contribute to the competitiveness of Danish companies 
through concrete tools”.

Estonia, Cybersecurity Strategy (2019-2022) 

“We will maintain an active and cohesive cybersecurity community. To do so, we will offer technical 
information streams, organize joint exercises and involve the private sector and academic 
competence in legislative drafting and strategic planning processes. (…)We will support effective 
cooperation between state, academia and the private sector’s key partners. To this end, we will 
launch a cluster that facilitates both domestic and international cooperation”.

EMERGING PRACTICES IN CYBER/ICT SECURITY PPPs

OSCE participating States increasingly highlight the importance of working with private 
sector entities on cybersecurity issues in domestic legislation, policy and strategy. 
Some participating States anchor their engagement with the private sector in national 
legislation. Many more use policy instruments for that purpose. This is evident in the 
number of national cybersecurity strategies that include provisions on public-private 
collaboration, which generally cover opportunities of collaboration with the private sector 
for the economy, society and the general national interest. Such provisions provide the 
rationale – sometimes value-based – for such collaboration. 
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Finland’s Cyber Security Strategy (2019) 

“Cyber security preparedness requires cooperation among various actors in society, the central 
government and the business community as well as skills strengthening in different sectors. 
Interdependencies in the digital operating environment require a comprehensive architecture that 
takes cyber security into account. Continuity of operations and preparedness for incidents require 
expertise in procurement and tendering, implementation assessment of contractual obligations 
and comprehensive management of the supplier network and supply chains. (…) National cyber 
security will be built in cooperation among the authorities, the business community, organisations 
and citizens, when everyone can contribute to our shared cyber security”.

Italy, National Cybersecurity Strategy (2022-2026) 

“Transversal to the (…) goals of protection, response, and development, as well as to the enabling 
factors of training, promotion of the cybersecurity culture, and cooperation, is the Public-Private 
Partnership (PPP) that fully permeates this strategy [which is] based (…) on a “whole-of-society” 
approach in which the public sector acts synergically with the industry, civil society, academia 
and research, as well as the media, families, and individuals, to strengthen the cyber resilience of 
the Country and the society as a whole. Moreover, cyberspace is made up of ICT products and 
services mainly produced or provided by private entities. For this reason, this strategy cannot 
exclude the close cooperation and continuous public-private consultation which translates into 
a series of structured actions, such as cyberspace monitoring through the cooperation of SOCs, 
incidents mitigation through CSIRTs collaboration and qualified incident response, the network of 
test laboratories, as well as training and awareness dissemination”.

Slovakia, The National Cyber Security Strategy (2021-2025) 

“Security in general is one of the primary interests of any democratic country with the rule of 
law. The field of cybersecurity is no exception, and it is more globalized as cyberattacks do 
not recognize national borders and attackers need not be explicitly citizens of the country in 
which the attack originates from. Therefore, it is very important that the state creates very strong 
partnerships at international level, exchanges experiences, knowledge and information, and 
afterwards applies them at national level. Cooperation and confidence building between entities 
of public administration, the private sector and academia ensures cybersecurity development”. 

Republic of Serbia, National Information Society 
and Security Development Strategy (2021-2026)

“Cooperation between the public and the private sectors is one of the key elements of information 
security of every country. Namely, limitations which exist on both sides in responses to challenges 
of information security impose the need to establish partnerships, particularly in case when 
incidents significantly jeopardise information security. In public-private partnership, finding the 
appropriate cooperation mechanism is not the only issue; instead, there is also the issue of 
creating trust between them that will contribute to strengthening of capacities and increasing the 
level of information security”. 

Türkiye, National Cyber Security Strategy (2020-2023) 

“By establishing an organic cyber security network, it is aimed to develop cooperative efforts 
where people from all segments who are working or interested in cyber security field can share 
knowledge and experience. (…) It is of great importance to increase knowledge exchange 
between public institutions and private sector regarding cyber threats and form new connections 
with stakeholders, mainly the young population who have studies in the field of cyber security”.

POLICY
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United Kingdom, National Cyber Security Strategy (2022) 

“Central to our strategy will be a whole-of-society approach to cyber. We need to build an 
enduring and balanced partnership across the public, private and third sectors, with each playing 
an important role in our national effort”. 

United States Department of Homeland Security, 
Cybersecurity Strategy (2018-2023) 

“The growth and development of the Internet has been primarily driven by the private sector 
and the security of cyberspace is an inherently cross-cutting challenge. To accomplish our 
cybersecurity goals, we must work in a collaborative manner across our Components and with 
other federal and nonfederal partners.”.

European Union, NIS2 Directive (2022) 

“Public-private partnerships (PPPs) in the field of cybersecurity can provide an appropriate 
framework for knowledge exchange, the sharing of best practices and the establishment of a 
common level of understanding among stakeholders. Member States should promote policies 
underpinning the establishment of cybersecurity-specific PPPs. Those policies should clarify, 
inter alia, the scope and stakeholders involved, the governance model, the available funding 
options and the interaction among participating stakeholders with regard to PPPs. PPPs can 
leverage the expertise of private-sector entities to assist the competent authorities in developing 
state-of-the-art services and processes including information exchange, early warnings, cyber 
threat and incident exercises, crisis management and resilience planning”. 

Associated action plans often include explanations of how such aspirations will contribute 
to greater cybersecurity and resilience and provide more detail regarding key areas for 
collaboration such as information/threat intelligence sharing, including 

 · around critical infrastructure protection;

 · early warning;

 · education;

 · workforce development;

 · up-skilling and cybersecurity-related R&D;

 · growth and innovation.
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In most cases, OSCE participating States have included consultations with private actors 
in the process of developing their national cybersecurity strategy. This is a significant 
development from just a decade ago. 

Sometimes such collaboration can happen at the stage of action plan development. For 
instance, in Kazakhstan, a working group involving a wide range of actors including 
professional and industry associations, higher educational institutions, and industry was 
established “to analyse the status of informatization at government agencies, automation 
of public services, prospects for the digital economy, and modernization of production 
processes, aiming to expand the scope for ICT services”.5 It also studied international 
experience in protecting national ICT infrastructure. The resulting Action Plan is currently 
being implemented. 

Some OSCE participating States also establish specific public-private bodies to 
accompany implementation of their cybersecurity strategy. The UK National Cyber 
Advisory Board is one such example, set up to ensure government exposure to 
alternative viewpoints and networks from across the national cyber ecosystem, “to 
support the delivery across all five pillars of the strategy”.6

Such consultative efforts help ensure that strategies are comprehensive and reflect the 
diversity of issues to be tackled and the diversity of voices of the stakeholders involved. 
It can help reinforce the legitimacy of the strategy and its implementation modalities and 
manage expectations.

Other policy-related developments are evident in OSCE countries. For instance, the 
past few years have seen a policy shift in some jurisdictions regarding whether and how 
regulation can contribute to strengthening cybersecurity and resilience. Breaking with the 
norm of leaving cybersecurity to the self-correcting forces of the market and to voluntary 
industry measures, governments are increasingly looking to regulate the cybersecurity 
practices of entities viewed as critical to enabling digital transformation dividends, and to 
national security. For instance, due to the increase in cyber threats, several participating 
States have enacted or are enacting rules requiring entities within certain sectors to 
report serious cybersecurity incidents affecting their networks and systems and to 
regularly share information. Such efforts can be met with resistance. Nonetheless, 
transparent consultative processes on new rules, including on incentive-accountability 
structures, and public-private arrangements to accompany the development of the new 
rules as well as their implementation, can help accommodate concerns. 

For members of the European Union (EU), reporting and information sharing 
requirements were introduced into the 2016 Network and Information Security (NIS) 
Directive. The revised Directive (NIS2) aims to strengthen existing cybersecurity risk-
management measures and reporting obligations across the sectors that fall within 
the scope of the Directive (energy, transport, banking, financial market infrastructures, 
drinking water, healthcare and digital infrastructure). 

5 https://www.itu.int/hub/2022/08/implementing-kazakhstan-cybersecurity/

6 https://www.gov.uk/government/news/cabinet-office-appoints-national-cyber-advisory-board-co-chair
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To this end, the revised Directive “(…) 
provides that Member States shall lay 
down cybersecurity risk management and 
reporting obligations for entities referred 
to as essential entities in Annex I and 
important entities in Annex II; (c) provides 
that Member States shall lay down 
obligations on cybersecurity information 
sharing”.7

The review of the Directive involved 
consultations with a broad range of 
stakeholders through different formats 
including open consultations, workshops, 
country visits and interviews. A co-
ordinating body – the Co-operation Group 
– is expected to act as a forum for 
engaging with private stakeholders from 
across the EU on the Group’s activities 
and challenges that may emerge around 
NIS2 implementation. 

In the United States, the 2022 Cyber 
Incident Reporting for Critical 
Infrastructure Act (CIRCIA) lays 

7 The Directive applies to public or private essential entities operating in the energy; transport; banking; financial market 
infrastructures; health, drinking water; waste water; digital infrastructure; public administration and space sectors 
and to certain important entities operating in other sectors including postal and courier services; waste management; 
manufacture, production and distribution of chemicals; food production, processing and distribution; manufacturing and 
digital providers: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52020PC0823

the basis for the national Cyber and 
Infrastructure Security Agency (CISA) 
“to develop and implement regulations 
requiring covered entities to report 
covered cyber incidents and ransomware 
payments to CISA”. The aim of these 
reports is to allow CISA to rapidly deploy 
resources and render assistance to 
victims suffering attacks. They are also 
expected to help CISA strengthen existing 
capacities to spot trends, and quickly 
share information with network defenders 
to warn other potential victims. The Act 
also requires CISA to consult with a broad 
range of public entities throughout the 
rulemaking process and has committed 
to receiving input from private actors that 
will be covered by the regulations. Until 
the CIRCIA rulemaking process is finalized 
and the reporting requirements come into 
effect, CISA has encouraged voluntary 
reporting by relevant entities, including 
through existing threat intelligence and 
information-sharing partnerships.
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Process

Cybersecurity-related PPPs and other such 
arrangements require clear implementation 
modalities or governance structures to help ensure 
that goals are met and that appropriate incentive-
accountability structures are considered from the 
outset. This includes joint confirmation by the 
public and private actors involved on:

 · The specific goals of the arrangement and the specific problems it is setting 
out to solve.

 · The activities that the arrangement will undertake to attain the agreed goals.

 · Lifespan and funding sources.

 · Security or non-disclosure requirements and protocols that need to be 
put in place and the cyber hygiene practices that need to be promoted 
amongst participants.

 · Mechanisms for monitoring and oversight of activities undertaken.

 · Mechanisms for reviewing and updating implementation modalities or 
governance structures of the overall PPP/arrangement. 

 · Communications/outreach strategy.
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As noted, a national cybersecurity strategy may lay out the broad contours of public-
private collaboration. In addition to determining the purpose of a given public-private 
arrangement, its proponents will also need to suggest how it intends to achieve said 
goals. 

Implementation modalities 
/ governance structure

There is no single governance model of a 
cybersecurity-related public-private part-
nership or other such arrangement. The 
model will generally be informed by con-
text, including the political and economic 
system and governance structure of a 
given country, as well as the nature of the 
problem or issue to be resolved, i.e., its 
actual purpose. This makes it difficult to 
propose a general definition of or blueprint 
for establishing them. Nonetheless, there 
are commonalities among most of the 
public-private arrangements identified in 
the report, notably that there tends to be 
clarity around their scope, the stakehold-
ers that are involved, the implementation 
modalities or governance structures of the 
arrangements - which range from highly 
structured, to informal. Many also require 
trusted and secure forms of participation 
and communication. Where there appears 
to be less focus across all examples is 
on how participating States monitor and 
assess the contribution of these arrange-
ments to broader cybersecurity and 
resilience goals. 

Common models or structures of cyber- 
security-related public-private partner-
ships and other such arrangements in 
OSCE participating States include those 

organized under the umbrella term of 
‘cybersecurity clusters’ or ‘hubs’. They are 
an approach, generally emerging from the 
private sector and/or academia, that bring 
together the resources, capabilities and 
competencies of industry, academia and 
government within a country’s cybersecu-
rity ecosystem. Incentives are created by 
sharing information, pooling knowledge, 
identifying workforce challenges, creat-
ing networking opportunities and R&D 
activities, including for locally developed 
cybersecurity solutions that can be scaled 
nationally and internationally.

Cyber clusters or hubs vary in sophis-
tication. Some can be quite simple 
arrangements, serving as basic informa-
tion sharing and networking platforms 
and for encouraging collaboration around 
emerging issues. For countries or regions 
within a country with an emerging digital 
ecosystem, these kinds of arrangements 
are an important starting point for collab-
oration. In some such instances, other 
more elaborate or mature clusters have 
been approached to provide advice on 
their establishment. There is also a healthy 
interaction between national cybersecurity 
clusters, including through Global Epic, an 
international confederation of clusters.
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In terms of concrete activities, some of 
these arrangements provide services or 
facilitate access to knowledge and solutions. 
This is the case of Portugal’s Digital 
Innovation Hub - C-HUB, which offers 
innovative multi-disciplinary cybersecuri-
ty services across the country, specifically  
targeting SMEs, or Denmark’s Cyber-
Hub, which facilitates partnerships between 
innovative Danish start-ups in cybersecu-
rity and research and/or the public ser-
vice. Similarly, the Estonian Information 
Security Association (EISA) boosts 
cross-sectorial co-operation between 
academia, private sector as well as the 
government and intends to enhance R&D 
activities in the domain of cybersecurity.

Cybersecurity clusters can also identify 
and provide opportunities for responding 
to the needs of a national cybersecurity 
ecosystem, including systemic workforce 
challenges. This includes developing 
mechanisms and tools that can categorize 
cybersecurity work and roles, while also 
assisting cybersecurity jobseekers by 
matching their skills with industry needs. 
An example of such a tool is Cyber  
Ireland’s National Initiative for Cyber-
security Education workforce frame-
work, in turn developed on the basis of

8 ‘Workforce Framework for Cybersecurity (NICE Framework), National Institute of Standards and Technology (NIST), 
Special Publication 800-181, Revision 1, https://doi.org/10.6028/NIST.SP.800-181r1

9 https://ukc3.co.uk/cyber-cluster-operating-framework/

the United States National Institute 
of Standards and Technology (NIST) 
workforce framework.8 Such cybersecurity 
clusters may be managed by a dedicated 
privately-run secretariat, as in the case of 
the Hague Security Delta or in their early 
stages, an academic institution as in the 
case of Cyber Ireland. In others, such 
as the Turkish Cyber Security Cluster, 
government bodies may be the co-ordina-
tors. 

Often, national cyber cluster arrangements 
develop operational guidance. For in-
stance, the UK Cyber Cluster Collab-
oration (UKC3) Network has worked 
with national cluster leads from across 
the country to develop an agreed oper-
ating framework for cyber clusters. The 
Cyber Cluster Operating Framework9 

comprises a common set of principles, 
objectives and outcomes that provide 
a clear definition of a cluster’s remit and  
objectives, enabling stakeholders to better 
understand and support the work that 
clusters do in developing and growing 
their local cyber ecosystem. To incentiv-
ize the use of the framework, there is an  
expectation that cyber clusters seeking 
formal recognition and funding from UKC3 
apply it. 
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Other kinds of structures that promote public-private collaboration include those led by 
government. These are wide-ranging across OSCE participating States. They include 
Sweden’s Cyber Security Council, a co-operation forum with broad representation 
from the public and private sector, as well as academia. The Council serves as a 
strategic resource for the Swedish Civil Contingencies Agency in its work to support and 
co-ordinate cybersecurity as well as in analyzing and assessing external developments 
within the area. Latvia’s Information Technology and Information Systems 
Security Experts Group (DEG), involves experts from various national organizations 
including from the private sector. The Group

 · provides a platform for information exchange on IT/IS threats; 

 · encourages and supports professional growth of members of the group; 

 · pools resources for capacity-building / educational purposes on IT/IS security 
topics;

 · supports the national computer incident response team, CERT.LV. 

Beyond cyber clusters, hubs and similar structures, several OSCE participating States 
highlighted work underway with private actors on specific cybersecurity problems, such as

 · protecting the healthcare sector; 

 · strengthening e-government services, including e-identity solutions; 

 · early warning; 

 · software security and supply chain risk management; 

 · phishing mitigation; 

 · coordinated vulnerability disclosure; 

 · botnet eradication, to name but a few. 

Each of these initiatives have very different goals and governance modalities and 
involve very different actors. For instance, since the onset of the COVID-19 pandemic, 
healthcare sector entities across the globe have been the target of cyberattacks that 
have had significant economic implications as well as direct and indirect impacts on 
patients. Significant attention is now being paid to strengthening public-private efforts 
to prevent and mitigate such attacks. One such effort is the collaboration between the 
Czech Republic, Microsoft and the Cyber Peace Institute that has resulted in a 
Compendium of Multistakeholder Perspectives on Protecting the Healthcare Sector 
from Cyber Harm.10 The Compendium is the result of several workshops involving 
public and private actors on a range of technical, operational and normative aspects 
relevant to the protection of the healthcare sector. 

10 https://cyberpeaceinstitute.org/compendium-of-multistakeholder-perspectives/ 
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Another example relates to the 
development of e-identity (eID) solutions, 
currently a concern of countries across the 
globe as they move to digitalize and ensure 
the security and resilience of government 
services. In Estonia, for example, the 
government has co-operated closely 
with the private sector in developing and 
implementing such solutions since the 
beginning of 2002. While the Information 
Systems Authority is responsible for 
shaping a vision and strategy for the 
development of the eID field, a private 
sector company, SK Solutions, provides 
trusted authentication services to both the 
private and public sector.

Where awareness raising and early 
warning is concerned, National Cyber 
Security Centres across a growing number 
of countries are providing new services. 
In Finland, for instance, the National 
Cyber Security Centre (NCSC-FI) es-
tablished and manages the automated 
Autoreporter system, a tool which 
collects global information on malware 
traffic originating from Finland. NCSC-FI 
shares this information with telecommu-
nications operators, who further distrib-
ute it to their end customers in an effort  
to raise awareness and combat the 
spread of malware.

Some participating States also view their 
engagement with the whole-of-society 
on cybersecurity-related issues as a form 
of public-private engagement. Examples 
include Belgium’s annual cybersecurity 
awareness campaign. Its Safeonweb 
(SOW) application is a result of the latest 
campaign. 

11 https://www.cisa.gov/uscert/ncas/current-activity/2022/11/17/cisa-nsa-and-odni-release-guidance-customers-securing-
software

The app collects news about phishing 
and warns of cyber threats and new 
forms of online scams. It provides regular  
updates to subscribers on vulnerabili-
ties and threats via a dedicated applica-
tion. The application also serves as an 
e-learning platform where users can learn 
basic security and cyber hygiene practices 
and test their knowledge and awareness. 
Participation in this initiative is voluntary. 
It emerged from an earlier initiative – the 
BePhish campaign – through which  
internet users voluntarily alert the Bel-
gian Centre for Cybersecurity (CCB) 
when they receive a suspected phishing  
message. An automated process then 
checks the links or attachments and  
determines whether to block them. 

Where software security and supply 
chain risk management are concerned, 
public-private collaborative work has 
been underway for some time. Recent 
initiatives include the Securing the Soft-
ware Supply Chain: Recommended 
Practices Guide for Customers11,  
developed in the United States by 
the Enduring Security Framework 
Working Group that operates under 
the auspices of Critical Infrastructure 
Partnership Advisory Council (CIPAC), 
a cross-sector, public-private working 
group. The publication is the third in a 
three-part series providing best practices 
to software customers for procuring and 
deploying secure software. It also in-
cludes guidance for the Software Bill of 
Materials (SBOM), a list of all the ‘ingre-
dients’ that make up software compo-
nents and on which collaborative efforts 
have been underway since 2018. 

https://www.cisa.gov/news-events/alerts/2022/11/17/cisa-nsa-and-odni-release-guidance-customers-securing-software-supply
https://www.cisa.gov/news-events/alerts/2022/11/17/cisa-nsa-and-odni-release-guidance-customers-securing-software-supply
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In the European Union, a voluntary cybersecurity certification framework for ICT 
products, processes and services also depends on deep public-private collaboration, 
including around software products. The recently proposed Cyber Resilience Act, 
which aims to ensure greater security of hardware and software products, counts on 
significant public-private collaboration in developing the rules, and will require continued 
collaboration between public and private actors once the new rules are adopted.12

Cross-border promotion of cybersecurity-related 
public-private partnerships and other such
arrangements 

The importance of public-private co-operation and collaboration across borders 
cannot be underestimated. The increase in ransomware attacks and their impact on 
the functioning of societies across the globe has laid bare the need for these kinds of 
arrangements, including to strengthen rapid response capacities across all countries. 
Recent ransomware incidents demonstrate the value of such public-private response 
arrangements and collaboration across regions. For instance, Spain sent two mixed 
teams comprised of members of the Spanish Government National Cryptologic Center 
- Computer Security Incident Response Team (CCN-CERT) and private companies 
to support the incident response and recovery effort in Costa Rica in April and June 
2022 respectively. The recent announcement by Spain and the United States on 
the development of a capacity-building tool to help countries use public-private 
partnerships to counter ransomware can bolster such efforts. The project aims to 
“provide guidance to States around the world seeking to develop or deepen public-
private partnerships”, including by showcasing innovations in countering ransomware, 
and by creating ‘financing schemes’ to support such public-private collaborations.13

Ensuring trust and security in 
public-private partnerships and other such
arrangements

In most instances, the purpose of the public-private arrangement and the character of 
the entities involved dictate the level of trust and security needed to enable co-operation. 
Many of the examples of such arrangements in OSCE participating States are open to 
broad participation and do not involve any formal vetting process. These tend to be 
oriented towards general awareness raising, capacity-building or cyber hygiene. 

12 Cyber Resilience Act – new cybersecurity rules for digital products and ancillary services. Available at: https://ec.europa.
eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-
products-and-ancillary-services_en

13 https://www.cisa.gov/news-events/news/united-states-and-spain-announce-development-new-capacity-building-tool-combat

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services_en
https://www.cisa.gov/news-events/news/united-states-and-spain-announce-development-new-capacity-building-tool-combat
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The closer an issue is to national security, 
however, the more closed the platform will be 
and participants will likely be required to have 

a security clearance or sign some form of 
confidentiality or non-disclosure agreement. 

These kinds of requirements can, how-
ever, foster distrust, in addition to taking 
time to establish. Conversely, the report 
shows that closed platforms can be 
mutually beneficial to the public and the 
private stakeholders involved: they help 
protect confidential and proprietary infor-
mation, while also expanding the scope 
of information that the involved stake-
holders have access to. Such platforms 
also provide members or participants 
with the potential to influence policy and 
operations within a certain community or 
sector. Consultative processes leading to 
the establishment of a given public-pri-
vate arrangement can also contribute to 
incentivizing participation and help ensure 
that the arrangement responds to the 
security and/or confidentiality concerns 
and requirements of all involved, and not 
just the national security concerns of the 
government. 

Across OSCE participating States, efforts 
are being made to establish secure and 
trusted platforms to strengthen public-

14 Traffic Light Protocol (TLP) definitions and usage. Available at: https://www.cisa.gov/tlp

private collaboration, particularly when the 
objective is to share sensitive information 
or threat intelligence in a timely manner. 
Some countries use the ‘Traffic Light 
Protocol’, “a set of designations used to 
ensure that sensitive information is shared 
with the appropriate audience”.14 The latter 
is used, for instance, by the Cyber Secu-
rity Coalition of Belgium, a non-profit 
association that promotes collaboration 
between government, the private sector 
and academia to accelerate digital resil-
ience and respond to emerging threats.

Some companies can also play a trusted 
bridging role between government agen-
cies and the private sector. For example, 
in the Netherlands, non-vital companies 
can receive a special status called an  
Objectively Recognizable Task (OKTT), 
which allows them to serve as a kind of 
information- and advisory-sharing bridge 
between the National Cyber Security 
Agency and organizations in their respec-
tive networks. 
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Sometimes, it is the government itself 
that establishes secure platforms. Upon 
adoption of its National Cyber Security 
Strategy and Action Plan, Türkiye 
established the National CERT (USOM) 
under the existing national Information and 
Communication Technologies Authority 
(BTK) to co-ordinate incident response 
at the technical level. USOM has since 
established a collaboration between public 
and private CERTs. A secure platform - 
USOM 24/7 – is used to collect and share 
data, threat information and intelligence 
between public and private CERTs. 
USOM also contributes to the growth 
of the national cybersecurity ecosystem 
by training experts and supporting the 
development of cybersecurity solutions.

When an initiative is led by the government, 
clarity around requirements such as 
security clearances and ensuring that 
industry participation is voluntary can help 
nurture confidence in the initiative within 
industry and the broader public. Take, 
for instance, the United Kingdom’s 
Industry 100 initiative. It facilitates close 
collaboration between the National Cyber 
Security Centre (NCSC) and UK industry. 
Through the collaboration, the NCSC 
seeks to “learn lessons, identify systemic 
vulnerabilities and reduce the impact of 
cyber attacks”.15 The initiative works on 
a secondment basis whereby industry 
actors can seek a part-time placement at 
the NCSC (ranging from one day per week 
to one day per month). NCSC teams place 
advertisements on the NCSC website 
when they are looking for specific skill sets. 
To maintain independence, the selected 
candidates’ organizations are expected 
to pay the salary of their staff member 
while on secondment. To ensure security, 
selected secondees are expected to have 
a security clearance.

15 https://www.ncsc.gov.uk/section/industry-100/about

Countries hosting multinational companies 
or services may face unique challenges 
with information sharing, particularly 
when there is a need to enable threat 
intelligence sharing with non-national en-
tities. In the Netherlands, a ‘Circle of 
Trust’ was established to deal with these 
and other such challenges. Comprising 
the CERTs of 10 multinational companies 
based in the country and the National  
Cyber Security Centre, it serves as a 
safe and secure space for exchanging 
information, including on cybersecurity 
and supply chain risks, and talent deve-
lopment. The Circle of Trust does not 
replace the work of national, sector specific 
ISACs, which are bodies dedicated to 
collecting, analyzing and disseminating 
actionable threat information to members 
and for providing members with tools to 
mitigate risks and improve resilience.

Since multinational companies or ser-
vices often fall within designated critical 
sectors, additional measures may need 
to be taken to ensure a trusted and 
secure environment for information 
sharing. In Switzerland, an elaborate 
structure has been established to en-
able collaboration within the financial 
sector, including non-Swiss entities, and 
between the financial sector and gov-
ernment authorities. Established in April 
2022, the Swiss Financial Sector  
Cyber Security Center (FS-CSC) has 
over 50 founding members, including 
banks, insurers and industry associa-
tions as well as affiliated government 
agencies such as the Swiss Financial 
Marker Supervisory Authority (FINMA), 
the National Cyber Security Centre and 
the State Secretariat for International  
Finance. The body is structured around 
a Steering Board, which activates a Cri-
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sis Co-ordination Cell in the event of a 
systemic incident; an Expert Group, 
which runs projects aimed at strength-
ening cyber resilience and organizes 
strategic and operational exercises; and 
an Operational Cybersecurity Cell, which 
manages information sharing, monitors 
events relevant to the sector, provides 
sector-specific reports and supports  
crisis management. It operates as an  
association and membership is fee-paying 

for private entities. To ensure a trusted 
and secure environment, banks, insurers, 
securities firms and financial market infra-
structures seeking membership require 
FINMA authorization. In addition, the  
FS-CSC recently acquired the services 
of the Financial Services Information 
Sharing and Analysis Centre (FS-ISAC), 
a global trusted provider of cybersecurity 
services, to support the operations of 
the Operational Cybersecurity Cell.

The lifespan or duration of a specific 
public-private partnership or collaboration 
can vary significantly. Those identified 
in the report are generally permanent or 
open-ended models of collaboration (e.g., 
critical infrastructure sector ISACs or other 
threat intelligence sharing platforms). Some 
have a very specific duration, for instance, 
rapid response arrangements, annual 
cybersecurity awareness months, or 
festivals such as the Czech Republic’s 
annual Internet Security Festival. The 
lifespan of others may well be determined 
by the immediacy, scope and scale of the 
threat, by budgetary cycles and the overall 
availability of resources. 

Ensuring adequate funding, is of course, 
key to any form of collaboration, and 
as mentioned, available funding will 
generally dictate the duration of any given 
initiative. Including references to such 
forms of collaboration in national security 
strategies as well as more specific detail 
in associated action plans helps ensure 
adequate allocation of resources, as well 
as identify where additional budgetary 
allocations may be necessary and where 
burden sharing with private entities may 

be most useful. Out of the public-private 
collaborations identified by participating 
States, many are government-funded 
through specific budgetary allocations. 
Others – generally those initiated by 
industry actors – tend to be funded by 
private entities or through membership, 
events or other such fees. Yet others 
involve the pooling of different types of 
resources. These sources of funding can 
change over time as the arrangement 
matures. Take, for example, cybersecurity 
clusters. In some instances, they start off 
with government funding, although the 
overarching aim of most clusters is to 
ensure independence through financial 
contributions from all participating entities 
and through other forms of fund raising 
such as membership fees and events. 
Some also pool resources, such as 
workspaces, often in locations other than 
capital cities, as in the Hague Security 
Delta Campus, which in turn can help 
promote the value of such locations in 
strengthening cybersecurity and resilience, 
while also ensuring efficiency, fostering 
employment at regional or local levels and 
attracting investment.

Lifespan and funding arrangements
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In the case of the Cybersecurity Net-
work Foundation (CSN) in Serbia, the 
OSCE Mission to Serbia provided part of 
the seed funding for the initiative. Former-
ly known as the ‘Petnica Group’, CSN is 
an independent foundation whose main 
goal is to bring together stakeholders 
from across society to exchange infor-
mation and pool ideas. It facilitated con-
sultations leading to the development of 
several legal documents in the field of 
information security in Serbia, including 
the country’s National Information Society 

and Security Development Strategy 
(2021-2026), which has highlighted the 
importance of cybersecurity-related 
public-private collaboration. With the 
agreement and support of competent 
authorities, the Cybersecurity Network 
Foundation implements the ‘Cyber Hero’ 
educational program and organizes the 
national cybersecurity competition ‘Ser-
bian Cybersecurity Challenge’. Efforts 
are currently underway to secure more 
sustainable sources of funding, including 
at national and regional (EU) level.   

Monitoring and oversight

The growing focus on the importance of 
cybersecurity-related public-private part-
nerships and other such arrangements 
to national interests and national security, 
and growing investment in these mecha-
nisms requires greater focus on regularly 
measuring and reviewing their perfor-
mance. 

Monitoring entails the continuous and 
systematic assessment of a given project 
or initiative based on the goals that have 
been agreed, the activities that have been 
planned and how they are implemented, 
and the information that is collected along 

the way. It enables effort to assess in a 
systematic and objective manner, the 
relevance, performance, impact, success, 
or lack there-of, and sustainability of the 
project or initiative in accordance with 
stated objectives. Oversight is particularly 
important when public funds are involved 
in the collaboration. 

For some OSCE participating States, 
monitoring and evaluation are often part 
of their national cybersecurity strategy 
implementation plan and entail detailed 
reporting requirements. Efforts in this area 
continue to mature. 



33PROCESS

Other, looser forms of engagement may not be so rigorous, but being able to articulate 
their value in contributing to agreed goals is nonetheless important. Regardless of the 
type of collaboration and whether it stems from a national cybersecurity strategy, some 
participating States have noted that they often face challenges in assessing the value 
of their engagements with the private sector, and they may not always have a complete 
picture of what they entail and how they are contributing to the goals set out in their 
national cybersecurity strategy. Due to increasing requirements and the need to prioritize 
effort and resources, some participating States are currently reviewing their existing 
public-private collaborations, including through an extensive review of memorandums of 
understanding or agreements with private sector entities.

For traditional, contract-based infrastructure public-private collaboration, numerous 
tools and mechanisms are used for monitoring and oversight purposes. Lessons from 
these can be drawn for cybersecurity-related public-private partnerships and other 
such arrangements, particularly in the absence of formal reporting obligations. They 
include tools such as proactive disclosure, a process through which non-sensitive data 
is disclosed throughout the lifecycle of a given partnership or collaboration so that 
content, scope, and progress of the collaboration (not the content of what is discussed) 
is accessible and available to everyone. This kind of structured access to data can 
help enhance confidence in the project, by providing a means for government, industry 
and other non-government actors to monitor performance, analyze cost-benefit ratios, 
identify new opportunities for collaboration, as well as prevent fraud and corruption. 

Other developments in this area involve collaborative approaches to supporting and 
overseeing government national cybersecurity strategy implementation. The Austrian 
Cyber Security Platform plays such a role. The body acts as an umbrella for the 
permanent exchange of information between public administration and representatives 
of the economy, science and research with all stakeholders taking part on an equal 
footing. It consists of some 100 individuals from across critical sectors that voluntarily 
self-organize into different sub-groups to assist and advise different projects, such as 
drafting the national cybersecurity strategy or providing input to Austria’s position ahead 
of relevant international meetings and negotiating processes. In addition, the Platform 
has the remit to advise and support the national Cyber Security Steering Group. It 
also meets with the government at regular intervals to report on the implementation of 
the national cybersecurity strategy from the perspective of the private sector. 
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People 

Cybersecurity-related PPPs and other such 
arrangements require clarity about who should be 
involved and for what purpose. This involves clear 
articulation of:

 · The stakeholders involved and their roles and responsibilities within the 
arrangement.

 · Whether the arrangement is open to all interested parties or restricted to a 
smaller or targeted group.

 · How those involved are expected to contribute to meeting the goals of the 
arrangement.  

 · Whether specific expertise or dedicated functions may be required to 
facilitate relationship building between the public and private sector actors 
involved.
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Participation or membership in a public-private partnership or other such arrangement 
will always be contingent on the purpose and aim of the actual arrangement. In OSCE 
participating States, they can involve just one public authority (e.g., a National Cyber 
Security Centre) or several. These ‘several’ tend to be ministries of (or agencies 
under) Justice, Interior, Defense, Education, Digital Transformation, Treasury/Finance, 
Emergency/Disaster Planning and Recovery. On the private side, key stakeholders 
can include multinational technology companies, telecommunications companies, 
internet service providers, cybersecurity companies, owners and operators of critical 
infrastructure and other essential assets and services, SMEs, individual experts and 
even individuals acting in their personal capacity.

It is important to note that some participating States take an even broader approach 
to such arrangements. Relevant initiatives may include academia, technical institutes 
or bodies, specialized civil society organizations or the entire population of a country. 
This tends to be the case where education and capacity-building are concerned. For 
example, in Italy, in line with specific provisions laid out in the National Recovery and 
Resilience Plan, the National Cyber Security Strategy and a recently approved law on 
post-secondary education, efforts are underway to develop a Co-ordination Network 
of Higher Technological Institutes (ITS - Istituti Tecnologici Superiori) for the 
development of a digital transition and of a national ecosystem to train new digital skills. 
The collaboration will involve several institutions, both at the national and at the regional 
level, and aim to develop the ITS, which represent a tertiary education segment run as 
a result of co-operation between local administrations, schools and industry, with the 
participation of universities. The ITS system, created a decade ago, is still small in size 
and the initiative has the goal of promoting its growth, especially in cybersecurity. 

The purpose of the arrangement will also determine whether it is open to all interested 
parties, or closed, requiring participating entities or individuals to meet certain criteria. 
Sometimes the character of the private entity – whether it is multinational or foreign – 
may dictate whether its personnel can participate in a given national arrangement or not. 
National security-related considerations – and, increasingly, national legislation – tend to 
inform such decisions. Again, non-disclosure agreements and similar arrangements are 
viewed as important tools for enabling this form of co-operation.

The shifting threat and regulatory environments are propelling several participating 
States to enhance co-ordination amongst government authorities and review existing 
memorandums of understanding and associated partnerships and arrangements with 
the private sector to ensure better prioritization and use of resources. In some instances, 
dedicated positions have been established within the government to specifically co-
ordinate a government’s co-operation with the private sector on cybersecurity-related 
issues. This is the case, for instance, of the Czech Republic and the Netherlands, 
where preparations are underway for working with a much broader body of private 
sector entities under the NIS2 Directive.
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Concluding remarks

A starting point of OSCE engagement on cybersecurity-related PPPs was the outcome 
of the report of the CBM 14 group in 2021. This report on emerging practices serves as 
a follow-up. Its recommendations are organized under the rubrics of purpose, policy, 
process and people. These represent recommended baselines for how government 
entities, together with the private sector, can determine the purpose of the relationship 
(the why); what it will focus on (the what); the modalities or structure of the arrangement 
(the how) and who should be involved (the who). 

The report demonstrates how engagement with the private sector is becoming 
a prominent feature of strengthening cybersecurity and resilience across OSCE 
participating States. The sheer number of collaborative arrangements presented by 
participating States throughout the development of the report demonstrates how such 
relations are both normalizing and maturing, as well as building confidence within and 
across different communities. 

At the same time, participating States interviewed throughout the process were candid 
about the scope and scale of cybersecurity and resilience challenges they face. They 
have signaled significant interest in learning more about how other participating States 
and other regions collaborate with the private sector to overcome challenges such as 
working collaboratively with SMEs, research institutes or specific critical infrastructure 
sectors; on establishing and maintaining trusted and secure platforms for information 
exchange; on capacities for rapid response; on incentive-accountability structures in 
cybersecurity-related public-private partnerships; and on monitoring and oversight of 
such arrangements. Importantly, participating States are also interested in hearing the 
views of private sector partners in such arrangements. In this regard, the examples 
submitted by participating States to inform this report are a treasure trove for future 
exchanges at the bi-lateral, regional and international levels across a number of different 
areas. 
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Purpose (general)

Cybersecurity-related public-private partnerships (PPPs) and other 
such arrangements should have a clearly defined purpose. 
This requires:

 · A clear understanding of the national cybersecurity ecosystem.

 · A clear understanding of the strengths and weaknesses of relevant 
public and private sector entities in the country vis-à-vis the 
cybersecurity and resilience challenges that need to be addressed.

 · Identifying areas in which public-private co-operation could address 
identified challenges.

 · Identifying how to incentivize engagement of relevant private sector 
and other actors.

 · Identifying whether a dedicated government position for facilitating or 
co-ordinating relations between the public and private sector needs 
to be established.

Policy

Cybersecurity-related PPPs and other such arrangements should be 
clearly outlined in national policy and/or legislation. 
This requires:

 · Acknowledgement of the importance of public-private arrangements in 
national cybersecurity policy and strategy, including through the articulation 
of how the arrangement will contribute to attaining national security, 
economic and social development goals, details of which can be included 
in related action plans. 

 · Consultation with relevant private entities in policy, legislative and regulatory 
decisions that will affect them. 

 · A commitment to establishing transparency and oversight mechanisms for 
public-private arrangements and related activities. 

EMERGING PRACTICES IN CYBER/ICT SECURITY PPPs



39

Process

Cybersecurity-related PPPs and other such arrangements require clear 
implementation modalities or governance structures to help ensure that 
goals are met and that appropriate incentive-accountability structures 
are considered from the outset. This includes joint confirmation by the 
public and private actors involved on:

 · The specific goals of the arrangement and the specific problems it is setting 
out to solve.

 · The activities that the arrangement will undertake to attain the agreed goals.

 · Lifespan and funding sources.

 · Security or non-disclosure requirements and protocols that need to be 
put in place and the cyber hygiene practices that need to be promoted 
amongst participants.

 · Mechanisms for monitoring and oversight of activities undertaken.

 · Mechanisms for reviewing and updating implementation modalities or 
governance structures of the overall PPP/arrangement. 

 · Communications/outreach strategy.

People 

Cybersecurity-related PPPs and other such arrangements require 
clarity about who should be involved and for what purpose. 
This involves clear articulation of:

 · The stakeholders involved and their roles and responsibilities within the 
arrangement.

 · Whether the arrangement is open to all interested parties or restricted to a 
smaller or targeted group.

 · How those involved are expected to contribute to meeting the goals of the 
arrangement.  

 · Whether specific expertise or dedicated functions may be required to 
facilitate relationship building between the public and private sector actors 
involved.
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PC.DEC/1202
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PCOEW6464

Organization for Security and Co-operation 
in Europe Permanent Council Original: ENGLISH

1092nd Plenary Meeting
PC Journal No. 1092, Agenda item 1

DECISION No. 1202

OSCE CONFIDENCE-BUILDING MEASURES TO REDUCE 
THE RISKS OF CONFLICT STEMMING FROM THE USE OF 
INFORMATION AND COMMUNICATION TECHNOLOGIES

The OSCE participating States in Permanent Council Decision No. 1039 (26 
April 2012) decided to step up individual and collective efforts to address security of and 
in the use of information and communication technologies (ICTs) in a comprehensive and 
cross-dimensional manner in accordance with OSCE commitments and in co-operation with 
relevant international organizations, hereinafter referred to as “security of and in the use of 
ICTs.” They further decided to elaborate a set of draft confidence-building measures (CBMs) 
to enhance interstate co-operation, transparency, predictability, and stability, and to reduce 
the risks of misperception, escalation, and conflict that may stem from the use of ICTs.

The OSCE participating States, recalling the OSCE role as a regional arrangement 
under Chapter VIII of the UN Charter, confirm that the CBMs being elaborated in the OSCE 
complement UN efforts to promote CBMs in the field of security of and in the use of ICTs.

The efforts of the OSCE participating States in implementation of the OSCE 
confidence-building measures in the field of security of and in the use of ICTs will be 
consistent with: international law, including, inter alia, the UN Charter and the International 
Covenant on Civil and Political Rights; as well as the Helsinki Final Act; and their 
responsibilities to respect human rights and fundamental freedoms.

The following CBMs were first adopted through Permanent Council Decision No. 
1106 on 3 December 2013:

1. Participating States will voluntarily provide their national views on various aspects 
of national and transnational threats to and in the use of ICTs. The extent of such information 
will be determined by the providing Parties.
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2. Participating States will voluntarily facilitate co-operation among the competent 
national bodies and exchange of information in relation with security of and in the use of 
ICTs.

3. Participating States will on a voluntary basis and at the appropriate level hold 
consultations in order to reduce the risks of misperception, and of possible emergence of 
political or military tension or conflict that may stem from the use of ICTs, and to protect 
critical national and international ICT infrastructures including their integrity.

4. Participating States will voluntarily share information on measures that they have 
taken to ensure an open, interoperable, secure, and reliable Internet.

5. The participating States will use the OSCE as a platform for dialogue, exchange 
of best practices, awareness-raising and information on capacity-building regarding security 
of and in the use of ICTs, including effective responses to related threats. The participating 
States will explore further developing the OSCE role in this regard.

6. Participating States are encouraged to have in place modern and effective national 
legislation to facilitate on a voluntary basis bilateral co-operation and effective, time-
sensitive information exchange between competent authorities, including law enforcement 
agencies, of the participating States in order to counter terrorist or criminal use of ICTs. The 
OSCE participating States agree that the OSCE shall not duplicate the efforts of existing law 
enforcement channels.

7. Participating States will voluntarily share information on their national 
organization; strategies; policies and programmes – including on co-operation between the 
public and the private sector; relevant to the security of and in the use of ICTs; the extent to 
be determined by the providing parties.

8. Participating States will nominate a contact point to facilitate pertinent 
communications and dialogue on security of and in the use of ICTs. Participating States 
will voluntarily provide contact data of existing official national structures that manage 
ICT-related incidents and co-ordinate responses to enable a direct dialogue and to facilitate 
interaction among responsible national bodies and experts. Participating States will update 
contact information annually and notify changes no later than thirty days after a change 
has occurred. Participating States will voluntarily establish measures to ensure rapid 
communication at policy levels of authority, to permit concerns to be raised at the national 
security level.

9. In order to reduce the risk of misunderstandings in the absence of agreed 
terminology and to further a continuing dialogue, participating States will, as a first step, 
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voluntarily provide a list of national terminology related to security of and in the use of 
ICTs accompanied by an explanation or definition of each term. Each participating State 
will voluntarily select those terms it deems most relevant for sharing. In the longer term, 
participating States will endeavour to produce a consensus glossary.

10. Participating States will voluntarily exchange views using OSCE platforms and 
mechanisms inter alia, the OSCE Communications Network, maintained by the OSCE 
Secretariat’s Conflict Prevention Centre, subject to the relevant OSCE decision, to facilitate 
communications regarding the CBMs.

11. Participating States will, at the level of designated national experts, meet at 
least three times each year, within the framework of the Security Committee and its 
Informal Working Group established by Permanent Council Decision No. 1039 to discuss 
information exchanged and explore appropriate development of CBMs. Candidates for 
future consideration by the IWG may include inter alia proposals from the Consolidated List 
circulated by the Chairmanship of the IWG under PC.DEL/682/12 on 9 July 2012, subject to 
discussion and consensus agreement prior to adoption.

The following CBMs were first adopted through Permanent Council Decision No. 
1202 on 10 March 2016:

12. Participating States will, on a voluntary basis, share information and facilitate 
inter-State exchanges in different formats, including workshops, seminars, and roundtables, 
including on the regional and/or subregional level; this is to investigate the spectrum 
of co-operative measures as well as other processes and mechanisms that could enable 
participating States to reduce the risk of conflict stemming from the use of ICTs. Such 
activities should be aimed at preventing conflicts stemming from the use of ICTs and at 
maintaining peaceful use of ICTs.

With respect to such activities participating States are encouraged, inter alia, to:

– Conduct such activities in the spirit of enhancing inter-State co-operation, 
 transparency, predictability and stability;

– Complement, through such activities, UN efforts and avoid duplicating work done
 by other fora; and

– Take into account the needs and requirements of participating States taking part in
 such activities.

Participating States are encouraged to invite and engage representatives of the 
private sector, academia, centres of excellence and civil society in such activities.
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13. Participating States will, on a voluntary basis, conduct activities for officials and 
experts to support the facilitation of authorized and protected communication channels 
to prevent and reduce the risks of misperception, escalation, and conflict; and to clarify 
technical, legal and diplomatic mechanisms to address ICT-related requests. This does not 
exclude the use of the channels of communication mentioned in Permanent Council Decision 
No. 1106.

14. Participating States will, on a voluntary basis and consistent with national 
legislation, promote public-private partnerships and develop mechanisms to exchange best 
practices of responses to common security challenges stemming from the use of ICTs.

15. Participating States, on a voluntary basis, will encourage, facilitate and/or 
participate in regional and subregional collaboration between legally-authorized authorities 
responsible for securing critical infrastructures to discuss opportunities and address 
challenges to national as well as trans-border ICT networks, upon which such critical 
infrastructure relies.

Collaboration may, inter alia, include:

– Sharing information on ICT threats;

– Exchanging best practices;

– Developing, where appropriate, shared responses to common challenges including 
 crisis management procedures in case of widespread or transnational disruption of 
 ICT-enabled critical infrastructure;

– Adopting voluntary national arrangements to classify ICT incidents in terms of the
 scale and seriousness of the incident;

– Sharing national views of categories of ICT-enabled infrastructure States consider 
 critical;

– Improving the security of national and transnational ICT-enabled critical 
 infrastructure including their integrity at the regional and subregional levels; and

– Raising awareness about the importance of protecting industrial control systems 
 and about issues related to their ICT-related security, and the necessity of 
 developing processes and mechanisms to respond to those issues.

16. Participating States will, on a voluntary basis, encourage responsible reporting 
of vulnerabilities affecting the security of and in the use of ICTs and share associated 
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information on available remedies to such vulnerabilities, including with relevant segments 
of the ICT business and industry, with the goal of increasing co-operation and transparency 
within the OSCE region. OSCE participating States agree that such information exchange, 
when occurring between States, should use appropriately authorized and protected 
communication channels, including the contact points designated in line with CBM 8 of 
Permanent Council Decision No. 1106, with a view to avoiding duplication.

Practical Considerations1

The provisions of these Practical Considerations do not affect the voluntary basis 
for the activities related to the aforementioned CBMs.

Participating States intend to conduct the first exchange by October 31, 2014, and 
thereafter the exchange of information described in the aforementioned CBMs shall occur 
annually. In order to create synergies, the date of the annual exchanges may be synchronized 
with related initiatives participating States are pursuing in the UN and other fora.

The information exchanged by participating States should be compiled by each of 
them into one consolidated input before submission. Submissions should be prepared in a 
manner that maximizes transparency and utility.

Information may be submitted by the participating States in any of the official 
OSCE languages, accompanied by a translation in English, or only in the English language.

Information will be circulated to participating States using the OSCE Documents 
Distribution system.

Should a participating State wish to inquire about individual submissions, they 
are invited to do so during meetings of the Security Committee and its Informal Working 
Group established by Permanent Council Decision No. 1039 or by direct dialogue with the 
submitting State making use of established contact mechanisms, including the email contact 
list and the POLIS discussion forum.

The participating States will pursue the activities in points 9 and 10 above through 
existing OSCE bodies and mechanisms.

The Transnational Threats Department will, upon request and within available 
resources, assist participating States in implementing the CBMs set out above.

1 First adopted as part of Permanent Council Decision No. 1106 on 3 December 2013
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In implementing the CBMs, participating States may wish to avail themselves of 
discussions and expertise in other relevant international organizations working on issues 
related to ICTs.

Considerations2

Participating States will, at the level of designated national experts, meet at 
least three times each year, within the framework of the Security Committee and its 
Informal Working Group established by Permanent Council Decision No. 1039, to discuss 
information exchanged and explore appropriate development of CBMs. Candidates for 
future consideration by the IWG may include inter alia proposals for CBMs aimed at 
increasing transparency, co-operation, and stability among States in the use of ICTs. Such 
efforts should, to the extent that they relate to the mandate of the IWG, take into account 
and seek to complement the expert-level consensus reports of the 2013 and 2015 United 
Nations Group of Governmental Experts on Developments in the Field of Information 
and Telecommunications in the Context of International Security, including their 
recommendations on voluntary CBMs, and the Group’s work in support of voluntary non-
binding norms, rules and principles of responsible State behaviour in the use of ICTs.

The Transnational Threats Department of the OSCE Secretariat, through its Cyber 
Security Officer will, upon request and within available resources, assist participating States 
in implementing the CBMs set out above, and in developing potential future CBMs.

2 First adopted as part of Permanent Council Decision No. 1202 on 10 March 2016.
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