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Carrying out independent 
examinations

Consulting with business 
sector about the 

implementation of 
international AML/CFT 
standards (organizing 

advisory forums preparing 
methodical 

recommendations)

RISK 
ASSESSMENT

PRECAUTIONS
SUPPRESSION
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In-game currencies

Cryptocurrencies

Quasi-payment instruments

Convertible currencies
• Can be sold/bought
• Rubles, euros, dollars

Non-convertible currencies
• Functioning in “closed” systems
• “Monopoly” money

Limited convertibility currencies
• Possible to buy, impossible to sell
• Almost all virtual currencies

BENEFITS RISKS
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Decentralized crypto currencies are a stress test for the regulation
• They’re hard to outlaw,we can only control them

Who must be identified Exchanges as an object of supervision

Identification of the user at the stage of cashing 
crypto currency

Conditions of the legalization

Users Miners Shops Exchanges 
and 
markets

The remitter’s 
address

The remittee’s
address

The sum of 
remittance

MINING AND PROCESSING
• banks (accredited by the CBR) which control processing
• the transaction information is available for supervisory 

bodies
• licensing of specific kinds of activity 

related to the crypto currency turnover
• limitations of mining organizations
• market participants identification

International positions
and national regulation

Prohibition

Iceland

China

Estonia

Guidelines

USA (federal 
level)

Germany

Norway

Legislation

USA (New 
York)

United
Kingdom

Sweden

Positive

European Banking 
Authority (EBA)

New York State 
Department of 

Financial Services 
(NYDFS)

Commonwealth of 
Nations

Neutral

European Securities 
and Markets 

Authority (ESMA)

Financial Services 
Authority (FSA)

European Parliament

Negative

Europol

National Central 
Banks
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ML/FT schemes
involving cryptocurrencies

Darknet markets Cryptocurrency over e-
mail Cash over mail

Cyber-attack
ransoms

Exchange
services Credit union

Offshore
bank

accounts

Darknet markets Exchange services Prepaid debit 
cards ATM withdrawals

Toughening laws

Strategic prevention

“Surgical strike” model

Consolidation of economic anti-
corruption mechanisms

Expansion of business and civil society 
participation in fighting corruption

II. Control

Internal External

I. Prevention

ANTI-CORRUPTION 
MODELS
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Convicted of corruption crimes

Criminal cases with issued indictments

Detected crimes

Recorded crimes


