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International Framework

• OSCE and international commitments and 
freedom of expression in social media

• Web 2.0, user generated content, 
blogging, social media

• Social media as a tool for journalists
• The notions of media, citizen media and 

grassroots journalism

Internet Regulation and Internet Governance

Presenter
Presentation Notes
I cannot offer solutions to all challenges the Internet poses, nor can anybody, but I will present to you some principles and a few suggestions on how to get to the best solutions possible.

Because, after all, I think the Internet is a great tool for individuals, societies, governments, media and business.



Right to Freedom of Expression



Freedom of Expression

• art. 19 Universal Declaration of Human 
Rights (UDHR)

• art. 10 European Convention on Human 
Rights

• art. 11 Charter of Fundamental Rights of 
the European Union

• OSCE Committments

Freedom of Expression on the Internet



• 2000: EU Electronic Commerce Directive
• 2001: CoE Convention on Cybercrime (CETS 

No.: 185)

• Additional Protocol to the Convention on 
cybercrime, concerning the criminalisation 
of acts of a racist and xenophobic nature 
committed through computer systems

• EU Audiovisual Media Services Directive

International Treaties and 
 Directives



“Everyone has the right to freedom of 
 opinion and expression; this right 

 includes freedom to hold opinions 
 without interference and to seek, 

 receive and impart information and 
 ideas through any media and 

 regardless of frontiers.”

art. 19 –
 

Universal Declaration of Human Rights
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Presentation Notes
Article 10 – Freedom of expression 
“1. Everyone has the right to freedom of expression. This right shall include freedom to hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers. This article shall not prevent States from requiring the licensing of broadcasting, television or cinema enterprises.
 
2. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society, in the interests of national security, territorial integrity or public safety, for the prevention of disorder or crime, for the protection of health or morals, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality of the judiciary.”




“[…] The exercise of these freedoms, 
since it carries with it duties and 
responsibilities, may be subject to […] 
conditions […] as are prescribed by 
law and are necessary in a 
democratic society, in the interests of 
national security, territorial integrity or 
public safety, for the prevention of 
disorder or crime […].”

art. 10 – European Convention on Human Rights (ECHR) II
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“1. Everyone has the right to freedom of expression. This right shall include freedom to hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers. This article shall not prevent States from requiring the licensing of broadcasting, television or cinema enterprises.
 
2. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society, in the interests of national security, territorial integrity or public safety, for the prevention of disorder or crime, for the protection of health or morals, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality of the judiciary.”




‘Freedom of expression constitutes one of the 
 essential foundations of such a society, one of 
 the basic conditions for its progress and for the 
 development of every man.

 
[…] It is applicable 

 not only to “information”
 

or “ideas”
 

that are 
 favourably received or regarded as inoffensive 

 or as a matter of indifference, but also to those 
 that offend, shock or disturb the State or any 

 sector of the population.
 

Such are the demands of 
 that pluralism, tolerance and broadmindedness without 
 which there is no "democratic society".’

Handyside v. the United Kingdom ‐

 

5493/72 [1976] ECHR 5 (7 December 1976)

The Handyside Case
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It is applicable not only to "information" or "ideas“ that are favourably received or regarded as inoffensive or as a matter of indifference, but also to those that offend, shock or disturb the State or any sector of the population. 

The right to freedom of expression includes the right to criticise governments, political leaders, religions, their myths and their ideas, as much as the right of people to protest – peacefully – against such free expression, whether in articles, television programmes, art or cartoons, or even on the Internet.
 
Our liberal and secular cultures demand discussion of differences. Freedom of speech and expression is the means by which we are able to integrate the different cultures, traditions, religions and beliefs into a common European home; but at the same time, we cannot allow illegal content, incitement to violence and hatred.




Web 2.0, user generated content, blogging, 
social media





http://www.hamburg-web.de/fotos/original/10190-fernsehturm-antenne.jpg


The Internet

e‐Mail Personal 

 Websites
Media Websites IPTV

e‐Commerce Social Networks
And many 

 more…



Graduated Regulation

Low Regulation

Press

Higher Regulation
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Individual 

 Communication



1.0
• Britannica Online

• Websites

• Content Management 
 Systems 

• Photo Galleries

• Publishing 

• Consumer

2.0
• Wikipedia
• Blogging
• Wikis

• Flickr, YouTube
• Participation
• Prosumer

 (Producer + Cosumer)

nach: Tim O'Reilly (2005) What Is Web 2.0

 
<http://oreilly.com/web2/archive/what‐is‐web‐20.html>
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nach: Tim O'Reilly (2005) What Is Web 2.0�<http://oreilly.com/web2/archive/what-is-web-20.html>




Freedom of Expression

• Blogging (Wordpress, Livejournal, …)
• Photo Sites (Flickr, …)
• Video Portals (YouTube, Vimeo, …)
• Social Media (Facebook, V Kontakte, …)

Web 2.0 Applications
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Soziale Netzwerke verknüpfen Millionen von Menschen weltweit.

Das 2004 von dem Harvard-Studenten Mark Zuckerberg gegründete Internetportal Facebook zählte im August 2008 100 Millionen registrierte Nutzer. Acht Monate später waren es bereits 200 Millionen Nutzer (April 2009), weitere fünf Monate später 300 Millionen (September 2009).
<Facebook Blog>




What is Social Media?

http://images3.wikia.nocookie.net/__cb20091129041434/uncyclopedia/images/b/b8/Thin_cursor.gif


“It's like a new global telephone network, 
 except that, rather than carry voice and data, its 

 "content" is personal profiles and connections; 
 rich media; real‐time messaging; and an endless 
 array of features, functions, and third‐party 

 apps. For many online users, Facebook is to our 
 era as revolutionary as the telephone was a 

 century earlier.”

‐
 

Jeffrey F. Rayport

Harvard Business Review Blog 

 
http://blogs.hbr.org/cs/2011/02/what_is_facebook_is_becoming.html





http://blog.mad4flash.com/wp-content/uploads/2011/12/endeavor-twitter.jpg




monitor.wildfireapp.com

Presenter
Presentation Notes
Die Zahl der Besucher (unique visitors) des KurznachrichtendienstesTwitter stieg im April 2009 um 39 Prozent von 14 auf 19 Millionen.
Vgl. Mashable (08. Mai 2009)




Freedom of Expression

• As a tool…
• … to seek information.
• … to receive information.
• … to impart information.

Social Media & Journalism
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Social media and social networks form ever new ways to communicate and share ideas, many of which we could not have imagined just a few years ago and many to come that we cannot envision today. They make use of innovative technologies and combine them with already existing features to new forms of Internet services which can be used by journalists and citizens alike.
 
Facebook, Twitter, Youtube, Diaspora & Co. make it easier than ever before to share information, impart and receive news, or comment on and discuss ideas and developments. Bloggers already widened the scope of classical journalism and added the new form of ‘blogging’ or ‘citizen journalism’ to the media landscape. Now, social media and social networks add even another dimension.
 
Beyond the use for individual communication social networks today serve as an indispensable tool for the work of journalists and bloggers. Research, publication, distribution, funding, collaboration, follow up or discussion – all this happens on social networks and through social media. At the same time also users rely on social media and social networks to receive news reporting. This multi-dimensional usage of social media and social networks also brings with it implications for the basic right of freedom of the media.




Freedom of Expression

“The people formerly known as the audience 
are those who were on the receiving end of 
a media system that ran one way, in a 
broadcasting pattern, with high entry fees 
and a few firms competing to speak very 
loudly while the rest of the population 
listened in isolation from one another— and 
who today are not in a situation like that at 
all.”

(Prof. Jay Rosen, New York University)

Grassroot Journalism

Presenter
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citizen journalism is that the people formerly known as the audience employ the press tools they have in their possession to inform one another



Freedom of Expression

“Grassroot journalism is that the people 
formerly known as the audience employ 
the press tools they have in their 
possession to inform one another.”

Grassroot Journalism



Freedom of Expression

• As a tool…
• … to seek information.
• … to receive information.
• … to impart information.

Social Media & Journalism
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Beyond the use for individual communication social networks today serve as an indispensable tool for the work of journalists and bloggers. Research, publication, distribution, funding, collaboration, follow up or discussion – all this happens on social networks and through social media. At the same time also users rely on social media and social networks to receive news reporting. This multi-dimensional usage of social media and social networks also brings with it implications for the basic right of freedom of the media.










Freedom of Expression

Council of Europe:
“Any natural or legal person who is regularly 

or professionally engaged in the 
collection and dissemination of 
information to the public via any means 
of mass communication qualifies as a 
journalist”

Council of Europe: Recommendation No. R(2000)7 on the right of journalists 
not to disclose their sources of information.

Social Media & Journalism



Social Media & Journalism

Freedom of the media as a human right is 
not reserved for media companies or 
editorial offices.
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The protection of Internet services by the right to freedom of expression is also in line with the human right to access to the Internet as well as existing OSCE commitments relating to freedom of opinion and expression and freedom of the media that apply to all forms of their exercise, including digital media on new platforms and communication services containing media or media-like content and activities, such as online and Internet-based newspapers, social networks and social media, blogs, chat rooms, content- and video-sharing websites, and audio-visual online services.




Social Media & Journalism

Freedom of the media and freedom of 
expression are universal rights that apply to 
all forms of media, no matter whether online 
or offline, no matter whether professional or 
citizen journalism, no matter whether print 
media or social media.
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Freedom of Expression

• As a tool…
• … to seek information.
• … to receive information.
• … to impart information.

Social Media & Journalism
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Some principles…



“Internet should be a space of   
freedom, justice and   
democracy”

Maud de Boer‐Buquicchio
 Council of Europe Deputy Secretary General

 at the opening of the Internet Governance Forum (IGF) in Vilnius
 

(Lithuania) 
 14‐17 September 2010.



Access

“[…] Giving effect to the right to freedom of 
expression imposes an obligation on States 
to promote universal access to the Internet”

Joint Declaration on Freedom of Expression and the Internet (2011) The United Nations 
(UN) Special Rapporteur on Freedom of Opinion and Expression, the Organization for 
Security and Co-operation in Europe (OSCE) Representative on Freedom of the Media, 
the Organization of American States (OAS) Special Rapporteur on Freedom of 
Expression and the African Commission on Human and Peoples’ Rights (ACHPR) 
Special Rapporteur on Freedom of Expression and Access to Information, June 1, 2011
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The protection of Internet services by the right to freedom of expression is also in line with the human right to access to the Internet as well as existing OSCE commitments relating to freedom of opinion and expression and freedom of the media that apply to all forms of their exercise, including digital media on new platforms and communication services containing media or media-like content and activities, such as online and Internet-based newspapers, social networks and social media, blogs, chat rooms, content- and video-sharing websites, and audio-visual online services.




• Blocking or filtering Internet content is not in 
 line with FoE principles.

• Blocking and filtering
• … is at the same time under‐effective and 

 over‐restrictive.

• … is making it more difficult for law 
 enforcement agencies to track and for society 

 to challenge.

No blocking or filtering



• ISPs and Web 2.0 Portals can not be held 
liable for the information they carry nor can 
they monitor content.

• Notice and takedown procedures in line 
with due legal process.

• Mere conduit principle: network operators 
have no legal liability for the 
consequences of traffic delivered via their 
networks. 
(EU E-Commerce Regulations 2002)

Mere Conduit
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Unless we talk about “notice-based” liability, ISPs can not be held liable for the information they carry, even less so can they be asked to monitor content going through their networks.

Under the mere conduit principle of the EU E-Commerce Regulations of 2002,[1] network operators have no legal liability for the consequences of traffic delivered via their networks. 




• Education and Training
– for the Internet
– through the Internet

• Autonomous and self dependent use of 
the Internet needs media literate 
individuals

• This approach is always favorable over 
more restrictive methods such as filtering 
or blocking.

• The educated mind is the best filter.

Media Literacy
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Recognizing the difficulty of controlling content in a global medium, it becomes obvious that awareness, education and knowledge are the foundations of any approach to counter hate speech online. On the Internet there is no equivalent of the top shelf in a bookstore or rules for TV broadcasting hour.

Safeguarding people from questionable content on the Internet is best achieved through education and training, through counter-speech and dialogue that aims at increasing mutual understanding.

Education, in general and on the Internet in particular, should be a priority, complementing any legislative measures. A critical and literate individual is less likely to fall for intolerant ideologies. It should not be forgotten that the Internet offers a unique basis for understanding. This educative potential of the Internet has not yet been fully explored and needs more attention.




Safety of Journalists

UN, OSCE, OAS, ACHPR
Joint Declaration on Crimes against 
Freedom of Expression
25 June 2012
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The protection of Internet services by the right to freedom of expression is also in line with the human right to access to the Internet as well as existing OSCE commitments relating to freedom of opinion and expression and freedom of the media that apply to all forms of their exercise, including digital media on new platforms and communication services containing media or media-like content and activities, such as online and Internet-based newspapers, social networks and social media, blogs, chat rooms, content- and video-sharing websites, and audio-visual online services.




Safety of Journalists

“State officials should unequivocally 
condemn attacks committed in reprisal for 
the exercise of freedom of expression and 
should refrain from making statements that 
are likely to increase the vulnerability of 
those who are targeted for exercising their 
right to freedom of expression.”
Joint Declaration on Crimes against Freedom of Expression (2012) The United Nations (UN) Special 
Rapporteur on Freedom of Opinion and Expression, the Organization for Security and Co-operation in 
Europe (OSCE) Representative on Freedom of the Media, the Organization of American States (OAS) 
Special Rapporteur on Freedom of Expression and the African Commission on Human and Peoples’ 
Rights (ACHPR) Special Rapporteur on Freedom of Expression and Access to Information, 25 June 
2012



Safety of Journalists

“States should reflect in their legal systems 
and practical arrangements, as outlined 
below, the fact that crimes against freedom 
of expression are particularly serious 
inasmuch as they represent a direct attack 
on all fundamental rights.”

Joint Declaration on Crimes against Freedom of Expression (2012) The United Nations (UN) Special 
Rapporteur on Freedom of Opinion and Expression, the Organization for Security and Co-operation in 
Europe (OSCE) Representative on Freedom of the Media, the Organization of American States (OAS) 
Special Rapporteur on Freedom of Expression and the African Commission on Human and Peoples’ 
Rights (ACHPR) Special Rapporteur on Freedom of Expression and Access to Information, 25 June 
2012





Contact

www.osce.org/fom



Facebook

www.facebook.com/osce.rfom



Facebook

www.facebook.com/osce.rfom



Your  questions?Thank  you  •°
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