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Guardia di Finanza

The Corps is a military Police
Force reporting directly to the
Minister of Economy and Finance

It has general economic and
financial crime-fighting
competences.
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Scenario — Evolution of (cyber)crime
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Scenario - Cyberspace




Scenario - «Vetrine Opache» Operation
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Digital Forensics

Def. “Relating to the use of computer science or technology in the investigation
and establishment of facts or evidence in a court of law”.

Forensic

Digital Forensics Sclence

ComputerScience




Digital Forensics
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Difficulties in this scenario

Obstacles to investigations:

1. https://en.wikipedia.org/wiki/CSI e

ffect :

2. victims  don't preserve digital
evidences of crimes;

3. too short ISP data-retention time;

4. trans-nationality of Internet;

5. insufficient cooperation from

countries where criminals place their

operational bases.
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Course of action

Today, criminal organizations make
intensive use of technologies and, most
of all, Internet.

v

e strengthening of the “Nucleo Speciale Frodi
Tecnologiche”, a GDF Special Department;

e training on «Digital Forensics and Data
Analysis».
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International and National Cooperation
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S.I.A.C. - “What can we do to fight online counterfeiting?’
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